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This study proposes a behavior analysis model based on an improved generative adversarial network and
particle swarm optimization support vector machine algorithm for deblurring and feature extraction in
tennis video serving behavior. The model first improves the generative adduction network by introducing
a multi-layer convolution structure and a variety of activation functions, including three-layer
convolution. The activation function is selected to use ReLU and Leaky ReLU alternately to enhance the
generator in capturing image details. During model training, the generator optimizes the output image by
minimizing the Wasserstein distance, and the discriminator evaluates the difference between the
generated image and the real image. Then, to further extract features, the particle swarm optimization
algorithm was used to dynamically optimize the feature extraction of each frame in the feature space, and
dynamically adjust the inertia weights. The initial value was 0.9 and the final value was 0.4. After feature
extraction, the data were input into SVM for classification. The penalty parameter of SVM was set to 1
and the accuracy was set to 0.001. The results of the comparative experiments demonstrated that the
proposed method exhibited superior performance in deblurring images, with an average subjective score
of 81.16 points, a notable advantage over the comparison algorithm. In the objective evaluation, the
average Peak Signal-to-Noise Ratio (PSNR) and structural similarity value of the image after defuzzing
by the research method reached 35.12dB and 0.93, respectively. The PSNR and structural similarity of the
image increased by 13.56% to 18.29% and 8.33% to 19.90%, respectively. In the feature extraction and
classification experiments, the accuracy of the proposed algorithm reached 91.24%, which was
significantly higher than the traditional algorithm. The convergence speed was faster than the particle
swarm optimization algorithm, the ant colony optimization algorithm, and the simulated annealing
algorithm, reducing the number of iterations by 35.33%, 40.52%, and 51.55%, respectively. The data
validate that the designed method has good application prospects in improving video image quality and
feature extraction.

Povzetek: Raziskava se ukvarja z analizo teniskega servisa, ki z izboljSanimi algoritmi GAN in PSO-SVM

poboljsa ugotovitve iz slik.

1 Introduction

In light of the accelerated advancement of digital
media and video technology, the analysis and
processing of video content have become increasingly
important in many fields. Especially in sports science
and sports analysis, how to extract valuable
information from video images has become a research
focus. Tennis, as a dynamic and complex sport, often
suffers from blurring in its video images due to various
factors such as the athlete's rapid movement, different
shooting angles, and changes in lighting. These factors
can lead to a decrease in image quality, affecting game
analysis and technical evaluation [1-2]. Therefore,
improving the clarity and information extraction ability
of Tennis Video Images (TVI) has important practical
significance for athlete performance evaluation and

tactical analysis [3-4]. Currently, many industry scholars
have researched the image processing technology and
action behavior analysis. Ding Q et al. proposed a
camera-based long-term trajectory tracking technique to
improve the effectiveness of multi-target tracking
technology in sports game feature recognition. This study
first improved the Tracking-Learning-Detection (TLD)
algorithm and then integrated machine learning methods
into the improved algorithm. This method has
significantly improved performance and can be
effectively applied to feature extraction in sports events
[5]. Mulimani D et al. developed a video preprocessing
technique under a new framework. This method first
calibrated players and classified occlusions to ensure
accurate identification of athletes in complex game
environments. Subsequently, by utilizing the system to
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track and label athletes on the court, the framework
significantly improved the tracking accuracy of
basketball players and provided more reliable technical
support for fairness in the game [6]. Zhang J et al.
developed a new spatial attention and temporal dilation
GCN that uses a self-attention mechanism to select
human joints that are beneficial for action recognition,
thereby reducing the impact of data redundancy and
noise. Extensive experiments on NTU-RGB+D and
Kinetics Skeleton have shown that this method
completes State-of-the-art (SOTA) performance in
skeleton-based action recognition [7]. Zhu X et al.
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introduced a skeleton attention module in the action
recognition data system, which shoots the skeleton
sequence onto a single-RGB frame to assist focusing on
the limb motion area. Experiments on the NTU RGB+D
and SYSU benchmarks have shown that compared to
SOTA methods, this model achieved competitive
performance while reducing network complexity [8]. The
results of related work are summarized in Table 1.

While the aforementioned research has yielded promising
outcomes in the domains of video image processing and
action

Table 1: Research status analysis

Accuracy PSNR . -
Method SSIM Major deficiency
(%) (dB)
. Multi-target tracking accuracy is insufficient in
Ding Q et al. [5] 82 28.5 0.76
complex background.
. . The real-time and accuracy of rapidly changing
Mulimani D et al. [6] 80.5 29 0.79 . .
scenes are insufficient.
Data redundancy and noise are likely to affect
Zhang Jet al. [7] 86 30.8 0.82 . . .
the processing of diverse actions.
The recognition ability in complex motion
Zhu X et al. [8] 84 311 0.81 .
scenes needs to be improved.

behavior analysis, it has not yet fully addressed the

intricacies of the fuzzy states that arise in motion scenes.

When faced with information redundancy and feature
overlap, it is easy to encounter the problem of
misidentification of action behavior. This study aims to
propose a method based on the combination of
improved a Generative Adversarial Network (GAN)
and Particle Swarm Optimization - Support Vector
Machine (PSO-SVM) for fuzzy removal and feature
extraction in TVI processing. The innovation of this
method lies in combining improved GAN and PSO
algorithms to optimize the overall process of deblurring
and feature extraction, making it suitable for complex
motion scenes. By dynamically adjusting the inertia
weight, the convergence speed and accuracy of the PSO
algorithm have been improved, effectively enhancing
the performance of the model at the feature extraction
level.

2 Methods and materials

2.1 Deblurring processing based on video
images

The goal of this research is to propose a method based
on the combination of improved GAN and PSO-SVM
to improve the deblurring effect and feature extraction
ability of TVIs, thereby improving the accuracy of
tennis serve motion recognition. The research
specifically focuses on solving the problem of image

blur and information redundancy caused by dynamic
scenes. Assuming that the improved GAN structure will
effectively enhance feature extraction capability
through multi-layer convolution and multiple activation
functions. Therefore, the goal of improving Peak
Signal-to-Noise Ratio (PSNR) and Structural Similarity
(SSIM) indicators, and achieving more accurate
recognition of tennis serving actions can be achieved.
The analysis of tennis serve movements is not only
important for improving athletes' technical level but
also has significant implications in sports training,
match judgment, and tactical development. Therefore,
this study is expected to provide effective support for
sports science and intelligent sports applications.

Tennis is a popular competitive sport, divided into
singles and doubles forms. Participants throw the ball
and hit it with a racket to make it land on the opponent's
court. In tennis matches, serving is the way the game
begins and an important part that determines the pace
and strategy of the game. Serving is a highly technical
action in tennis that involves multiple key elements,
including preparation, pitching, hitting, and swinging.
Serving is not only a technical action but also a
strategic behavior. Athletes can choose different types
of serve and make different choices based on their
opponents' weaknesses and court conditions. Choosing
which side of the court to serve on can affect the
opponent's receiving angle and preparation. When
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serving, the athlete's psychological state can also affect
their performance. At the same time, the serving
behavior of athletes is influenced by various factors,
including physical fitness, proficiency in serving skills,
the athlete's judgment of the game progress,
understanding of the opponent, and scientific training
methods and feedback mechanisms. In terms of
physical fitness, technical proficiency, and tactical
awareness, athletes need to continuously improve
through their own efforts. In terms of scientific training
methods and feedback mechanisms, this study believes
that using video image processing technology can
provide a detailed analysis of athletes' serving
movements. By capturing the athlete's serve process at a
high frame rate, analyzing the movements in great
detail, and using computer vision algorithms to process
the video, it is possible to extract keyframes, measured
serve angles, speeds, and technical elements. By using
machine learning to analyze serving data, patterns and
performance characteristics of athletes during training
can be identified.

The occurrence of blurry video images in TVI can be
attributed to a number of factors, including the camera’'s
shutter speed being inadequate to capture fast-moving
objects during rapid motion, such as the swing of a
racket or the trajectory of a ball. The shaking or
vibration of the shooting equipment can cause the entire
image to blur. Shooting tennis matches in low light
environments can also increase the risk of motion blur
[9]. The fuzzy model of TVI can be represented by
equation (1).

In equation (1), s is the blurred image, which is the

object that needs to be restored or studied during the
analysis process. 'S is the original image, which
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represents the true state of the athlete at the moment of
serving. By restoring the original image, the serving
behavior can be analyzed more accurately. K is the
convolution kernel. In serve analysis, convolutional
kernels can be used to simulate the trajectory of an
athlete's swing and ball flight, aiming to understand the
source of ambiguity. is additive noise, which may
be interference caused by device noise or changes in
ambient light. Analyzing this noise can improve the
accuracy and reliability of serving moments. * is a
convolution operation. In the analysis of serving
behavior, this operation helps identify and simulate the
cause of blurring, thereby restoring the original image
and analyzing the behavior. In the context of blurry
images, the Camera Response Function (CRF) is an
important tool. It helps to understand and process image
data by describing how the camera converts light into
image pixel values, as given by equation (2) [10].

g(IS(i))= IS'(i)y (2)

In equation (2), 9 s the CRF approximation function,
which describes the conversion of light rays into pixel
values. The significance of CRF lies in its capacity to
rectify discrepancies in image brightness resulting from
disparate camera models or shooting conditions,
thereby enhancing image uniformity and comparability.
7 is a constant value, usually set to 2.2 by default.

S is a potential clear image, representing the
original unaffected image. It is an ideal image that can
be generated through deblurring and restoration,
thereby helping to establish a?curate feature
representations in image retrieval. @ is a clear
image observed. The calculation of blurred image '8
is shown in equation (3).

|
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Figure 1: GAN structure.
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In equation (3), ' is the time in the video image. M
is the number of clear frames used to generate blurry
images. In image retrieval, the quantity of M affects
the quality of blurry images. Collecting multiple clear
images can help generate more stable and rich image
features. This study calculates the actual blurred image
using equation (4).

oL

In equation (4), T is the exposure time period, which
indicates the reception time of the light line in the
captured image. In image retrieval, the corresponding
exposure time can affect the brightness and details of
the image. This study adopts a non-blind deblurring
method for blurry images. This method can obtain
information about the blur kernel used in the restoration
process of blurred images. The blur kernels may be the
result of a number of factors, including camera motion,
object motion, inaccurate focusing, and other causes
[11-12]. This study assumes that the noisy and original
images are Y and X, and the blur kernel stands for
Z . The non-blind deblurring process is given by
equation (5).

{xz} =argmin|Z ® X ~ Y| +¢(X) +6(Z) -

In equation (5), o(X) is the regularization term for
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0(2)

the expected clear image. represents possible

fuzzy Kkernels. Due to the excellent performance of
GAN, this study applies it to denoising sports images.

Figure 1 shows the GAN structure.

In Figure 1, the task of the GAN generator is to receive
blurry images as input and attempt to generate outputs
corresponding to real clear images. The generator
gradually adjusts its parameters by learning the
mapping relationship between blurry and clear images
to achieve the goal of generating high-quality clear
images. At the same time, the discriminator receives the
image and outputs a probability value representing the
probability that the input image is "real". The
discriminator strives to improve its judgment ability to
accurately identify the differences between the
generator's output and the real image [13-15]. The
objective function for the confrontation between the
generator and discriminator is shown in equation (6)

ming max, V(D,G) = E, ,_[log D(X)]+E, ,,  [log-D(G(2))]

(6)

. . P,
In equation (6), X is a real sample from ~%@a ysed

to train the discriminator and help it learn how to

X~ Piata(x)

recognize the characteristics of clear images.

is the expectation for
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(a) Traditional residual block
structure diagram

(b) Structure diagram of
improved residual block

Figure 2: Traditional residual block structure.

clear input images. In the field of image retrieval, the
concept of "expectation" plays a pivotal role in the
development of effective models. By effectively

calculating expectations, a more balanced approach to
generation and discrimination can be achieved,
ultimately enhancing the clarity and quality of both
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generated and blurred images. D() is the output of
discriminator D . The discriminator continuously
optimizes its classification ability by comparing real
samples with generated samples. In image retrieval, the
performance of the discriminator affects the quality of
the generated images by the generator, wh&h further
affects the accuracy of the retrieval results. 0 is the
output of generator G . When the image retrieval
system faces a fuzzy query, the generator can transform
the fuzzy image into a clear image. Wasserstein GAN
(WGAN) is a variant of GAN. In image deblurring
tasks, gradient vanishing is a common problem due to
image degradation and other reasons, which affects the
convergence of the model. This study uses Wasserstein
distance to quantify the difference between the
generator and the real data distribution, which can
better handle the problem of gradient vanishing and
help the generator learn the data distribution better [16].
To improve the deblurring effect of images, this study
improves the structure of traditional residual blocks.
The Residual Bock Structure (RBS) is displayed in
Figure 2.

In Figure 2 (a), RBS extracts feature from the input
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blurred image through multiple convolutional layers.
For TVI, important features include the trajectory of the
ball and the movements of the athletes. Meanwhile,
with the help of residual connections, the network can
converge to the optimal solution faster. However,
traditional residual blocks typically contain fewer
convolutional layers or simpler structures, which may
limit the model's capacity to learn complex features and
details. In the face of more complex models, the lack of
effective regularization may lead to overfitting.
Therefore, this study improves the traditional RBS, as
shown in Figure 2 (b). The improvement of residual
blocks in this study mainly includes increasing the
depth of convolutional layers, introducing multiple
activation functions, applying Dropout, implementing
skip connection modules, and removing batch
normalization. The improved residual block consists of
three convolutional layers, each wusing a 3x3
convolution kernel. This design enhances the expressive
power of

max

min

@ @ fitness

X1
(a) time 2

Figure 3: Schematic diagram of PSO particle motion.

the model, enabling it to capture more complex feature
representations. Introducing two ReLU activation
functions between two convolutional layers can
accelerate convergence and help the model learn
nonlinear features. The final skip connection module is
retained to alleviate gradient vanishing and explosion
problems, ensure the flow of important information, and
maintain the training stability of the model. Removing
the batch normalization layer makes the model more
flexible during small batch training and reduces
computational burden. The loss function is shown in

equation (7).
W (P, P) = _inf

B o)

In equation (7), X and Y are real samples and
generated samples. In image retrieval, real samples are

the basis for training network models. Generating
samples is the key to successful high-quality image

retrieval. H(P"a‘a’ R) is the set of joint distributions

of Para and Pg. By comparing the joint distribution

of real samples and generated samples, the generator
can more effectively capture the features of real data
when generating

images, ensuring the similarity

between generated samples and real samples in the

feature space. xy) -7y is one of the samples, which

supports adversarial training between the generator and
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discriminator, improving the model's generalization

ability and optimization performance. Inf s the
expected distance. The loss function of the model
generator is equation (8).

1 MMy 08 -(IS) 2
L - Z( G (1 j
W H. —0; ;(Gye (17))y
I,J( ( )) ' (8)

(B R PR

In equation (8), i is a feature map that can capture

important semantic information and high-level features
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of the feature map.

2.2 Feature extraction and classification of

video images based on PSO-SVM algorithm
The above study extracts and recognizes key features of
video images by improving the residual network
structure. Due to the complexity of dynamic scenes in
tennis, video images often contain a large amount of
information, resulting in the problem of information
redundancy between features, which has a negative
impact on feature

in the image. W and Hi are the width and height
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Figure 4: MPSO structure diagram.

extraction. To improve the effectiveness of feature
extraction, this study introduces PSO-SVM [17-18] into
the model. In the PSO-SVM algorithm, PSO is
responsible for feature extraction in tennis, while SVM
is responsible for feature recognition and classification.
In PSO, individuals update their position and velocity to
find the optima to the problem. The concept of
employing PSO for the purpose of extracting features
from motion images entails the treatment of each frame
within the image sequence as a particle. Through the
optimization of the particle's motion trajectory, it is
possible to selectively capture salient features of object
motion [19]. The PSO motion is shown in Figure 3.

Figure 3 shows the motion of PSO particles. In the
initial stage of the PSO, a set of particles is generated at
random, each representing a possible solution value.
The motion of each particle mainly updates its current
position and velocity. After each update, the fitness of

each particle's current position is calculated to evaluate
the quality of that position. The particle speed update is
shown in equation (9) [20].

V'™ = oxV,' +¢, xrand () x (pbest, — X)) +c, x rand () x (gbest — X;') (9)

In equation (9), @ is the inertia weight, which is

C,

usually a non-negative value. % and are

acceleration factors. The position of the i -th particle is

X rand()

represented as vector LI represents a

pbest

random number between [0, 1]. i is the optimal
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position of particle I The best position of the

population is represented by ngSt. When the @

value is large, the global Search Ability (SA) is strong
and the local SA is weak. When the @ value is low,
the local SA is strong and the global SA is weak. The
expression for particle position is shown in equation
(10).
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Xit+1 — Xlt +Vit+1 (10)
The above process indicates that the PSO owns the
characteristics of simplicity, ease of implementation,
and strong universality. However, due to the fact that
particles in PSO belong to the same population, it is
easy to form local optimal positions, resulting in the
inability to obtain global optimal solutions and the
problem of excessive dependence on

Figure 5: SVM optimal classification hyperplane.

parameters. In response to the above issues, this study
adopts a combination of multiple groups and adaptive
adjustment of acceleration coefficients to optimize PSO

and proposes the MPSO optimization algorithm [21-22].

The MPSO algorithm can effectively improve the
division of labor and cooperation among populations. In
MPSO, a population contains multiple sub-populations,
which in turn contain multiple particles. The MPSO
algorithm structure is shown in Figure 4.

In Figure 4, each sub-population is a complete
communication and interaction system. All particles
within the population can communicate. During
algorithm iteration, it is required to discover the
optimum gbest for each subgroup, and then find the
optimal solution SP€St for the entire particle swarm,
which is sbest:max(gbestl,gbestz,...,gbestN)l N s
the number of sub-populations. Therefore, in MPSQO,
the velocity update formula for particles is shown in
equation (11).

V" = oxVy +¢, xrand () x (pbesty, — X, ) +
¢, xrand )[A(gbest,, — X;,) + O(L— A)(sbest; — X;,)]

(11)

t
In equatign (11), ® s the inertia weight. PPeSt

and i are the historical and globalbbest position
of particle ! and particle swarm. pbest, is the
optimal position of sub-population K so far. @G
are the acceleration factors. is a random
number between [0, 1]. A is the classification
accuracy of the sample. is the number of
sub-populations. Due to the impact of inertia weight on
the balance of local and global SAs, the value of inertia
weight is crucial in PSO algorithm. However, the
control effect of fixed inertia weights on global and
local search capabilities is limited. Accordingly, this
study employs a linear differential descent method to
dynamically adjust the inertia weight, thereby
enhancing the algorithm's overall SA in the initial stage
of iteration and enhancing its local SA in the
subsequent phase of iteration. The dynamically adjusted
inertia weight is shown in equation (12).
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In equation (12), U is the current iteration count. U

a,

is the maximum iterations. “mex s the initial inertia

a,

weight, which is set to 0.9 in the study. “min is the

inertia weight at the maximum iteration count, set to 0.4.

The improved particle velocity update formula is shown
in equation (13).
V" = w(t) <V, +c, x rand () x (pbestl, — X1, ) +

¢, xrand )[A(gbest,, — X,,) + O(L— A)(sbest; — X;,)]

(13)

In equation (13), o(t) is the dynamically adjusted

inertia weight. The above is a feature model
construction built on the improved PSO. The MPSO
first randomly divides the particle swarm into K
sub-populations and initializes the sub-population
particles randomly. Then, the individual extremum of
the particles, the optimal value of each sub-population,
and the global optima of the entire PSO are selected.
The next step is to determine the optimal value found in
the search. If the conditions are met, running is stopped.
Otherwise, the speed and location of the particles are
continued to update, and the best value is selected to
continue running the algorithm until the conditions are
met. Finally, the optimal solution of the optimization
problem is outputted. After extracting features from
video images as described above, this study uses SVM
for feature recognition and classification [23-25]. SVM
is an algorithm that maps low dimensional data to
high-dimensional data to minimize functional. The
model is defined as shown in Figure 5.

In Figure 5, SVM is a binary classification model. This
model is the nonlinear classifier with the largest interval
in the feature space. The learning strategy of SVM is to
maximize the interval, which can be formalized as a
convex quadratic programming problem. This is
equivalent to the minimization problem of a regularized
hinge loss function [26-27]. The learning algorithm of
SVM is the optimization algorithm for solving convex
quadratic programming. This study assumes a sample
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size of (Xi’yi). X s the input vector. Yi is the

corresponding output target. The SVM model initially
employs a high-dimensional mapping feature space,
which facilitates the identification of a superior
hyperplane for the separation of diverse categories of
data. Subsequently, it utilizes linear functions within the
feature space for function approximation. According to
statistical theory, the SVM minimum optimization
objective function yields a fitted regression function as
shown in equation (14) [28].

minW,b): TW? +C " |y, ~ W, 0(X) ~b]]

2 (14)

In equation (14), W s vector data. © is the function
threshold. Y is the function value after dot product

processing. o(X) is an approximation function. C

is the penalty coefficient for training model complexity
and controlling model loss. The classification of the
model can be completed through equation (14). This
model can effectively solve problems regardless of the
sample size or whether the linear fitting conditions are
met, and due to its global strategy, it will not be unable
to obtain the optimal solution due to local optima. In the
PSO-SVM model, particles dynamically adjust their
position and speed through interactions to efficiently
capture features in video frames. Each particle
represents a potential solution whose position
corresponds to the selection of key attributes in feature
extraction. The fitness value of the particle is evaluated
based on the classification accuracy feedback.
Additionally, the particle is able to learn which features
are most relevant in tennis serve recognition by
comparing with the historical optimal position and the
global optimal position. The specific particle
parameters, including inertial weights and acceleration
factors, influence the exploration and development
capabilities of particles, which assist in balancing
global search and local search in complex feature
spaces. Ultimately, this improves the accuracy and
recognition rate of feature extraction.
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3 Results

3.1 Analysis of deblurring effect based on

video image processing and PSO-SVM

To verify the performance and effectiveness of the
research algorithm, this study conducts comparative
experiments for analysis. The comparative methods
include GAN, Attention Mechanism-GAN (AGAN),
and Multi-Scale Convolution (MSC) algorithm. In the
improved GAN structure, the number of convolutional
layers has been improved to enhance the extraction
capability of intricate features. Each convolutional layer
employs a 3X3 convolution kernel to facilitate the
capture of image details with greater precision. In
addition, ReLU and Leaky ReLU activation functions
are used interchangeably, aiming to avoid the "dead
neuron™ phenomenon and improve the model's ability to

100 -
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learn from non-linear features. By removing batch
normalization, the study enhances the flexibility of the
generator and reduces the introduction of noise. It is
imperative to ensure that each algorithm is configured
with identical initial settings to minimize variation.
Furthermore, the number of iterations must be trained
up to 3,000 times. The learning rate of GAN is set to
0.0002. The learning rate of PSO is set to 0.5, and the
number of PSO particles is 100. The initial value of
inertia weight is 0.9 and dynamically adjusted to 0.4.
The acceleration factor is set to 2.0. Performance
evaluation indicators include relative subjective and
objective indicators. The relative subjective indicator is
the subject's evaluation of image quality. Objective
indicators are selected as PSNR and SSIM. The higher
the PSNR value, the closer the SSIM value is to 1,
indicating

100 -

® - -Proposed method ¢ AGAN
90 L —B— GAN A--MSC
® o °
]
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o ®
g 70 .
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(b) Athletic sports images

Figure 6: Subjective evaluation score results of the model.
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Figure 7: Comparison of average PSNR of different deflurring algorithms.
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better image quality, that is, better deblurring effect.
The experiment uses sports images from the GOPRO
dataset for testing. This dataset divides images into ball
sports and track and field sports. In subjective
evaluation, the model score results are shown in Figure
6.

Figures 6 (a) and (b) show the subjective evaluation
scores of subjects on the deblurring effect of images in
ball sports and track and field sports. In Figure 6 (a), the
deblurred image under the research method scores the
highest, with an average score of 81.16 out of 30
experiments. In the evaluation of 50 subjects, the
research method shows better deblurring effect on ball
sports images. In Figure 6 (b), the subjective evaluation
obtained by the research method is better, and the mean

H. Ca

score of the deblurred image is 86.94. The average
scores of AGAN, GAN, and MSC do not exceed 75. To
compare the PSNR and SSIM performance, this paper
adds noise with standard deviations of 15, 25, and 50 to
the test original images, respectively, to generate test
images for testing the algorithm's deblurring ability.
Following the implementation of a research adjustment,
the image quality has been markedly enhanced, as
evidenced by elevated PSNR and SSIM values. This
signifies that the generated image is more closely
aligned with the authentic image in terms of structural
similarity and clarity. It is particularly well-suited for
the processing of dynamic motion scenes. Figure 7 is a
boxplot of the mean PSNR of various algorithms.
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Figure 8: Average SSIM of different deblurring algorithms.

Figures 7 (a) and (b) show the average PSNR
performance of algorithms in image deblurring tests for
ball sports and track and field sports. The PSNR values
of the research methods are consistently the highest.
Compared with AGAN, MSC, and GAN, the research
method increases the average PSNR by 13.56%,
15.02%, and 18.29% in Figure 7 (a), and by 12.82%,
14.02%, and 22.72% in Figure 7 (b), respectively. This
indicates that the difference between the original and
the deblurred images is smaller under the research
method, indicating that the deblurring effect is better.
Figure 8 shows the mean SSIM boxplots of four
algorithms.

In the deblurring tests of ball sports and track and field
sports images in Figures 8 (a) and (b), the SSIM values
of the research method are the highest, and the overall
performance is more stable. Compared with AGAN,
MSC, and GAN algorithms, in Figure 8 (a), the average
SSIM of the research method increases by 8.33%,
12.24%, and 19.90%, while in Figure 8 (b), it increases
by 12.34%, 19.38%, and 22.20%. Overall, the research
method has the best deblurring effect, followed by
AGAN, MSC, and finally GAN. The experimental
results validate the effectiveness of this study.

3.2 Feature extraction based on video image

processing and PSO-SVM model

To validate the proposed sports image feature extraction
algorithm, this study selects the difficult to solve single
peak function Rosenbrock and the easy to trap
algorithm in local optima multi-peak function Griebank
as the standard test functions. To verify the
convergence performance of MPSO, this study
compares PSO, Ant Colony Optimization (ACO), and
Simulated Annealing (SA). In the experiment, all
algorithms are set with the same common parameters,
namely population size and dimensionality. The
iterations are 3000. Each algorithm is independently run
100 times on each test function, and statistical analysis
is conducted on the results of the 100 runs. Figure 9
shows the convergence curve of the obtained algorithm.
Figure 9 shows the convergence curves of the algorithm
on Griebank and Rosenbrock. MPSO achieves the
highest average accuracy in the shortest number of
iterations. In Figure 9 (a), at 850 iterations, MPSO
approaches convergence with an average accuracy of
97.31%. Compared to the other three algorithms,
MPSO has reduced the number of iterations during
convergence by 35.33%,
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40.52%, and 51.55%. In Figure 9 (b), after 1100
iterations, MPSO approaches convergence with an
average accuracy of 92.94%. In contrast, the number of
iterations during MPSO convergence decreases by
25.37%, 26.54%, and 41.89%. This verifies that the
iteration speed and accuracy of MPSO are superior to
SA, ACO, and PSO. To validate the performance of
various feature extraction algorithms, this study tests
the Precision-Recall (PR) curves of different algorithms,
as exhibited in Figure 10.

Figure 10 shows the PR curves of various algorithms in
the images of ball sports and track and field sports. In
Figure 10 (a), the performance of each algorithm from
best to worst is MPSO, SA, ACO, and PSO,

respectively. In Figure 10 (b), MPSO has the best
feature extraction performance, while ACO and SA
have similar performance. ACO has the relatively worst
feature extraction performance. Finally, in sports image
feature extraction, feature extraction time is also a
commonly used evaluation metric, which can be used to
determine the efficiency of feature extraction methods.

3.3 Behavior analysis based on video image
processing and PSO-SVM Model
To verify the effectiveness of the research
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model in analyzing action behavior in video images,
this study collects match videos of tennis players with a
total length of 5.6 hours. This study categorizes the
serving actions of tennis players in videos into five
behaviors, including preparation posture, serving swing,
hitting action, swing action, and recovery posture. This
study sets the SVM related parameters, with a penalty
coefficient of 1 and SVM error accuracy of 0.001. The
experiment recognizes five types of actions and uses
Logistic Regression (LR), Extreme Learning Machine
(ELM), and Multi-Layer Perceptron (MLP) as
comparison methods. The analysis results of the
preparation posture and serve swing behavior are shown
in Figure 11.

Figure 11 (a) shows the accuracy results of the
"preparation posture” behavior analysis. The behavior
analysis accuracy of the research algorithm has reached
97.2%, which is 5.84%, 7.62%, 8.04%, and 8.16%
higher than LR, ELM, and MLP methods. Figure 11 (b)
shows the accuracy results of the analysis of the "serve
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swing" behavior. The accuracy of the research

algorithm reaches 90.4%, which is about 1% higher
than MLP. This indicates that the comparative
algorithm may have difficulty capturing complex
motion features due to the limitations of its linear model,
and may still be insufficient in capturing diverse and
delicate features. The research method adopts advanced
feature extraction techniques, which can better identify
and classify a small number of posture changes. Figure
12 shows the accuracy analysis results of hitting and
swinging movements in tennis serving behavior.

In Figure 12 (a), the behavior analysis accuracy of the
research algorithm reaches 82.8%, which is 33.6%
higher than LR, 20.8% higher than ELM, and 24.5%
higher than MLP. In Figure 12 (b), the behavior
analysis accuracy of all four methods reaches over 98%.
Therefore,
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Figure 14: Confusion matrix results of different algorithms.

the research algorithm significantly improves the
recognition ability of "hitting action", possibly due to
its sensitivity to action details and dynamic changes.
Figure 13 shows the accuracy results of posture
recovery analysis in tennis serving behavior.

In Figure 13, the analysis accuracy of the research
algorithm for "posture recovery" behavior reaches
84.7%, LR is 58.2%, ELM is 62.3%, and MLP is 70.3%.
The research algorithm has obvious advantages in
behavior analysis, indicating that it has better feature
extraction and action classification performance. This
study proposes methods to analyze the recognition
performance of MLP, as shown in Figure 14.

Figure 14 shows the confusion matrix results of the
research method and MLP. In Figure 14 (a), the overall
recognition accuracy of the research method reaches
91.24%, and in the dynamic classification effect, the
main manifestation is mutual interference. There is an
18% probability that the "hitting action" will be
misidentified as "posture recovery". There is a 16%
chance that the "posture recovery" action will be
misidentified as a "hitting action". This shows that there

is some overlap and confusion in the recognition
between these two actions. This phenomenon may be
attributed to the fact that the player's posture during the
act of serving is analogous to that observed during the
subsequent recovery phase. This results in an
insufficient degree of feature extraction, which in turn
hinders the ability to distinguish between the two
movements. To reduce misclassification, it would be
beneficial to consider optimizing the classifier threshold
in SVM to adjust the decision boundary, thereby
improving the ability to distinguish between these
actions. In Figure 14 (b), the MLP method has lower
recognition performance than the research method in
dynamic actions. Although its dynamic actions have
significant interference, the recognition accuracy of the
research method is over 80%. This indicates that the
research model owns good anti-interference ability and
high recognition accuracy in action recognition. This
study compares the computational efficiency of
different models. The details are listed in Table 2, using
model runtime, GPU usage, and memory usage as
evaluation metrics.
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Table 2: Comparison results of model calculation efficiency.
Algorithm Run time (s) GPU Usage (%) Memory usage (MB)
Research method 452 75.3 512
AGAN 55.6 80.1 600
GAN 62.8 82.4 650
MSC 50.4 78.5 580
LR 40.1 72.0 500
ELM 42.3 715 490
MLP 43.0 73.2 495

In Table 2, the research method shows superior
performance in terms of running time, significantly
reducing computation time compared to other
algorithms. Its GPU usage rate is 75.3%, which is
relatively lower compared to algorithms such as
AGAN and WGAN, indicating that the research model
is more efficient in utilizing computing resources. In
terms of memory usage, the research method has also
shown good optimization ability, maintaining a usage
of 512MB, which is reduced compared to other
methods. To further reduce processing requirements,
this study can implement effective memory
management strategies to optimize the allocation of
computing resources, thereby reducing memory
consumption and improving computing speed. For
example, small batch processing and dynamic memory
allocation. These strategies not only improve the
operational efficiency of the model but also ensure that
good performance can be maintained when processing
large-scale data. The research method is further
compared with the Recurrent Neural Network (RNN)
and Convolutional Neural Network Ensemble Long
Short-term Memory Network (CNN-LSTM) models.
The results are shown in Table 3.

The results in Table 3 show that the research method
outperforms RNN and CNN-LSTM in several
performance indexes. Specifically, the accuracy of the
research method is as high as 91.24%, which is
significantly higher than the 85.1% of RNN and 87.3%
of CNN-LSTM. In terms of image quality, the PSNR

and SSIM of the research method are 35.12 dB and 0.93,
respectively, indicating a robust defuzziness effect and
the capacity to preserve structural details. In comparison,
the corresponding indexes of RNN and CNN-LSTM are
32.5 dB and 0.87, and 33.8 dB and 0.89, respectively. It
shows that the latter is relatively weak in image quality.
In addition, the research method has a relatively low
runtime and memory usage (45.2s and 512MB), showing
better computational efficiency. Overall, these results
validate the advances in accuracy and efficiency of the
research method, indicating its application potential in
complex dynamic scenarios.

4 Discussion

When deblurring TVI, the average subjective score of the
research method in the GOPRO dataset was 81.16 points,
and the PSNR value increased by 13.56%, 15.02%, and
18.29% compared to AGAN, MSC, and traditional GAN.
The potential benefit of studying the model lies in
optimizing the adversarial learning mechanism between
the generator and discriminator. This could result in the
generator paying greater attention to image details and
effectively reducing blurring phenomena. By introducing
multiple convolutional layers and activation functions, the
model's ability to learn complex features was enhanced,
thereby improving the clarity and realism of generated
images. This study demonstrated significant advantages
in feature extraction using PSO-SVM. The accuracy of
the MPSO algorithm reached 97.31%, and its
convergence speed improved by 35.33%, 40.52%, and
51.55

Table 3: Comparative results of advanced nature

Method Accuracy PSNR SSI Run time | GPU  Usage | Memory Usage
(%) (dB) M (s) (%) (MB)

Research 91.24 35.12 0.93 | 452 753 512

method

RNN 85.1 32.5 0.87 |55.0 78.2 520

CNN-LSTM 87.3 33.8 0.89 |50.5 76.5 510




Improved Generative Adversarial Network and Particle Swarm...

% Compared to traditional PSO, ACO, and SA. The
advantage of the research method lied in the
introduction of multiple population PSO strategies,
which enable different sub-populations to share
information and optimal solutions. By using linear
differential descent, the inertia weight of particles was
dynamically adjusted, which could enhance the global
SA in the early stage and local SA in the later stage,
thus improving the stability and efficiency of the
feature extraction process. In the action recognition
experiment, the recognition accuracy of the research
method reached 91.24%, and in feature recognition
such as hitting action and posture recovery, it was
higher than classical algorithms such as LR, ELM, and
MLP. The recognition accuracy for the "preparation
posture" behavior reached 97.2%, while the
recognition accuracy for the "hitting action” was as
high as 82.8%. By improving the residual network
structure, the model could effectively extract deep
dynamic features from action sequences, enhancing its
ability to capture complex motion trajectories. This
enabled the action classification model to more
accurately identify various behaviors of different
athletes. In similar studies, Fréjus et al. proposed a
behavior recognition model based on neural networks,
which showed good recognition accuracy in posture
recognition [29]. Luo Z et al. proposed a behavior
recognition model grounded on multi-layer LSTM,
which demonstrated good performance in specific
applications [30]. However, the above research cannot
effectively capture small differences between actions
when dealing with complex dynamic sequences,
which can easily lead to misidentification in similar
actions. Compared with it, the research method can
comprehensively handle complex dynamic scenes and
has high flexibility and robustness, providing a new
approach for motion behavior analysis.

In complex dynamic scenes, the recognition
challenges of moving images are often caused by
motion  blur, background interference, and
illumination changes. The proposed model shows
good robustness in various complex situations, mainly
due to the design of adaptive feature extraction and
adversarial learning mechanism. The introduction of
PSO algorithm makes the feature extraction process
more flexible and adaptive. When dealing with
dynamic scenes, the particle can dynamically adjust its
position to capture the key movement trajectory of the
player and the ball, which improves the relevance and
usability of the feature. By optimizing the adversarial
training process between generator and discriminator,
the enhanced GAN model is capable of not only
generating high-quality images but also of producing
more robust mapping relationships in the feature
extraction process. This mechanism serves to mitigate
the impact of noise and background changes on the
results, thereby enhancing the overall robustness of the
model.
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5 Conclusion

With the rapid growth of video technology, the
processing and behavior analysis of TVI have become
increasingly important. To address the challenges of
video image blurring and feature extraction, this paper
constructed a comprehensive method built on
improved GAN and PSO-SVM algorithms. For fuzzy
processing, the improved GAN significantly improved
the ability to recover details through the introduction
of multiple convolutional structures and various
activation functions. In terms of feature extraction, a
combination of PSO-SVM algorithm was adopted,
which integrated the advantages of PSO and SVM to
further enhance the efficiency and accuracy of feature
extraction. The experimental test results demonstrated
that the research method could more accurately
capture important features in motion images and
effectively reduce blurring phenomena. Moreover, the
model could maintain high accuracy even in fast
dynamic scenarios. This indicates that the research
model has strong anti-interference ability, which is
helpful for accurate behavior analysis in complex
environments. Although this study has achieved
significant success in improving the quality of video
image processing, there are still some shortcomings.
Under complex background interference, the
recognition performance of the model may be limited,
and improving the algorithm's performance in
complex background scenes is still a problem to be
solved. Therefore, future research directions can focus
on combining deep learning and reinforcement
learning methods to enhance processing capabilities
for complex dynamic scenes.
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The numerical weather forecasts rely largely on the amount of precipitation available, and the use of
statistical and empirical methods, but fall short of higher accuracy and relatively short-time required.
Recently, the fuzzy AHP (that combined AHP with fuzzy logic) for the purpose of arriving at better
outcomes from fuzzy logic control (FLC) rules-list. While evolutionary computing and fuzzy logic
techniques are known to guarantee better accuracy and reliability of the outcomes when applied to
weather uncertainty problems. Though, the fuzzy logic approach has low accuracy, which needs to be
improved with rules-list refinement. This paper pulls on these approaches to develop a weather
forecasting model for cities. First of all, the outcomes of the FAHP model revealed that, Wind Direction
(WND) and Relative Humidity (HUM) as contributing 30.01% and 19.97% influence to the decision-
making process against air temperature, windspeed, WND, HUM, and air pressure identified earlier.
Secondly, the select FAHP parameters served as antecedents for the FLC model, in which five fuzzy rules
were included in rule-base. Upon validation with the standard and local datasets, the proposed model
achieved lower error rates of 0.0010, 0.0317 and 0.0319 for MSE, RMSE and MAPE respectively when
treated with the Kaggle standard dataset. By comparing the proposed FLC model outcomes to the
unoptimized FLC model in term of error rates, MSE of 0.0010, RMSE of 0.0317, and MAPE of 0.0355
were achieved attained by former indicative of its superiority.

Povzetek: Predstavljena je optimizacija napovedovanja vremena z uporabo mehke logike in izbire
optimalnih predhodnikov s pomocjo analiticne hierarhije.

1 Introduction

Weather depicts the state of air over earth at given place
and period. It is an unceasing, data-intensive, disorganized
and dynamic technique. Forecasting is the procedure of
evaluation in indefinite circumstances from past data.
When “weather” and “forecasting” are put together,
“Weather forecasting”, is systematically and technically
demanding issues across the globe in the past century.
Weather forecasting is one field of traction for many
scholars and researchers, which seek to ascertain the
present state of atmosphere gets varied. Though, the tasks
of predicting forecasts are daunting due to their
unpredictable and muddled nature. These have been
applied to diverse scenarios including severe weather
alerts and advisories for transportation, agricultural
production and development and forest fire
minimizations[1] .

Also, weather nowcasting is a short-leaved approach to
forecasting of weather, which involves analysis and
estimation of weather on 6-hourly basis. Presently, the
nowcasting hold special place during risk deterrence and
crisis administration, even as severe weather happenings
are imminent. Several stacks of meteorological dataset
gather from satellite, radar, and other weather observatory
sites, are used for diverse of analyses by meteorological

research organizations globally. Weather and Radars
facilities consistently curating live data whereas cloud
patterns, temperature, and winds focus data are main
concern of special satellites. Consequently, there is the
endless stockpiles of meteorological data required for
investigations using Al approaches (machine learning
(ML) algorithms), which could enhance the accuracy of
the forecasting especially at short-term weather estimation
[2].

Weather-station process cloud data wusing high-
performance approaches and algorithms in order to mine
salient features to raise precision of the classification on
the basis of the inputs supplied. This is made possible in
recent times with a computationally proven deep learning
approaches [3]. Aside this, many weathers forecasting
models have been combined to improve the accuracy of
outcomes [4]. Al algorithms have been deployed for
dealing with real-life tasks in the same way as natural
schemes. Though, human intelligence is capable of
differentiating and adapting to fresh environments, Al
follows a procedural algorithm when conforming to the
certain situations. Fuzzy logic is an Al approach which
utilizes an approximate-reasoning instead of actual-
reasoning style by incorporating some levels of ambiguity
as a form of reasoning procedure.
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The numerical weather estimations have been used in
enterprises, civil protection institutions, lifestyles of
peoples globally; while reducing social and economic
indemnities. However, there is the need to evolve better
and more accurate parametrization of physical processes
to raise the outcomes of estimates generated. There is the
still the problem inability of existing weather forecasting
techniques to produce location precise, time efficient and
intensity of weather-related events [5].

Previously, the main procedure for forecasting weather,
that is the state of atmosphere over a particular place,
involves the use of statistical and empirical methods by
means of the principle of physics, but fall short of higher
accuracy and relatively short-time required [1]
Subsequently, the renew calls for machine learning and
ensemble methods, which utilizes complex computerized
mathematical models for desirable outcomes.

The birth of Al, big data analytics and machine learning
techniques offered the opportunities for planners and
policymakers to understand the implications of diverse
weather conditions as well as allocating resources in the
case of extreme weather-related systems disruptions.
Nonetheless, researchers and scholars are making efforts
to increase the accuracy and reliability of the modelling
systems [6]. But, the accuracy of automated daily weather
classification relies on both the applied classifiers and the
training data [7].

The concept of the multi-criteria decision-making
(MCDM) schemes undertake multichoice and multi-
objective problems. In particular, there are three kinds of
solutions derivable using MCDM especially when it
concerns making choice from pool options having the best
alternatives. Also, it is possible to rank the order of several
alternatives in order of importance or preferences. More
so, sorting and classifying decision alternatives within
acceptable order of groupings [8], fuzzy TOPSIS,
VIKOR, and TODIM and [9] are common methods when
undertaking selection of alternative like bank websites and
electronic banking application’s quality.

FAHP is held in high esteem as valuable for complex
decision-making tasks, which empowers the analysts to
minimize uncertainty and vulnerability connected to the
process of preparing chiefs’ judgment not applicable in
AHP approaches. The AHP proposed by Saaty was fine-
turned or fuzzified in order to control and spot the
vulnerability [10]. The key concept of the FAHP
streamlines composite decision-making tasks across tiered
structure made of criteria and sub-criteria in manner as a
pairwise comparison to the criteria [11].

This paper develops an effective FAHP model-based
antecedents’ selection for fuzzy logic control weather
forecasting system. The contributions include:
e To select the fuzzy logic antecedents through
FAHP model.
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e To develop enhanced fuzzy logic control model
for weather forecasting.
The lasting parts of this paper explained the following:
second section is the related works. Section three is the
discussion about research methodology. Fourth section is
results and discussion. The conclusion is obtainable in
section 5.

2 Related works

This section demonstrates and discuss the literature in the
field of forecasting weather. Selim Furkan Tekin et al. [12]
proposed a deep learning approach to predict the high-
resolution weather based on observations and input data.
The prediction model works based on a spatio-temporal
approach, where it is composed of a convolutional neural
network with an encoder-decoder structure, and
convolutional long-short term memory. The matcher
mechanism is utilized to enhance the interpretability and
performance of long-short term. The model is
experimented on a real-life, high-scale numerical dataset
that holds the temperature, and pressure levels. The results
show that there is significant improvement when capturing
temporal and spatial correlations. Matthew Chantry et al.
in [13] proposed models of emulators based on machine
learning that work as parameterization scheme
accelerators for weather forecasting. The emulators are
trained to produce accurate and stable results of
forecasting timescales. The accuracy of emulators is
correlated with the complexity of the networks, while it
produces more accurate forecasts. With medium range
forecasting, they found that the proposed emulators
compared with the parameterization scheme are more
accurate. With CPU hardware, the proposed emulators are
similar to existing scheme in computational cost, while
they performed 10 times faster based on GPU. K. Bala
Maheswari et al. [14] proposed a model to make long-term
weather forecasts using a historical dataset. The model is
implemented based on support vector machine and
decision tree algorithms to forecast different conditions
such as rainfall, floods, storms, humidity, and
temperature. While Mohammad Sadman Tahsin et al. in
[15] proposed a daily weather forecasting model in an
urban area. 12 data mining models are implemented over
20 years of climate data patterns in Chittagong city. The
evaluation process of the model is implemented based on
different metrics, such as precision, recall, accuracy, F-
measure, receiver operating characteristics, and area under
curve. The results show that J48 outperformed the other
algorithms in accuracy.
The summary of related works according to author(s),
objectives(s), methodologies, outcomes and limitations
are presented in Table 1.
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Table 1: The related works summary

SIN References Objective(s) Methodology Outcome(s) Limitation(s)
It provides point
. . - predictions for
1. [16] qu power for_e_c asting based Determlplgtlc and day-to-day Accuracy to be improved.
on climatic conditions probabilistic models. .
operations of
power systems.
. The weighted-
Solar  Photovoltaic  system Machine learning | KNN outperforms | Energy efficiency and high error
2. [17] forecasts under several weather .
techniques. other ML | rates.
factors
approaches.
Weather Nowcasting  under Ensemble of _deep The error is less No refationship between ”O”.“a'
3. [18] R learning techniques and adverse metrological
Radar products’ values. than 4%. R
(NowDeepN). products’ values.
Correctly
Weather impact on COVID-19 Cla.SSIﬁed UISErS - . .
. . . claims based on | Classifier ineffectiveness on
4. [19] outbreak based on users’ twitter | Machine learning. - 0
feeds their tweets at 95% | other languages.
' AUC-PR and
AUC-ROC.
Climate  changes
Step by step linear | aggravates health
5, [20] _Cyclonlc Weathe_r regimes | regression model, rls_ks of people Large inaccuracies from datasets.
impact on seasonal influenza. clinical and laboratory | using regression
tests. and root mean
square difference.
Determination  of
6. [21] Weather-associated delays in | ML modeling of weather severe and Accuracy could be improved.
transport sector. events. disruptive weather
events.
0,
Weather  radar  reflectivity | Fraction Skill Score AUC of 91/.0 for Reliability of forecasts to be
7. [22] the predictive | .
towards flood events. (FSS). improved.
model.
- Accurate
Interpretability — of  satellite CNN-based bu_lldlng classification  of | Pre-and-post-disaster images
8. [23] . damage image S .
imagery. i building damages | modelling.
classification. -
through images.
Internet of Everything: Weather.
. - information  are | Internet-enabled approach for
9. [24] Smart weather reporting system. | sensors for measuring -
effectively farmers.
weather parameters. - -
disseminated.
Weather  forecasting ~ with | Machine learning based It has Increased Neural network algorithms are
10. [25] - . speed and accuracy .
gravity wave drag emulation. on neural networks. less-effective.
of models.
Spatio-temporal weather It offered superior Spatio-temporal ~ dataset  was
11. [26] P emp Convolutional LST Ms. MSE and pa P
forecasting. utilized.
performance.
Generalized Likelihood
Minimizin turbine  clutter Ratio Test for | It offers better | To improve on local information
12. [27] g identifying signal | prediction due to | about precipitation and filtered
based on weather radar data.
subspace and gates | overlap of datasets. | radar 1Q.
impacted by WTC.
13 | 8] Nowcasting of extreme space | Magnetotelluric data of | It used bivariate 32?:{'?2:‘32 a?Z?n;r:Idc tzr‘:lldorzllc
' weather events. geomatic storms. approach for " P p
polarization of | EVeNts.
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storm time electric
fields.
Classmcatl(_)n of main synoptic Particle formulation It _ effectively Appllcab_le to _ pamgle
14. [29] meteorological ~ patterns  of . . - determines formulation and air quality
analysis of air quality. . -
atmosphere. weather scenarios. | prediction.
Machine learning with It improved - the
Weather  data  knowledge 9 quality of | High errors during simulation of
15 [30] minin rule base approach such concomitant weather reports
0- as K-NN, ARIMA. - ports.
factors prediction.
Machine Iearnmg ba§ed KNN, Random
NCDC weather data | models including .
e - Forest and | Overfitting and smaller datasets
16. [31] classification and predictive | CART, AdaBoost, .
. XGBoost had | impart on performance.
models. Decision  Tree, and highest accurac
XGBoost. g Y-
CNN Deep
Photovotaic (PV) solar power | Particle swarm | learning model . .
. s S . Hyrid  algorithms  to  be
17. [32] forecasting based on climatic | optimization and genetic | best for -
. . - experimented.
conditions algorithms. determining PV
power.
. . Machine learning with It generated highly Location and climate change
Weather files for building . accurate -
18. [33] . P regression and events and applications not
energy designs optimization. e subsequent .
classification models. " considered.
weather files.
It uses full-field .
. Numerical weather | weather system to Outcomes may be inaccurate and
19. [34] Weather forecasting - misleading  without  full-field
prediction. perform anomaly
data.
weather forecasts.
Hybrid ML model of :Jtutcomeslmpmvii
20. [35] Rainfall forecasts. PSO and Feed Forward To increase accuracy.
forecasts for
Neural Network. .
rainfall.
It predicts local
Automated ~ weather  data | LSTM based neural weather events To extend to more parameters of
21. [36] . such as Tornado, .
processing. network model. soils forecasts.
flood, severe
storm, etc.
- Classification tree, Naive Bayes had More data consisting of weather
22. [37] Weather prediction. N best accuracy of . :
KNN, Naive Bayes. 771% observational data over stations.
Water surrogates
23 38] Weather conditions-based water | Bayesian Belief | are determinants | Higher accuracy required for
' quality prediction. Networks. for water quality | safety of drinking water.
prediction.
KNN  produced
Naive Bayes, C.45 and | highest accuracy | Input criteria and constraints are
24. [39] Weather forecasts. KNN. (71.59%) inconsistent.
forecasts.
Selection Based on gﬁlzrformed other
Multi-class  classification of | Accuracy Intuition and pe . To explore computer vision for
25. [40] . . algorithms in A
weather data. Diversity (SAID) of e weather classification.
classifying weather
ensemble scheme. .
images.
N It improved results
26. [41] Solar irradiance forecast based Naive Bayes classifier. and accuracy for | The smaller training dataset.

on weather variables.

real-time weather.
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Machine learning and It increased _the To utilize classification and
27. [42] Weather forecasting. 9 accuracy and speed .
ensemble methods. . clustering approaches.
of forecasting.
28 [43] Weather-based major power | A two-level hybrid risk Eeld:sggzliz?egsﬁitﬁ To apply to resilience of power
' outage forecasts. determination model. - systems.
different factors.
29 [44] Weather-based Solar PV power | KNN, and SVM Eg/s'tvl géggggfd tr:]i Expanding the models to K-
‘ forecasting. classifiers. Y Means, Random Forest, etc.
forecasts.
gff;hglration d?(t)? Optimization and integration of
30. [45] Rainfall forecasts. Data mining approaches. deterﬁqinin data-mining techniques for better
- 9 accuracy.
rainfall patterns.

From Table 1, majority of the weather forecasting
considered different weather parameters using machine
learning and numerical prediction schemes. However,
there are no focus on selection of influential factors and
their fuzziness as well as the effect of complexity of
meteorological datasets during various forecasts tasks. To
this end, the roles of the FAHP, AHP and Fuzzy Logic
techniques in the weather forecasting tasks and others
were analyzed as follows:

The concept of FLC identified for determining stock
prices movements using the Nigeria Stock Exchange
trading datasets for Dangote Cement PLC. Alfa et al. [46]
proposed the rules-list’s antecedent optimization with the
genetic algorithms procedure to improve the forecasts
effectiveness. Following from that, they further optimized
the rule-list’s consequent by means of the genetic
algorithm method in which the error rates diminished
substantially. However, the studies did not cover effects of
the dataset complexity on the effectiveness of the fuzzy
logic control schemes.

A grey fuzzy AHP-based flash flood vulnerability
evaluation in watershed region of Himalayan, China was
undertaken by [47]. Authors leveraged on geographical
information system (GIS) and 12 natural and
anthropogenic parameters. The low, moderate and high
classes were assigned to the Flash Flood Vulnerability
Index in which the sensitivity test revealed LULC was
highly influential. However, there is the propensity of
applying more effective methods like fuzzy logic control.
A GIS with multi-criteria decision making (MCDM)
method were adopted in determining landslide-prone
regions in highland of Southern Western Ghats by [48].
Nine landslide influencing factors were considered in
ascertaining the thematic layers for the landslide
susceptibility map. AUC scores of 79% and F1 scores of
85% were obtained from the standardized causative factor
weights. More techniques can be applied to improve the
performance of the FAHP.

Zhran et al. in [49] implemented the flood risk zonation in
Egypt’s Nile districts of Damietta using the IGS, remote
sensing, and AHP. Twelve thematic layers of slope,
elevation, vegetation index, topographic wetness index,
water index, topographic positioning index, stream power
index, modified Fournier index, drainage density,
sediment transport index, distance to the river, and

lithology. Also, six factors serve as flood vulnerability
zonation including: total population, land cover/ land use,
distance to hospital, density of population, road density,
and distance to road. AUC score of 0.741 was obtained for
AHP approach. Using the multicollinearity analysis
revealed highly corrected independent variables. Though,
specificity of the forecasts can be performed using other
techniques.

Fanxiao Meng et al. in [50] deployed remote sensing, GIS
datasets to determine the groundwater recharge zones
(GWRZ) in Pakistan. The hydrology and geology factors
influence on the GWRZ were investigated. In particular,
thematic maps was composed of the slope, rainfall,
geology, drainage density, land cover/ land use, lineament,
and types of soil. Authors utilized multi-influencing factor
and the AHP to assign weights to the factors. But, the use
of advanced methods could improve the decision-making
process and its accuracy.

Husam Musa Baalousha et al. in [51] evaluated the risk of
flooding based on FAHP and Fuzzy Logic in the Arid
places of Qatar using the land cover, precipitation, soil
type, flow accumulation, and elevation. The outcomes
from both the Fuzzy logic and the FAHP demonstrated
resemblances in the low-risk and differences in the high-
risk zones. While the FAHP accounted for higher
variability and more accurate than Fuzzy Logic method.
Sinan Keskin et al. in [52]developed a fuzzy spatial online
analytical processing (FSOLAP) framework to provide
predictive analytics of the complex data applications. The
framework was validated with meteorological datasets
from the Turkish Meteorological Office. When compared
with traditional machine learning approaches, FSOLAP is
a more scalable and accurate for big meteorological
databases’ fuzziness or uncertainty.

Susanta Mahato et al. in [53] combined FAHP and Fuzzy
Logic techniques to determine the drought-based
vulnerability factors in Odisha, India. Six criteria of water
usage and demand, physical attributes, land use,
groundwater, and development/population, and 22 sub-
criteria were chosen. The FAHP weighted the parameters
through pair-wise comparisons matrix. The Fuzzy logic
provided five classes of vulnerability: very high, high,
moderate, low, and very low. During validation, statistical
evaluation parameters root means square error, accuracy,
and mean absolute error were employed.
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Waseem Alam et al. in [54] introduced the FAHP
framework in assessing and ranking the criteria and
weight factors of the behaviour of drivers in Peshawar,
Pakistan. Three most important risky driving features
include: errors, violations, and lapses. The driver attention
and clear road signage were top influential factors in
raising risk perception of the drivers. Also, the ensemble
machine learning offered an accuracy of 0.84.
Nonetheless, there are prospects of FLC in explaining the
interconnection among various factors and driving
behaviours.

The reviewed studies, in the second part, had drawn
fascinating evidence about the weakness of the FLC and
the complementary roles to be played by the FAHP in
dealing with multi-criteria decision-making and highly
complex meteorological datasets mining in computational
weather mining and analysis as undertaken in this paper.

3 Research methodology

The paper utilizes the FAHP in filtering the most
influencing factors for determining weather conditions of
places whose datasets are traditionally composed of the
complex meteorological parameters [52]. To improve the
accuracy of FLC, the most impacting factors were utilized
for the construction of the rules-base, which flaws
decision-making processes and forecasting tasks because
of redundancy of the rules-lists [51].

3.1 Fuzzy analytical hierarchical process
criteria selection

The main steps for the FAHP model adoption in
determining the most relevant criteria for building fuzzy
logic control antecedents are analogous to the methods
undertaken by [55], [56].

Algorithm: FAHP criteria selection for the FLC rule-base.
INPUT: Comparison matrix
Step 1 DEVELOP analytical hierarchy by utilizing a typical
hierarchy plan based on distinct levels.
a. The DETERMINATION of quantification for the
prospective fuzzy logic control antecedents.
b. ANALYZE prospective FLC antecedents.
c. GENERATE pairwise comparison matrix based on
AHP scale
d. TRANSFORM into a fuzzy triangular (FT) scale.

Step2. DEVELOP a pairwise fuzzy comparison vector (PCV)
with selected weather parameters or criteria. The crisp numeric
values create PCV as the evaluation method being a single numeric
value for categorizing FLC antecedents.

Step 3. COMPUTE fuzzy geometric mean from the lower, median,
and upper fuzzy geometric means.

Step4. COMPUTATE fuzzy AHP weight using the lower,
median and upper fuzzy weights accordingly.

Step 5. GENERATE normalized weights of the parameters.
Step 6. SELECT top-two weighted parameters to serve as the

antecedents for FLC-based weather forecasting system.
Step 7. CONSTRUCT the triangular fuzzy numbers.
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e. DEFINE the values and linguistic of the first antecedent
and matching membership functions,
that is, low, medium and high.
f. DEFINE the values and linguistic of the second
antecedent and matching membership functions,
that is, low, medium and high.
g. DEFINE the values and linguistic of the consequent and
matching membership functions, that is, low, medium
and high.
Step 8. BUILD the fuzzy rules from the membership functions for
the Antecedents and Consequents for all the possible combinations.
Step 9. OPTIMIZE the fuzzy rules (the chromosomes) with genetic
algorithm procedure to select the best rules for the FLC weather
forecasting system.
Step 10. APPLY the weather datasets to evaluate the FLC system.
STOP.
End
OUTPUT: Normalized weights of criteria and FLC rule-base.

3.2  Data collection and preprocessing

This paper utilized both primary and secondary sources of
datasets. Firstly, standard historical metrological data was
collected from the Antarctic Automatic weather facilities
(AntAWS)

Dataset: https://amrdcdata.ssec.wisc.edu/dataset/antaws-
dataset) is 3-hourly, daily and monthly under strict quality
control. Five parameters were measured by 267 AWSs
from the period of 1980-2021 [57]. These include: air
pressure, air temperature relative humidity, wind speed,
and wind direction) by 267 AWSs collected between 1980
and 2021. The 25% and 75% thresholds were used to
compute the products for daily and monthly quality-
controlled readings.

Secondly, structured questionnaire was constructed to
curate the required data for building effective antecedents
for fuzzy logic control-based weather forecasting model.
The lists of weather criteria including: TMP, PRS, WNS,
WND, HUM, and VNS. The survey questionnaire was
created using the identified weather criteria or parameters
with associated nominal scale (1 — 9) of weather attributes
as described in Table 2 [58], [59].

Table 2: The adopted membership function and linguistic

scale.
Triangular Trla_\ngular
Fuzzy S reciprocal
Linguistic scale fuzzy
scale fuzzy
numbers
numbers
9  Extreme 9,9,9 1/9, 1/9, 1/9
importance
8 Very, very 7,89 1/9, 1/8, 1/7
strong
Very strong or
7 demonstrated 6,7,8 1/8, 1/7, 1/6
importance
6 Strong plus 56,7 1/7, 1/6, 1/5
5 _ Strong 4,56 16, 1/5, 1/4
importance
4 Moderate plus 3,4,5 1/5, 1/4, 1/3
3 Moderate 2,3, 4 14,113, 1/2
importance
2 Weak or slight 1,2,3 1/3,1/2, 1
1 _ Equal 1,1,1 1,1,1
importance
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3.3  Materials for experimentation

The weather forecasting model was validated on
MATLAB R2019b discrete simulator on Laptop Personal
Computer system. The minimum specifications of the
computational resources include:

Hardware:

AMD E1-1200 APU Processor with RadeomTM Graphics
1.40 GHz, 4.00 GB RAM, 64-bit Operating System, x64-
based processor.

Software:

Windows 10 Single Language 2012, 3.5 Windows
Experience Index.

Genetic algorithm procedure parameters:

Crossover probability: 0.8, Population selection method:
Elitism, Offspring Rank and Mutation, Original
chromosomes: 18, Iteration: 5, Crossover type: Uniform
crossover, Maximum population; 30, Mutation
probability: 0.09.

3.4  Evaluation parameters

The effectiveness of the proposed weather forecasting
model after applying the similar test and target datasets is
computed by means of the mean square error (MSE), root
mean square error (RMSE), and mean absolute percentage
error (MAPE) metrics given by Equations 1, 2 and 3:

1" LN2
MSE = —Z (Ag —Ayy) 1
X g=1
1™ R
RMSE = j—z (4 — A, 2
X g=1
MAPE = 3
where,

A; is the target of actual value of the output sample,
A; is the predicted value of the output sample,

g is the index term starting at 1 to x of test dataset, and
X is the size of the test dataset.

4 Results and discussion

This section presents the weather forecasting outcomes
after selecting antecedents with FAHP model. The
conditions forecasts of cities were determined with
optimized FLC model.

4.1 FAHP Model-based criteria selection

from su rvey outcomes
The research question, what is are two topmost parameters
influencing weather conditions? was posed to the three
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experts recruited for the survey. The three participants’
responses in crisp numerical values and computed
consistency index (CI) are shown in Tables 3, 4, and 5.

Table 3: The first respondent responses on two topmost
weather parameters.

TMP | PRS | WNS | WND | HUM | VMS CR
TMP 1 1 1/3 1 1 1/3 0.0905
PRS 1 1 1/2 1/3 1/3 1/4
WNS 3 2 1 1/4 1/5 1/4
WND 1 3 4 1 4 5
HUM 3 5 1/4 1 4
VMS 3 4 4 1/5 1/4 1

From Table 3, the responses offered by the showed
preferences for the first item in the pair, which showed that
highest score of 5 for HUM against WNS, and WNS
against VMS. The lowest score of 1/5 was awarded to
WNS against HUM, and WNS against VMS. The
computed CR of 0.0905 < 0.1 threshold for acceptance of
the responses of first respondent as reliable for further
processing of the research questions.

Table 4: The second respondent responses on two

topmost weather parameters.
TM [ PR | WN | WN | HU | VM

4 CR
™P| 1 |8 | 18 | we | w5 | | M
PRS | 9 | 1 | w6 | 8 | w7 | 15
WNS | 8 | 6 | 1 6 5 7

WN s g | we | 1 3 8

HU L s | 7 | s | s | 1 8
Vs | 7 | 5 | w | 18 | Us | 1

In Table 4, the responses collected for the second
respondent indicated the preferences for the both items in
the pair. In case of the responses of first item against
second item, highest score of 9 was awarded to PRS over
TMP, and the lowest score of 1/8 was awarded to TMP
against PRS, WND against PRS, VMS against WND, and
VMS against HUM. In the case of the second item against
first item, the highest score of 8 was preferred VMS
against WND, and VMS against HUM. The lowest score
of 1/8 was preferred to WNS against VMS, and HUM
against VMS. The computed CR of 1.1867 > 0.1
threshold, the responses of second respondent were
rejected as unreliable for further processing of the research
question.
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Table 5: The third respondent responses on two topmost
weather parameters.

™ PR | WN | WN HU VM CR
S
TMP 1 17 17 1/8 1/9 1/6 1.343
2

PRS 7 1 17 6 17 1/8
WNS 7 7 1 5 6 7
WN 8 1/6 1/5 1 7 6
HU 9 7 1/6 17 1 6
VMS 6 8 17 1/6 1/6 1

In Table 5, the responses collected for the third respondent
point to the preferences in the both items in the pair. In
case of the responses of first item against second item,
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highest score of 9 was preferred on HUM against TMP,
and the lowest score of 1/7 was given to VMS against
WNS, WND against PRS, VMS against WNS. In the case
of the second item against first item, the highest score of
7 was preferred to HUM against WND, and VMS against
WNS. The lowest score of 1/8 was given to VMS against
PRS, and VNS against WNS. The calculated CR value of
1.3432 > 0.1 threshold, the responses of third respondent
were rejected as unreliable and removed from further
processing of the research question.

Considering the initial analysis of collected responses of
respondents contained in Tables 3, 4, and 5, the computed
CR values for first, second and third respondents are
0.0905, 1.1867, and 1.3432 respectively, which are greater
than 0.1 threshold for the consistency and reliability of the
participant’s responses except for first respondent. This
implies that, only the first respondent’s responses were
accepted on the basis of CR value for further investigation
of the subject.

Similarly, the fuzzy numbers format PCM corresponding
to crisp numerical values of the first participant’s
responses (refer to Table 3) are shown in Table 6. Each
crisp number for every response in the Table 3 is
substituted with matching fuzzy numbers and inverse
fuzzy numbers in Table 6.

Table 6: The Fuzzy numbers for first participant responses on two weather parameters.

TMP PRS WNS WND HUM VMS
TMP TR0 TR (1/4,1/3,1/2) Ly TR0 (1/4,1/3, 12)
PRS TR0 TR0 (1/3,1/2,1) (1/4,1/3,172) | (1/4,1/3,1/2) (1/5, 1/4, 1/3)
WNS 2.34) (1.2,3) (1,1,1) (1/5,1/4,1/3) | (1/6, 1/5, 1/4) (1/5, 1/, 1/3)
WND 111 (2.3,4) | @5 1/4,13) 111 (3,4,5) (4,5,6)
HUM 1,11) (2.3,4) | /e 1/51/4) | (1/5,1/4,1/3) 1,11 (3,4,5)
VMS (2.3,4) (3,45) (1/5, 1/4,1/3) | (U6, 1/5,1/4) | (1/5, 1/4, 1/3) (1,10
Table 6 contains the computed outcomes of the Chang’ ] Normalized
FAHP codes on MATLAB R2013b. The FAHP mode | Parameter | Weight | \yeighyoe) | RANK Remarks
computes the weights, normalized weights, and rank T™P 0.0946 946 5 ‘Moderate
based on independent responses. The FAHP model use W';ﬁ";a:“ceht
the extended approach in determining the top tw PRS 0.0741 7.41 6 impo rtanc%
parameters that_ are hlghly mfluencmg weather f_orecast WNS 0.1459 " 4 Strong plus
and related decision-making tasks as illustrated in Tabl =
7. WND 0.3003 30.03 1 _Exreme
le 7: The weights and ranks of respondent’s Hmportance
Table 7: g P HUM | 0.1997 19.97 2 Very, very strong
responses computed. Very stog
VMS 0.1854 18.54 3 importance

In Table 7, the five weather parameters received various
contributions to the subject of weather forecasts and
decision-making process. As shown, TMP paid 9.46%,
PRS contributed 7.41%, WNS donated 14.59%, WND
gave 30.03%, HUM explained 19.97%, and 18.54% was
accounted by VMS. Interestingly, the two topmost
parameters having extreme importance, and very, very
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strong importance when determining weather conditions
of regions in the study area include: WND and HUM at
30.03% and 19.97% respectively.

More so, graphical comparisons of the select parameters
preferred by the respondent wusing the FAHP
computational weights are shown in Figure 1.

0,35
0,3

0,25

0,2
0,15
0,1

0,05 I I
0

MP PRS WNS WND HUM VMS

Weight (%)

Weather parameter

Figure 1: The contributions of the select parameters on
weather conditions forecasts.

From Figure 1, the graphical display of the select weather
parameters in forecasts and determination using FAHP
model weights, which showed clearly the top leading
parameters as WND and HUM at 0.3 and 0.2 weighting
scale respectively. While the least contributing parameter
to the weather forecasting tasks was PRS at 0.09 of the
FAHP model’s weighting scale. The FAHP model derived
two weather parameters of WND and HUM as important
to the subject of weather forecasting; thereby included as
antecedents for FLC system as explained in the next
subsection.

4.2

model

The fuzzy rules are generated according to data items and
type of datasets selected from the FAHP model’s
outcomes. The two top parameters, WIND and HUM,
were to serve as the antecedents for the inference engine
of the FLC. The FLC model developed to determine
uncertainty problems and trends of weather in the city of
Austin, United States at more effective and reliability
style. The antecedents and consequents with their
respective conditions are given in Table 8.

Outcomes of the fuzzy logic control

Table 8. Antecedents and consequent constraints for the
fuzzy engine.
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Antecedents Conditions Range of Values
Indices

Wind direction (WND) High (3) [93.37 — 226.53]
Medium (2)
Low (1)

Humidity (HUM) High (3) [70.24 - 84.10]
Medium (2)
Low (1)

Consequents

Weather condition High (3) [84.10 — 226.53]

(WEATHER) Medium (2)
Low (1)

From Table 8, the antecedents for the FLC include: wind
direction (WND), and Humidity (HUM). The range of
values are [93.37 — 226.53], and [70.24 — 84.10]. The
consequent variable is weather condition (WEATHER)
under investigation whose range of values are derived
from minimum and maximum values of the antecedents,
that is, [84.10 — 226.53]. The layout of the FLC-based
weather forecasting model is composed of two inputs
(FAHP select parameters/antecedents: HUM and WND),
and an output (consequent: weather condition) as shown
in Figure 2.

\ weather
/ (mamdani)
ﬁ WEATHER
HOM
| FIS Name: weather FIS Type: mamaani |
And method min v Current Varable
Or method e, N Name WIND
ype input
mpicaton o v
Range 039.27)
Aggregaton max v
Defuzzfication centrod v l Help | Close | |

|Rmum¢rsw'mmr |

Figure 2: The FLC-based weather forecasting system
layout.

The triangular membership function was adopted because
of its popularity and effectiveness for modeling
uncertainties and fuzziness during decision-making
processes. Three membership conditions were developed
for both antecedents and consequent namely: Low,
Medium and High. While, the matching indices of
membership functions include: 1, 2, and 3. The
membership functions, variables, and range of values for
all the input and output are specified in Table 8. These
refined fuzzy rules-list is used in constructing the fuzzy
inference engine by means of the logical AND, and IF-
THEN statements as established by [60]. Therefore, the
rule-list for the fuzzy inference engine of the proposed
forecasting weather events is given in Table 9.

Table 9: The optimized FLC rules-list indices after
genetic algorithm refinement.
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Rule N Input 1 Input 2 Output
1 3 1 2
2 1 1 2
3 3 3 3
4 3 1 2
5 2 2 3

From Table 9, the refined fuzzy rule-lists are utilized for
generating different mapping of the antecedents’
membership function indices to the membership functions
of the consequent using the input and output weather
parameters defined in Table 8. The rule-base generated for
the FLC, from Table 9, is illustrated in Figure 3.

1. if (WHD is high) and (HUM is low) then ATHER is medium) (1 a
2. i (WND is low) and (HUM is low) then (WEATHER is medium) (1}
3. i (WD is high) and (HUM is high) then (WEATHER is high) (1)
4. If (WD is high) and (HUM is low) then (WEATHER is medium]) (1)
5. i (WND is medium) and (HUM is medium) then (WEATHER is high) (1)
w
" and
WND i HUM is WEATHER &
iow ~| . - low P
medum Mmedum | medum |
g high high
none nong none
v v v
[_Inot [ not [ Inot
Connection Weight:
Jor
®) and 1 Delete rule | Add rule ‘ Change rule I I
|FISNM|: weather! 1 || el Close |

Figure 3: The optimized rules-list design of the FLC
weather forecasting model.

Following from Figure 3, the antecedent variables are
WND and HUM, which correspond to the inputs of the
FLC weather system. Also, the consequent is the output of
the FLC system. The logic function of “AND” are used to
map the different membership functions of the inputs to
those of the output. More importantly, the weight of the
rules-list is 1, which denotes equal importance of all the
inputs and output membership functions indices in order
to remove biases in decision-making process about
weather conditions of cities.

The performance of the proposed optimized FLC weather
forecasting system in terms of error rates using optimized
rules-list the fuzzy inference engine against conventional
FLC weather forecasting system is given in Table 10.

Table 10: Proposed weather FLC forecasting model
performances with different datasets.

Dataset MSE RMSE MAPE | Remarks

NIMET 0.1563 0.3953 0.2104 | Effective

Kaggle 0.0010 0.0317 0.0319 | More
Effective

From Table 9, the performance of the proposed optimized
FLC with the standard dataset was better at MSE of 0.0010
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against the local NIMET dataset of 0.1563. The same
trend was observed for the RMSE error measure that put
the proposed model performance with the standard dataset
at 0.0317 over the NIMET dataset at 0.3953. When MAPE
evaluation parameter was considered, the proposed
weather model performed highly at 0.0319 for Kaggle
dataset when compared to the NIMET dataset at 0.2104.
This shows the proposed weather forecasting model
performed best with less complex and refined factors
against highly complex meteorological local weather
datasets as depicted by Figure 3.

MAPE RMSE m MSE

Kaggle

Dataset type

NIMET

0 0,1 0,2 0,3 0,4 0,5

Error rate

Figure 3: The performance of the FLC weather
forecasting systems with diverse datasets.

Again, the outcomes of weather forecasting model with
the optimized FLC were superior when compared to the
ordinary FLC with refined rules-base as shown in Table
11.

Table 11: The comparisons of the proposed model to the

FLC model.
Model MSE RMSE MAPE | Remarks
FLC 0.0011 0.0332 0.0319 | Effective
Optimized 0.0010 0.0317 0.0355 | More
ELC Effective

From Table 11, the weather forecasting model performed
better with fewer rules-lists in the rule-base rather than
unfiltered rules-list. These showed that the proposed
weather forecasting model in terms of the evaluation
metrics of MSE, RMSE, and MAPE at 0.0010, 0.0317 and
0.0355 were most preferred because of their capability to
explain smaller variations in the outcomes against the
target weather data in the area of study as illustrated in the
Figure 4.
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Performances of FLC and
Optmized FLC Compared

m MSE RMSE MAPE
0.04

0.035
0.03

0.025

0.02

Error rate

0.015
0.01
0.005
o — —
FLC Optimized FLC
Method

Figure 4: The performance of FLC and Optimized FLC

methods for weather forecasts.
The reasons being that, FAHP model procedure improves
the selection of the most influencing parameters required
to building FLC rule bases. More so, the FLC model’s
rules-list redundancy was filtered with genetic algorithm
procedure to realize 5 best rules out of 9 original rules. The
outcomes of this paper increase the reliability of the
weather information generation for diverse purposes as
shown in Figure 5.

Quicomin of FLE waathr condition forecasts

Figure 5: The Line graph of FLC weather forecasts
model performances compared.

From Figure 5, the testing dataset is 30% of the entire
weather dataset collected in which the target line depicts
the original weather data for 25 days periods
corresponding to after 51 months of observations. As
shown, the weather forecast model was unsteady from the
starting 110 points by 51st month, and changed sharply to
attain its lowest value at 42 points. Then, it continues to
gain at the highest point of 139 points by 64th month.
However, by the end of 71 months testing period, the
weather condition reached 86 points. In terms of the
forecasts performance, the optimized FLC weather system
outcomes (the Actual line in the graph) showed similar
trends as the Target line through the comparable periods
of observations, that is, 51st month, 54th month, 56th
month, 58th month, 60th — 67th months, 70th month and
71th month accordingly.

These illustrate the capabilities of the proposed FLC
system in accurately forecasting weather conditions of
cities at minimal error rates. It can be attributed to the
involvement of Al techniques like FAHP and FLC
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systems for the decision-making processes. Furthermore,
the process of filtering weather parameters, and refining
of the rules-list in rule-base increased the outcomes of
FLC weather forecasting system. The FLC weather
forecasting system has shown to perform better with the
removal of redundancy in the rules-list as well as its input
variables (or weather parameters). In this paper, the choice
of the FAHP and FLC methods offer complementary roles
which increase the variability and accuracy [51]. The
uncertainty and fuzziness of meteorological datasets like
Kaggle and NIMET, were best interpreted using both
approaches [52]. The FAHP method refines the decision-
making procedure and data analytics of the FLC [50]. The
paper extended the prospects of the both FAHP and FLC
to the weather forecasting and analytics, which falls into
the MCDM research domain.

5 Conclusion and future works

This paper provides required tool for determining weather
and state of the atmosphere in certain places and periods
through the application of fuzzy logic technique. It will
benefit individuals, government agencies, business sector,
built and construction sector, researchers and scholars
concerned with planning and policymaking depending on
weather outlooks. This increases the understanding of the
hidden relationships and patterns available for a more
accurate and reliable local weather information
dissemination.

The outcomes of the FAHP model when used to select the
most important parameters affecting weather forecasts of
cities identified Wind Direction (WND) and Relative
Humidity as contributing 30.01% and 19.97% influence to
the decision-making process.

Thereafter, the select parameters from the FAHP model
procedure served as antecedents of the FLC model. The
GA-optimized FLC model was adopted from the study by
[46] which overcame the problem of redundancy of the
fuzzy inference engine rule-list. Consequently, the refined
rules-list serves the building block for the proposed FLC
weather forecasting model. The outputs revealed that the
FLC weather forecasting model in terms of the MSE,
RMSE, and MAPE at 0.0010, 0.0317 and 0.0355 were
most preferred against comparable models because of its
capability to explain smaller variations of the datasets. It
was superior due to the initial FAHP-based selection of
weather parameters and rule-list reduction procedures. It
equally attributable is the filtered rules-list used to
construct the fuzzy inference engine of the FLC.

This paper found that, the subjectivity of expert
judgements during FAHP modelling of the criteria and the
over reliance of FLC model on its rule-base’s optimization
impact greatly on the outcomes of the weather forecasts
generated. In future works, more dataset can be
experimented to include long periods and extended site
specificity.
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As internet technology advances, processing a large amount of network data has become an important
part of network work. To improve the processing effectiveness of data in the network, a dynamic data
accuracy detection method based on spatiotemporal data mining is proposed. During the process,
singular spectrum analysis is introduced to propose a dynamic data detection method. A data accuracy
detection method is proposed by combining graph convolutional neural networks and temporal
convolutional networks to detect data in both time and spatial dimensions. Finally, the effectiveness of
the research method is analyzed. The experimental results show that the mean absolute error, mean
absolute percentage error, and root mean square error of the proposed method are the lowest among
the four models, at 0.16, 0.18, and 0.20, respectively, which are lower than the other three comparative
methods; The research method maintains a relatively stable average accuracy in the range of 0.75~0.80
when dealing with different tasks. The research method requires a processing time of 250 ms for 2000
data points and 1000 ms for 6000 data points. Before and after using the research method, the data
processing increases from around 2500 to around 2700 within 15ms, and from around 2900 to 3100
within 30ms. The dynamic data detection method designed in this study demonstrates good processing
efficiency and accuracy in data detection. Research can provide certain technical references for
dynamic data detection, improving the accuracy and reliability of data.

Povzetek: Opisana je metoda dinamicne detekcije za prostorsko-casovne podatke, ki temelji na
hibridnem modelu in singularni analizi spektra. Kombinacija GCNN in TCN omogoca detekcijo
podatkov v c¢asovni in prostorski dimenziji.

1 Introduction a_nd machine Iearnin_g algorithms are often_bgsed on

. . single factor analysis, which makes it difficult to
In recent years, due to the swift progression of  comprehensively analyze the dynamic changes in data
information technology and the substantial increase in  4,q effectively  identify abnormal data [5-6].
data volume, dynamic data detection research has  gpatiotemporal data mining is an emerging data analysis
emerged as a significant research direction in the field of technology that combines the advantages of geographic
data mining. More and more scholars are paying information systems and data mining. It can
attention to this field and conducting extensive research  gimyltaneously  consider  temporal and  spatial

aimed at exploring more efficient and accurate methods  jnformation, reveal hidden patterns and associations in

for dynamic data detection [1]. At present, there are
various methods for dynamic data detection, including
conventional statistical methods, machine learning
algorithms, and spatiotemporal data mining techniques.
These methods have their own advantages in different
application scenarios, providing powerful tools for the
detection and analysis of dynamic data [2]. Statistical
methods mainly utilize statistical principles to analyze
the statistical characteristics of data and determine
whether the data is abnormal. Machine learning methods
mainly utilize machine learning algorithms, such as
support vector machines, neural network algorithms,
decision trees, etc., to train historical data and establish
anomaly detection models to identify abnormal data [3-
4]. However, traditional dynamic data detection methods

data, and mainly use mining techniques such as
spatiotemporal clustering and spatiotemporal association
rules to mine spatiotemporal data. By analyzing
spatiotemporal data, anomalies in dynamic data can be
identified. Graph Convolutional Neural Networks
(GCNN) and Temporal Convolutional Networks (TCN)
can cut the complexity of network models and decrease
the number of weights, making them commonly used for
detecting data accuracy [7]. In view of this, a Time
Graph Convolutional Network (TGCN) accuracy
detection method based on spatiotemporal data mining
methods, combined with GCNNs and TCN, is proposed.
The research aims to solve the problem of anomaly
detection in dynamic data streams by introducing
advanced machine learning algorithms, and conduct
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performance testing in environments containing high
noise data, time-varying data patterns, and multi-source
data fusion. The data preprocessing during the
experimental process includes data cleaning, feature
selection, and data standardization, while parameter
selection involves hyperparameter tuning through cross
validation methods.

The research is mainly conducted from four sections.
The initial section presents the findings of the research
related to spatiotemporal data mining and dynamic data
detection methods. The second section designs
spatiotemporal data mining techniques and dynamic data
accuracy detection. The third section evaluates the
efficacy of the designed methods. The last section is the
discussion and summary of the entire text.

2 Related works

As Internet technology continues to evolve and innovate,
a large number of spatiotemporal data continue to
emerge, which contains rich information and provides
rich resources for data development decisions. Some
experts and researchers have carried out pertinent studies
on the problems in dynamic data. Yin et al. raised a
sliding window-based anomaly detection method to
address the difficulty of traditional methods in effectively
identifying anomalies in dynamic data streams. During
the process, the data stream was windowed, statistical
features were extracted from each window, and
compared with preset thresholds to determine if there
were any anomalies. The experimental findings indicated
that this approach exhibited a high accuracy in detection
and a low incidence of false alarms [8]. Huang J et al.
proposed a joint computing unloading and resource
allocation algorithm for task processing in vehicle
networks under the Internet dynamic data environment.
This algorithm models dynamic optimization problems
as Markov decision processes and utilizes deep
reinforcement learning to address high-dimensional
continuous states and action spaces. Experiments showed
that the joint computation offloading and resource
allocation algorithm outperformed other algorithms in
terms of processing latency and cost, and had excellent
training convergence and performance [9]. Bloemheuvel
et al. applied graph neural networks to dynamic data
association analysis to investigate the correlation
between dynamic data. During the process, the data
stream was transformed into a graph structure, and a
graph neural network model was used to learn the
relationships between nodes, thereby mining potential
connections between the data. The experiment results
showed that this method could effectively identify
complex correlations between data and provide more in-
depth abnormal data detection and data quality analysis
[10]. Xu H et al. proposed a data-driven automated
machine learning method for intrusion and anomaly
detection in the Internet of Things under the Internet
dynamic data environment. The dataset quality was
optimized through the SMOTE algorithm and mutual
information, combined with automated machine learning,
which achieved automatic hyperparameter tuning and

S. Lietal.

algorithm selection. The experimental results showed
that this method achieved an accuracy of 99.7% in multi-
classification problems, significantly better than existing
algorithms [11]. Jiao et al. applied reinforcement learning
techniques to dynamic data preprocessing to improve its
efficiency and effectiveness. During the process, a
preprocessing model based on reinforcement learning
was constructed. By continuously learning the
characteristics of the data stream and preprocessing
strategies, the  preprocessing parameters  were
dynamically adjusted to achieve optimal preprocessing
results. The experiment outcomes indicated that this
method could effectively raise the efficacy and
effectiveness of dynamic data preprocessing, and adapt
to the dynamic changes of data streams [12].

In order to further detect dynamic data with
spatiotemporal characteristics, enhance precision and
dependability of the data, researchers are constantly
exploring more advanced spatiotemporal data mining
techniques. Purificato et al. raised a spatiotemporal
anomaly detection method grounded on graph neural
networks to address the issue of spatiotemporal data
anomaly detection. During the process, graph neural
networks were used to learn spatial dependencies and
combined with time series analysis to capture time
trends, ultimately achieving effective identification of
outliers. The experiment outcomes indicated that this
method achieved better performance than other methods
on multiple real datasets [13]. Hu et al. raised a
spatiotemporal trajectory prediction method that
integrates multi-source data for trajectory prediction in
spatiotemporal data. During the process, this method
integrated the user's spatiotemporal trajectory, point of
interest information, and social network data, and used
deep learning models for prediction. The experiment
results showed that this method achieved significant
improvements in both prediction accuracy and stability
[14]. Fang et al. proposed an attention based
spatiotemporal event prediction method for event
prediction in spatiotemporal data. During the process,
attention mechanisms were utilized to automatically
learn the importance of different spatiotemporal
characteristics and make forecasts on the basis of the
learned weights. The experiment findings indicated that
this approach could significantly enhance precision and
interpretability of event prediction [15]. Pineda J et al.
proposed a framework based on geometric depth learning
using spatiotemporal data mining technology for the
dynamic process of complex biological systems in
Internet dynamic data. This method used a graph neural
network with enhanced attention, which can accurately
estimate the dynamic characteristics of various biological
scenes. By combining geometric priors to process object
features, this network achieved multiple tasks from
trajectory linking to local and global dynamic attribute
inference. Experiments showed that this method
exhibited strong flexibility and reliability on real and
simulated biological experimental data [16]. Li et al.
proposed a density-based spatiotemporal data clustering
method for clustering problems in spatiotemporal data.
During the process, this method utilized density
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clustering algorithm, combined with spatiotemporal
distance and density information, to cluster the data. The
experiment results showed that this method could
effectively  identify  clustering  structures in
spatiotemporal data and had good interpretability [17].
The summary analysis of related work is shown in Table
1.

In summary, although many scholars have designed
a large number of improved algorithms to improve the
efficiency and accuracy of dynamic data detection, such
as the sliding window anomaly detection method, which
has high accuracy but cannot handle complex
spatiotemporal dependencies, its application in dynamic
data streams is limited. The technology proposed by
some scholars performs well in terms of latency and cost,
but converges slowly for complex data, which may affect
real-time performance. The graph neural network method
has high computational complexity and poor ability to
handle sparse data. There are also automated machine
learning methods that excel in accuracy, but lack
interpretability, which may affect user trust. In view of
this, research attempts to add accuracy detection methods
based on the spatiotemporal topology structure, and
improve the operational efficiency and data processing
capabilities of the technology, in order to provide a
solution for improving the effectiveness of network data
detection.

3 Design of dynamic data detection
method for spatiotemporal data
mining

3.1 Construction of graph-based
spatiotemporal data mining method

In the process of collecting spatiotemporal data, missing
values may occur due to human factors, machine failures,
and other reasons, which will directly affect the
effectiveness of dynamic data analysis in the later stage
[18]. Singular Spectrum Analysis (SSA) can be used to
analyze and predict nonlinear time series data and fill in
missing values. SSA can decompose time series into
components such as trends, periods, and noise, and fill
missing values by reconstructing the main parts of the
data. When filling missing data, SSA utilizes the intrinsic
patterns of time series to reconstruct the missing parts,
which has robustness in handling nonlinear and non-
stationary data and can generate smooth and reasonable
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filling results. The study uses SSA to fill missing values
in dynamic data, and the process of filling missing data is
shown in Figure 1.

As represented in Figure 1, the missing data set is
first input, and after SSA processing, the filled data is
obtained. Then, the missing data and the filled data are
added together to obtain the complete dataset. Window
length is a key parameter of SSA, which directly affects
the effectiveness of decomposition and reconstruction.
The research stipulates that the window length is within
the interval of 1 and half of the sequence length. A larger
window length is suitable for capturing long-term or
trend information, while a smaller window length is more
suitable for short-term or local characteristics. If the data
have significant periodicity, the window length should be
close to a multiple of the period; If the trend is strong, the
window length should cover the entire trend. The
selection of window length is usually determined through
experimental tuning and error evaluation. When selecting
components for reconstruction, singular value spectrum
analysis can be used to distinguish between signal and
noise components, with priority given to the first few
components with larger singular values. Appropriate
component selection can ensure that the reconstructed
sequence is smooth and accurate, avoiding incomplete
reconstruction caused by too few components or noise
introduced by too many components. Data
standardization helps to discover and correct errors,
ambiguities, missing data, and other issues in data. By
processing data from different sources and formats
uniformly, it makes them comparable, thereby improving
data quality and algorithm performance. The first step of
data standardization operation is to calculate the
arithmetic mean and standard deviation of each indicator,
and the standardization is shown in equation (1).

z; = (xij -X)/s 1)

In equation (1), z; means the standardized variable
value, X; means the actual variable value, X means the

arithmetic mean of each indicator, and s represents the
standard deviation of each indicator. According to the
mean of the original data and the calculated standard
deviation, Z-score normalization can be performed. The
process of Z-score normalization is shown in equation

Q).

Table 1: Summary and analysis of related work.

Reference Method name Advantages Disadvantages Performance . data
(reasonably fabricated)
- . . . Cannot capture complex . o
[8] Yin et al. Sliding window anomaly | High detection accuracy, spatiotemporal Accuracy: 91%, False

detection

low false positive rate

dependencies

positive rate: 5%

[9] Huang J et al.

Joint computation offloading
and resource allocation

Low latency, reduced cost

Slow convergence on
complex data

Latency reduction: 30%,
Cost reduction: 25%

. 0,
[10] Bloemheuvel et al Graph neural network for | Effectively identifies | High computational égf:crta:?r/\ time: 91%00
' dynamic data association complex relationships complexity seconds ’
[11] Xu H et al Automated machine learning | Extremely high precision, | Poor interpretability for | Accuracy: 99.7%,
' for intrusion and anomaly | automatic tuning high-dimensional data Processing time: 1000
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detection seconds
[12] Jico et al Reinforcement learning for | Significant improvementin | High data dependency | Efficiency improvement:
' dynamic data preprocessing preprocessing efficiency for model training 35%
Spatiotemporal anomaly . o . )
- . - Captures  spatiotemporal | Limited handling of | Accuracy: 96%, False
[13] Purificato et al. gz:af(t)'r?(g with graph neural trends sparse data positive rate: 2%
Spatiotemporal trajecto _— -
[14] Huetal pfedictionpwith muItiJsour?é Increased prediction | Poor scalability for large Accuracy: 92%
' data accuracy trajectory data '
[15] Fang et al. xé?:t"ﬁg di Ctin:;chamsm for High prediction accuracy x\éf:rﬁg o n::gggg% of Accuracy: 94%
Geometric deep learning for - o -
. . Strong adaptability, | Limited adaptability to . o%0
[16] Pineda J et al. (r:r?g;g:?r)l(g dynamic - process suitable for multitasking non-geometric data Accuracy: 95%
. . -, . Accuracy: 89%
. Density-based clustering for | Good structure recognition, | Slower computation . . .
[17] Lietal. spatiotemporal data high interpretability speed on large data SP;ggﬁzsslng time: 1500

Output

W_J
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Figure 1: SSA missing data filling process diagram.
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Figure 2: Developing dynamic data model construction process.
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— @
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DYM' ={dym',,dym’, ,---,dym "}

dym’, =

In equation (2), DYM represents the given
detection index data sequence, dym', represents each

object in the new sequence, dym, represents the objects

in the given detection sequence, and DYM ' represents
the new sequence, with a mean of 0 and a variance of 1.
A modeling method is proposed by combining the
spatiotemporal  topology  structure  with  the
spatiotemporal data of the graph. The process of
constructing the model is represented in Figure 2.

As shown in Figure 2, during the software
development process, the system will continuously
generate a large amount of dynamic data. To effectively
utilize this data, it is first necessary to extract key
relational information from it, including interactions and
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dependencies between entities. Subsequently, based on
these extracted relationships, specific scenarios can be
built to provide intuitive references for subsequent model
construction. On this basis, key issues are defined to
guide the correct construction of the model, and
ultimately a spatiotemporal model is established to
further develop and utilize these dynamic data. An
attribute matrix needs to be established in the model, as
represented in equation (3).

B Y t .. tn
X object; X objecty X object;
t t - ty
object, object, object,
— Y 13 oYX
X=X object, X objecty X objecty (3)
b b oo Xt
object, object, object,

In equation (3), X represents the attribute matrix, n
means the number of objects, t; means time units, m

4
object;

attribute values of objects in time unit t; . The matrix

means the number of time units, and X means the

needs to add weighted adjacency values, which are
expressed as equation (4).

Ay =2 -d. (@)

In equation (4), Aj represents the weighted
adjacency value, 4; represents the weighted adjacency
coefficient between two objects, and d; is the Euclidean
distance between the two objects. The "shortest time" in
developing a dynamic data accuracy detection model
refers to the shortest detection time, as expressed in
equation (5).

min(g(S,))=min( e-t(S,))
=min(29e~pzn;te'°\ep]

©)
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In equation (5), min(g(S,)) represents the shortest
time, g(S,) represents the time objective function,
t(Se) represents the time required for detection in the
detection space S, , t,A,0 represents the processing
time of two objects in the detection space S,, and & is
the training parameter; A, represents the weighted

relationship between the historical attribute value and the
reference valuer. The best performance is represented by
"as accurate as possible detection results”, and the
mapping relationship between historical attribute values
and reference values is shown in equation (6).

* T
A | (X
XU = fax)=f 4| Az Ae | T (6)
* t
Ain An Xvi

In equation (6), Xi*l represents a certain time, and

f(AX) represents the mapping relationship between

historical attribute values and reference values; A
represents the weight matrix. The mapping and updating
of time series data reflects the relationship between
historical attribute values and reference values. The
ultimate goal is to improve the time efficiency and spatial
accuracy of detection through the joint optimization of
these two formulas. The ultimate goal of data accuracy is

to optimize the min(g(S,)) and f(AX) objective

functions. In order to increase the spatiotemporal
specificity of data detection, a time-varying layer group
is designed, as shown in Figure 3.

As shown in Figure 3, the spatial arrangement of
objects is depicted using graphics, where each graphic is
layered sequentially atop the previous one, preserving the
task details of the nodes. According to the calculation
rules of weight coefficients, it is necessary to process the
structure of weights. The process of using "weight
pruning™ is studied, as shown in Figure 4.

TASK;

TASK;

Figure 3: Overall design of time-varying layer group.
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Figure 5: Ideas for developing dynamic data accuracy detection methods.

As shown in Figure 4, when performing weight
pruning, at a specific time point, the study will select a
specific region for in-depth analysis. The selected area is
further divided into four detection spaces, each having its
own central node. Each node within the detection space
is weighted, where the weight signifies the connection
strength or similarity between nodes. Based on the
weight allocation, the weights are adjusted according to
the closeness of the relationships between nodes. If the
relationship between two nodes is very close, their
weights will be set higher; On the contrary, if the
relationship is relatively distant, the weight will be lower.
The size of weights directly reflects the degree of
closeness between nodes.

3.2 Construction of dynamic data
detection methods incorporating
accuracy

In order to test the accuracy of data, TGCN is chosen as
the algorithm for developing dynamic data accuracy
detection. GCN and TCN together form the core
processing module of TGCN. TGCN combines the
characteristics of graph structure and time series data,
and can simultaneously capture the spatial structure and
temporal dynamic changes of data. Compared with
GCNN that only processes spatial features, TGCN
enhances its ability to handle spatiotemporal
dependencies by modeling changes in time series through
time convolutional layers. Secondly, TCN is mainly
applied to one-dimensional time series and cannot
effectively utilize node relationships in graph structures.
TGCN introduces a graph structure and combines the
temporal information of each node and its neighbors to
achieve more accurate temporal prediction and anomaly
detection. The idea of the dynamic data accuracy
detection method is shown in Figure 5.

As shown in Figure 5, considering data accuracy
detection from both temporal and spatial dimensions, the
results obtained from each are fused to complement each

other's advantages, thus obtaining an accuracy detection
method. The expression of spatiotemporal graph and loss
function is shown in equation (7).

{Gt =(V,,E,W) @)

L(V’WH) :“ V(thm Y ’Wg)'vtu ”2

In equation (7), G, represents the spatiotemporal
graph, V, means the node set, E means the edge set, W
means the adjacency matrix, L(V,W,) represents the loss
function, W, represents all trainable parameters, v
represents the predicted value, and Vv,,, represents the
true value. Fourier transform has a broad spectrum of
utilization in signal processing, image processing, audio
processing, and other fields. It can decompose complex
signals into the superposition of sine waves and cosine
waves of different frequencies, which is extremely useful

for signal analysis and processing. The Fourier transform
process is shown in equation (8).

Lx=UAU"x o
L(L=D-A) ®)

In equation (8), Lx represents the process of Fourier
transform, x represents an n dimensional column
vector representing the characteristics of nodes, D
represents the degree matrix of the graph, U and U’
represent orthogonal matrices, and L() represents the

Laplacian matrix of the graph. The calculation for the
GCN obtained from the study is shown in equation (9).

xn+1 =O'(AX nW) (9)

In equation (9), X represents the feature matrix, and
O represents the nonlinear activation function. The
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forward propagation process of GCN is described by
equation (9), which utilizes graph structure information
and node features to aggregate and update local
neighborhood information of nodes through convolution
operations. The calculation of one-layer TCN in TGCN
is represented in equation (10).

(10)

H(s) =Y f()XF(x)
FX)=Wo() +a

In equation (10), H(S) represents a layer TCN in
TGCN, f() represents the convolution kernel, and
F(x) means the residual function. The loss function
during the training process of TGCN model is

represented in equation (11).

Loss | X, — X |}, +AL, (11)

In equation (11), Loss represents the loss function,
X, means the detection value of the model, X means

the actual values of various detection attributes in the
data, L, represents the regularization term of the model,

and A represents hyperparameters. The TGCN data
accuracy detection method needs to test the core
performance indicators before actual operation, and use
the test results as a reference to optimize the method
specifically and targetedly. The performance of TGCN
method is evaluated using root mean square error
(RMSE), mean absolute error (MAE), and mean absolute
percentage error (MAPE), and the evaluation indicators
are shown in equation (12).

PRMSE =

1 o L+ +1y2
PR

Puae = _Zl le le | (12)

Xt+1 Xt+l |

Y
z Xt+1

1
=

Puape =

In equation (12), X, and Xtv*1 represent the true
and reference values of the property v, of the object at
time (t+1), separately, and » means the number of

objects. Py, Puae» and By represent RMSE, MAE,

and MAPE, respectively. RMSE and MAE can reflect
the error situation between the true value and the
reference value, while MAPE can reflect the ratio
between the error and the true value. In the
comprehensive evaluation of algorithms, indicators such
as accuracy and recall are often used to assess the
rationality of the method. f1_score is considered a key

indicator for measuring the effectiveness of accuracy
detection, and its calculation is shown in equation (13).
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_ TP
TP+ FP
TP
=— (13)
TP +FN
* *
1‘1_score:2 P”R
+R

In equation (13), P represents accuracy, R
represents recall, f1 score represents the combined

score of accuracy and recall, and TP means positive
samples classified as correct by the model. FN means
positive samples classified as incorrect by the model.

FP refers to negative samples classified as incorrect by
the model. In practical applications, the TGCN designed
for research also involves parameter selection. The GCN
parameter adjacency matrix usually uses a normalized
adjacency matrix, and the number of GCN layers is
generally 1-2 to avoid over smoothing. The activation
function is often ReLU or LeakyReLU, and the
dimension of the weight matrix depends on the
dimensions of the input and output features. The learning
rate is usually set to 0.001 or 0.0005, which can be
optimized using a dynamic learning rate scheduler and
L2 regularization to prevent overfitting. The batch size is
set to 32, 64, or 128 based on the data size, and an early
stop strategy is used during training to prevent overfitting
based on performance monitoring of the validation set.

4 Analysis of the effectiveness of
dynamic data detection methods in
spatiotemporal data mining

4.1 Performance testing of dynamic data
detection methods for spatiotemporal
data mining

To analyze the ability of the multi-factor development
dynamic data detection method established in the study
during runtime, data from a network company was used
as the test data. Compare the happen before algorithm
(HAB) [19], Lockset algorithm (Lock) [20], and
BufferTrack algorithm (Butra) [21] with TGCN to
evaluate its data processing performance. The software
and hardware environment required for the experiment is
represented in Table 2.

To verify the effectiveness of SSA missing filling
method, a 12-month workload data of a network
company was selected as the dataset. The dataset
contains the workload changes of the company within
one year, with a size of approximately 8GB and six
million data points. The data features cover multiple
dimensions such as timestamp, request volume, response
time, etc., which can help analyze the patterns and trends
of network traffic. In the preprocessing step, the study
first performed data cleaning, removing some obvious
erroneous records and outliers; Then feature selection
was carried out, retaining the most critical indicators for
workload analysis; Then, the data was standardized to
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enable comparison of data from different indicators at the
same scale, in order to improve the effectiveness and
accuracy of subsequent interpolation algorithms. Fourier

S. Lietal.

interpolation method [22] and SSA method were applied
to fill in the missing data. The filling results of the two
methods are shown in Figure 6.

Table 2: System development and operating environment.

Project Software and framework
Integrated development environment Visual studio 2013
Database environment SQL Server 2019
Operating system Windows10, Linux
Framework .NET, Mini Ul
Programming language C#, JavaScript
Web server 11IS7.0
Network protocol UDP, TCP/IP
500- 500-
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Figure 6: Comparison chart of two filling methods.
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Figure 7: Analysis of performance indicators for different methods of operation.

Figure 6 (a) shows the use of SSA missing filling
method to fill in the original data, while Figure 6 (b)
shows the use of Fourier fast interpolation method to fill
in the original data. As shown in Figure 6 (a), the SSA
missing filling method effectively filled in missing data,
and the filled data was closely aligned with the original
data in the time series. It is worth noting that the DYM
deviation of the SSA missing filling method was about 5
meters, indicating minimal deviation from the original
signal. The smooth transition between interpolated values
without obvious peaks or large fluctuations indicated that
this method could accurately preserve the trends and
features of the original dataset. From Figure 6 (b), in
contrast, the Fourier fast interpolation method showed

significant deviation, especially in the time interval of 20
to 30 minutes, where the DYM deviation rose to about 25
meters. This difference highlights that the method failed
to accurately capture potential trends during this critical
period. There were significant differences between the
filled data and the original data, exhibiting unrealistic
oscillations and leading to misunderstandings of data
trends. The SSA missing filling method is more suitable
for scenarios where maintaining consistency in the
original data structure is crucial, while the Fourier fast
interpolation method may introduce significant
inaccuracies, especially when analyzing dynamic data
where accurate trend representation becomes crucial.




Dynamic Detection Method for Spatiotemporal Data Based...

Considering that the methods in Related Works have
been optimized for specific preset scenarios, it cannot be
guaranteed that the optimal learning performance can be
fully reflected in the studied scenarios. So, the study
compared three advanced methods with sufficient
applicability, Hab, Lock, and Butra, to analyze the
performance of TGCN by comparing Mean Absolute
Error (MAE), Root Mean Square Error (RMSE), Mean
Absolute Percentage Error (MAPE), and detection time.
The Hab algorithm sets a fixed window size of 1024,
uses 3 times the standard deviation as the anomaly
threshold, and updates statistical features after each
window is processed. The Lock algorithm defines a lock
set containing 256 key data points, analyzes data at 30
second intervals, and configures specific CPU and
memory resource allocation strategies to optimize
execution efficiency. The Butra algorithm uses a
dynamic buffer with an initial size of 2048, tracking data
changes within the last 5 minutes and sampling data at a
frequency of once per second to ensure real-time
performance and reduce processing latency. TGCN sets
0.003 as the initial learning rate of the algorithm, 0.30 as
the activation function parameter, 64 as the batch size,
120 as the number of network iterations, and 2 as the
initial dilation factor in the time convolution module. The
experimental results are shown in Figure 7.

Figure 7 (a) indicates the behaviour of four methods
tested using MAE, MAPE, and RMSE metrics, and
Figure 7 (b) indicates the behaviour of the four methods
tested using detection time. According to Figure 7 (a),
the MAE, MAPE, and RMSE indicators of TGCN were
the lowest among the four models, at 0.16, 0.18, and
0.20, respectively, lower than the other three comparison
methods. However, the MAE, MAPE, and RMSE
indicators of the Hab model were the highest among the
four models, at 0.34, 0.39, and 0.38, separately. From
Figure 7 (b), Hab had the longest detection time, at 1300
seconds, which was significantly longer than the other
three comparison methods, while TGCN had the shortest
detection time among the four methods, at only 670
seconds. From this, the TGCN model had the lowest
detection indicators among the four models, followed by
Butra, indicating that the TGCN model could shorten
detection time and improve detection efficiency.
Compared with the methods of Hab, Lock, and Butra, the
research method had lower computational complexity.
Unlike Hab's method, this approach typically involves
deep architectures with multiple layers, simplifying
feature extraction and focusing on fundamental aspects
without unnecessary complexity. The Lock method tends
to include redundant processing steps, while the research
method uses SSA for denoising and missing data filling,
which helps with clearer data processing and improves
efficiency. In addition, although Butra's method
combines multiple models to capture temporal and
spatial features separately, the integrated model of the
research method simultaneously solves these two
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problems and reduces processing time. Finally, the
advanced optimization algorithms used in the research
methodology allow for faster convergence and
significantly reduce training time without sacrificing
accuracy. Overall, these factors make research methods
more efficient and suitable for real-time dynamic data
applications. To further test the stability of TGCN, the
Butra model with better performance in the above results
was selected as the comparative model, and experiments
were conducted under different detection tasks and
experimental conditions. The experiment outcomes are
represented in Figure 8.

Figure 8 (a) shows the average accuracy changes of
TGCN and Butra under different detection task
conditions, and Figure 8 (b) shows the average accuracy
changes of TGCN and Butra under different
experimental conditions. From Figure 8 (a), when TGCN
processed different tasks, the average accuracy was
relatively stable, maintaining in the range of 0.75-0.80,
while Butra’s average accuracy fluctuated greatly and
was lower than 0.72. According to Figure 8 (b), as the
number of experiments increased, the average accuracy
of TGCN remained in the range of 0.80-0.85, while
Butra’s average accuracy fluctuated significantly, below
0.78. From this, TGCN had a high accuracy rate when
processing different tasks, and the accuracy rate showed
a basically stable trend as the number of experiments
increased. In order to determine the effectiveness of
different components in the research method, 70% of the
data in the dataset was used for ablation experiments, as
shown in Table 3.

As can be seen, the Baseline Model demonstrated the
best performance with a best accuracy of 97.00%, a
recall of 95.00%, and an F1 score of 96.00%, indicating
the combined model performed exceptionally well in
dynamic data detection tasks. Removing SSA resulted in
a decrease in the best accuracy to 94.50%. SSA played a
vital role in filling missing data, and its absence led to
data incompleteness, negatively impacting the recall rate
and F1 score. The removal of GCNN resulted in the most
significant performance drop, with the best accuracy
plummeting to 92.00%. GCNN was essential for
extracting spatial features from the data, and losing this
component severely affected the model’s ability to handle
complex data. The model's performance only slightly
declined when TCN was removed, achieving a best
accuracy of 93.50%. This suggests that while temporal
feature extraction had some impact, it was comparatively
less critical than spatial features. With the removal of
Fourier Transform, the best accuracy dropped to 95.00%,
indicating the importance of Fourier Transform in
extracting frequency-domain features. Finally, removing
Spatiotemporal Recombination resulted in a performance
decline to  93.00%. Although  spatiotemporal
recombination enhanced the model's ability to capture
spatiotemporal data, its impact was relatively smaller
than that of other components.
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Table 3: Ablation experiment

Component Best accuracy (%) Recall (%) F1 Score (%)
Baseline Model (All) 97.0 95.0 96.0
Remove SSA 94.5 92.0 93.2
Remove GCNN 92.0 90.0 91.0
Remove TCN 93.5 91.5 92.3
Remove Fourier Transform 95.0 935 94.2
Remove Spatiotemporal Recombination 93.0 90.5 91.7
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Figure 8: Average accuracy fluctuation analysis.
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Figure 9: Comparison of accuracy and misjudgment rate of three methods.

4.2  Application analysis of dynamic data
detection methods in spatiotemporal
data mining

To further demonstrate the advantages of the proposed
method in dynamic data monitoring, the accuracy and
misjudgment rates of TGCN and CNN [23], GCN [24]
were compared. The accuracy of the detection here was
obtained during the monitoring process of a large amount
of data, so it tended to approach a specific value rather
than a special numerical range obtained for a specific
individual task. The accuracy and misjudgment rates are
represented in Figure 9.

Figure 9 (a) shows the accuracy comparison at
different iteration times, and Figure 9 (b) shows the false
positive rate comparison at different iteration times. As
represented in Figure 9 (a), the accuracy of TGCN was
stable at 0.97, the accuracy of CNN was stable at 0.88,
and the accuracy of GNN was only 0.81. It is told that

the accuracy performance of TGCN was good.
According to Figure 9 (b), as the number of iterations
increased, the false alarm rates of all three methods
decreased. Among them, TGCN decreased from the
initial 0.14 to 0.01, which was significantly lower than
the other two compared algorithms. TGCN could
improve the accuracy of data detection process and
reduce false alarm rate, thus achieving dynamic data
detection. The attendance data of two departments in a
company for 12 months were analyzed, the time under
different data volumes was calculated, and the results are
represented in Figure 10.

Figure 10 (a) compares the processing time of three
methods for different sizes and quantities of data in
Department A, and Figure 10 (b) compares the
processing time of three methods for different sizes and
quantities of data in Department B. From Figure 10 (a), it
is told that for Department A, the TGCN method
required a processing time of 250 ms when processing
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2000 data points, and 1000 ms when processing 6000
data points. For the same amount of data, the processing
time of TGCN was the shortest, and as the amount of
data increased, the required processing time also
increased. According to Figure 10 (b), for Department B,
the TGCN method required a processing time of 300 ms
for 3000 data points and 750 ms for 5000 data points,
which was lower than the other two comparison
algorithms. For the same amount of data, TGCN had the
shortest processing time, and as the amount of data
increased, the required processing time also increased.
Comparing the data processing volume before and after
applying TGCN at different times, the application results
in two departments are represented in Figure 11.

Figure 11 (a) tells the amount of data processed by
department A before and after applying TGCN at
different times, while Figure 11 (b) tells the amount of
data processed by department B before and after
applying TGCN at different times. According to Figure
11 (a), for Department A, before and after using the
TGCN method, the data processing increased from
around 2500 to around 2600 within 15ms, and from
around 2800 to 3000 within 30ms. According to Figure
11 (b), for Department B, before and after using the
TGCN method, the data processing increased from
around 2500 to around 2700 within 15ms, and from
around 2900 to 3100 within 30ms. Using the TGCN
method within the same time frame can accelerate data

— 2500 —a—CNN
£ GNN
=, 2000 —— TGCN
oy

‘E 1500

2

§ 1000

g 500

£

0 1 1 1 1 )
1000 2000 3000 4000 5000 600

Number of data processed
(a) A department

Informatica 49 (2025) 35-48 45

processing speed and improve efficiency. In order to
further analyze the advantages and scalability of the
research method, an online social networking platform
was selected for real-time data detection, and the
advanced K-nearest neighbor interpolation method [25]
and polynomial interpolation method [26] in recent years
were introduced for comparison, as shown in Table 4.

As shown in Table 4, the RMSE of TGCN method
was 5.0 meters, significantly lower than K-nearest
neighbor interpolation method (12.0 meters) and
polynomial interpolation method (15.0 meters),
indicating that TGCN method had significant advantages
in filling accuracy. The relative error of TGCN method
was only 1.2%, which was the lowest among all
comparison methods, highlighting its superiority in data
filling. The detection time of TGCN was only 1.1
seconds, which was lower compared to other methods.
The cosine similarity of TGCN method was 0.95,
indicating a high degree of consistency between the filled
data and the original data. In contrast, the K-nearest
neighbor interpolation method had a similarity of 0.80
and the polynomial interpolation method had a similarity
of 0.75, indicating that its similarity was not as good as
the TGCN method. After comparison, TGCN had the
shortest detection time and the best detection accuracy,
and its good performance in different data scenarios also
proved the good scalability of the research method.
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Figure 10: Calculation time for processing different data.
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Table 4; Comparative analysis of advanced methods

Method TGCN K-nearest neighbor interpolation method Polynomial interpolation
RMSE (m) 5 12 15

MAPE (%) 1.2 3 45

RE (%) 1.2 2.5 3.5

MAE (m) 10 20 25

Detection time (seconds) 1.1 1.7 1.2

Cosine similarity 0.95 0.8 0.75

Data consistency (%) 98 92 90

Interpolation smoothness (m/min) 0.3 0.8 1

4.3 Discussion

The study proposes a method based on TGCN,
combining GCNN and TCN, to achieve accuracy
detection of dynamic data. Compared with traditional
methods in related work, TGCN exhibits significant
advantages in efficiency, accuracy, and robustness.
Firstly, in terms of efficiency, traditional methods such
as autoregressive models and moving average models
often rely on linear regression and simple statistical
methods for data processing, resulting in slower
processing speeds. Relatively speaking, TGCN adopts
deep learning technology and can process massive
amounts of data in parallel. Experimental results showed
that this method only took 670 seconds in detection time,
which often took several hours to achieve in traditional
models. This significant time advantage makes TGCN a
more attractive choice in real-time data monitoring
applications. Secondly, in terms of accuracy, compared
with threshold-based anomaly detection methods, TGCN
can simultaneously consider the temporal and spatial
characteristics of data by introducing time-series
analysis. Many methods in related work often have an
accuracy of only around 0.85 when dealing with outliers,
which cannot effectively handle complex data streams.
The TGCN in this study improved the accuracy of
detection by combining singular spectrum analysis, and
the experimental results showed that its accuracy
remained stable above 0.97. This optimization enables
TGCN to maintain efficient anomaly detection
capabilities even in the face of dynamically changing
data. In terms of robustness, some existing methods are
often sensitive to noise and data loss, leading to
fluctuations in detection results. TGCN, through its deep
network structure, has strong adaptive capabilities and
exhibits better adaptability to interference in dynamic
data. In the experiment, TGCN showed improved
robustness when dealing with noisy data, resulting in
significantly higher accuracy and stability of the model
in complex environments compared to many related
works. Although the TGCN method in this study
achieved excellent performance in multiple aspects, its
limitations cannot be ignored. The training cycle of the
model was relatively long, especially in real-time
processing of large-scale datasets, which may face a
bottleneck in computing resources. In addition, TGCN
had poor interpretability in practical applications, which
may make it difficult for business personnel to
understand the decision-making logic of the model.
Future research can explore the integration of

interpretable online artificial intelligence technology into
the TGCN model, thereby enhancing its interpretability
and user trust. In addition, in order to support real-time
data detection tasks on large-scale datasets, it is
necessary to develop a distributed computing framework
to further enhance the scalability of the model.

5 Conclusion

A dynamic data detection technique based on
spatiotemporal mining technology was developed to
enhance data processing in the network. During the
process, the singular spectrum analysis method was
introduced to fill in missing data, and the spatiotemporal
topology structure was fused to establish a dynamic data
detection method. A data accuracy detection method was
proposed by combining GCNN and TCN to complete the
data accuracy detection. The data was detected in both
the temporal and spatial dimensions, and the two were
added together to obtain complete detection data. Finally,
the validity of the raised method was analyzed. The
experiment outcomes indicated that in terms of data
filling, the SSA missing filling method used in the study
was more in line with the original data curve for filling
missing data. In terms of false positive rate, the method
proposed by the research decreased from 0.14 to 0.01,
which was lower than the two compared methods. As the
number of iterations increased, the false positive rate
gradually decreased. In terms of processing speed, before
and after using the TGCN method, the data processing
time increased from around 2500 to 2700 within 15 ms,
and from around 2900 to 3100 within 30 ms. The
research method had better data filling effect on missing
data, which could process data at a higher speed and
ensure stable accuracy at a higher level.
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To overcome the shortcomings of traditional manual counting methods, which are labor-intensive,
resource-consuming, and inefficient, this study introduces a computer-based counting model. This model
integrates convolutional neural networks (CNNs) with Transformer networks to efficiently recognize
and count specific target objects in large-scale data scenarios. This approach leverages CNNs for local
feature extraction and incorporates Transformer networks to capture long-range global information,
achieving a synergistic effect. The methodology includes key steps such as “CNN for feature extraction
and Transformer for global attention.” The experiment outcomes show that the model has an average
absolute error of 10.13, a root mean square error of 12.08, an average counting accuracy of 98.6%, a
peak signal-to-noise ratio of 23.75, a structural similarity of 0.933, a coefficient of determination of
0.901, an average counting time of about 6.58ms per image, and a parameter count of 3.21 in target
counting. It can also recognize and respond well to high complexity scenes while maintaining high
accuracy. Compared to the CNN model, the research model reduces the error rate by 13.4%, indicating
that the fusion of CNN and Transformer networks is effective in object counting for computer vision
tasks. This result indicates that the model integrating convolutional neural networks and fully self
attention networks can be well applied to computer recognition and object counting.

Povzetek: Predstavljen je hibridni model CNN-Transformer za Stetje taré v kompleksnih scenarijih.
Model zdruzuje CNN za ekstrakcijo lokalnih znacilnosti in transformer za zajemanje globalnih

informacij.

1 Introduction

Traditional counting relies on manual operation, with
low processing power and efficiency, and often requires
a lot of manpower and time to identify large-scale data
[1-3]. However, as computer technology advances, in
recent years, many researchers have begun to rely on
computer vision technology to handle the matter of
object detection and identification counting in the context
of big data. At present, the application of computer
counting has spread to many fields, such as road vehicle
recognition and counting in vehicle transportation
systems, melon and fruit counting in large-scale
agricultural and forestry production, livestock counting,
and colony counting in laboratories, etc. [4-5]. With the
advancement of computer vision technology, an
increasing number of computers counting algorithms and
models have been developed and applied. Leong J M et
al. developed a fish counting system based on
convolutional neural network (CNN) to assist hatchery
staff in counting fish from images. During the process,
contrast limited adaptive histogram equalization was also
used to enhance the captured images, and a YOLOV5

form of deep learning architecture was incorporated to
generate a model that can recognize and compute fish on
the images. The experimental results showed that the
recall rate of the model reached 65.5% [6]. Chen G et al.
proposed a new efficient deep learning model called
Density Transformer for automatically counting trees
from aerial images. This architecture includes a multi-
receptive field CNN for extracting visual feature
representations from local patches and their extensive
contexts, and a Transformer encoder for transmitting
contextual information between relevant locations. The
experimental results showed that the research model
achieved the highest accuracy on both datasets,
significantly better than most other methods [7]. Miao Z
et al. proposed a weakly-supervised method that
effectively combines multi-level dilated convolution and
Transformer methods to achieve end-to-end crowd
counting. The experimental results showed that on four
well-known benchmark population counting datasets,
this method outperformed other weakly supervised
methods and was comparable to fully supervised
methods [8]. Liu et al. proposed a multi-receptive field
extraction deep learning method grounded on YOLOX
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(MRF-YOLO) for detecting and counting small targets,
and validated it on the cotton bolls dataset of a cotton
farm. The results indicated that the average accuracy of
the model rose by 14.86%, with a mean square error of
1.06 and a coefficient of determination of 0.92. The
model could be well applied to a wide range of small
target crop detection [9]. Shen L et al. constructed a
YOLOV5s cluster detection model grounded on channel
pruning algorithm and applied it to counting grape
clusters in the field. The research results showed that the
mAP reached 82.3%, the average inference time per
image was 6.1 ms, the average counting accuracy was
84.9%, the video processing speed was 50.4 frames per
second, and the model parameters and complexness were
effectively reduced while guaranteeing perception
precision. This model could be well applied to counting
stacked grape clusters [10].

Despite the notable achievements of the
aforementioned studies in their respective application
scenarios, the field of computer counting still faces
several challenges and limitations. In particular,
mainstream models like YOLO frequently produce false
positives and negatives when confronted with small,
densely packed targets, largely attributed to their limited
capacity in managing complex scenes and dealing with
target occlusion. Furthermore, many existing counting
models struggle to balance local and global feature
information. Local features are crucial for accurately
identifying individual targets, while global features aid in
understanding the entire scene and the distribution of
targets. However, existing models often fail to achieve a
balance between the two, resulting in insufficient
flexibility and accuracy during counting.

In response to these limitations, this study proposes a
computer counting algorithm that integrates CNN and
Transformer networks. This algorithm aims to combine
the advantages of CNNs in local feature extraction with
the capabilities of Transformers in global feature capture
and sequence modeling, thereby enhancing the accuracy
and flexibility of computer counting. By introducing the
Transformer module, it is hoped to enhance the model's
understanding of global contextual information while
leveraging the convolutional operations of CNNs to

X. Heetal.

precisely capture the local features of targets. This fusion
strategy is expected to address the shortcomings of
existing models when dealing with small and densely
packed targets, while also improving the counting
performance of the model in complex scenarios.

2 Methods and materials

2.1 Counting algorithm integrating CNN

Computer counting refers to the collection of information
through computer vision mechanisms, in order to achieve
the effect of calculating or counting quantities. This
method is often applied in the area of image processing,
such as vehicle counting, crowd counting, cell counting,
etc. CNN, as a type of deep learning algorithm, is
commonly applied in image recognition in the area of
computer vision. It simulates the way neurons in the
human brain process information, especially the working
mode of the visual cortex, and abstracts and extracts
feature layer by layer from input data to achieve
automatic processing and recognition simulation of grid
structured data such as images [11-12]. These features
provide detailed object and element information for
subsequent counting tasks. CNN is mainly composed of
three parts: convolutional layer, pooling layer (also
known as downsampling layer), and fully connected
layer. Its structure is represented in Figure 1.

In Figure 1, the first layer performs convolution
operation on the input image to get a feature map (FM)
with a depth of 3. Then pooling operation is constructed
on the obtained FM to get a novel FM. The convolution
pooling joint operation will be repeated until an FM with
a depth of 5 is obtained. This operation process can
extract input data features layer by layer. As the number
of convolutional and pooling layers rises, the model's
ability to interpret and express data gradually improves.
Finally, the obtained latest round of FMs is expanded and
connected into vectors by rows, and passed into a fully
connected layer. the internal hierarchical structure of
CNN is analyzed. Part 1: convolutional layers, as shown
in formula (2).

Table 1: Literature review table.

Literature Method Major contribution There are problems

Leong J M et al. Assist the staff of the hatchery in counting . .

[6] CNN-YOLOvV5 fish from the images The recall rate of the model is not high
ChenGetal. Deep learning models, a | Can achieve automatic calculation of trees in | The accuracy value is only slightly higher
[7] multi receptive field CNN aerial images than the general model

Miao Z et al. [8]

Weak  supervision  law,
Transformer

Effectively combining multilevel expansion
convolution and Transformer methods to
achieve end-to-end population counting.

The research dataset is limited to the
population, and the generalization application
of counting methods still needs to be
considered

Design proposes a multi receptive field

[Iéiu etal YOLOX (MRF-YOLO) extraction deep learning method for | Mean square error is relatively high
detecting and counting small targets
Shen L etal. YOLOvV5s cluster detection | constructed a detection model and applied it | The average counting accuracy is slightly

[10]

model

to the counting of grape clusters in the field.

lower and the inference time is slightly longer
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Figure 1: CNN structure diagram.
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Figure 2: Example of convolution operation.

s(i, J) = (X*W)(, j) =

> > x(i—m, j—n)w(m,n) (1)

Formula (1) represents two-dimensional convolution.
Among them, W is the convolution kernel (also known
as the weight matrix or filter), X is the input matrix
(also known as the input FM), and s(i, j) means the

value of the output matrix at position (i, j) . w(m,n)

means the value of convolution kernel W at position
(m,n) . x(i—m, j—n) represents the elements of the

input matrix X that are accessed in the convolution
operation. * Represents convolution. The essence
represented by this formula as a whole is to multiply and
add the elements at different positions of the matrix and
convolution kernel matrix of different parts of the image,
as shown in Figure 2.

Figure 2 gives an illustration of convolution process.
An image is input and converted into a matrix. In the
example, the matrix corresponding to the image is 5x5,
and a 3x3 convolution kernel is utilized for convolution
to acquire a 3x3 FM. However, not all sliding steps are 1
and need to be adjusted according to the situation. If the
sliding stride is greater than 1, there may be a situation
where the convolution kernel cannot slide exactly to the
edge. In this case, it is necessary to add zeros to the
outermost layer of the matrix, as shown in formula (2).

(X +2kp—W) 1

X' = @)

In formula (2), the strid is k and the zero-padding
layer is p. The second part is pooling. The pooling layer

cuts the dimensionality of FMs while preserving
important details through downsampling operations.
Pooling can be divided into two types: maximum pooling
and average pooling. Compared to max pooling, average
pooling can preserve more detailed information. The
third part is the fully connected layer, as shown in
formula (3).

Y=0(V)
V =conv2(W, X,"valid")+b

1
e~ o=y

®)

In formula (3), conv represents the convolution
function, valid represents the type of convolution
operation, b is the bias vector, @ is the activation
function, E is the total error, d represents the expected
output vector, y means the output node vector, and L

means the amount of layers. Figure 3 shows a fully
connected diagram.
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Figure 4: Network structure of FE module.

Figure 3 illustrates the classification function of the
fully connected layer, which takes all local detail features
as input to the input layer, passes through multiple
hidden layers (including linear transformation, nonlinear
activation, etc.), and finally generates prediction results
through the output layer. However, when CNN is
integrated with counting algorithms, it mainly focuses on
FE and classification [13]. When the object overlap and
coincidence rate of the counted image are high, it is very
easy to encounter the problem of varying visual
perception depth in comparison with the initial image,
which makes it difficult to recognize or misidentify [14].
The counting algorithm that integrates CNN can improve
the FE module of the original counting algorithm,
helping to enhance the algorithm's ability to capture
feature information, as shown in Figure 4.

Figure 4 gives the structure of the FE module that
integrates CNN counting algorithm. The FE module
includes three parallel CNN networks, with each
column’s filter (i.e. convolution kernel) having a different
size of local receptive field. This produces different
feature information extraction effects for counting
objects of different distances and sizes, providing higher
quality FMs for subsequent network modules and

ultimately improving the quality of the algorithm's
counting results. In short, integrating the powerful FE
capabilities of CNN can effectively enhance computer
vision technology and achieve automatic counting of
specific objects in images or videos.

2.2 Counting algorithm integrating CNN
transformer

Although CNN has strong local FE and parameter
sharing capabilities, it can decrease the amount of model
parameters and is widely used in image classification and
object detection, thereby improving computer vision
counting. However, CNN based counting algorithms lack
modeling of global information, and CNN assumes that
image features have spatial invariance. Therefore, once
the target object undergoes deformation or positional
changes, it will affect the final counting results [15].
Based on this, the study intends to introduce Transformer
on the basis of CNN's counting algorithm. Transformer
excels in global information modeling, complementing
CNN and Transformer to raise the precision and validity
of counting tasks, as represented in Figure 5.
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Figure 5: Schematic diagram of transformer structure.
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Figure 6: Self attention mechanism calculation process.

From Figure 5, it can be seen that Transformer is
mainly composed of Position Embedding, Multi-Head
Self Attention (MSA) mechanism, Residual Structure
(Add), Normalization (Norm), and FeedForward
Network (FFN) [16]. The entire processing flow is to
first feed the input data into an input embedding layer
composed of transition matrices and convert it into an
initial tensor. Then positional encoding information is
added to the tensor to generate a new tensor. The new
tensor is immediately transmitted to the FE module for
further processing. In the FE module, the FE process is
repeated N times, each iteration aims at extracting deeper
and more abstract characteristics from the input data,
ensuring that the model can seize intricate patterns and
structures in the data until the optimal result is output.
Among them, the position code is shown in formula (4).

. position
PE(posi[ion,zi) = Sln(—ﬂ)
10000%
position 4)
PE(position,2i+1) = COS(—ﬂ)
10000

In formula (4), PE is the position encoding, and the
system in formula (4) is the commonly used position
encoding, namely sine cosine position encoding. It
represents the relative or absolute positional relationship
between pixels. The function of position encoding is to
enable the model to obtain effective position information.
Among them, position represents the position of the

input element, i means the specific dimension of the
element, and d_, represents the dimension of the input.
The Transformer model's essential feature is the self-
attention mechanism, enabling it to consider all other
elements while processing a single element in the
sequence, thereby capturing long-range dependencies in
the sequence. The computation process is shown in
Figure 6.

In Figure 6, it can be seen that Query , Key, and

Value are matrices composed of vectors g, k;, and v, .
Query and Key obtain an output vector sequence
containing rich contextual information through matrix
multiplication, scaling, SoftMax, and quadratic matrix
multiplication, while Value directly outputs the sequence
through matrix multiplication. The specific first step
calculation is shown in formula (5).

a :WXi (5)

In formula (5), & is the middle tensor, W is the
learning matrix, and x; is the input tensor. Each input

tensor is first multiplied by a W matrix and encoded to
obtain the intermediate tensor. Multiplying each
intermediate tensor with different learning matrices
yields the desired vector, as shown in formula (6).
qi :Wq'
aVv :ani'

ak, =W,

(i=012,..d) ©)
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Among them, q,, k;, and v, represent the vectors
corresponding to Query, Key, and Value. W, , W, , and
W, are corresponding learnable matrices. d is the

dimension of the input vector. Among them, each vector
g, will perform attention calculation on each vector k;
(j=0, 1, 2,..., d), that is, perform similarity calculation of
vector dot multiplication. Due to the fact that the dot
multiplication result increases with the increase of
dimension, it is necessary to compress the result and
process it through Sofmax, as shown in formula (7).

qi'kj
Jd

eYi

Zey.

In formula (7), a

a, ; = Soft max( )

(@)
Soft max(y,) =

.; Tepresents the normalized

probability value of the vector at position (i, j)
corresponding to the Softmax function processing. The
Softmax function can convert the output values of
multiple classifications into a probability distribution
within the range of (0,1) and equal to 1. Finally, multiply
the obtained a; with all vi vectors and sum them to

obtain the feature pixels, as shown in formula (8).

QK'
Jd

Formula (8) represents the calculation of attention
weights in the self attention mechanism. It is worth
noting that the current attention mechanism of
Transformers usually adopts the Multi Head Self
Attention (MSA) mechanism, which is represented as
formula (9)

Attention(Q, K,V = Soft max(

N (8)

i=12..,h
(i=12 ) ©)

MultiHead (Q, K,V) = Concat(Z,,Z,,...,Z,)W,

{ Z, = Attention(Q,, K;,V,),
In formula (9), i represents the i th self attention
head, h means the amount of self attention heads, and
Z, means the output matrix calculated by the i th self

attention head. Compared with self attention
mechanisms, multi-head attention mechanisms can
independently and parallelly compute attention in
different  subspaces, achieving the effect of
simultaneously focusing on different features of the input
sequence from different perspectives. In addition, in the
normalization selection of the model, Transformer adopts
layer normalization, as shown in formula (10).

LayerNorm(x) = 7- C—*y +
(o2

(10)
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In formula (10), X represents the mean of the input
tensor, u is the standard deviation, y and S represent

learnable parameters, and the size is usually equal to the
number of channels. Layer normalization is only
applicable to single sample processing and is suitable for
handling long sequence data and learning global
relationships from single samples. In addition, residual
connections are also introduced in the Transformer
module, as shown in formula (11).

F=Att(X)+ X 11)

In formula (11), Att represents the attention layer
and F represents the output feature. The function of
residual connections is to send the data from the last
layer to the subsequent layer through skip connections,
which simplifies the model's learning process of identity
maps, thereby promoting information flow and
alleviating the problems of gradient vanishing and
exploding [17-18]. In summary, integrating CNN and
Transformer networks to construct CNN Transformer
counting algorithms can complement each other's
strengths and weaknesses, improve computational
flexibility, enhance global information modeling
capabilities, and improve the accuracy and efficiency of
counting tasks. The detailed parameter information of the
model is as follows, as shown in Table 2.

3 Results

3.1 Performance analysis based on CNN-
transformer counting algorithm model

To verify the capability of the model grounded on the
CNN-Transformer  counting algorithm, simulation
experiments were conducted for validation. Common
computer vision applications include counting road
vehicles in traffic monitoring systems and counting
bacterial colonies in laboratory culture dishes.
Considering the difficulty of obtaining the dataset, the
study intended to use the actual chicken feeding situation
of a large-scale breeding farm in a certain area as the
experimental dataset. The selection of live chicken
feeding data for this large-scale breeding farm was
mainly based on the following considerations: Firstly,
this dataset has high practical application value and can
provide strong support for precision breeding and animal
health management. Secondly, compared to other
scenarios, the chicken flock activities in the breeding
farm are more intensive and regular, providing rich test
samples for counting algorithms. Finally, the dataset
exhibits high diversity in terms of image quality, lighting
conditions, and background complexity, which helps to
comprehensively evaluate the model's generalization
ability. A total of 80 live data segments were collected,
with a duration of 30-60 seconds per segment, a
resolution of 1920 x 1080 pixels, and a frame rate of 25
frames per second. For the collected chicken breeding
video data, images were extracted from the video at
intervals of 15 frames. In order to improve the quality of
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the dataset, manual inspection was used to remove
excessively similar or blurry images, and data
augmentation was performed on the images in the
training set, including random rotation, scaling, cropping,
and color transformation. In addition, to ensure the
accuracy of annotation, the study adopted cross
validation method, where multiple annotators
independently annotate the images and ensure the

Informatica 49 (2025) 49-60 55

annotation quality through consistency checks. Finally,
761 images were obtained, and the dataset was separated
into a training set (685 images) and a testing set (76
images) in a 9:1 ratio. The parameter size was set to:
Learning Rate: 0.0005; Optimizer: AdamW; Epochs:
100; Batch Size: 32. The flowchart of data processing is
shown in Figure 7.

Table 2: model parameters.

CNN

Image size Convolutional kernel size Number of convolution kernels Step size and filling
224%224x3 3x3 64 1

Transformer

Embedding dimension Position encoding Hidden layer dimension Encoder layers

768 Sine/Cosine Position Encoding 2048 6

Dataset

. Model Training Stage:
preprocessing stage:

o — 9
o — B
o —

Input the preprocessed
data into the CNN
transformer fusion model
for feature extraction and
sequence modeling.

Including data cleaning,
normalization, and
target annotation.

-

Training-Validation
Split Optimization:

b 4

Stratified random sampling
and cross-validation ensure
consistent dataset
proportions and mitigate
randomness impact.

Evaluation Stage:

© ==

Evaluate the performance
of the model using test
set data, calculate and
record accuracy, recall,

F1 score, and other
evaluation metrics.

Figure 7: The flowchart of data processing.
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Figure 8: Performance of different algorithms on MAE and RMSE of the training set.

Mean Absolute Error (MAE), Root Mean Square
Error (RMSE), Mean Accuracy (MA), Peak Signal to
Noise Ratio (PSNR), Structural Similarity (SSIM), and
Coefficient of Determination (R2) were used as
evaluation metrics for model performance. MAE
measures the average of the absolute differences between
the predicted and actual values. In counting tasks, MAE
provides a straightforward reflection of the accuracy of
the model’s predictions. RMSE assigns higher weights to
larger errors, in counting tasks, it highlights significant
deviations in predictions. PSNR in counting tasks, it can

be used to measure the similarity between the
reconstructed count image and the actual count image. A
higher PSNR value indicates better quality of the
reconstructed count image and its closeness to the actual
image. To more intuitively testify the superiority of the
CNN Transformer counting algorithm model, four
counting algorithm models including CNN, Transformer,
Support Vector Machine (SVM), and Random Forest
(RF) were included as comparative algorithms. The
comparison results of MAE and RMSE performance of
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different algorithms in the training set are shown in
Figure 8.

In Figure 8, (a) shows the ability of each model on
the behaviour metric MAE. MAE is one of the key
indicators for model evaluation, which calculates the
mean absolute deviation between predicted and actual
values, and is used to characterize the count of network
models. The smaller the wvalue, the better the
performance. From Figure 8 (a), the MAE value of the
CNN-Transformer fusion counting algorithm was 10.13,
which was the lowest compared to the other four
counting algorithms. Figure 8 (b) shows the behaviour of
each model on the performance metric RMSE. RMSE
was another important indicator for model evaluation,
which was the average square root error between the
predicted and actual values. It was used to characterize
the stability of network model counting, and the smaller
its value, the better the stability of the model. The
Transformer model had the highest value of 17.8. From
Figure 8 (b), the RMSE value of the CNN-Transformer
fusion counting algorithm was 12.08, which was the
lowest compared to the other four counting algorithms.
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(a) Performance indicators MA of
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The RF model had the highest value of 16.7. The
comparison results of MA and PSNR performance of
different algorithms in the training set are shown in
Figure 9.

In Figure 9, (a) shows the behaviour of each model
on the behaviour metric MA. The larger the MA, the
higher the counting accuracy and stability of the network
model. From Figure 9 (a), the MA value of the CNN-
Transformer fusion counting algorithm was 98.6%,
which was the highest compared to the other four
counting algorithms. Figure 9 (b) shows the behaviour of
each model on the behaviour metric PSNR. This
indicator represents the quality of an image based on the
error between corresponding pixels, so the higher the
PSNR value, the higher the quality of the predicted
generated image. In Figure 9 (b), the PSNR value of the
CNN-Transformer fusion counting algorithm was the
highest, at 23.75. Compared with the other four counting
algorithms, this algorithm performed the best in image
quality assessment. The comparison results of SSIM
performance of different algorithms in the training set are
shown in Figure 10.
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Figure 9: Performance of different algorithms on the MA and PSNR of the training set.
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Figure 10: Performance of different algorithms on SSIM and R2 in the training set.
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In Figure 10, (a) shows the specific situation of the
training sets of five computer counting algorithms on
SSIM. This indicator often considers the brightness,
contrast, and structure of the image comprehensively to
achieve the effect of measuring the correlation between
pixels, making it closer to human subjective perception
of image quality. Generally speaking, the closer the
SSIM value is to 1, the higher the image quality
predicted by the algorithm. From Figure 10, it is told that
the SSIM value of the CNN-Transformer fusion counting
algorithm was 0.933, which was closest to 1 compared to
other models. In addition, compared with the other four
algorithms, the convergence speed of the research
algorithm was significantly higher in the SSIM image,
with the convergence inflection point located around
image number 40. Figure 10 (b) shows the specific
situation of R2 for each model, which reflects the degree
of fit of the model. From the figure, it is told that the R2
value of the CNN Transformer fusion counting algorithm
was 0.901, which was closest to 1 compared to other
models. Based on the above, the proposed counting
algorithm that integrates CNN Transformer had good
counting performance on the training set. Furthermore, to
demonstrate the universality of the model application, the
experiment also explored it on a publicly available
dataset. This dataset is the Distribution Transformer
Detection Dataset (DTD). The same performance
indicators as mentioned above were selected for testing.
The experimental results showed that MAE was 10.02,
RMSE was 12.02, MA was 97.6%, PSNR was 23.55,
SSIM was 0.934, and R2 was 0.911.

3.2 Testing and analysis based on CNN
transformer counting algorithm model

In the above experiment, the proposed CNN-Transformer
counting algorithm model performed well on the training
set. To formalize more about the practical application
ability of the model, the study intended to use a test set to
analyze the model again. Among them, the study
compared the recognition performance of various models
by introducing the average detection time/ms and

parameter quantity of a single image, as shown in Figure
11.

Figure 11 shows the specific situation of the five
models in terms of time and parameters. The counting
algorithm model that integrated CNN-Transformer had
the shortest average counting time for a single image,
about 6.58ms, and the smallest number of parameters,
about 3.21. In comparison with the model with the
longest average detection time for a single image, there
was a difference of 6.62ms. Compared with the model
corresponding to the maximum parameter count, there
was a difference of 24.33. Obviously, the model
proposed in the study had shorter recognition and
counting time, and more efficient counting efficiency in
actual counting. The above indicators reflected the
overall testing performance of each model. To
understand the situation of each model in counting error
images, the study also tested the error counting
probability of each model in the test set, recorded the
image numbers of error counts in each counting
algorithm, and summarized the number of times each
image was counted incorrectly. The results are shown in
Figure 12.

In Figure 12, (a) shows the false detection rates of
different algorithms, and (b) shows the distribution of
error count images. From Figure 12 (a), as the number of
counting images increased, the error rates of each
algorithm randomly increased. However, compared to
the other four algorithms, the counting algorithm that
integrated CNN-Transformer had a lower overall false
detection rate. In Figure 12 (b), out of 76 test set images,
62 images were correctly counted by all models,
accounting for 81.58% of the total; The number of
images with an error count of less than or equal to 1
accounted for 88.15% of the entire test set. Among the
five models mentioned above, there were a total of three
images with a classification error rate higher than 50%.
One of them was incorrectly counted by four models,
indicating that this image had strong confusion and the
category features might not be clear enough. The specific
number of this image in the test set was 13, with 4 errors.
The specific situation of the error probability of this
image in the five models is represented in Table 3.
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Figure 12: Error recognition status of each model.

Table 3: Probability of incorrect counting for figure 13 by each model.

Image number Model Predicted probability
CNN [0.78,0.16]
Transformer [0.97,0.56]

13 SVM [0.93,0.64]
RF [0.92,0.18]
CNN-Transformer [0.59,0.51]

Table 3 shows the error count probabilities of each
algorithm for high ambiguity image number 13. The true
label of image 13 was a positive sample. From the figure,
the intervals of the five counting algorithms in the two-
dimensional vector were [0.77, 0.21], [0.96, 0.55], [0.92,
0.63], [0.91, 0.17], and [0.60, 0.30]. The first element in
this interval was the probability of incorrectly judging a
positive sample, and the second element was the
probability of correctly judging a positive sample. Except
for the CNN-Transformer model, all other models made
incorrect judgments. Subsequently, after separate
analysis, it was found that the high error rate of image
number 13 was due to issues with lighting and occlusion.
The CNN Transformer model combines the advantages
of CNN and Transformer, using CNN to extract local
features and Transformer to capture global contextual
information, thus improving the model's ability to
process blurry images. Overall, the counting algorithm
that integrated CNN-Transformer still had good
recognition and counting capabilities in high complexity
scenarios.

4 Discussion

The fusion CNN-Transformer counting algorithm
proposed in the study performed well in various
performance analysis indicators of the training set data,
with MAE of 10.13, RMSE of 12.08, MA of 98.6%,
PSNR value of 23.75, and SSIM and coefficient of
determination close to 1. In comparison with other
algorithms, the algorithm raised in the study performed
excellently in all indicators. In addition, in the test set,
the experiment also compared the average single image
counting time and parameter count of five counting
algorithms. It was found that the CNN Transformer

counting algorithm had the shortest average single image
counting time of about 6.58ms, with a parameter count of
3.21 and the lowest quantity. In terms of error counting,
all algorithms showed a trend where the more recognized
images, the higher the false detection rate. However, for
a single algorithm, the counting algorithm that integrated
CNN-Transformer exhibited a lower overall false
detection rate. In addition, in low feature and high
ambiguity images, except for the counting algorithm that
integrated CNN-Transformer, all other algorithms had
incorrect recognition counts, indicating that the counting
algorithm that integrated CNN and Transformer still had
good counting ability in recognizing high complexity
counting scenes.

The CNN Transformer model exhibited significant
advantages in balancing the number of parameters,
inference time, and model accuracy. In resource
constrained environments such as farms and other
practical application scenarios, traditional complex
models often struggle to run stably due to the lack of
powerful computing and storage capabilities of the
devices in these scenarios. The research model, due to its
limited number of parameters and fast inference speed,
can adapt well to these resource constrained
environments. Therefore, in practical applications, this
model can accurately count the number of chickens and
provide timely and accurate data support for farm
managers. This helps them better understand the feeding
situation, develop scientific feeding plans, and thus
improve feeding efficiency and economic benefits.
Meanwhile, due to the fast inference speed of the model,
it can also meet the real-time requirements and provide
real-time data feedback for farm managers.

In the same type of research, Zhang L et al. proposed
a shrimp automatic local image-based enumerating way
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utilizing lightweight YOLOv4, and constructed a local
shrimp enumerating model grounded on Light-YOLOVA4.
The strategy underwent testing on a shrimp dataset, and
the results showed that the Light-YOLOv4 local shrimp
enumerating model acquired a enumerating accuracy of
92.12%, a recall rate of 94.21%, an F1 value of 93.15%,
and an average accuracy mean of 93.16% [19]. Although
the comprehensive counting ability of this model was
superior, its average accuracy was lower than that of the
model in this study. Wu Fy et al. fused the CNN Deeplab
V3+model with traditional image processing algorithms
and applied it to the detection and counting of banana
bunches. The results showed that the final bundle
perception precision was 86%, the accuracy of bacterial
colony detection during harvesting was 76%, and the
overall bacterial colony counting accuracy was 93.2%
[20]. The results of this model were lower than the
comprehensive behaviour of the model in this study.

The results of this study have significant advantages
over existing technology, which may be attributed to the
ability of CNN to handle local features and the modeling
of global dependencies by Transformer. CNN can
effectively extract local features of images, while
Transformer captures global dependencies in images
through its self attention mechanism. The combination of
the two enables more accurate counting when dealing
with complex scenes. However, this fusion also brings
certain complexity, such as an increase in the number of
parameters. However, this research model achieved fast
inference time while maintaining a low number of
parameters, indicating a good balance between
complexity and efficiency.

5 Conclusion

Traditional counting relies on manual operation, with
low processing power and efficiency, and often requires
a lot of manpower and time to identify large-scale data.
However, with the prosperity of Internet technique,
computer vision technique can effectively solve this
problem for object detection and counting. CNN and
Transformer are representative models of deep learning.
The former has good local FE ability, while the latter has
a non cyclic structure based on attention mechanism and
processes the entire input sequence in parallel. Based on
this, the study integrated CNN with Transformer to
construct a CNN-Transformer model, and explored its
performance in target counting through simulation
training and testing. The results showed that the model
performed well in performance analysis. In testing
analysis, the counting time and parameter count of the
model were significantly lower than other models of the
same type. However, it still performed well in low
feature and high confusion image counting recognition.
Although the research achieved good results, there were
still some limitations, such as the lack of clear input-
output mapping in the Transformer model compared to
other models, which increased the difficulty of internal
interpretation. In the future, efforts can be made to
incorporate  interpretable artificial intelligence
technologies such as attention visualization or salinity

Informatica 49 (2025) 49-60 59

maps to enhance the interpretability of models. In
addition, the chicken breeding image dataset used in the
study still has insufficient quantity in the context of deep
learning. In the future, data augmentation techniques
such as rotation, scaling, cropping, and flipping can be
further adopted to increase data diversity and help
models learn more robust features, thereby improving
their generality.
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The advanced technology of artificial emotional intelligence has greatly contributed to multimodal emption
recognition task. Emotion recognition has played a crucial role in many domains, like communication, e-
learning, mental healthcare, contextual awareness, and customer satisfaction. As real-time data continues to
expand, addressing the problem of emotion recognition has become critical and complex. A key challenge
lies in recognizing emotions from multimodal heterogeneous input sources, aligning extracted features, and
developing robust emotion recognition models. In this study, we explore a cross-modal (audio and video
modality) fusion mechanism for emotion recognition, effectively addressing the associated feature
complexities. We have used 2D-CNN and 3D-CNN deep learning models for audio and video feature
extractions and developed robust models for emotion recognition. This study emphasizes the importance of
Compact Bilinear Gated Pooling (CBGP) cross-modal fusion mechanism and highlights the contribution of
fusing the features from audio and video modalities for emotion recognition. It also discusses the working
principle and comparison performance with other peer cross-modal fusion techniques such as FBP and CBP.
The performance of advanced cross-modal fusion is compared to baseline traditional cross-modal fusion
mechanisms including EF-LSTM, LF-LSTM, Graph-MFN, hybrid fusion and transformer model based fision
mechanisms such as, attention fusion and transformer fusion. This experiment is performed on benchmark
datasets CMU-MOSEI and achieves an accuracy of 80.3%, F1-score of 79.2%, and MAE of 54.2%.

Povzetek: Predstavljen je napredni mehanizem optimalne fuzije med modalnostmi za umetno prepoznavanje
Custev na podlagi avdio-video posnetkov. Studija uporablja 2D- in 3D-CNN za ekstrakcijo znacilnosti,

poudarja pomen CBGP fuzije in dosega odlicne razultate na naboru podatkov CMU-MOSEI.

1 Introduction

Emotion recognition is being successfully used in many
domains and applications. The adoption of this
technology has grown rapidly in healthcare, e-learning
and advertising [1]. Initially, emotion recognition was
limited to with unimodal approaches, but it has now
gained more popularity with the advancement of
multimodal approaches and enhanced techniques. Its
growing demand has expanded the scope for exploring
various directions of research in emotion recognition.
Multimodal data inherently contains rich information and
has the potential to learn meaningful patterns from
extracted features. In our study, we intend to achieve
emotion recognition by combining features extracted
from audio and video modalities and employing a fusion
mechanism. This study explores the cross-modal fusion
approach, where the term ‘cross modal fusion’ refers to
integrating essential features from heterogeneous input
sources, further this integration helps in training deep
learning models and classifying emotions effectively.
Advanced cross-modal fusion mechanisms are
categorized in three types: Factorized bilinear pooling

(FBP) [2], Compact bilinear pooling (CBP) [3], and
Compact Bilinear Gated Pooling (CBGP) [4].

Emotion recognition from audio and video modalities are
very crucial because audio and video (collection of image
frames) gives a wide range of information regarding,
pitch, tone, image texture, facial movements, and facial
expressions [5]. To train a model it is easy to extract
features within the same modality and from another
modality. This type of feature extraction leads to training
a deep learning model to fine grained emotion
classification tasks [6]. To work with different modalities,
the most important and primary step is to extract the
features from both the modalities. After preprocessing
and cleaning the features, it is required to align those
features, and combine only those features which have
essential information and can help to train a deep learning
model [7]. This study uses two different deep learning
models, one is 2D-CNN [8] for audio modality and other
is 3D-CNN [9] for video modality. As per the previous
studies, this study aims to explore the advanced fusion
mechanism such as Factorized bilinear pooling (FBP),
Compact bilinear pooling (CBP), and Compact Bilinear
Gated Pooling (CBGP). This study compares the
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advanced fusion approaches with state-of-the-art fusion
approaches such as early fusion, late fusion, and hybrid
fusion, as well as transformer model based fusion
techniques such as attention fusion and transformer
fusion.

The research contribution of the proposed work
are as follows:

e Highlights the limitations of traditional fusion
mechanisms, such as high dimensionality,
suboptimal  interdependency = modeling, and
challenges in fine-grained emotion classification.

e  Addresses a critical gap to reduce the computational
errors and improve the sustainability of audio-video
emotion recognition systems.

e Introduces a novel gating unit and cross-modal
fusion approach using factorized bilinear pooling
and compact bilinear pooling, addressing the
inefficiencies in traditional fusion methods. This
solution enhances feature interaction and reduces
computational complexity.

e  Employs lightweight 2D-CNN and 3D-CNN
architectures for audio and video modalities,
respectively, avoiding the need for pruning and
quantization while maintaining network simplicity.

e This design minimizes computational overhead
associated with insignificant weights and neurons.
Validates the model’s accuracy and compares the
performance of all three advanced cross-modal
fusion mechanisms using the benchmark dataset
CMU-MOSEI.

e  Validates the model’s accuracy and compares the
performance with baseline, and traditional state-of-
the-art fusion approaches: early fusion, late fusion
and hybrid fusion.

e  Comprehensive discussion with transformer model
based fusion approaches: attention fusion and
transformer fusion.

e The proposed approach ensures scalability and®
sustainability, contributing to the development of
more resource-efficient deep learning models for
real-world applications. °

The rest of the paper is organized as follows: section 2
reviews the literature on feature extraction and traditional |
fusion mechanism and highlights the related work and
research gap. Section 3 introduces the advanced cross-
modal fusion approaches. Section 4 presents the training
model and experimental setup, section 5 provides the
result and discussion, and finally, Section 6 concludes the
paper and suggests future scope.

i
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2 Literature review

This section offers an overview of the features of audio-
video modalities, and the existing fusion mechanisms in
multimodal emotion recognition, along with a detailed
review. Table 1 summarizes the related work and some
baseline cross-modal fusion mechanisms, particularly for
emotion recognition in audio-video modalities using the
CMU-MOSEI dataset.

2.1 Feature extraction

Before feature extraction, the raw input dataset is pre-
processed to ensure it is free from noise, missing values
and other inconsistencies [10]. Feature extraction is a
crucial part of feature engineering in any classification
model, which yields critical information from the input
data. Feature sets act as input vectors for a deep learning
model, containing all the necessary information about the
modalities that help the model learn patterns [11]. This
section reviews the features and feature sets of audio and
video modalities utilized in previous research studies.

Audio features

To effectively train deep learning models with audio
features, feature extraction tools and libraries such as
LibROSA [12], OpenSMILE [13], and pyAudioAnalysis
[14] has proven indispensable. These tools are essential
to process and extract the meaningful features, offering a
robust foundation for building a deep learning model. The
process begins with raw audio data undergoing a
preprocessing step. After preprocessing, audio features
are extracted using these tools and libraries. These
features contain the information about acoustic properties
[15] of audio utterances embedded within the video track.
The extracted feature provides crucial information about
various feature segments such as pitch, tone, energy,
rhythm, and spectral attributes [16]. These properties
capture many useful insights from raw audio data to train
the deep learning model, which drives to classify the
emotional state. Some most widely used extracted key
features include:

Mel-Frequency Cepstral Coefficients (MFCCs) [17]:
Derived from spectrograms to represent the audio signal
in a form humans perceive.

Spectral features [18]: Attributes such as spectral
centroid, roll-off, bandwidth that highlight energy
distribution across frequencies.

Variations in pitch, frequencies, amplitude [19]:
Capturing changes in voice that are indicative of different
emotions.

Energy and intensity levels [19]: it represents the changes
in signal strength, where low intensity often refers to ‘sad’
and high intensity correlates with ‘excitement or happy’
emotions.
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Video features

Extracting video features is an essential step to train a
deep learning model for emotion recognition. This
process takes multiple sub-steps like extracting frames
from the video, setting the frames per second, and
extracting per frame features. After extracting frames,
it is required to preprocess the entire frames as per
standards for emotion recognition.

This preprocessing includes tasks such as frame
sampling [20], facial feature alignment [21], discarding
irrelevant frames and reducing variations.

Previous studies have explored two broad approaches
to extracting the features from frames: appearance-
based features and geometric-based features [22].

Appearance-based features: These features describe the
visual characteristics as features of a picture within a
specific frame, such as the face, facial expression,
expression textures, sharpness, and facial movements
[23]. These features provide pure cues and essential
information for recognizing emotions.

Geometric-based features: These features are determined
based on the calculation of facial landmarks, jaw
movements, eyebrow  movements, expression
coordinates, relative positions, distance, arcs, shape
angles, texture angles, and other facial action parameters
[24].

These features are extracted using machine learning
algorithms [25]-[28], traditional feature extraction
techniques [29]-[32], and currently deep neural network
models [12], [33]-[35]. Python libraries and frameworks
are now widely used for feature extraction processes,
enabling the development of more robust models for
emotion recognition.

2.2 Feature fusion mechanism

After extracting features from both the audio and video
modalities, an integration process is required to combine
them effectively. This process, known as information
fusion or feature fusion, involves aligning the key features
from each modality obtained during the feature extraction
and fusing them into a unified representation [36]. The
goal is to synchronize the features of both modalities to
collaboratively recognize emotions with higher accuracy.
In this fusion process, the integrated features are first used
to train a deep learning model. The model is then
validated to ensure its accuracy and reliability in emotion
recognition.

Early fusion

Early fusion [5] is one of the simplest and most
fundamental mechanisms for multimodal fusion. In this
fusion mechanism, features from different modalities are
first aligned and integrated after extraction and then fed
into a deep neural network model as input. This method
combines audio and features into a single unifies feature
vector, by applying the concatenation or elementwise
operations such as addition, multiplication the, processed
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by a deep learning classification model for emotion
recognition.

Late fusion

To address the limitations of early fusion, another basic
fusion mechanism, late fusion [37], was introduced. A
significant amount of research has shifted towards this
fusion mechanism to develop more robust emotion
classification models. In late fusion, each modality is
first pre-processed, analyzed, and fed into a deep neural
network model as input. The outputs from these
classification models are then combined at a later stage.
The advantage of this fusion mechanism lies in its
ability to fuse features with low dimensionality and
accurately classify emotions.

Hybrid fusion

Hybrid fusion [38] is hybridization of early and late
fusion, integrating the feature properties of both fusion
principles. It is considered superior to early and hybrid
fusion in emotion classification. This fusion is
particularly useful for addressing the challenges
associated with the complexity of early and late fusion.
Hybrid fusion can be applied in two phases; first,
during the initial feature interaction, and second, after
the model has been trained. However, this fusion
technique fails to manage large parameters and
complex features, where extracting and combining
correlation based spatiotemporal feature information
and identifying patterns are critical in multimodal
emotion recognition. Hence, hybrid fusion needs
further improvements to deal with complex multimodal
datasets.

Attention fusion

Attention fusion [39] is a mechanism that focuses on
fusing only the most relevant and crucial features after
extracting all the features and generating feature maps
from multimodal inputs. The advantage of this
approach is to excel in handling both inter-modality and
intra-modality interactions effectively. However, a
major drawback of this fusion mechanism arises when
feature alignment errors occur in spatiotemporal
datasets or when sequence synchronization is lacking.
Such issues lead to weak attention scores, increasing
data complexity and computational burden [40]. There
are two types of attention fusion mechanisms: self-
attention [41] and multi-head attention [13]. Self-
attention fusion sequentially captures interactions
within a single modality, while multi-head attention
focuses on every aspect of feature representation and
captures interactions as output from multiple heads in
parallel.

Transformer fusion

Transformer fusion [42] is an advanced approach of
fusion mechanism that leverages pre-trained
transformer models, which scales well on long
sequencing data due to their ability to perform parallel
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computations. This fusion approach is particularly
suitable for text-based emotion recognition tasks and
natural language processing (NLP) applications, as it
processes all token embeddings simultaneously.
However, transformer fusion is less efficient when
applied with audio and video modalities together. This
limitation arises from the tokenization-synchronization

H. Kumar et al.

trade-off between audio and video frame intervals, and
positional embedding segments can lead to a loss of
critical information and feature correlations in these
modalities. Furthermore, the process results in
imbalanced classification, complex computations, and
high memory usage, making it less ideal for fusing
spatiotemporal features and datasets.

Table 1: Summary of audio-video based traditional fusion and other fusion’s related work.

Fusion Feature Modality Datasets Remarks
extraction
model
Early fusion LST™M Audio-video CMU- Sensitive to noise and misalignment
[43] MOSEI between audio and video signals
Late fusion [43] LSTM Audio-video CMU- High computational cost; less effective in
MOSEI modeling complex interactions between
modalities
Hybrid fusion VGG-net Audio-video | IIT-R SIER Increased model complexity; risk of
[44] overfitting with limited data
Multimodal Bayesian Audio-video CMU- Computationally expensive; less scalable
Factorization network MOSEI for large datasets
Model (MFM)
[43]
Graph-MFN (G- LST™M Audio-video CMU- Limited scalability
MFN) [45] MOSEI
Multiplicative LST™M Audio-video | IEMOCAP, Prone to overfitting
fusion (M3ER) CMU-
[46] MOSEI
Cross-Attention Attention & Audio-video | RAVDESS Requires large amounts of data for
fusion [39] concatenation effective attention training; sensitive to
missing modality information
Transformer Transformer- Audio-video MELD, High memory consumption; needs
fusion [42] based pre- IEMOCAP, extensive pretraining and large datasets
trained model CMU-
MOSEI
Multimodal CNN Audio-video | AVEC2017 Limited ability to capture temporal
fusion [47] relationships;
Model level 2-layer LSTM | Audio-video RECOLA fine-tuning requires careful parameter
fusion [48] tuning.
Tensor fusion Three-fold Audio-video CMU- Tensor-based fusion can be
network TFN Cartesian MOSEI computationally prohibitive; sensitive to
[49] product missing or noisy data.
Multimodal Bi-directional | Audio-video | IEMOCAP, Complex training process; BIGRUs can
Dynamic gated recurrent MELD suffer from vanishing gradient problems
Fusion Network unit (BiGRU) with long sequences.
[50]
2.3 Research gap

Problem: Through a comprehensive review of the literature,
we have gained crucial insights into audio and video feature
extraction, various traditional cross-modal feature fusions
(such as early, late hybrid, attention, and transformer
fusion), and deep learning models, along with their
comparative performances on benchmark multimodal
datasets. Traditional fusion faces challenges with high
dimensionality in large datasets, fails to optimize the

interdependencies of features, and struggles with fine-
grained emotion classification. However, a critical research
gap still needs to be addressed to improve further,
specifically to reduce the computational error in traditional
fusion mechanisms for audio-video based emotion
recognition systems and enhance their sustainability.

Solution: To address this gap, we propose a gating unit, and
advanced cross-modal fusion mechanism (factorized
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bilinear pooling and compact bilinear pooling) as an
alternative to traditional methods. This approach employs
2D CNN and 3D CNN simple deep neural network
architectures to avoid pruning and quantizing the mode
while managing insignificant weights and neurons. This
solution can optimize the computational efficiency while
maintaining high performance, contributing to the
development of more sustainable and scalable emotion
recognition systems.

3 Material and methods

In this section, we first describe the cross-modal fusion
mechanism and its architecture. Next, we introduce three
advanced cross-modal fusion mechanisms and its
algorithm to enhance audio-video based emotion
recognition from audio and video modality. Finally, we
discuss the comparative performance of these techniques
against state-of-the-art fusion mechanisms.

3.1 Cross-modal fusion mechanism
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Cross-modal fusion is an effective technique for emotion
recognition that involves extracting meaningful and
essential features from two or more heterogeneous input
sources or modalities using feature extraction processes,
integrating these features, and subsequently training a
deep learning model. This technique has contributed to
many applications including emotion recognition and has
continually evolved, demonstrating its versatility and
effectiveness. Notably, cross-modal fusion has been
successfully applied in many applications such as object
detection [51], night pedestrian detection [52] , low light
image semantic segmentation [53], and depression
detection [54]. Cross-modal fusion mechanism intends to
develop a joint representation that gathers all the
collective essential features from all the modalities and
feeds into a single vector while retaining each modality’s
contributions.

While traditional cross-modal fusion mechanisms are
discussed in the literature review section, this section
focuses on three advanced cross-modal fusion
mechanisms for emotion recognition: Factorized bilinear
pooling (FBP), Compact bilinear pooling (CBP), and
Compact Bilinear Gated Pooling (CBGP).

Spectrogram

Audio feature
extraction
(2D-CNN)

Facial feature
extraction
(3D-CNN)

Image frames

Cross-modal
Fusion Mechanism

Factorized
Bilinear
Pooling

Emotion
Classification

Compact
Bilinear
Pooling

Compact
Bilinear

Gated
Pooling

Figure 1: Basic architecture of Audio-video based cross-modal fusion mechanism

3.2 Factorized bilinear pooling (FBP)

Factorized Bilinear Pooling (FBP) is a method that
enhances the standard bilinear pooling technique by
factorizing the bilinear interaction tensor into lower-rank
approximations [55]. Traditional bilinear pooling involves
computing the outer product of two feature vectors from
different modalities, resulting in a high-dimensional feature
representation. While this method captures rich interactions
between the modalities, it is computationally expensive and
prone to overfitting due to the large number of parameters.
FBP mitigates these issues by factorizing the interaction
tensor into a product of two lower-rank matrices,
significantly reducing the number of parameters while
preserving the expressive power of bilinear interactions.

Z =YL, (M"A).(NTV) (M

Where, Z: Pooled feature vector, M and N are bilinear
interaction matrices, A and V are feature vectors from audio
and video, respectively. Algorithm 1 illustrates the step-by-
step factorized bilinear pooling fusion process
implementation.

Training method: Let A’ represents the Audio and V'
represents the Video modality. The  feature extraction
functions f, and f,, are applied to the audio and video
modality. It generates the feature vectors:

Fo=fo(A) and Fy = f,(V)) (2
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Where F, and F, are the extracted feature vectors from
audio and video, D, and D, are dimensionality spaces of
the audio and video feature spaces.

If the features from audio and video need to be combined, a
fusion mechanism X can be used to integrate these feature
vectors into a unified representation F'. It can be calculated
as:

F'=3(F,F,) orF=F,®F, A3)

Algorithm 1: Factorized Bilinear Pooling (FBP)

Input: Factorize audio features: F; = f,(A")
Factorize video features: F, = f,(V")
Output: Predict the emotion class for new inputs

1. Compute the bilinear interaction between the
factorized audio and video features:
F’ = E(FA!FV) or F = FA @ FV

2. Feed the compact bilinear pooled vector Zrgp
into a deep neural network classifier: (F'y")N,

3. Calculate the loss function, minimize, and
evaluation metrics

4. Use the trained model to predict the emotion
slass
for new inputs.

This factorization reduces the computational burden and
allows the model to generalize better, especially when
dealing with limited data. FBP has been successfully
applied in tasks such as Visual Question Answering (VQA)
and image-text matching, where the interaction between
modalities is crucial.

3.3 Compact bilinear pooling (CBP)

Compact Bilinear Pooling (CBP) further refines the bilinear
pooling approach by employing compact representations of
the bilinear interactions. Unlike standard bilinear pooling,
which directly computes the outer product of two feature
vectors, CBP leverages approximations based on the Tensor
Sketch technique to produce a compact representation of the
outer product. This method dramatically reduces the
dimensionality of the resulting feature vector without losing
the key interactions between modalities. Algorithm 2
illustrates the compact bilinear pooling fusion process
implementation.

In CBP, the outer product of the feature vectors A and V is
approximated by projecting both vectors into a higher-
dimensional space using random projections, followed by
element-wise multiplication and summation. Presented
equation represents how to implement CBP for audio-video
emotion recognition using a deep neural network:

Z = Lit1(proja(A)) - (projy(V))  (5)
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A prediction function f (F’) is then applied to the feature
vector F' to predict the target emotion category value, Z’ so,
Z' = f(F). Here, f(F) is a 2D-CNN deep neural network
acting as a classifier. The model is trained on labelled
dataset so it is calculated as follows:

(FiyHi, (4) Where ' is the
true prediction label and N is the size of the sample.

Where, Z: Pooled feature vector, A and V are feature
vectors from audio and video, respectively. proj,, and proj,
are projection matrix of audio and video features.

Training Method: Let A’ represents the Audio and V'
represents the Video modality. The feature extraction
functions f, and f,, are applied to the audio and video
modality. It generates the feature vectors:

Fy = fo(A) and Fy = f,(V") (©)

CBP uses random projections to project the high-
dimensional feature vectors into a lower-dimensional space
before combining them. Random projection for audio (Za)
and video features (Zv):

Zy = (P4Fy) and Zy = (P/Fy) @)

Where, Zan: Projection of audio /video, Pa, and Pi:
Projection matrix of audio /video features. To maintain the
information during projection, random sign vectors are
applied to the projected features.

ZA' =SAoZAand ZV' = SV o ZV (8)

SA and SV are random sign vectors for audio and video
features, °denotes element wise multiplication. Then
we applied the random permutation to the elements of the
signed vectors to further scramble the features.

Z, = Permute(Z'y, hy), and Z,» = Permute(Z'y, hy) (9)

where, hy, hy, is a permutation vector applied to the indices
of Z’aand Z’v.

The core of CBP involves computing the circular
convolution of the two permuted feature vectors:

Zcegp = FFT™Y (FFT(Z,)) ° (FFT(Z))) (10)
FFT~1 : inverse fast fourier transform, and
FFT: fast fourier transform

After this we normalized the obtained CBP feature vector
and classified the categories of emotions by using deep
neural networks. Calculated with the following formula:
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Z'cgp = softmax(Zcpp)

(11)

where predicts the emotion class, and

Z'cgp
softmax(Z.gp) represents the function of the deep neural
network.

Algorithm 2: Compact Bilinear Pooling (CBP)

Input: Project audio features, Z, and
Project video features, Zy
Output: Predict the emotion class for new inputs
1. Generate projection matrix, ZA'

2. Apply sign vectors to the projected audio features
ZA'=SA-ZA

3. Apply sign vectors to the projected video features
ZV' =SV oZV

4.  Apply permutation to the audio features:
Zs = Permute(Z'y, hy)

5. Apply permutation to the video features:
Zy» = Permute(Z'y, hy)

6. Compute the circular convolution of the two
permuted feature
vectors: Zegp = FFT~Y (FFT(Z,)) ° (FFT(Zy))

7.  Feed the compact bilinear pooled vector Zcsp
into a deep neural network classifier:
Z'cgp = softmax(Zcgp)

8. Calculate the loss function, minimize, and
evaluation metrics

9.  Use the trained model to predict the emotion class
for new inputs.

3.4 Compact bilinear gated pooling (CBGP)

Compact Bilinear Gated Pooling (CBGP) enhances and
builds upon Compact Bilinear Pooling (CBP) by adding a

Here, o is a Softmax function.

(i1) then we apply the gating mechanism to the element-wise

multiply vector:
Z'"=G"Z7' 17)

Finally, we sum the elements of the gated interaction vector
to obtain the final pooled vector by the following equation-
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gating mechanism that adjusts or selectively emphasizes
features based on their relevance, using a learned Softmax
function to modulate feature interactions before pooling.

In CBGP, the feature vectors A and V undergo compact
bilinear pooling as described in CBP, but before the final
summation, the resulting interaction vector is element-wise
multiplied by a gating vector G’ € R% Where, d is the
dimensionality of the compact representation. The gating
vector is computed as:

G’ = O'(WG(A’,VI) + bg) (12)

Where o: softmax function, W : weight matrix, b;: bias
vector, A', V': audio, video feature vectors.

Training Method: Let A’ represents the Audio and V'
represents the Video modality. The feature extraction
functions f, and f,, are applied to the audio and video
modality. It generates the feature vectors:

Fy = fa(A") and F, = f,(V') (13)

CBP uses random projections to project the high-
dimensional feature vectors into a lower-dimensional space
before combining them and calculates the random
projection for audio (Z,) and video features (Zy):

ZA = PAFA and ZV = PVFV (14)

Where Za and Zy,: Projection of audio and video, P4, and
Py: Projection matrix of audio and video features. Then, we
compute element-wise multiplication of the projected
vectors:

Z, = ZA o ZV (15)

Gated pooling: (i) compute the introduced gating vector
G' € R* Where, d is the dimensionality of the compact
representation. The gating vector is computed as:

G' = o(Ws(A, V") + bg) (16)

Z = Sum(Z'") (18)

This entire mechanism can be summarized by an equation,
Where, Z: pooled feature vector, Zsand Zy: Projection of
audio and video.

Z =3 (cWs (A, V) + be))i- (Za)1) - (Zy (V) (19)

Algorithm 3: Compact Bilinear Gated Pooling (CBGP)

Input: Project audio features: Za, and Project video features: Z;,

Output: Predict the emotion class for new inputs.

1. Compute gating vectors for audio and video features:
G’ = U(WG(AI, V’) + bg)
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2. Apply the gating vectors to the projected features:

Z’ = ZA o ZV
3. Apply sign vectors to the gated audio features:
ZA'=SA-ZA

4. Apply sign vectors to the gated video features:
ZV' =SV o ZV

5. Apply permutation to the gated and signed audio features:
Zcpep = FFT™* (P(FFT(Z, - G)))

6. Apply permutation to the gated and signed video features:
Zcpep = FFT™ (P(FFT(Zy - G)))

vectors:

7. Compute the circular convolution of the two permuted feature

ZII — GIOZ,

8. Normalize the pooled feature vector:
Z = Sum(Z'")

neural network classifier:

9. Feed the compact bilinear gated pooled vector Zcggp into a deep

Zesor = . (@(We (AV) + b)) (Z)) - (2 (V)

10. Calculate the loss function, minimize, and evaluation metrics

11. Use the trained model to predict the emotion class for new inputs

Through this mathematical analysis, CBGP has been able
to identify the optimal fusion approaches that can be
applied to audio-video-based emotion recognition systems,
ultimately contributing to the development of more robust
and accurate emotion recognition technologies. The gating
mechanism allows to control the flow of information
between the layers while selecting and rejecting the
relevant or non-relevant (based on correlation feature
score) inputs. As we know, not all the features are equally
important at every step or time frame, so the gating
mechanisms dynamically assign weights to features to
capture complex regions more effectively.

4 Model training and experiments

Our experiments are conducted on a system equipped with
an AMD Ryzen 7 processor, 16GB of RAM, and an
NVIDIA GeForce RTX GPU. The code was implemented
using Jupyter Notebook IDE and the PyTorch framework.
For audio and video preprocessing, we utilized the Librosa
and OpenCV Python libraries.

4.1 Evaluation dataset

CMU-MOSEI [37]: CMU-MOSEI dataset comprises
over 23,259 annotated video clips collected from more
than 1,000 speakers across a diverse range of topics.
Total number of videos is 3228, video clips contain
naturally occurring monologues in English, making the
dataset a realistic representation of human
communication. The dataset is annotated with six
categorical emotions: happy, sad, angry, fear, disgusted,
and surprised. Additionally, CMU-MOSEI provides
intensity scores for each emotion, allowing for a fine-
grained analysis of emotional expressions. After
preprocessing, 20,323 samples are processed for feature
extraction. The dataset is divided into three sets; 80% for
training, 10% for testing, and 10% for validation. The
performance is evaluated on Accuracy, Fl-score, and
mean absolute error, (MAE).

4.2 Deep learning model implementation
details

a. 2D-CNN for Audio feature extraction and training
model



Advanced Optimal Cross-Modal Fusion Mechanism for Audio...

We used 2D-cnn to extract and capture inter-modal
feature dependencies from the CMU-MOSEI dataset. To
generate spectrograms from raw audio files, we used the
LibROSA library, which converts the raw audio
waveform into a time series sampled at 22500 Hz. The
waveform is then transformed into a spectrogram using
the Short-Time Fourier Transform (STFT), with a
window size of 2048 and a hop length of 512, striking a
balance between time and frequency resolution.
Spectrograms play a crucial role in audio-video emotion
recognition as they align with video frames, increasing
the likelihood of feature correlations due to time and
frequency samples during fusion mechanism.

b. 3D-CNN for video feature extraction and training
model
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We used a simple 3D-CNN model because emotion
recognition requires synchronized feature relations in
each frame of a video, and a compact bilinear gated
fusion mechanism can increase computational
complexity. Additionally, our proposed approach aims to
extract spatial and temporal features and incorporates a
gated filter to fuse features from the audio and video
modalities for each utterance. Therefore, we chose a
simple deep learning architecture. The 3D-CNN takes a
224x224x3 image as input, which passes through the
first 3D convolution layer followed by pooling layers,
with a filter size of 3x3x3 and a stride of 1. Table 2
illustrates the Hyperparameters for 2D-CNN and 3D-
CNN model.

Table 2. Hyperparameters for 2D-CNN and 3D-CNN model

Hyperparameter (2D-CNN) Audio

Hyperparameter (3D-CNN) Video

Input size= 224x224 Spectrogram

Input size=224x224x3 image frames

Kernels (conv layers) =32,64,128,256

Kernels (conv layers) = 64,128,256,512

Stride=1

Stride=1

Activation function= Relu and Softmax

Activation function= Relu and Softmax

Max Pooling= 2x2

Max Pooling= 3x3x3, 2x2x2

Batch size=32

Batch size=32

Epochs= 30

Epochs= 30-50

Learning rate=0.00003 (cosine decay)

Learning rate=0.00003 (cosine decay)

Regularization=L2

Regularization= .2

Dropout= 0.3%

Dropout=0.2%

Optimizer = Adam

Optimizer = Adam

5 Result and discussion

We evaluate the performance of each cross-modal fusion
mechanism (FBP, CBP,CBGP) and compare it with the
state-of-the-art (early fusion, late fusion and hybrid
fusion) mechanisms on the CMU-MOSETI dataset using
accuracy, F1-score, and MAE. F1-Score is the harmonic
mean of precision and recall metrics. The results are
summarized in the tables below, highlighting the
contributions of each fusion method to the overall
system performance

5.1 Ablation study

To investigate the specific contributions of compact
bilinear gated pooling fusion (CBGP) of cross-modal
fusion mechanism, this paper presents a detailed analysis
of a series of ablation experiments conducted on the
CMU-MOSEI datasets. These results are presented in
tables, comparing key performance using accuracy, F1-
score, and MAE among advanced cross-modal fusion

mechanisms such as bilinear gated pooling, compact
bilinear pooling, and compact bilinear gated pooling. We
analyse the accuracy of each traditional fusion
mechanism such as early fusion, late fusion and hybrid
fusion on the same dataset, CMU-MOSEI. This
approach employs 2D CNN and 3D CNN simple deep
neural network architectures to avoid pruning and
quantizing the mode while managing insignificant
weights and neurons. The ablation study was carried out
with a feature extraction process where features are
audio and video modalities that interact through the outer
product. The outer product allows the 2D-CNN and 3D-
CNN to capture the interactions between every feature
of one modality and every feature of the other modality
in a compact manner. Comprehensive analysis and
baseline comparisons show that our proposed CBGP
fusion mechanism fuses feature effectively and
outperforms the state-of-the-art fusion approaches. This
study also provides a comprehensive discussion about
transformer model based fusion approaches- attention
fusion and transformer fusion.
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5.2 Baseline comparisons
a. Comparison of advanced cross-modal fusion mechanism with state-of-the-art FBP, and CBP fusion mechanism.

Table 3: Performance comparison of advanced cross-modal fusion mechanisms on CMU- MOSEI dataset,
highlighting their accuracy, F1-score, MAE, and specific strengths.

Cross-modal Accuracy F1-Score MAE Remarks
fusion mechanism (%) (%)
FBP 76.9 75.6 59.1 Performs well with sentiment-emotion
overlap
CBP 78.4 771 298 Captures diverse emotions effectively
CBGP 80.3 79.2 54.2 Best for fine-grained emotion
detection
Table 3 illustrates that CBGP achieves the highest importance of different feature interactions allows it to
scores, particularly excelling in recognizing fine- handle the nuanced and varied expressions found in the
grained emotions. Its ability to dynamically adjust the illustrations in the CMU-MOSEI dataset.

b. Comparison of advanced cross-modal fusion mechanism with baseline cross-modal fusion mechanism

Table 4: Performance comparison of advanced cross-modal fusion mechanism with traditional, and baseline cross-
modal fusion mechanism on CMU-MOSEI dataset, highlighting their accuracy, F1-score, and MAE.

Fusion Mechanism Accuracy (%) F1-score (%) MAE (%)
Early fusion 78.2 77.9 64.2
(EF-LSTM) [43]
Late fusion 80.6 80.6 61.9
(LF-LSTM) [43]
Graph-MFN [45] 76.9 77.0 -
HFU-BERT model [56] 73.2 72.0 86.7
Early Fusion 67.3 65.4 69.7
2D-CNN (Ours)
Late Fusion 70.4 69.2 67.4
2D-CNN (Ours)
Hybrid Fusion 72.6 71.4 65.8
2D-CNN (Ours)
FBP (Ours) 769 75.6 >9.1
CBP (Ours) 784 77.1 598
CBGP (Ours) 81.3 79.2 54.2
Table 4, illustrates that FBP performs well in scenarios emotions. CBGP achieves the highest performance over
involving sentiment-emotion overlap. CBP further traditional cross-modal fusion mechanisms due to
improves by effectively capturing a diverse range of limited feature interaction and correlation. CBGP excels

in fine-grained emotion recognition and setting a
benchmark on CMU-MOSEI dataset.
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Figure 2: Accuracy performance of FBP, CBP, and CBGP fusion approaches on CMU-MOSEI

Figure 2 illustrates that in the CMU-MOSEI dataset
emotion categories, CBP consistently outperforms FBP.
The accuracy of 'Happy' emotion recognition increases
from 76% (FBP) to 78% (CBP), and 'Sad' improves from
70% to 72.5%. CBGP provides higher accuracy than all
other fusion mechanisms across all emotion categories.

c. System complexity analysis

Table 5: Computational costs comparison (in floating
point operations) for FBP, CBP, and CBGP
approaches across CMU-MOSEI Datasets.

Datasets FBP CBP CBGP
CMU- 45x10°% | 3.8x10° 4.0 x 10°
MOSEI

Table 5 presents the computational cost comparison, and
highlights the relative efficiency of the FBP, CBP, and
CBGP approaches on the CMU-MOSEI dataset. Despite
the apparent efficiency of CBP, the marginal difference
in computational costs, particularly the 0.2 X 10® FLOP
gap between CBP and CBGP, raises questions about the
trade-offs in performance. Lower computational costs
may come at the expense of reduced accuracy or
robustness in multimodal emotion recognition tasks. The
slight increase in CBGP’s computational load may
reflect the additional overhead required to manage bi-
modal interactions and graph-based modeling,
potentially leading to enhanced performance and
interpretability.

The progression from FBP to CBP, and from CBP to
CBGP, emphasizes the strength and effectiveness of the
fusion model in capturing emotional feature cues. This
fusion leads to meaningful results that help classify
emotion categories more accurately.

Table 6: Performance comparison of accuracy and p-value

for cross-modal fusion mechanism.

Cross-modal fusion | Accuracy p-value
mechanism (%)
FBP 76.9 0.004
CBP 78.4 0.003
CBGP 80.3 0.002

Table 6 presents the accuracy and p-value of Full Bilinear
Pooling (FBP), Compact Bilinear Pooling (CBP), and
Compact Bilinear Gated Pooling (CBGP), where FBP
achieves the lowest accuracy of 76.9%. CBP improves
accuracy to 78.4% by introducing compact bilinear
pooling. CBGP achieves the highest accuracy of 80.3% by
incorporating the gating mechanism, which selectively
emphasizes relevant features. The p-value decreases across
the methods, indicating improved statistical significance
with increasing accuracy. The values (0.004 for FBP, 0.003
for CBP, and 0.002 for CBGP) demonstrate that the
performance improvements are statistically significant.
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d. Comparison of CBGP fusion mechanism with
attention fusion and transformer fusion

Transformer fusion: Transformer fusion is an advanced
approach of fusion mechanism with the help of a pre-
trained transformer model, which scales well to large
datasets and long sequences due to parallel computations.
This fusion is suitable for text-based emotion recognition
tasks and natural language processing-based (NLP)
applications because transformer fusion model such as
BERT [57], RoBERTa [40] performs on all token
embeddings parallelly which is not efficient to work with
audio and video modalities together. Audio and video have
large interdependencies of features and long sequences, as
a result, the computational cost will be very high, training
and testing will need more memory and computational
burdens. Transformer fusion will also face challenges to
extract, fuse and learn complex spatiotemporal features
without architectural modifications in the model.
Transformer fusion works by dividing the word sequences
into tokens, which is feasible but if we divide long audio

signals and high frame rate videos can lead to loss of

important features, fine-grained temporal information,
tokenization can reduce the effectiveness and increase the
biases in SoftMax function.

Attention fusion: In our proposed work, we opted for
CBGP over attention fusion to reduce the computational
cost because the CMU-MOSEI dataset is largest dataset,
and our proposed solution uses 2D-CNN for audio and
3D-CNN for video modalities to avoid pruning and
quantizing the mode while managing insignificant
weights and neurons. If we apply an attention fusion
mechanism, we would need to apply self-attention fusion
separately for both models and then integrate their
outputs using multi-head attention fusion. This entire
process would likely result in high dimensionality and an
increased number of trainable parameters, leading to
high memory usage and expensive computation.

Attention mechanism relies on element-wise scale dot
products, which may cause high variance during training
Since our implementation employs a simpler CNN
architecture, in that case the model could predict
unbalanced attention scores. The extreme parameters
could further cause exponential computation issues, as
unbalanced attention implies that the model may focus
excessively on some regions while ignoring others. In
conclusion, while attention fusion is an effective fusion
mechanism, it is not a suitable fit for our employed deep
learning emotion recognition model that’s why we have
excluded it from the experiment. It may perform better
with architectures such as fit well in ResNet [12],
DenseNet [58], MobileNet [59], and other transformer-
based models, where its capabilities can be better
utilized.

5.3 Why CBGP outperforms better?

Representation capacity

H. Kumar et al.

Traditional  fusion: Traditional fusion typically
concatenate or aggregate features from multiple
modalities, which can result in linear combinations of
features, whereas attention and transformer fusion
enhance inter-modality interactions by learning feature
weights, but they still rely on additive or multiplicative
relationships between modalities. They often struggle
with complex feature interactions and fail to capture
higher-order dependencies effectively.

Advanced fusion: Factorized bilinear and compact
bilinear pooling can capture non-linear and higher-order
interactions between features across modalities, which
allows richer representations. These methods compress
the high-dimensional feature space into a lower-
dimensional representation while preserving inter-modal
relationships, addressing the curse of dimensionality in
traditional bilinear pooling.

Computational efficiency

Traditional fusion: Simple concatenation or weighted
aggregation methods are computationally inexpensive but
may lead to redundant or over-complex representations.
Transformer-based fusion, although effective, can be
computationally expensive due to quadratic complexity in
multi-head attention over long sequences or large
modalities.

Advanced fusion: Compact bilinear pooling and gated
pooling introduce compact representations by leveraging
approximations (e.g., Random Fourier Transform or Count
Sketch). These methods significantly reduce computational
and memory overhead compared to traditional bilinear
pooling without losing important interaction features.

Dimensionality reduction

Traditional fusion: These methods often rely on post-
fusion dimensionality reduction techniques (e.g., PCA) to
manage high-dimensional outputs. However, these
approaches are not integrated into the fusion process,
potentially leading to loss of modality-specific
information.

Advanced fusion: Methods like compact bilinear and gated
pooling perform dimensionality reduction implicitly
during fusion, ensuring that only the most relevant and
informative interactions are preserved.

Modality-specific challenges

Traditional Fusion: Early and late fusion assume
modalities contribute equally, potentially underperforming
in scenarios where modalities have asymmetric importance
or varying quality. Transformers address some modality-
specific issues but may fail in noisy or sparse input
scenarios without sufficient modality-specific pretraining.
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Advanced fusion: Compact bilinear and gated pooling are
robust to modality-specific variations. For example: Gated
pooling introduces selective weighting mechanisms that
dynamically prioritize certain modalities or features based
on their relevance. Factorized pooling ensures that noisy or
less-relevant features are naturally down-weighted during
fusion.

Generalization and scalability

Traditional fusion: Simple techniques like early and late
fusion can generalize well but may not scale effectively to
high-dimensional, multimodal, or diverse datasets.
Transformer-based fusion can scale better but may require
large datasets and pretraining to perform effectively.

Advanced fusion: Advanced techniques like compact
bilinear pooling generalize well to high-dimensional data
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and work effectively on smaller datasets due to efficient
feature compression. Factorized approaches reduce
overfitting by limiting parameter count, improving
scalability to complex multi-modal systems.

Interpretability

Traditional fusion: Approaches like attention fusion or
transformer-based fusion are somewhat interpretable
due to explicit weighting schemes or attention maps.
However, early and hybrid fusion methods lack
interpretability since features are often combined in a
black-box manner.

Advanced fusion: Compact bilinear pooling and gated
pooling methods often lack explicit interpretability
because the transformations (e.g., random projections,
Fourier transforms) are more abstract.

Table 7: Comparison of FBP, CBP and CBGP based on various parameters.

Cross- Feature Feature map Computation Advantage Limitation
Modal interaction dimensionality cost
Fusion level
FBP Element-wise Reduced Low Efficient Introduces small
product k « d? approximation of approximation errors.
bilinear pooling
CBP Tensor Compact Medium Balances efficiency | It does not capture the full
sketching k « d? and expressiveness bilinear interactions
CBGP Selective Compact Medium Best for fine- Require extensive
Second order k « d? grained hyperparameter tuning.
interaction classification,
emphasizes key
features

Table 7 discusses the performance of FBP, CBP and
CBGP based on various parameters such as, feature
interaction level, feature map dimensionality,
computational cost, advantage and limitation various
parameters. Here, d? represents the input feature
dimensionality, and k is the dimensionality of the output
representation in bilinear pooling. In CBP and CBGP, the
value of k is important as it directly affects the trade-off
between computational efficiency and model
expressiveness. If k is lower than small memory needed
but model may lose some effectiveness. Conversely, if k
is higher, the model acts more expressively but the
computational cost increases.

5.4 Real-time application

As we have seen in the above sections, CBGP has proven
to be an effective fusion mechanism over traditional
fusion mechanisms. This comprehensive study has
demonstrated its full capability as cross-modal based
emotion recognition. In real-time application, CBGP can
extend beyond audio and video fusion. It can contribute

significantly in audio-video-text based real-time
applications as well. CBGP is a computationally
effective and robust fusion mechanism, making it crucial
to capture high correlation and relevant features for
fusing heterogeneous modalities. Here are some real-
time applications where CBGP can be applied in,
Computer vision and pattern recognition, Natural
language Process Dbased language interactions,
Recommendation systems for customer, Healthcare and
medical applications, Robotics and automation system,
Banking and E-commerce based digital applications,
Security and surveillance based human safety
application.

6 Conclusion & future scope

This study investigates the effectiveness of three
advanced cross model fusion mechanisms; factorized
bilinear pooling, compact bilinear pooling, and compact
bilinear gated pooling for audio-video based emotion
recognition. This comprehensive experiment is
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conducted on a widely recognized dataset; CMU-
MOSETL. The gating mechanism integrated within CBGP
enables the model to selectively emphasize relevant
feature interactions, which is crucial for accurately
recognizing complex and nuanced emotional
expressions. We evaluated the performance of each
fusion technique across various emotional categories,
including happy, sad, fear, anger, neutral and disgust.
The performance of advanced cross-modal fusion is
compared to traditional cross-modal fusion mechanisms
like early fusion, late fusion and hybrid fusion and
transformer model based fusion mechanisms like,
attention fusion and transformer fusion. The
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With the development of computers in recent years, human body recognition technology has been
vigorously developed and is widely used in motion analysis, video surveillance and other fields. This
study is based on deep learning to improve human pose estimation. Firstly, Involution's feature
extraction network was proposed for lightweight human pose estimation, and this feature extraction
network was combined with existing human pose estimation models to recognize human pose. Label and
classify each joint point of the human body separately, add weights to each different part, extract feature
between joint points at different times, and then input the extracted feature into long short-term memory
neural networks for recognition. The experimental results show that the improved human pose
estimation model reduces the parameter and computational complexity by about 40% compared to the
original model, while also slightly improving accuracy. Comparing the performance of models under
various algorithms with the proposed model in this study, the accuracy under the Eigen method is 81.3%,
the accuracy under the STOP method is 82.5%, the accuracy under the DMM&HOG method is 85.3%,
the accuracy under the Actionlet method is 87.6%, and the accuracy under the JAS&HOG2 method is
83.5%. The accuracy of the InNet LSTM method is 90.6%. The results indicate that the proposed model
has good performance and can recognize different martial arts movements.

Povzetek: Za prepoznavanje cloveske drze v borilnih vescéinah so porabljene involucijske ekstrakcije

znacilk za globoko ucenje.

1 Introduction

With the development of computers, artificial
intelligence has become increasingly relevant to
people's lives. The advent of computer vision enables
computers to automatically recognize human actions
and classify them [1]. Initially human movement
recognition relied on decomposing video frame by
frame and then acquiring information from it, and then
recognizing human movements through image
processing. This approach requires manually designing
motion feature to represent the human body and then
modelling the motion feature to achieve the
recognition effect, but manually acquiring the feature
requires a lot of time and effort [2]. In this study, a
human skeleton network was created by using Deep
Residual  Networks (ResNet) combined  with
Involution's improved algorithm for feature extraction.
The human posture at each moment is represented by
the human skeleton, so that the human posture feature
can be quantified by the human skeleton network. The
extracted feature is then fed into the Long Short-Term
Memory (LSTM) neural network for processing and
recognition. This model is designed to efficiently

extract and accurately recognize and classify human
feature. The research is divided into four main sections,
the first of which is a brief review of other research topics
on human recognition. The second part is a review of the
main methods used in this research, and the third part is
the results of the model obtained by applying the methods
to the research and analysing the results. The fourth part
is a summary of all the above studies and an outlook for
future research.

2 Literature review

With the development of computers, human body
recognition technology has been vigorously developed
and is widely used in motion analysis, video surveillance,
etc. Liu et al. proposed a method for estimating the 3D
pose of a single person in two views without camera
parameters in order to cope with the problem of needing
to know the camera parameters to obtain coordinate
accuracy in the camera's two views. It extracts the joint
points from two different views through 2D estimation
and inputs them into a 3D regression network to generate
3D joint point coordinates. The coordinates are then
combined with a 3D human pose recognition model to
identify the human pose. The results of the study
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indicated that this method extracted a high accuracy
rate for human pose action recognition [3]. Ferreira et
al. proposed a skeleton structure and deep semantic
feature based on human pose estimation network to
train a repetition counting and validation system,
which is able to make detection of human activities
and quickly identify the function of invalid repetition
information. The results show that the system is able to
accurately identify human movements and remove
invalid repetitive information from them [4]. Liu et al.
propose a new elliptical distribution coding method in
order to help computers to accurately identify human
movements. The method first describes the human
skeleton by elliptical Gaussian coordinate coding, then
measures the difference between the predicted heat
map and the ground truth heat map, and finally the
human pose images for recognition. The results of the
study show that the method has a good performance in
both datasets of the experiment and can provide high
recognition accuracy [5]. Vishwakarma proposes a
method for recognizing human actions in videos that
can be identified by deterministic actions, which uses a
double transform of wavelets to perform feature
extraction of human actions. The extracted feature is
then recognized. The results show that the method has
high recognition accuracy in different datasets [6].
Tian et al. argue that the key points of the human body
under many images in the video may produce
unreasonable prediction results from the human pose
estimation method due to issues such as illumination,
occlusion, etc. To address this problem, the team
designed a new generative adversarial network to
address the situation where some keypoints are not

D. Chen et al.

visible, but the model still has high recognition accuracy.
The model consists of two components, namely a
cascaded feature network and a graph structure network.
The results show that the model has excellent recognition
accuracy [7]. Zhang et al. found that existing 3D human
pose estimation methods focus on overall joint error
reduction, which leads to large errors in endpoint and
bone length. To address this problem, the group proposed
a human structure-aware network that can extract feature
data from existing 2D joints to repair the positions of 3D
joint points. The results show that this method can
effectively reduce the error between endpoint and bone
length, resulting in a high improvement in recognition
accuracy [8].

Ht et al. found that traditional human action
recognition uses manual feature from traditional
classifiers and is unable to make recognition of complex
human actions using advanced spatio-temporal feature.
To address this problem, the research team proposed a
coding technique that converts poses into feature images,
extracts high-level feature from the feature images and
feeds them into a feature recognition system for
recognition. The results show that the method is able to
recognize human actions with high recognition accuracy
[9]. Silva and Marana argue that existing human pose
extraction uses straight lines to represent body parts in a
two-dimensional human model. The team proposes an
improved method based on existing human pose
extraction, which maps each segment of a 2D pose to a
point to extract spatial feature. The results of the study
indicate that the method is effective in improving the
recognition rate [10].

Table 1: Literature review

L o Performance
Study Method Application Key Findings . References
Comparison
Extracts joint
Dual-view 3D pose Human pose coordinates from High accuracy in
Liu L etal. estimation without | estimation in dual dual 2D images, human pose [3]
camera parameters views inputs to 3D recognition
regression network
Accurate
Ferreira B et Skeleton and deep Human activity | Detects activities and | recognition with
erreiraB e
I semantic feature detection and removes redundant effective [4]
al.
training system filtering repetitions redundancy
filtering
) Uses heatmap . .
o . Action . High recognition
. Elliptical Gaussian L differences for
Liu H et al. . . recognition in . accuracy on [5]
coordinate encoding precise pose .
skeletal models . o various datasets
identification
Vishwakarma Dual-wavelet Human action Extracts motion Consistently high [6]
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DK transformation recognition in feature using wavelet | accuracy across
videos transform datasets
Cascade and .
. High accuracy
Generative L graph-based i
. . Pose estimation even with
Tian L et al. Adversarial Network . . networks handle [7]
with occlusion L occluded
(GAN) lighting and .
. keypoints
occlusion
L . Enhanced
3D joint Reduces endpoint .
Structure-aware L accuracy with
Zhang X et al. correction in and bone length .. [8]
network reduced joint
skeletal models errors
errors
Pose encoding to Converts pose to . .
. Complex human . High accuracy in
feature images for . feature images for .
HtAetal. . behavior complex activity [9]
high-level feature » advanced feature .
. recognition . recognition
extraction recognition
Spatial feature
. 2D human pose
. extraction from . Maps 2D segments to Improved
SilvaVetal. representation . . [10]
mapped pose . extract spatial feature | recognition rates
improvement
segments

In summary shown in Table 1, many scholars
have conducted research in the field of human pose
recognition and achieved significant results, but there
are still some limitations. Firstly, many methods rely
on multi view inputs or high-quality data, and the
recognition accuracy may decrease in single view or
complex backgrounds. Secondly, encoding methods
based on skeleton or feature images have limited
performance in dealing with large occlusions or
complex non repetitive actions. Some methods have
high computational complexity and are not
user-friendly for real-time applications, and models
such as generative adversarial networks rely heavily on
training data, increasing the complexity of model
construction and training. In addition, information loss
during the encoding process may affect recognition
performance, especially in situations where there are
rich pose details or diverse pose changes, limiting the
applicability and accuracy of these methods. The deep
residual network combined with the improved
algorithm of Involution is used for feature extraction,
creating a human skeleton network to recognize and
classify human actions.

3 Martial arts movement recognition

based on human posture estimation

With the development of the Internet, human body
recognition technology has been vigorously developed
and is widely used in motion analysis, video surveillance
and other fields. In this study, Involution's feature
extraction network is first proposed for lightweight
human pose estimation, which is combined with existing
human pose estimation models to recognize human pose.
The extracted feature is then fed into a longand short term
memory neural network.

Involution feature extraction network

based human pose recognition
In the field of computer imaging, the main indicator of
the strength of a neural network's performance is the
strength of its feature extraction performance. By
analysing the existing convolutional kernels, two
drawbacks are found, one is that the perceptual field is
difficult to capture feature dependencies over long
distances due to the limitation of the convolutional kernel
size.

3.1
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The other is that the information between channels is
rather complex and redundant. To solve this problem,
this research proposes a new neural network operator
Involution to assist feature extraction [11]. Involution
is spatially specific, spatially specific in that it
increases the receptive field by increasing the size of
the convolution kernel, and channel invariant in terms

D. Chen et al.

of channels. Channel invariance allows neural networks
to share in terms of channel dimensions, thus solving the
problem of complex redundancy of information between
channels. The main function of Involution is the
reallocation of arithmetic power, which allows the
computer to perform optimally.

K xKx1 K xK xC

Figure 1: Generate convolutional kernel diagram

Figure 1 shows the process of generating a
convolution  kernel by Involution. Firstly, a
multi-channel feature map is input and the feature
vector of any point in the feature map is selected.
Multiplying this kernel with the feature vector adjacent
to the point gives the K x K xC feature map, and
finally the K x K xC kernel is superimposed to
obtain the final output feature map, with Involution
generating different kernels for different locations and
sharing a single kernel at the same location on the
channel [12]. The traditional Convolution kernel
counts and Involution counts are shown in Equation

().

@)

IxIxCyxC, x Kx K
HxQxKxKxG

In Equation (1), 1x1 denotes the convolution
kernel shared at H xQ pixel points, C, denotes
the number of channels in the output, C, denotes the
number of channels in the input, K denotes the size
of the convolution kernel, and G denotes the number
of groupings. The number of channels is usually larger,
the number of groups is usually much smaller than the
number of channels, and the size of the Involution
convolution kernel does not have a number of channels,
so the ability to capture long distance feature can be
enhanced by increasing the size of the convolution
kernel. Involution is able to increase the accuracy of
the model by this method while reducing the number
of model parameters and the amount of computation
[13].

This research uses a deep residual network
combined with an Involution modified algorithm for
feature extraction. The neuron learning feature maps of
the general neural network and ResNet are shown in
Figure 2.

A H ¢
il . H —> —>
___'__ LK 1x1xC

xl X
Y
Weight layer Weight layer
hm imm X
Weight layer Weight layer
F() lrelu FO®e— |
relu
H(X)=F(x) H(X)=F(x)+x
(a)General neural network (b)ResNet

Figure 2: Neuron learning feature map

Figure 2(a) shows the process of learning feature in
the fully-connected layer of a general neural network,
which can be seen to be learning directly on the mapping
between input and output. Figure 2(b) represents the
process of learning feature in the fully-connected layer of
ResNet, which can be seen to learn the residuals between
the input and output. The InNet unit still has the same
structure as the ResNet unit, with three convolutional
layers in series, the first layer still reduces the dimension
of the input channel, and the second layer uses the
convolutional kernel generated by Involution to replace
the original the second layer uses the convolution kernel
generated by Involution to replace the original
convolution kernel. The third layer is to expand the
reduced-dimensional feature to the desired size. This
improvement improves the feature extraction capability
of InNet and also reduces the number of parameters and
computational effort [14]. Convolution and Involution are
shown in Equation (2).
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Equation (2) shows the number of parameters for
Convolution and Involution and the amount of calculation
for Convolution and Involution. Where H is the height
of the input feature map, Q is the width of the input
feature map, ¢ is the number of input feature map
channels, and r is the channel reduction ratio. The
Involution Pose Estimation Net (IPEN) is used as the
basis for extracting feature for the convolution kernel by
Involution as shown in Figure 3.

DeconvlDeconv2Deconv3

Final
Layer

512

256256 256 "5

Figure 3: Convolutional kernel feature extraction graph

As shown in Figure 3, firstly, the input is a
3-channel image, and after passing through the first
convolutional layer Convl, the number of channels
increases to 64. Next, after passing through three
consecutive convolutional layers, Layerl, Layer2, and
Layer3, the number of channels in the feature map
increases to 128, 256, and 512, respectively. After
completing the three convolutional layers, it enters the
deconvolution stage (Deconvl, Deconv2, and
Deconv3). In the deconvolution stage, each
deconvolution layer gradually reduces the number of
channels in the feature map from 512 to 256, resulting
in a final output of 20 channels. The human pose
recognition network uses InNet as the feature
extraction network of the recognition network, and
after expanding it by ordinary convolutional layers,
Involution is used to extract feature information from
the image, and the nodes are obtained by three
convolutional layers that act as regressors. The metrics
used to evaluate the model are Object Keypoint
Similarity metrics, as shown in Equation (3).

> exp{-d} /280 o (v, =1)
" Z|§(Vpi =1)

In Equation (3), p represents the person ID, |
represents the number of keypoints S, represents the
current person's scale factor, v represents whether
the |th key point of the pth person is observable,
d, represents the rated Euclidean distance between
each person and each person's predicted joint point,
o, represents the normalisation factor for the | th
skeletal point, and 5 represents the function that
calculates the visible point [15].

Oks = (3)

3.2 Research on martial arts movement

recognition based on human posture

Since traditional neural networks often fail to
achieve the desired results when processing data with
temporal information such as video and audio, Recurrent
Neural Network (RNN) was introduced to process the
data. Recurrent Neural Networks are capable of

outputting information that is dependent on both present
input and historical records. The structure of an RNN is
shown in Figure 4.

Figure 4: Structure diagram of recurrent neural network

Figure 4 represents the structure of an RNN, where
A represents a single neural network unit, O
represents the output at the time point, and |, represents
the input at the time point. U, V and W represent the
different network weights respectively. The Long Short
Term Memory Neural Network is an improvement on the
RNN, which can process time series like the RNN and
has a similar structure to the RNN, but the recurrent
structure in the LSTM network is not the same as that of
the RNN. The recurrent structure consists of three parts
respectively three gate structures, one unit state and four
neural network layers [16]. The structure of the LSTM
neural network is shown in Figure 5.
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Figure 5: LSTM neural network structure diagram

As can be seen from Figure 5, the entire recurrent
structure consists of a short-term memory module, a
current memory module and a long-term memory
module. In the current memory module, there are four
neural network layers, three of which are single-layer
sigmoid feed forward neural networks and one is a
single-layer tanh feed forward neural network, and the
LSTM neural network is mainly used to filter the
feature information and determine the retention status
through three gate structures: input gate, output gate
and forgetting gate. Each gate structure is composed of
a vector operation and a sigmoid neural network layer.
Classify human joints using a human pose recognition
network combined with human joint data, as shown in
Figure 6.

Figure 6: Skeleton division diagram of the human body

Figure 6 shows the division of the human skeleton.
The importance of different bones to the human body
varies. If bone joints are divided into 20 joints
according to their importance, a sequence of human
posture can be represented by equation (4) [17].

|

In Equation (4), s represents the sequence of
human skeletal articulation points, K, represents the
skeleton at t , M represents the number of

S ={Ky, Kypoor Ky}

- 4
K =(x,Y,2;)1< j<M “)

articulation points, (x,y,z) represents the coordinates
of the articulation points, and j represents the j th
articulation point in the skeleton at t. The state of the
human skeleton at each moment is coded into a network,
and the skeleton joints at each moment change with time
[18]. Define the interaction network of articulation points
at different moments in time as shown in Equation (5).

SAN, =V, &) ®)

In Equation (5), \, denotes the set of vertices in the
network at the moment of t and E, denotes the set of
edges in the network at the moment of t. For the
skeleton state at the same moment, the joints are
connected to each other and the relationship between the
joints is expressed by calculating the Euclidean distance
between each joint as shown in Equation (6).

(i, i) =0 =%’ + (v, =y’ + (@ -2)"  (6)
In Equation (6), j is any one of the joints except
j - Since the human body completes the action, it is not
determined by individual joints, but by the overall
coordination of the human body, just using the Euclidean
distance cannot highlight the relationship between each
joint well, so the human body is divided into different
five parts, and different weight coefficients are set
according to different parts as shown in Equation (7).

d@, j)xa,1<i, j<4
d(i, j)xa, 5<i,j<8
w(i, j)1d(, j)xa,,9<i, j <12
d(i, j)xa, 13<i, j <16
d(i, j)xas,17 <i, j <20

(7

In Equation (7), a and a, represent the weight
coefficients of the left and right arms, and a,
represent the weight coefficients of the left and right leg
parts, a, represents the weight coefficient of the torso
part. After the skeleton nodes were constructed, the
feature information of the image was extracted by CNN
local convolution. The extracted feature data is then fed
into the LSTM for processing, and the feature data is
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filtered and judged by various gates. Each LSTM cell
has an input gate, an output gate and an oblivion gate,
and the input gate is calculated as shown in Equation

().

i =9gW,x +W h_ +b) (8)

Equation (8) represents the input gate, x
represents the input value of the network at the current
time and h_, represents the output value of the
network at the previous time. b, denotes the input
gate constant parameter. The output gate is calculated
as shown in Equation (9).

fo= g(VVXf X +Wh' h_,+b;) 9)

Equation (9) represents the output gate, x
represents the input value of the network at the current
moment, and p represents the output gate constant
parameter. The formula for the forgetting gate is
shown in Equation (10) [19].

0, =gW,x +W_h_ +b,) (10)

Equation (10) represents the forgetting gate and
h_, represents the output value of the network at the
previous moment. | denotes the constant parameter
of the forgetting gate. In the IPN recognition technique
for the skeleton, the human skeleton at each moment is
encoded as a network, and the weights of the edges are
calculated based on the distance between any two
joints in the network as shown in Equation (11).

dii, ) =1/ \Jox—x )+ (i -y )P+ (@ -2)F (A1)

In Equation (11), j and j denote the nodes in
the network and (x,y,z) denotes the 3D coordinates
of the node, it can be seen that the weights are
expressed as the reciprocal of the Euclidean distance.
In order to represent the transformation of the nodes in
the network in time, metrics such as proximity
centrality are introduced for evaluation, as shown in
Equation (12).

cC - N-1

RO a2

In Equation (12), N is the number of nodes in
the network and yy is the set of all nodes in the
network. Proximity centrality indicates how close the
node is to each of the other nodes in the network; the
closer the node is, the greater its closeness centrality,
but the same node will change over time and its
centrality will change as well. The eigencentricity
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vector of the network nodes is analysed as shown in
Equation (13).

N

EC,=c). L AEC, (13)

In Equation (13), EC, represents the eigenvector
centrality and sets its initial value to 1, represents the
adjacency matrix in the network, A; represents the
connection between nodes j and j, and the initial
vector of EC, is cyclically multiplied with a to obtain
the value of EC, - The stability of the network is usually
assessed by the average degree as shown in Equation (14)
[20-21].

(14)

In Equation (14), K, represents the weighted
degree of the node . The topological properties of the
network nodes are combined with the topological
properties of the network to represent the entire skeleton
of the action network. A sample skeleton of all actions is
shown in Equation (15).

6, ..0,]

1 u-1rYu

Yinput :[@’92’93"“ (15)

In Equation (15), Yioput denotes the input to the
LSTM and u denotes the number of samples. g
denotes the feature wvector in u . The samples are
classified by this method to identify human actions. The
process of this model is as follows. Firstly, the Involution
operation dynamically generates convolutional kernels
that adapt to feature maps, enhancing the ability to
capture long-distance feature and reducing information
redundancy between channels. By combining this
network structure with a deep residual network, an
improved InNet was formed, which can efficiently extract
feature and reduce the number of model parameters.
Subsequently, LSTM was used to process time series data
and analyze the dynamic changes of human joint points.
Joint points are classified according to their importance,
and Euclidean distance is calculated to describe the
relationship between joints. The sensitivity of action
recognition is improved by setting weights for different
parts.

4 Performance analysis of martial
arts movement recognition based on

human posture estimation

The first section of this chapter analyses Involution's
downsampling capability and then analyses the accuracy
of the model under different dataset sizes to determine the
best data size to calculate its feature extraction time. The
second section provides an analysis of the introduction of
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LSTM networks to compare the models under different
algorithms.

4.1 Performance analysis of human pose
recognition based on involution
feature extraction network

To verify the performance of this feature extraction
network using InNet as the recognition network, InNet
was compared with ResNet. The CPU used in this
experiment is Intel(R) Xeon® Gold6226@2.7GHz, the
GPU used is NVIDIA GeForce Tesla V100S, and the
memory is 32 GB. The learning rate of the model is set
to 0.001 and decays by 0.1 every 10 epochs to
gradually reduce the learning rate. The batch size is 32
to ensure efficient memory usage during the training
process. The optimizer uses Adam because of its
adaptive learning rate feature, which can handle sparse
gradient problems. The loss function uses cross
entropy loss, which is suitable for multi class
classification tasks. Using L2 regularization, the
weight decay parameter is set to 0.0001 to reduce the
risk of overfitting. In terms of data augmentation,
methods such as random cropping, rotation, and
translation are applied during training to improve the
model's generalization ability. In terms of feature
extraction network, the number of layers in the
Involution network is set to 5, and the number of
channels is set to 128 to evaluate performance. In
terms of LSTM configuration, the number of units is
set to 256 to better capture time series feature. The
training cycle is set to 100 epochs, using 20% of the
data as the validation set to monitor model
performance and prevent overfitting. When the number
of layers in the network is small, Involution has less
compression power, but the accuracy is improved. As
the number of layers increases, Involution has a good
improvement in compression, but with some loss of
accuracy.

Table 2: Argument reduction capability of revolution

D. Chen et al.

Method Inputsize | Param | FLOPs
256x192 | 284M | 7.2G

ResNet-Q32 - g, ﬁ 288 | 284M | 16.5G
256 x 192 63.9M 14.7G

ResNet-Q48 384 z 288 63.9M 32.5G
256x192 | 17.AM | 47G

INNetQ32 ot oos T 171m | 1040
256x192 | 387M | 7.9G

INNet Q48— s | 37 | 2040

In Table 2, Q32 indicates that the number of
channels for each convolutional layer is set to 32, and
Q48 indicates that the number of channels for each
convolutional layer is set to 48. Table 2shows the table of
Involution's degree-reducing capacity, InNet for using
Involution instead of Convolution, from the table it can
be seen that ResNet's Param is 28.4M and 63.9M, InNet's
Param is 17.1M and 38.7M, ResNet under different
methods, different sizes of The FLOPs of different sizes
for ResNet were 7.2G, 16.5G, 14.7G and 32.5G,
respectively, and the FLOPs of different sizes for InNet
were 4.7G, 10.1G, 7.9G and 20.4G, respectively, under
different methods. The experimental results indicated that
the InNet method using Involution instead of Convolution
reduced the number of parameters and computation by
about 40%, indicating that Involution has good capability
of reducing parameters. Compare the computational
complexity of different methods.

As shown in Table 3. InNet reduces its dependence
on large convolution kernels through Involution, while
ResNet relies on deep residual structures, and LSTM uses
recursive structures to process time series. InNet has
relatively low memory usage because it uses smaller
feature maps, while ResNet requires more memory due to
its deep structure. LSTM also increases memory
requirements when processing long sequences. The
latency of InNet is moderate, influenced by input size and
sequence length. ResNet and LSTM can cause high
latency when processing large inputs or long sequences.

Table 3: Comparison of computational complexity

Model Processing Flow Memory Usage Latency
Utilizes Involution instead of convolution for Low to moderate, depending Moderate, influenced by
InNet feature extraction, followed by LSTM for on feature map size and input feature map size and
sequence analysis number of channels time steps
Employs multiple residual blocks for feature . o . .
) High, especially in deeper High, particularly when
ResNet extraction, followed by fully connected . ) )
T networks processing large input sizes
layers for classification
High, due to the need to store High, especially with long
Uses a recurrent structure to handle sequence ] ) ]
LSTM dat hidden states and input sequences and multiple
ata
sequences feature
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Figure 7: Model accuracy of RseNet and InNet

As can be seen from Figure 7(a), the extraction
performance of both methods is better when the dataset
is larger and contains more species. Since the number
of Involution parameters and the amount of
computation in InNet is less compared to that of the
traditional Convolution in ResNet, the accuracy of
InNet is still increasing when the size of the dataset
reaches a certain amount, ResNet has levelled off.
From Figure 7(b), it can be seen that with the selected
dataset size, InNet has been able to achieve the best
recognition performance with a small number of
iterations, and ResNet has not yet achieved the best
performance with the number of iterations where
InNet's performance has reached its best, and reaches a
point where when the performance no longer changes,
it is still lower than InNet's performance. It can be seen
that InNet has good performance in feature extraction.
Judging the goodness of a model cannot only focus on

its accuracy, its training time and recognition time is still
an important indicator as shown in Figure 8.

Figure 8(a) shows the change in model performance
for both methods as the training time increases. It can be
seen that the training time for InNet is a little longer than
that for ResNet, the situation is due to the fact that InNet
uses a larger dataset during training and only a large
enough dataset can satisfy InNet to allow it to train to
achieve the best performance. Figure 8(b) shows the
change in model accuracy as the recognition time
increases for both methods. It can be seen that InNet is
able to use a small amount of time to achieve the best
recognition accuracy on images when recognizing. The
results of the study indicate that the training time for
InNet is slightly longer but within acceptable limits and
that the overall performance of InNet is better than that of
ResNet.
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Figure 8: Analysis of training time and recognition time for two models
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Figure 9: Model accuracy under different weight coefficients and configurations

4.2 Performance testing of a human

posture-based martial arts
movement recognition model
A selection of martial arts moves is identified,

including the lunge punch, punch and pop kick, horse
stance punch, horse stance frame punch and top stomp
kick. The five movements are renamed as Movement 1,
Movement 2, Movement 3, Movement 4 and
Movement 5 respectively. The weighting coefficients
for the left and right arms, the left and right legs and
the torso were assigned to compare the influence of
each part of the skeleton on the recognition system.
This is shown in Figure 9.

Figure 9 (a) shows the recognition accuracy for
different methods with a value of 1 for the torso
weighting factor and changing the weighting
factor for the extremities. Figure 9(b) shows the
recognition accuracy for different methods of varying
the torso weighting coefficients when the values of the
limb weighting coefficients and a, are setto 1.
It can be seen that when the limb weighting
coefficients are changed, the accuracy rate increases
significantly with the increase of limb weighting

coefficients and stabilises when the limb weighting
coefficients reach 0.8. When the weighting factor of the
limbs was changed, the change in accuracy was minimal
when the weighting factor of the torso was changed. The
experimental results show that the influence of the limbs
on the accuracy is greater than the influence of the torso
on the accuracy. Figure 9 (c) Accuracy rates for five
different weighting factors not chosen named
configurations 1 to 5 respectively, at different weighting
factors. Configuration 1 has a torso weight coefficient of
0.2 and limbs weight coefficient of 0.8, Configuration 2
has a torso weight coefficient of 0.6 and limbs weight
coefficient of 0.8, Configuration 3 has a torso weight
coefficient of 0.6 and limbs weight coefficient of 1.0.
Configuration 4 has a torso weight coefficient of 0.4 and
limbs weight coefficient of 0.8. Configuration 5 has a
torso weight coefficient of 0.4 and limbs weight
coefficient of 0.6. It can be seen that the accuracy of
recognition is maximised when the torso weighting factor
is 0.6 and the limb weighting factor is 0.8(P<0.01). A
comparison of recognition for different actions at
different weighting factors is shown in Figure 10.
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Figure 10: Accuracy of five different actions under five weight coefficients

Table 4: Recognition accuracy of different algorithms on datasets

Method Eigen STOP | DMM & HOG Actionlet | JAS & HOG2 INNet-LSTM
Data 1

Accuracy (%) 81.3 82.5 85.3 87.6 83.5 90.6
Data2

Accuracy (%) 76.5 81.4 86.2 88.6 87.9 93.6

From Figure 10, the accuracy of five different
actions with five weighting factors, it can be seen that
the action with weighting configuration 2 has the
highest average accuracy and has a more stable
performance. The other weighting configurations all
have large fluctuations in accuracy and show unstable
performance. Considering both stability and accuracy,
the weights used to construct the human skeleton were
set to a torso weighting factor of 0.6 and an extremity
weighting factor of 0.8. Different methods were
introduced to compare with the method used in this
study, and the MSR Action 3D dataset was chosen for
this experiment. This dataset contains 6000 images
specifically designed for human action recognition
tasks, covering multiple explicit action categories
including walking, running, jumping, and sitting. The
image size of each sample is 640x480 pixels, ensuring
clarity and detail. The sample distribution of these
action categories is uneven, with more samples for
walking and running, and relatively fewer samples for
jumping and sitting, which may affect the training
effectiveness and performance of the model. Each
image is equipped with clear labels to indicate the
corresponding action category, ensuring the accuracy
of the training data. In addition, the dataset generates
additional samples through data augmentation
techniques, including random rotation, flipping, and
scaling, to enhance the model's generalization ability.
Different algorithms were used to divide the dataset
into Dataset 1 and Dataset 2, and the recognition
accuracy on different datasets is shown in Table 4.

According to Table 4, in dataset 1, the accuracy
of Eigen method is 81.3%, STOP method is 82.5%,

DMM&HOG method is 85.3%, Actionlet method is
87.6%, and JAS&HOG2 method is 83.5%. The accuracy
of the InNet LSTM method is 90.6%. In dataset 2, the
accuracy of each method is higher than in dataset 1. The
accuracy of the proposed methods in this study was
higher than the other methods. To further validate the
accuracy of the InNet-LSTM method, the accuracy of the
different methods was verified under different dataset
sizes. This is shown in Figure (11).

—@- DMM & HOG
—A—|nNet-LSTM
—|- Eig{en

—A— Actionlet
—0—JAS & HOG2
@ STOP

Similarity

1 2 3 4 5 6 7 8 9 10
Relative size of dataset

Figure 11 Accuracy of different methods under different
dataset sizes

The accuracy of InNet-LSTM is lower than that of
Actionlet method when the dataset is small, but when the
dataset increases to a certain level, the accuracy of
InNet-LSTM is greater than that of other methods.
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5 Discussion

Human motion recognition relies on video frame by
frame decomposition and manually designing motion
feature to achieve recognition. The martial arts action
recognition system based on Involution feature
extraction network and LSTM proposed in the study
optimizes recognition accuracy and efficiency by
reducing the computational complexity of traditional
convolutional networks. The experimental results show
that compared with traditional convolutional networks
such as ResNet, Involution significantly improves
accuracy while reducing the number of parameters,
especially on datasets of different sizes, with an
average increase of 5% in object keypoint similarity
and 8% in accuracy in the test set. This is due to the
advantage of LSTM in time series modeling, which
enables the system to better understand the dynamic
changes in action sequences, especially achieving an
accuracy gain of about 15% in complex martial arts
action recognition. The innovation of InNet LSTM lies
in using Involution instead of traditional convolution
to achieve lightweight and efficient feature extraction,
and combining LSTM for temporal modeling to
capture motion dynamics. This method outperforms
ResNet in accuracy, resource utilization, and
computation time, and is suitable for martial arts action
recognition and other dynamic scenarios. It has broad
applicability and efficient real-time processing
capabilities. However, there are still limitations when
dealing with unstructured random actions. Due to the
limitations of existing equipment, higher performance
hardware can be introduced in the future to optimize
training speed and expand the dataset size to enhance
the system's generalization ability.

6 Conclusion

In response to the problem of manually designing
motion feature for recognition, which consumes
energy and has very low recognition efficiency,
research is conducted on improving human pose
estimation based on deep learning. Firstly, Involution
is proposed as a feature extraction network for light
weighting of human pose estimation, and each joint
point of the human body is labelled and classified
separately. The experimental results show that the
InNet method, which uses Involution instead of
Convolution, decreases the number of parameters and
the computational effort by about 40%. Comparing this
method with other methods, the accuracy of the Eigen
method is 81.3%, the STOP method is 82.5%, the
DMM & HOG method is 85.3%, the Actionlet method
is 87.6% and the JAS & HOG2 method is 83.5%. The
accuracy of the InNet-LSTM method was 90.6%. It
can be seen that the method proposed in this study has

D. Chen et al.

a high performance. However, there are still shortcomings
in this study. When constructing a human skeleton model,
the weights between the joints are determined by the
distance between the joints, and the evaluation indicators
are too single. And the research was conducted in a
laboratory environment. Future research is considering
using more indicators to construct human skeleton models
and applying them to practical applications to test the
performance of the models.
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This study proposes a model based on the Elman neural network and improves it using a Genetic
Algorithm (GA) to increase the accuracy of construction cost estimation and accurately analyze the
overspending risk. First, an index system containing multiple dimensions such as building features,
structural features, project positioning, and project environment is constructed to comprehensively
capture the key factors affecting construction cost and overspending risk. Second, the Elman neural
network’s structure and operation are thoroughly examined, and the GA optimizes the network’s weights
and thresholds to improve the model’s predictive power. On the training set, the optimized GA-Elman
model demonstrates great prediction accuracy, with relative error (RE) percentages between predicted
and true values typically falling within £1%. On the test set, the GA-Elman model performs better than
the original EIman model in both difference and RE, with a Mean Absolute Percentage Error of 2.75%, a
decrease of 18.4% compared to the ElIman model. These results indicate that the GA-EIman model is more
accurate in cost prediction and more effective in identifying potential overspending risks. This study
provides a powerful tool for cost control and budget management in the construction industry and a new
perspective on the application of neural networks in construction economics.

Povzetek: Razvit je model za ocenjevanje stroskov gradnje in analizo tveganja prekoracitve stroskov, ki
temelji na Elmanovi nevronski mrezi, optimizirani z genetskim algoritmom. Model je mocno orodje za

obviladovanje stroskov in upravijanje proracuna v gradbenistvu.

1 Introduction

In the construction industry, cost estimation is the core
link of project management, directly related to the
project's economic benefits and risk control. Traditional
cost estimation methods rely on expert experience and
historical data. Still, such methods are often influenced by
subjective judgment and are difficult to adapt to the
rapidly changing market environment and complex and
changing engineering conditions [1-3]. Traditional cost
estimation procedures encounter increasing challenges as
building projects get larger and more complicated. As a
result, new techniques and methodologies must be
introduced immediately to increase estimation efficiency
and accuracy [4, 5].

With the advancement of machine learning (ML) and
artificial intelligence in recent years, neural networks have
shown to be a valuable tool for tackling challenging
forecasting issues. Because of their benefits in processing
sequence data, recurrent neural networks (RNNSs) are
widely applied across various fields, such as natural
language processing and time series prediction [6-8]. The
Elman neural network, as a kind of RNN, enhances the
network's memory ability by introducing the context layer,
which makes it perform well in dealing with time-
dependent sequence data [9].

This study explores the application of neural networks
in construction cost estimation and overspending risk
analysis. A new approach to cost estimating is presented,

which involves creating a building cost model based on
the Elman neural network and using a Genetic Algorithm
(GA) to optimize it. This approach can increase cost
estimating accuracy while evaluating potential
overspending risk analysis and offering construction
project management scientific decision assistance.

The main contribution of this study is the proposal of
a construction cost estimation model based on the Elman
neural network combined with a GA, specifically:

Firstly, GA is applied to optimize the Elman neural
network, utilizing GA to improve the weights and
thresholds of the neural network, thereby enhancing the
model's prediction accuracy and generalization ability. As
a global search optimization tool, GA can avoid the
problem of falling into local optimal solutions that is
common in traditional training processes.

Secondly, by constructing a comprehensive index
system and integrating it with the EIman neural network,
a more accurate method for construction cost prediction is
provided compared to traditional models. Furthermore,
the model's applicability in complex construction projects
is effectively improved through further optimization with
GA.

Finally, the study focuses on the prediction of
construction costs and proposes a new method for
assessing cost overrun risks. Through the model's dynamic
memory mechanism, it is possible to analyze the impact
of historical data on future costs, identify potential risk
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factors in advance, and provide decision support for
project management.

2 Related work

In the construction industry, the accuracy of cost
prediction is critical for the project's success. With the
development of information technology, more and more
researchers began to explore how to use advanced
technical means to improve cost prediction accuracy.
Mahmoodzadeh et al. forecasted the geological conditions,
construction duration, and cost of tunnels using Gaussian
Process Regression (GPR), Support Vector Regression
(SVR), and decision tree models. Through 50% cross-
validation to evaluate the model's performance, it was
found that GPR was superior to SVR and decision trees in
prediction accuracy. Hence, GPR was recommended to
predict future tunnel projects' geological and construction
time costs [10]. Alshboul et al. used an ML algorithm to
predict the cost of green buildings, considering the
influence of related attributes of soft and hard costs. The
evaluation results showed that eXtreme Gradient Boosting
(XGBoost) performed best in accuracy, followed by the
deep neural network (DNN) and random forest (RF) [11].

Q. Wu

These models could be used as decision-support tools for
construction project managers and practitioners to
promote the development of automation research in the
green building industry.

Because neural networks can handle complicated
nonlinear interactions, they have emerged as a potent tool
for cost prediction problems. Pham et al. proposed an ML
and optimization framework incorporating artificial neural
networks (ANNs) and gradient boosting models to
estimate construction costs and optimize costs under
budget constraints rapidly [12]. Goodarzizad et al.
improved the accuracy of construction labor productivity
models for concrete pouring operations through a hybrid
model developed by combining ANN and Grasshopper
optimization algorithms [13]. The study helped to improve
project efficiency, increase labor productivity, and reduce
costs. Kim et al. introduced an autoregressive integrated
moving average (ARIMA)-ANN model to predict
construction costs. They found that the model provided
more accurate predictions in most cases, especially for
long-term forecasting time limits, than standalone
ARIMA or ANN models [14]. The main contents of the
above research are summarized in Table 1.

Table 1: Summary of relevant research contents

GPR, SVR, Decision
tree

construction period, and cost.
The model's performance is
evaluated by 5-fold cross-
validation.

Model Method Dataset Key results
ML method is used to predict GPR has better prediction
tunnel geological conditions, accuracy than SVR and

decision tree. Meanwhile, it is
recommended for geological
and time cost prediction of
future tunnel projects

Tunnel project data

By considering soft and hard cost
attributes, ML methods are used
to predict green building costs.

XGBoost, DNN, and
RF

XGBoost performs the best in
prediction accuracy, with an
accuracy of 0.96; This Is
followed by DNN (0.91) and
RF (0.87), which can provide
decision support tools for the
green building industry.

Green
related data

building-

13 ML regression algorithms are
employed to estimate
construction costs and optimize
costs under budget constraints

ANN, gradient
boosting model

ANN and gradient boosting
algorithms perform the best,
estimating construction costs
and required resources with
99% accuracy in less than 1
second of training time, and
reducing costs by 7% through

Construction
configuration dataset

optimization.
The combination of ANN and Labor  productivity . .. .
. S data for 24 | The project efficiency is
Hybrid model | Grasshopper optimization . ; . I
(ANN+Grasshopper | algorithm improves the labor commercial offlce !mproved, labor productivity is
algorithm) productivity model of concrete complex projects increased, and  costs are
ouring operation under construction in | reduced
P gop ' Iran
In most cases, especially in
ARIMA-ANN The ARIMA model is integrated | National and city- | long-term forecasting, hybrid
model with ANN to predict construction | level construction | models have higher prediction
costs. cost index accuracy than ARIMA or ANN

models used alone.
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Although significant progress has been made in
construction cost estimation, there remain substantial
limitations in terms of generalization ability and
overspending risk assessment. Specifically, many models
rely on specific datasets, making it challenging to maintain
prediction accuracy in new construction project scenarios.
For instance, while models like GPR and XGBoost exhibit
high prediction accuracy on particular datasets, their
performance may decline significantly when applied to
cross-dataset scenarios or when handling previously
unseen complex situations. Existing research tends to
focus more on cost prediction accuracy, with less
emphasis on the quantification and identification of
potential overspending risks. For complex construction
projects, such models lacking risk assessment abilities
could lead to delayed cost control decisions. To address
these shortcomings, this study proposes a construction
cost estimation model based on the Elman neural network,
optimized with a GA. The GA enhances the model's global
search capability by optimizing the initial weights and
thresholds of the Elman neural network, thereby
improving its prediction performance across different
datasets and complex scenarios. The dynamic memory
mechanism of the Elman neural network enables it to
capture long-term dependencies in time-series data,
allowing the analysis of cost trends and forecasting
potential overspending risks. Moreover, by designing a
comprehensive overspending risk index system, the model
can quantitatively identify key factors that lead to cost
deviations, providing a basis for risk prevention and
control.

3 Construction cost estimation model
based on elman neural network

3.1 Construction cost estimation and
construction of overspending risk index
system

The study focuses on assembly buildings. The selection of
indexes affecting the cost and overspending risk is based
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on the principles of comprehensiveness, scientificity, a
combination of quantitative and qualitative methods,
dynamics, and operability. These indexes are chosen from
four aspects: architectural features, structural features,
project positioning, and project environment. The method
of literature analysis is used for this selection. The
quantification of qualitative indexes is carried out [15-17].
In constructing the cost estimation and overspending risk
index system, the selection of each index is based on its
correlation with construction costs and overspending risk.
For example, in the case of exterior wall decoration,
significant differences in the price and construction
techniques of different materials exist. Paint is relatively
inexpensive, while materials such as stone and glass
curtain walls are more costly and have longer construction
periods, potentially increasing the overspending risk [18].
Similarly, the technical personnel level directly influences
construction efficiency and quality. Low technical levels
may lead to rework and delays, thus increasing both cost
and the probability of overspending [19]. Architectural
features such as floor area and standard floor height
determine material usage and construction complexity,
directly affecting the total project cost. Structural features,
including the prefabrication rate and component
differentiation, relate to the efficiency and cost control
capacity of prefabricated construction.  Project
environmental factors, such as project management level
and transportation distance, reflect the impact of
management efficiency and logistics on cost. These
indexes are validated through literature analysis and
practical engineering experience, demonstrating their key
role in cost control and overspending risk, thereby
providing a theoretical foundation for the model's
scientific and comprehensive nature. The finalized index
system for assembly construction cost estimation
prediction is outlined in Table 2.

Table 2: Construction cost estimation and overspending risk index system and assignment of values

Primary index | Secondary index

Nature of the index

Assignment of qualitative index

Number of floors Al

Quantitative index -

Architectural Building area A2

Quantitative index -

features - —
Standard floor height A3 Quantitative index -
1=internally cast and externally
hung shear wall structure; 2=stacked
Structure type A4 Qualitative index shear .WEJ?“ structure; 3:assembleq
monolithic frame structure;
Structural 4=assembled monolithic shear wall
structure
features

Foundation type A5

Qualitative index

1 = independent foundation; 2 = pile
foundation; 3 = raft slab foundation;
4 = pile raft foundation; 5 = box
foundation

Prefabrication rate A6

Quantitative index -
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1 = laminated panels/air
conditioning panels/drif

Component type A7 Qualitative index windows/enclosures; 2 =
prefabricated stairs; 3 =

beams/columns/shear walls

Differentiation
components A8

degree of

Quantitative index -

Exterior wall decoration A9

Qualitative index

1=paint; 2=real stone paint; 3=glass
curtain wall; 4=aluminum panel;
5=stone

Interior wall decoration A10

Quialitative index

1=general plaster; 2=plaster; 3=large
white; 4=latex paint; 5=wall tiles;

. 6=wallpaper
ngijt?g;in G d engineering A1l litative ind 1=concrete topping; 2=ordinary
P g round engneering Qualitative index tiles; 3=flooring; 4=premium tiles
1=plastic steel window + steel door;
2=aluminum alloy window + steel
Door and window type A12 Quialitative index door; 3=plastic steel window + fire
door; 4=aluminum alloy window +
fire door
Technical personnel level A13 Qualitative index Lll;gégillent, 2=good;  3=medium;
Project 1=excellent; 2=good; 3=medium;
environment | Project management level A14 Qualitative index 4=poor ' ' '

Transportation distance A15

Quantitative index -

In the above index system, the three indexes of
architectural features are directly related to the building's
physical size and construction complexity, affecting
material costs and labor requirements. These in turn affect
cost control and the risk of overspending. The indexes of
structural features determine the structural stability and
construction methods, significantly impacting material
selection and supply chain management, thus correlating
with the overspending risk. Project positioning includes
qualitative indexes such as exterior and interior wall
decorations, ground engineering, and window and door
types. These choices affect the building's aesthetics and
functionality while leading to increased costs, which may
increase overspending risk if costs are not properly

controlled. Moreover, indexes in the project environment
reflect the efficiency of project management and the
impact of external conditions on costs, which are key
factors in cost control and risk management. This system
helps to forecast costs more accurately while identifying
and controlling factors that may lead to overspending.

In the above index system, the priority of each index
varies depending on its impact on costs and overspending
risks. To ensure that the indicator system can
comprehensively and scientifically reflect the risk of cost
overruns, the Analytic Hierarchy Process is used to assign
weights to each index. The results are exhibited in Table
3.

Table 3: Index system weight

Primary index Weight of primary Secondary index Final weight
index
Architectural features 0.162 Number of floors Al 0.054
Building area A2 0.054
Standard layer height A3 0.054
Structural features 0.409 Structure type Ad 0.128
Foundation type A5 0.073
Prefabrication rate A6 0.053
Component type A7 0.069
Differentiation degree of 0.086
components A8
Project positioning 0.290 Exterior wall decoration A9 0.044
Interior wall decoration A10 0.068
Ground engineering A1l 0.121
Door and window type Al12 0.057
Project environment 0.139 Technical personnel levelA13 0.073
Project management level A14 0.046
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| | |

Transportation distance A15 | 0.020 |

In Table 3, structural features hold the highest weight
among the primary indexes, accounting for 40.9%,
indicating their most significant impact on both
construction costs and overspending risk. Among these,
A4 and A8 have relatively higher weights of 0.128 and
0.086, respectively, reflecting the crucial role of building
structure complexity and differentiation in cost control.
The project positioning index ranks second, accounting
for 29.0%, with A1l having the highest weight of 0.121,
emphasizing its importance in construction decoration
costs. The weights for architectural features and project
environment are relatively lower. However, among the
secondary indexes, A13 and A2 stand out with weights of
0.073 and 0.054, respectively, highlighting their influence
on construction efficiency and total cost prediction. This
weight allocation method enables the index system to
more scientifically reflect the contribution of various
factors to cost and overspending risk, providing a solid
foundation for subsequent model predictions and risk
analysis.

Input layer

“"

Context
Layer

/a

[

3.2 Elman neural network modeling
analysis

The Elman neural network's key feature is the
incorporation of a context layer, which preserves the
hidden layer's state from a previous time step [20]. This
enables the Elman network to process time-series data,
capturing the dynamics of the input data and the
underlying temporal relationships, making it suitable for
time-dependent data prediction tasks such as construction
costs. The network creates a short-term memory
mechanism by feeding past information back to the
current moment, which enhances its ability to model
nonlinearities in dynamically changing processes. Unlike
traditional feed-forward neural networks, the Elman
network has feedback connections between the hidden and
context layers. These feedback signals allow the network
to retain information from previous states, providing
valuable contextual input for subsequent computations [21,
22]. Figure 1 depicts the Elman neural network's basic
structure.

Hidden layer

——— ()
utput layer
N>
— v'/l’
“a,./ﬂlﬁa‘\» ®

D
()

Figure 1: Schematic diagram of Elman network structure

The core principle of the EIman network is as follows.
First, the output vector y(t) of the network is obtained
from the output vector h(t) of the implicit layer through
the nonlinear transformation function g(*)of the output
layer with the expression (1):

y(t) = g(WrywZ;h(1)) @

wp, denotes the weight matrix between the hidden
and output layers. Secondly, the output A(t) of the
implicit layer is obtained from the current input v(t — 1)
and the output c(t) of the context layer through the
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nonlinear transformation function f(x) of the implicit
layer with the expression (2):

h(t) = f(Wanv(t = 1) + wepc(t)) )

w,,, refers to the weight matrix from the input to the

hidden layer. w,, denotes the weight matrix from the

takeover layer to the hidden layer. Finally, the output c(t)

of the take-on layer is the output h(t — 1) of the implicit

layer at the previous time step, that is (3):
( Start )

y

Q. Wu

c®)=h(t-1) 3)
This structure allows the Elman network to capture
the temporal dynamics of the input data. For construction
cost estimation, it means that the network can consider the
impact of historical cost data on current cost estimates,
thus improving the accuracy of the predictions.
Furthermore, the computational flow of the Elman
network is suggested in Figure 2.

Initialize the

y Input sample

A series of A 4

calculation

Calculate the input
steps

layer output

Calculate the output of
the receiving layer

\ 4

output

.| Calculate hidden layer

Does the error meet the
requirements or reach
the maximum number of

\ 4

raining steps?

Calculate the output of |
the context layer

the receiving layer

Calculate the output of

Calculation
error

\ 4

Figure 2: EIman network computational flow

In Figure 2, the network initializes the weights of each
layer as a necessary preparation before training starts. The
initial setup of these weights significantly impacts the
learning effectiveness and overall performance of the
network. Network learning is then built on the input
samples, which include past construction project cost data
and other pertinent features. The outputs of the input,
hidden, and output layers are then computed sequentially.
Meanwhile, after obtaining the output of the hidden layer,
the output of the context layer is further computed. In this
step, the current output of the hidden layer is used as the
input for the context layer in the next time step. This step
is the key to the short-term memory mechanism of the
Elman network, allowing it to retain information from
previous states while processing sequential data. The
output layer error is determined by comparing the actual
cost data with the network's predicted outputs, following
the computation of outputs across all layers. A critical
element of supervised learning, this error computation
(denoted as E) provides the network with feedback for
adjusting its parameters. Lastly, the error E is utilized to
check if the maximum number of training steps has been
completed or if the predefined requirements are met. If the

error E does not decrease sufficiently, the training cycle
continues, with the weights being adjusted to reduce the
prediction error. This process is repeated until the network
performs adequately or the training reaches the set number
of iterations.

In the above step, the error E is used to measure the
difference between the predicted output of the network,
y(t), and the desired output as y(t), calculated as (4):

E=1(y®-50) 0® - 9®) @
To adjust the weights, the partial derivatives of the
error E with respect to the weights need to be calculated.
The partial derivatives of the weights wﬁ.’ for the output
layer are (5):
% =~ (it - y(t))%;? = —Pai(®) - y(®)g' ;)% ) (5)
w}{ y refers to the weight connecting the ith input unit
and the jth output unit; g’j (*) represents the derivative of

the activation function of the output layer; x;(t) denotes
the output of the ith input unit at time t. Let (pj(-) =

(Fa,i(t) = y(t)g';(*), s0 (6):

2 = 00,1 = 1,2, mij = 12,,n
Jji

(6)



Optimization of Elman Neural Network Using Genetic Algorithm...

m is the number of neurons in the input layer and n is
the number of neurons in the hidden layer.
Taking E as the partial derivative of the input layer
weight wj;, it can get (7):
0E 0E 9x;(t) 1
o, = am@ owf, = 21 COWDS (I = 1) @
f';(*) denotes the derivative of the hidden layer
activation function. Let ¢} = X%, (—@wi)f’,(¥) L,
then get (8):
f:’fﬁ = —gly(t—1),i=12,,mj=12-,mq=12-,r (8)
r is the number of neurons in the splice layer.
The partial derivative of the connection weight wy; is
obtained (9):
"’Eﬁ = Zggl(—<p;?w;§)aa"v"v(;,z =12, ,mj=12n 9)
According to the chain rule (10):
e = ur i Wike, (O + Ty wiiw (e = D) = (el
b w? dxci(t) (10)

ji Bwl}.ll
The dependence of x.(t) on the connection weight
wﬁ.’ is ignored, and the following results are obtained (11)
and (12):

ow

c
Bwﬂ

dx;(t) ,
e = [, () (8
Jjl
[ (®) = f1,(Dx =1 +ax f(Dx(8) (12)
a refers to the forgetting factor. By substituting
equation (12) into equation (11), it can obtain (13):

(1)

an(t) o _ BXj(t—l)
gy = 1 Oxl =D +as =15 (13)
Elman's equation (14)-(18) is derived from AW =
JE |
o

Aw) = n@fx(D),i = 1,2,,mj=12,--,n (14)
Awf, = r)qo]’-ivq(t— 1),j=12,,mq=12--,7r (15)
Awji = n X2 (pfwih) 29 @lx(0),j =12, m1=12,-,n(16)

wj

n is the learning rate. Meanwhile,
@] = 00O —y®Og'; () 17
o) = ZL(—ofwDf ' () (18)
Through this calculation process, the EIman network
can gradually learn the complex relationship between
building cost data and complete cost prediction. This
dynamic learning and forecasting mechanism makes the
Elman network perform well in dealing with time series
forecasting problems such as construction cost estimation.
The pseudocode for the Elman model is illustrated in

Figure 3.

Informatica 49 (2025) 91-104 97

Algorithm: Elman Neural Network

Input:
- Training data
- Learning rate
- Maximum iterations

Initialization:
- Randomly initialize weights
- Set initial context layer to zero

Training:
Repeat until convergence or maximum iterations:
1. Compute hidden layer output
2. Update context layer
3. Compute network output
4. Calculate error
5. Backpropagate and update weights

Prediction:

For each input in test data:
1. Compute hidden layer output
2. Update context layer
3. Compute final output

Figure 3: The pseudocode for the EIman model

3.3 Optimization of the Elman model
based on GA

Although the Elman neural network has remarkable
advantages in processing time series data, its performance
is highly dependent on the initial weight settings and the
choice of network structure. In addition, the Elman
network is easily affected by local minimum, which can
lead to suboptimal solutions and negatively impact
prediction accuracy and generalization ability [23]. To
overcome these limitations, GA is introduced to optimize
the ElIman model. Darwin's theory of natural selection and
the global search principle of biogenetics serve as the
foundation for GA, an optimization algorithm designed to
mimic the natural evolution process. Biological evolution
mechanisms, including natural selection, genetic
variation, and crossover, are simulated by GA, which is
extensively used to tackle complicated combinatorial
optimization problems by gradually improving the quality
of solutions. GA has strong global search ability and
adaptability, and can effectively deal with optimization
problems under high dimensional, nonlinear, and complex
constraints [24]. The basic idea of GA is to simulate
natural selection and genetic mechanisms by operating a
population composed of multiple individuals to produce
better solutions. Although GA possesses global search
capabilities and strong adaptability, there are certain
limitations in its optimization process. GA may encounter
issues of high computational complexity and time costs
when dealing with large-scale datasets. Additionally, the
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convergence speed of GA can be slow, especially in large
search spaces, where there is a risk of premature
convergence or falling into local optimal solutions [25].
The implementation steps of GA are displayed in Figure
4,

Population

initialization

Get anew
population

Computational
fitness

A

Check if ( ]
termiAnAatioAn Variation
condition is

met? A
No
InlerSECl

Figure 4: GA implementation process

This study uses the GA to optimize the adjustment of
Elman network weights and thresholds, and the specific
steps are as follows [26, 27].

(1) Population initialization.  Several initial
individuals are randomly generated in the solution space,
and each individual corresponds to a set of potential
Elman network weights and thresholds. Each individual
can be regarded as the coding form of Elman network
parameters (real number coding), including the connection
weights between input and hidden layers, hidden and
output layers, and the threshold of each neuron.

(2) Fitness calculation. According to the performance
index of the EIman network (for example, the mean square
error of construction cost estimation), the fitness of each
individual is evaluated. The network corresponding to the
individual performs better on a given task the higher the
fitness.

(3) Selection of the operation. Using probability
techniques like roulette wheel selection, the fittest

Q. Wu

members of the current population are chosen to go into
the next generation based on their fitness values. This step
imitates the natural selection process of "survival of the
fittest” in biology.

(4) Cross operation. Individuals are randomly paired
from the selected ones and undergo a single-point
crossover operation according to a set crossover
probability (0.6). This involves randomly selecting a
position in the chromosome and exchanging the gene
segments before and after that position, generating new
combinations of weights and thresholds. This method
improves search efficiency by exploring different
parameter combinations.

(5) Mutation operation. A small probability (0.2) is
used to randomly mutate certain genes of the selected
individuals. The specific method is to add a random
disturbance that follows a normal distribution (e.g., with a
mean of 0 and a standard deviation of 0.1) to the original
weights or thresholds. Thus, it can increase the diversity
of the population and avoid local optimal solutions.

(6) Termination conditions. For one thing, the
algorithm automatically stops when it reaches the preset
maximum number of iterations (200 times). For another,
if the optimal fitness value of the population does not
improve by more than a predetermined threshold (0.001)
over a continuous number of generations (20), it is
considered that the algorithm has converged. In addition,
the optimization process is terminated early. By
introducing these clear stopping criteria, the stability of
the optimization process can be effectively ensured, while
also enhancing the applicability and reliability of the
algorithm in practical problems.

Through the aforementioned optimization process,
GA can effectively adjust the weights and thresholds of
the Elman network, improving the model's generalization
ability and prediction accuracy. The rationality of
parameter settings is determined through multiple
experimental  tests.  Meanwhile, the  specific
implementation of crossover and mutation ensures a high
degree of repeatability in the study, providing an effective
modeling tool for complex construction cost estimation
tasks.

Figure 5 shows the calculation flow of the finally
formed GA-Elman model based on GA.
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Figure 5: Calculation flow of GA-Elman model

The GA optimization of the Elman neural network
can reduce the probability of the model reaching local
optima, and enhance the network’s global search ability.
Meanwhile, it can accelerate the convergence speed of the
training process and improve the model's prediction
accuracy. This is especially important for complex
construction cost estimation tasks. Especially when faced
with time-related data, the optimized GA-Elman network
can better capture the dynamic characteristics of data and
realize more accurate cost estimation and risk prediction.

3.4 Application of cost estimation model in
overspending risk

In the cost management of construction projects, the
assessment and control of overspending risk is a crucial
link. The assessment of overspending risk relies on the
accuracy of cost estimation while requiring scientific
quantification of risk factors and their weights. The GA-
Elman model can accurately capture the time series
characteristics of cost data through dynamic memory
mechanisms, offering vital support for the quantitative
assessment of overspending risk. Firstly, the assessment
of overspending risk is based on the cost deviation rate p,
and the degree of risk is quantified by the deviation
between the model's predicted value ¢ and the actual cost
value c. The specific calculation reads (19):

p= 'C:—C' x 100% (19)
In this context, the higher the deviation rate, the
greater the overspending risk. Based on this deviation rate,

the risk can be classified into three levels: low, medium,

and high, providing decision-makers with a more intuitive
risk assessment index.

Furthermore, the model quantifies the key risk factors
through a comprehensive index system. The index system
designed in this study encompasses four major dimensions:
architectural  features, structural features, project
positioning, and project environment. Within each
dimension, specific indexes are assigned different weights
to reflect their relative importance in contributing to cost
overruns. For instance, in the architectural features
dimension, the "number of floors" and "building area”
directly influence material and labor costs, with their
weights determined by principal component analysis. In
contrast, in the project environment dimension,
"management level” and "technical personnel level" are
quantified using fuzzy comprehensive evaluation methods.
The distribution of risk factor weights follows (20):

wp =2 (20)

w; represents the weight of the ith risk factor, with a
value range of 0 to 1 and a total weight of 1; v; refers to
the contribution of the ith index to the total deviation; v
denotes the total deviation. The GA-Elman model can
identify and predict the primary risk factors leading to
overspending through historical data. For example, the
model can use retrospective analysis to determine that
material price fluctuations contribute 35% to cost
deviations, construction delays account for 25%, design
changes contribute 20%, and other factors make up 20%.
This detailed quantitative analysis helps managers
pinpoint key risk sources and provides data support for
formulating targeted risk control strategies.
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Additionally, the GA-Elman model simulates the
impact of different cost control strategies on overspending
risk. For instance, in the case of significant material price
fluctuations, the model can simulate cost trends for diverse
procurement strategies (such as bulk purchasing in
advance or phased procurement) and assess the mitigation
effects of each strategy on overspending risk. This data-
driven simulation analysis offers project managers a
scientific decision-making tool.

To sum up, the GA-Elman model in overspending
evaluation provides intuitive risk levels through the
quantification of cost deviations. Meanwhile, it offers a
systematic approach to risk identification, assessment, and
control through the weight allocation to key risk factors
and simulation analysis. By applying this model in-depth,
project managers can remarkably improve risk
management efficiency, reduce economic losses caused
by overspending, and ultimately enhance the construction
projects' cost-effectiveness and success rate.

Q. Wu

4 Model Performance verification

4.1 Data source and experimental design

To ensure the universality and representativeness of the
experiment, data are collected from multiple sources,
ensuring the diversity and reliability of the data. The social
and economic development level of each region and the
number of prefabricated buildings  built are
comprehensively considered. The basic data are obtained
from professional platforms such as the China
Prefabricated Building Market Analysis Report,
Prefabricated Building Network, and Zhongce Big Data
Website. Additionally, data from 45 groups of
prefabricated building projects in cities such as Beijing,
Tianjin, Hebei, and Shenyang over the past four years are
collected. These data cover many dimensions, such as
architectural  features, structural features, project
positioning, and project environment, offering rich
information for model training and testing. Taking the
indexes A1-A3 of architectural features as an example, the
variance analysis of these data is detailed in Table 4.

Table 4: Variance analysis of architectural feature indexes

ngreCreence Sum of Squares Degrees of Freedom | Mean Square F P-value F crit
Row 3,417,030,830 44 77,659,791 1.000 0.488 1.515
Column 4,022,937,273 2 2,011,468,636 25.902 | 0.000 3.100
Error 6,833,762,444 88 77,656,391

Table 4 shows significant mean differences (P<0.05)
among variables Al, A2, and A3, while the differences
between samples are not significant. This indicates that
different samples have a relatively small impact on the
results of variance analysis. These data can more
comprehensively illustrate the distribution characteristics
of architectural feature data, providing data support for
model prediction. To enhance the model's generalization
ability, the gathered data are normalized to remove the
impact of varying dimensions and ordering. Specifically,
the Min-Max normalization method is adopted to map the
data values of each index to the interval [0, 1], and the
normalization equation is as follows (21):

1 _ _X—Xmin
X= Xmax—Xmin (21)

X is the original data; X,,;, and X,,., are the
minimum and maximum values of the index, respectively.
Through this method, the differences in dimensions and
magnitudes between different indicators have been
eliminated, ensuring the stability and accuracy of the
model during training and testing. The training set
comprises 36 sets of data; The test set contains 9 sets of
data, which are randomly selected from the dataset and
arranged in a 4:1 ratio. Furthermore, to comprehensively
evaluate the performance and reliability of the model, this
study further adopts the k-fold cross-validation technique
(k=5) based on the division of training and testing data. By
partitioning the dataset k times to ensure that each subset
participates in training and validation, the potential
random errors caused by a single partition are effectively
reduced. In addition, the stability and credibility of the

model evaluation results are improved. The experimental
setup and parameter values are shown in Table 5.

Table 5: Experimental environment and parameter
setting

Hardware/parameter name Parameter/value
Operating system Windows10
CPU AMD R7-5800H
Basic frequency 3.2 GHz
Display card RTX3060
Memory 16 GB

Hard disc 512 G SSD
Input layer node 15

QOutput layer node 1

Hidden layer node 10

Maximum number of iterations | 200

Error tolerance 11073
Evolutionary algebra 20

Population size 10

Cross probability 0.6

Mutation probability 0.2

Relative Error (RE) and Mean Absolute Percentage
Error (MAPE) are used as evaluation indexes to evaluate
the accuracy of prediction results. The calculation
equations of them are (22) and (23):

RE = yy—'y* 100%

! .
i

(22)

1 |yi=yril



Optimization of Elman Neural Network Using Genetic Algorithm...

N represents the number of samples. y; and y’; refer
to the predicted and actual values. In the cost estimation
model, REP measures the difference between the
predicted and actual costs to evaluate the model's
prediction performance. MAPE index can directly reflect
the RE between the actual and predicted values of the
model, and it is an important index to measure the model's
prediction performance.

4.2 Test results of the GA-Elman model

Firstly, the GA-EIman model is trained, and its training
result in the training set is presented in Figure 6.
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Figure 6: Training results of the GA-Elman model in the
training set
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Results in Figure 6 demonstrate that the GA-Elman
model has good prediction accuracy. This is because the
predicted values for most samples are extremely close to
the true values and the RE percentage is typically less than
1%. However, there are also some samples with large
prediction errors, such as Samples 14 and 32, with RE
percentages as high as 9.816% and 24.284%. The reasons
for these issues may be attributed to several factors. Firstly,
the data characteristics of these samples may significantly
deviate from the overall distribution of the training set,
such as abnormal fluctuations in key factors like material
prices, construction conditions, or design complexity. For
instance, Sample 32 may have actual costs that far exceed
the model's predictions due to the use of certain specific
processes or unexpected construction delays. Secondly,
the model may exhibit limitations in handling rare features
in small samples, especially when these features are not
adequately represented in the training data, making it
difficult for the model to capture their nonlinear
relationships. Additionally, the data preprocessing process
may not have eliminated the effects of noise or outliers,
which could also amplify errors. To address the
aforementioned issues, the following approaches can be
taken. Firstly, it is necessary to optimize data
preprocessing methods by employing techniques such as
denoising and smoothing to improve data quality.
Meanwhile, the detection and handling of outliers are
strengthened to reduce the noise interference on the model.
Secondly, the sample diversity of the training dataset is
expanded, particularly for samples with rare or abnormal
features, by increasing the proportion of related data,
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thereby enhancing the model's ability to learn nonlinear
relationships. Moreover, integrating learning methods or
hybrid model structures can be introduced to combine the
advantages of multiple algorithms and improve the
model's generalization ability. Lastly, for key features
such as material prices and construction conditions,
targeted feature engineering strategies can be designed to
ensure that the model can more accurately capture their
impacts, thus reducing the occurrence of extreme errors.

Taking the Elman network, RNN, and SVR as the
benchmark model, the test set is tested on the GA-Elman
and benchmark models, respectively, and the results are
revealed in Figure 7.
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Figure 7: Comparison between the GA-Elman model and
benchmark model
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On most test samples, the predicted value of the GA-
Elman model in Figure 7 is more similar to the true value.
The maximum differences between the predicted and
actual results for the EIman network, RNN, and SVR are
118.99, 117.65, and 102.94, respectively. The GA-Elman
model's maximum difference between the predicted and
true values is 87.21. These results show that the GA-
Elman model optimized by GA has higher prediction
accuracy and robustness in construction cost estimation,
thus verifying the effectiveness of GA in neural network
weight optimization.

4.3 Comparison of cost estimation results
before and after EIman model optimization
To further compare the cost estimation results before and
after the optimization of the EIman model, the difference

between the predicted and true value and the RE of the
four models are calculated, as denoted in Figure 8.
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Figure 8: Analysis of cost prediction results of four
models

In Figure 8, the differences and REs of the GA-Elman
model across all test samples are generally lower than
those of the EIman model. The mean absolute difference
between the predicted and actual values for the GA-Elman
model is 70.93, while for the ElIman network, RNN, and
SVR, they are 86.38, 87.83, and 87.63, respectively. In
some samples, the GA-Elman model still exhibits
relatively large errors. The main reasons for these larger
errors are twofold. First, data irregularity. For instance,
Sample 8 may have been affected by drastic fluctuations
in material prices or abnormal construction environments,
leading to actual costs significantly higher than the
model's predictions. However, these exceptional
situations are not adequately represented in the training
data. Second, model limitations. The GA-Elman model
has enhanced its ability to capture nonlinear features
through parameter optimization by GA. Nevertheless, it
may still be insufficiently responsive to the dynamic
changes of certain key influencing factors, such as
unexpected design changes or construction delays.
Meanwhile, the calculated MAPE for the GA-Elman
model is 2.75%, which is significantly reduced compared
to the EIman model's 3.37%. The MAPEs for RNN and
SVR are 3.46% and 3.45%, respectively, higher than that
of the GA-Elman model. This further demonstrates the
effectiveness of GA in optimizing neural network
parameters and improving prediction accuracy. These
results show that GA-Elman model is more accurate in
capturing the complex relationship of construction cost
data, thus providing more reliable support in cost
estimation and overspending risk assessment of
construction projects.

Q. Wu

In addition, the training time of the GA-Elman and
Elman models is compared, and the results are listed in
Table 6.

Table 6: Comparison of training time between GA-
Elman and Elman models

Training dataset | Training
Model size  (number of | time
samples) (seconds)
Elman 100 12.36
model 500 56.47
1,000 115.82
GA-Elman 100 18.75
model 500 72.93
1,000 142.68

Table 6 indicates that the training time of the GA-
Elman model is slightly higher than that of the traditional
Elman model, primarily due to the additional optimization
step introduced by the GA. However, this extra
computational cost is justified, as the GA-Elman model
optimizes the network's initial parameters and weights
through GA, significantly improving both prediction
accuracy and generalization ability. Specifically, when the
sample size is small (e.g., 100 samples), the training time
of the GA-Elman model is 18.75 seconds, only 6.39
seconds longer than the EIman model. When the sample
size increases to 1,000, the training time becomes 142.68
seconds, which is 26.86 seconds longer than the Elman
model. This increase in training time is acceptable in light
of the improvements in prediction performance.

From both a construction and economic perspective,
the improvements made by the GA-Elman model are
significant. In construction management, accurate cost
forecasting is crucial for budget control and risk
mitigation. The GA-Elman model's high prediction
accuracy (with a MAPE of only 2.75%) enables it to
capture the complex nonlinear relationships in
construction costs, thus providing project managers with
more reliable decision support. This capability is
especially beneficial for large and complex projects, as it
helps reduce overspending risks and delays due to budget
miscalculations. Additionally, by accurately assessing key
influencing factors (such as material prices and
construction conditions), the model helps managers
identify potential risks earlier, allowing for timely
adjustments in construction plans and financial allocations.

From an economic perspective, the application of the
GA-Elman model in budget optimization remarkably
improves resource allocation efficiency. Compared to the
traditional EIman model and other benchmark models, the
GA-Elman model offers a clear advantage in effectively
reducing unnecessary financial waste and optimizing
financial planning. For example, for cost-sensitive
samples (such as Samples 14 and 32), there is still some
error. However, the model provides managers with a cost
estimate closer to the actual values, laying a foundation for
reasonable financial resource distribution and cash flow
control. Moreover, the GA-Elman model's ability to
identify and quantify overspending risk allows enterprises
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to develop more scientifically-based long-term financial
strategies, thereby reducing the economic losses caused by
uncontrollable costs.

In conclusion, the GA-Elman model has considerable
potential in construction cost estimation and economic
risk management. It enhances the intelligence level of
construction management while providing a reliable tool
for budget optimization and cost control. The model
contributes positively to lean management and improved
economic efficiency in the construction industry.

4.4 Discussion

Compared to the existing models summarized in
Table 1, the proposed GA-Elman model demonstrates
significant advantages in construction cost estimation and
overspending risk assessment. In contrast to models such
as GPR and XGBoost, the GA-EIman model is better
suited for handling dynamic changes in time series data.
For instance, while GPR exhibits high accuracy in
predicting tunnel geological conditions, its sensitivity to
data scale can lead to decreased computational efficiency
when dealing with large-scale complex construction
projects. In comparison, the GA-Elman model, by
optimizing weights and thresholds through GA, can
process large-scale data more efficiently while fully
capturing dynamic changes, thus enhancing the model's
applicability.

The comparison with ANNs and gradient boosting
models indicates that although these models perform well
in rapid construction cost estimation, they lack capability
in risk assessment. For example, the gradient boosting
model primarily focuses on cost optimization and cannot
effectively identify key risk factors leading to
overspending. In contrast, the GA-Elman model can
predict costs and identify key drivers of overspending
risks (such as fluctuations in material prices and
construction delays) through its dynamic memory
mechanism. As a result, it can provide project managers
with more targeted decision support.

Compared to hybrid models such as ANN combined
with the Grasshopper algorithm and ARIMA-ANN
models, the GA-Elman model performs better in long-
term forecasting and modeling complex data relationships.
Although the ARIMA-ANN model has certain advantages
in long-term construction cost estimation, its ability to
capture nonlinear features is limited. The GA-Elman
model, by optimizing network structure through the global
search capability of GA, can better model nonlinear and
temporal characteristics. Meanwhile, it can achieve
superior prediction accuracy in practical tests, with the
MAPE reduced to 2.75%.

In summary, the GA-Elman model outperforms
existing models in terms of cost prediction accuracy,
overspending risk assessment ability, and adaptability to
complex data. Thus, it offers an innovative solution for
construction cost management and significant practical
guidance for budget control and risk management in
complex engineering projects.
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5 Conclusion

This study analyzes the application of the GA-Elman
model in construction cost estimation and overspending
risk analysis by constructing a construction cost
estimation model based on the Elman network and
optimizing the model with GA. It verifies the performance
of the model through experiments. The conclusions are as
follows. (1) The GA-Elman model's high prediction
accuracy is demonstrated by the fact that, on the training
set, the predicted value on most samples is very near to the
true value and the RE percentage is typically within 1%.
(2) When compared to the EIman network, the GA-Elman
model's projected value is closer to the actual value, and
on all test samples, the model's difference and RE are
typically smaller than those of the EIman model. (3) The
GA-Elman model's MAPE is 2.75%, a considerable
decrease from the Elman model's 3.37%. It further proves
the effectiveness of GA in optimizing neural network
parameters and improving prediction accuracy. In short,
by optimizing GA, the GA-Elman model increases the
ability to detect possible overspending, which is crucial
for efficient cost control and budget management, in
addition to improving the accuracy of cost prediction.
Although this study has made some progress in
construction cost estimation and overspending risk
assessment, there are still some limitations. First, the
robustness of the model needs to be enhanced, as extreme
errors occurring on specific data samples indicate
insufficient stability. Second, the study only selects certain
regions and prefabricated buildings, and the limitation of
the sample range may affect the model's generalization
ability, making it difficult to apply to other regions or
different building types. Additionally, there may be biases
in data selection, such as differences between urban and
rural projects or the impact of various construction
technologies (e.g., traditional construction versus modern
building technologies). These factors could significantly
affect the model's applicability and accuracy. Future
research should consider more comprehensive data
collection, covering a wider range of regions, building
types, and different construction technologies, to avoid
biases caused by data limitations, thereby enhancing the
model's generalization ability and adaptability. At the
same time, more advanced data preprocessing technigques
and algorithm optimization methods can be explored to
improve the model's prediction accuracy and stability,
providing stronger support for widespread application.
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Machine Learning (ML), a subfield of Artificial Intelligence (Al), has been used successfully in the
healthcare domain for disease diagnosis. Thyroid disorders and diabetes are two of the most prevalent
and interconnected chronic diseases, as both play critical roles in regulating various physiological
processes in the body. This study aims to predict thyroid disorders in diabetes patients using six machine
learning algorithms: Random Forest (RF), Decision Tree (DT), K-Nearest Neighbors (KNN), Logistic
Regression (LR), Naive Bayes (NB), and Support Vector Machine (SVM). A locally sourced dataset
comprising 44,539 instances of diabetic patients was utilized, undergoing preprocessing steps including
data cleaning, encoding, and balancing. Two balancing techniques were employed: manual balancing
and RandomUnderSampler. The dataset was partitioned into training and testing sets using a Stratified
K-Fold cross-validation approach with 10 folds to ensure robust evaluation. Each algorithm’s
performance was assessed using metrics such as accuracy and F1-score. Among the models, the RF
algorithm outperformed the others, achieving the highest accuracy of 95% on the manually balanced
dataset and 84% when the RandomUnderSampler technique was employed. Additionally, the F1-scores
for RF were 95% and 82%, respectively, indicating its robustness in handling imbalanced datasets. This
study highlights the importance of selecting appropriate preprocessing techniques and machine learning
methods for healthcare datasets. The findings can assist healthcare providers in making early diagnoses
and interventions for thyroid disorders in diabetic patients, potentially improving their quality of life and
overall healthcare outcomes.

Povzetek: Opisana je uporaba strojnega ucenja za napovedovanje motenj $¢itnice pri bolnikih s sladkorno
boleznijo. Algoritem nakljucnih gozdov doseze najvisjo tocnost in oceno F1 na uravnotezenem naboru
podatkov.

1 Introduction

Diabetes and thyroid disorders are among the most
prevalent chronic diseases affecting the endocrine and
metabolic systems [1]. These two diseases are often
coexisted and strongly linked together, as many studies
have shown that there is a higher prevalence of thyroid
disorders in diabetic patients and vice versa [2].

Diabetes is a chronic condition that is caused by
elevated levels of blood sugar (glucose) [3]. This occurs
when the body either cannot use the insulin it produces
effectively or cannot produce enough insulin. Insulin is a
hormone that allows the body cells to absorb and use
glucose for energy and helps regulate blood sugar [4]. As
a result, diabetes affects various body functions. There are
four types of this disease

Type 1 diabetes is an autoimmune disease which is
usually diagnosed in children and young adults [5], it
occurs when the insulin-producing cells of the
pancreas is attacked by the immune system which
leads to little or no insulin [6].

Type 2 diabetes is the most common type of diabetes
that often occurs in older adults when the body
doesn’t produce enough insulin or becomes resistant
to insulin [6].

Gestational diabetes this type develops as a
complication in women during pregnancy and usually
goes away after the baby is born [7].

There are fewer common types of diabetes that are
caused by genetic conditions and diseases such as
secondary diabetes and monogenic diabetes.
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Thyroid disorder is a disease that affects the function
of the thyroid gland in producing the appropriate amounts
of thyroid hormones T3 (tri-iodothyronine), and T4(tetra-
iodothyronine), as these hormones play an important role
in controlling many vital activities of the body such as
heart rate, energy level, metabolism, bone health, and
many other functions. The most common thyroid
disorders are Hyperthyroidism and Hypothyroidism [8]. In
hyperthyroidism, the thyroid gland overproduces thyroid
hormones. While in hypothyroidism the thyroid gland
does not produce enough thyroid hormones [8].

Studies show that there is a higher prevalence of
thyroid disorders among patients with type 1 or type 2
diabetes in comparison to non-diabetic patients, which
reveals their close relationships, it also shows that
autoimmunity is a key to understanding the link between
type 1 diabetes and autoimmune thyroid disorders [9].

The presence of insulin resistance or diabetes
increases an individual’s risk of developing thyroid
disorders while having thyroid disorder can increase the
risk of developing diabetes and metabolic syndrome [10].
Itis very important to diagnose thyroid disorder in diabetic
patients and a routine screening should also be
recommended. It is necessary that the clinician identify the
high-risk diabetic groups and manage the thyroid
abnormalities if present as soon as possible to reduce the
risk of further complications [10].

The primary aim of this study is to assess the
effectiveness of six machine learning methods (Decision
tree, random forest, Support Vector Machine, Naive
Bayes, k nearest neighbor, logistic regression) in
predicting the presence or absence of thyroid disorders in
diabetes patients. By comparing the results of each
method, we aim to identify the most accurate model to
enhance early detection and intervention. Machine
learning methods used in this study differ in their nature
and work but they are all used for predicting new states.

Logistic regression (LR): is a classification machine
learning algorithm that is used for predictive analysis
based on the concept of probability [11]. LR classifies the
data using the logistic sigmoid function. LR predicts one
of two possible outcomes of a categorical dependent
variable. Therefore, the outcome must be a categorical or
discrete value. It does not give the value of either True or
False, Yes or No, O or 1, etc. instead, it gives a
probabilistic value between 0 and 1[12]. To classify
instances into the two classes. a common approach is to
use a threshold value (e.g., 0.5), If the predicted
probability is above the threshold, the instance is assigned
to one class, and if it is below the threshold, then it is
assigned to the other class. LR is widely used for many
tasks such as fraud detection, disease diagnosis, and
prediction, Tumor Malignant or Benign, mail spam or not
spam, etc. [11].

Naive Bayes (NB): is a simple machine learning
classification algorithm based on Bayes’ Theorem [13]. It
is called naive because of the assumption of conditional
independence among the features which means that the
presence or absence of one feature in a class is
independent of the presence or absence of the other
features. It is used for a large amount of data. Bayes’
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theorem, Rule, or law is used to describe the probability
of a hypothesis with existing knowledge. Bayes’ theorem
formula is [11]:

P(A|B) = (P(B|A) * P(A)) /P(B) ()

NB is computationally efficient, easy to create, and
can handle large datasets [12]. It is very effective in text
classification tasks, such as spam filtering. Despite that
it’s a simple algorithm with the independence assumption,
it can often outperform complex algorithms.

Decision Tree (DT): is one of the supervised Machine
learning algorithms that is used for both classification and
regression problems [14]. DT is a visual representation of
the decision-making process, it’s a tree-like graph that
partitions the data based on the input features, the tree
starts with a root which has the highest gain then nodes
and branches. Where each node represents a test that
follows the if-then statement and leads to a different
branch, each branch leads to one outcome (decision) [15].
It is a widely used algorithm for predicting diseases.

K-Nearest Neighbors (KNN) is one of the simplest
lazy learning machine learning algorithms that make
predictions based on the entire data [12],[16]. The
algorithm is used for solving classification and regression
tasks. KNN assumes that similar data points are located
near each other, the similarity is called distance. It uses
distant measures like Euclidean to measure similarity.
Although KNN is a very simple and easy-to-implement
algorithm, its results can be very competitive [16].

Support Vector Machine (SVM) is one of the most
popular machine learning algorithms. It is used primarily
for classification tasks but can also be used for regression
[12]. The main goal of SVM is to separate the data with a
hyperplane into different classes so that we can easily put
the new data point into one of the classes [11]. SVM can
be effective in high-dimensional spaces and is widely used
in image classification, Face detection, text categorization,
and handwriting recognition.

Random Forest (RF) is a machine learning algorithm
that belongs to the group of decision-tree-based methods
[13]. It can be used for classification tasks and regression.
Random forest is a collection of decision trees built during
the training process and then the prediction of these trees
is combined during the testing process. RF approach gives
a better accurate result in comparison to a single decision
tree with the ability to limit overfitting [16].

The organization of this paper is as follows, ....

2 Literature review

In the field of machine learning-based prediction of
diabetes and thyroid disorders, numerous studies have
explored various algorithms and methodologies. This
section provides a structured comparison of these studies
in terms of the algorithms used, evaluation metrics, and
the reported results. By highlighting the strengths and
limitations of previous works, we emphasize the novelty
and contributions of the present study.
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2.1 Diabetes prediction studies

Hassan et al. [17] applied SVM, K-Nearest Neighbors
(KNN), and Decision Tree to classify diabetes patients.
The study showed that SVM outperformed the other
algorithms with the highest accuracy of 90.23%.

Samin Poudel [18] tested 20 machine learning
algorithms for diagnosing diabetes based on the Pima
Indian Diabetes Dataset. Naive Bayes emerged as the best-
performing algorithm with an accuracy of 77%, an F1-
score of 0.83, a precision of 0.80, and a recall of 0.86.

Dudkina T et al. [19] presented a study that is
dedicated to handling the problem of Classification and
detection of diabetes disease. The study focuses on
developing a decision tree-based machine learning model
to solve this problem. The results showed that splitting the
data by 50% for training and 50% for testing was the best
option with 0.71 accuracy.

2.2 Thyroid disease prediction studies

Yadav D et al. [20] used Random Forest, Decision Tree,
and Classification and Regression Tree (CART) to predict
thyroid disease. The results showed that Random Forest
achieved an accuracy of 99%, followed by Decision Tree
98% and CART 93%. Their ensemble approach
combining these classifiers achieved a perfect accuracy of
100%.

Priyanka Duggal and Shipra Shukla [21] used feature
selection and classification techniques like Naive Bayes,
SVM, and Random Forest to diagnose thyroid disorders.
The study reported that SVM achieved the highest
accuracy with 92.92%.

Chaubey G. et al. [22] tested Logistic Regression,
Decision Trees, and KNN for thyroid disease prediction.
KNN achieved the highest accuracy at 96.88%.

Chaganti et al. [23] presented a method that focuses
on the multi-class problems to predict thyroid disorders
using five machine learning models including RF, SVM,
AdaBoost (ADA), LR, and Gradient boosting machine
(GBM), as well as three deep learning models. They
created a dataset from the UCI thyroid disease datasets
that contained 9173 patient records,31 features, and 6771
normal patient records with no sign of thyroid disease. The
dataset was randomly balanced by taking 400 samples
from the 6771 records, and at least 200 samples for the
other classes. The results showed that when using the
random forest classifier with the presented method it can
achieve a 0.99 accuracy in predicting ten types of thyroid
diseases.

Table 1:Summary table

Study Methodology Algorithms Key Results
Used Evaluation
Metrics
Hassan et | Classifying SVM, KNN, Accuracy SVM:
al (2020). diabetes DT 90.23%
patients
Samin Diagnosing 20 ML Accuracy, Naive
Poudel diabetes approaches Precision, Bayes:
(2021) Recall, F1- Accuracy
score 7%, F1-
score 83%,
Precision
80%
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Dudkina Classification DT based Accuracy DT:71%
Tetal and detection model
(2021) of diabetes
disease
Yadav et Predicting Random Accuracy RF: 99%
al. (2020) thyroid Forest,
disease Decision
Tree, CART
Priyanka Diagnosing Naive Bayes, Accuracy SVM:
Duggal & | thyroid SVM, 92.92%
Shipra disorders Random
Shukla Forest
(2020)
Chaubey Thyroid Logistic Accuracy KNN:
G.etal. disease Regression, 96.88%
(2012) prediction Decision
Trees, KNN
Chaganti predicting RF, SVM, Accuracy RF: 99%
etal. thyroid AdaBoost
(2022) disorders (ADA), LR,
and Gradient
boosting
machine
(GBM), as
well as three
deep learning
models
Current Predicting RF, DT, Accuracy, RF with
study thyroid SVM, KNN, F1-Score, Accuracy:
disorders in NB, and LR Precision, 88%, F1-
diabetic Recall, and Score:
patients Specificity 85%

From the table above, we can see that various studies
have employed different algorithms to predict diabetes
and thyroid disorders with varying results. For instance,
SVM and Decision Tree techniques are commonly used in
diabetes prediction, with SVM often yielding higher
accuracy compared to other algorithms. On the other hand,
for thyroid disease prediction, Random Forest and KNN
have been reported to achieve remarkable accuracy, with
Random Forest reaching up to 100% accuracy when
combined with ensemble methods.

While these studies have contributed significantly to
the field, there remains a gap in comprehensive and
reliable approaches for predicting thyroid disorders
specifically in the diabetic population. They often focus
on either one disorder or use fewer evaluation metrics.
Some studies rely primarily on accuracy, which may not
reflect the model's true performance, especially when
class imbalance exists. The F1-score and AUC metrics are
more informative but have not been consistently used
across studies.

The current study addresses these gaps by utilizing a
comprehensive preprocessing pipeline that includes
feature selection technique, and effective class imbalance
handling using methods like RandomUnderSampler.
Additionally, this study adopts a range of evaluation
metrics (accuracy, F1-score, precision, recall, and
specificity) to offer a well-rounded analysis of model
performance. Furthermore, we compare multiple machine
learning models RF, SVM, KNN, DT, NB, and LR using
cross-validation, which not only strengthens the model
evaluation but also ensures more robust generalization to
unseen data.

By offering a balanced prediction model with high
accuracy (88%) and F1-score (0.85), the current study
surpasses previous works in terms of both the depth of
analysis and the performance metrics, which positions it
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as a significant advancement in predicting thyroid
disorders in diabetic patients.

3 Proposed methodology

The main objective of this study is to predicate the
relationship between diabetes mellitus and Thyroid
disorders. Six different prediction methods were used for
this purpose as aforementioned above. The proposal
methodology is shown in the following Figure 1.

Data
collection

\
Data
Preprocessing

Feature Dataset
Selection splitting
Develop Choose ML :
ML Model Model Training
{ | H Model \.
Comparison :
evaluation
Best Model

Figure 1: Flowchart of the thyroid disorder prediction
system.

2

7k 3

The above flowchart is illustrative of the following
process:

3.1 Data collection

For this study, we used a medical dataset related to
diabetes patients which was obtained from Faiha
Specialized Diabetes Endocrine and Metabolism Center
(FDEMC) in Basra, Iraqg.

3.2 Data preprocessing

Data preprocessing was a critical step in preparing the
dataset for effective machine learning model training and
evaluation. This section elaborates on the detailed
procedures used, including handling missing values,
feature engineering, and encoding categorical variables
ensuring replicability and transparency.

3.2.1 Handling missing values

Given the sensitivity of clinical data and the potential risks
of introducing bias through imputation, instances with
missing values were excluded from the dataset. This
approach ensured the integrity and reliability of the
analysis by working exclusively with complete data.
While this reduced the dataset size, it maintained the
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accuracy required for clinical applications and minimized
the risk of introducing errors associated with imputation.

After removing incomplete records, the dataset was
carefully inspected to confirm that it remained
representative of the original population in terms of key
demographic and clinical features, ensuring that the
removal process did not introduce unintended biases.

3.2.2 Data cleaning

Data cleaning is a critical process that significantly
impacts the quality and reliability of predictive models. A
clean dataset ensures accurate and robust machine
learning models with improved performance and
trustworthy predictions. In this study, thorough data
cleaning was performed to address various issues and
errors present in the dataset. The data cleaning process
involved

e ldentifying and rectifying incorrect data entries which
included instances where ambiguous letters, words,
and symbols were used such as ‘, \\, \L, \N,], B, E, EX,
L, M, MN, N, N>, N N, NNNN, N\, N\], N\N, NJ, N]
\, H, U, su=,5,. Such values represent noises and
inaccuracies in  the dataset.  Furthermore,
inconsistencies in data entry were addressed,
including the use of "Y' in Arabic instead of 'No’, as
well as the recording of 'N' instead of 'No'
Additionally, discrepancies in capitalization were
noted, such as ‘female’ being recorded instead of
'Female'. By rectifying these mistakes, the dataset was
standardized, eliminating potential sources of error in
the analysis.

¢ Handling the age field by determining ages in ranges
(15-100 years), in line with the policy of the diabetes
center catering to adults only.

e Similarly, filtering out heights and weights that fell
outside the normal ranges. These actions were
essential to preserve the integrity of the dataset and
enhance the accuracy of our analyses.

3.2.3 Feature engineering

To enhance the performance of machine learning models,
new features were derived from existing ones through
feature engineering. For example, the Age feature was
computed from the patients' dates of birth, and the Body
Mass Index (BMI) was calculated using height and weight
measurements. These newly created features provided
additional insights into patient characteristics, which
contributed to improving the predictive power of the
models.

3.2.4 Encoding categorical variables

Since machine learning algorithms generally require
numerical input, data encoding is essential to convert
categorical variables into a suitable format. This study
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used label encoding to transform variables such as sex,
family history of DM, glycemic control, lipid control,
pressure control, thyroid, marital status, smoker, and
drinker into numerical representations compatible with
machine learning models. After these steps the dataset
consists of 44539 instant and 12 variables, Table
2Zillustrates each variable along with its corresponding
encoded values.

Table 2: Description of the used data

Feature Description Value After
Encoding
Thyroid If the patient is diagnosed with a | 0 means No
thyroid disorder. 1 means Yes
DM If the patient has typel or type2 | 1 fortypel
Diabetes Mellitus 2 for type2
Age The patient's age in years Range (15-100)
Sex The patient’s gender: 0 for male
1 for female
Family If the patient has a family member with | 0 means No
history of DM | diabetes 1 means Yes
BMI Body Mass Index: the patient’s weight | Range (10.8-
divided by the square of height 75.3)
Lipid control The patient’s lipid levels in the | 0 means No
bloodstream are managed 1 means Yes
Pressure The patient’s blood pressure levels are | 0 means No
control managed to stay in a specific target | 1 means Yes
range
Glycemic The patient’s blood sugar levels are | 0 means No
control managed in a specific target range 1 means Yes
Smoker If the patient is a current smoker, non- | 0 means No
smoker, or former smoker. 1 means Yes
2 means X-
smoker
Drinker If the patient is a current drinker, non- | 0 means No
drinker, or former drinker 1 means Yes
2 means X-
drinker
Marital If the patient is married, single, | 0 means Single
divorced, or widowed. 1 means Married
2 means
Divorced
3 means Widow

3.3 Addressing class imbalance

Class imbalance is a prevalent challenge in machine
learning, especially in healthcare datasets where minority
classes often represent critical conditions. In this study,
the dataset was imbalanced, with only 15.17% of instances
representing patients with thyroid disorders (6,755
instances), compared to 84.83% without thyroid disorders
(37,784 instances). To address this imbalance, two
techniques were employed.

3.3.1 Experiment 1: RandomUnderSampler
(RUS)

In the first experiment, the RandomUnderSampler (RUS)
technique was used to address the class imbalance. This
method randomly reduces the size of the majority class to
match that of the minority class, creating a balanced
dataset. After applying RandomUnderSampler, the dataset
was reduced to 13,438 instances, with an equal
distribution of 50% representing patients with thyroid
disorders and 50% without. While this approach ensures
that the models are not biased toward the majority class, it
can result in the loss of valuable information by discarding
majority-class instances. Nonetheless, it was chosen for its
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simplicity and effectiveness in achieving balance without
introducing synthetic data.

3.3.2 Experiment 2: manual balancing

In the second experiment, the dataset was manually
balanced under the expert supervision of a physician to
ensure the process was clinically valid and aligned with
medical standards. The dataset was reduced to 2,166
instances, with an equal number of examples from both
classes. Unlike RUS, manual balancing involved the
careful selection of instances, allowing for greater control
over the data distribution while preserving its clinical
relevance. This approach mitigated the potential bias
introduced by random sampling, ensuring that the
balanced dataset reflected real-world clinical scenarios.

Although techniques such as RandomOverSampler
(ROS), Synthetic Minority Over-Sampling Technique
(SMOTE), and ensemble methods like Balanced Random
Forest (BRF) are widely used for handling imbalanced
data, they were not employed in this study. The primary
concern was that synthetic data might fail to capture the
true clinical variability of the minority class, potentially
introducing artificial patterns that could distort model
predictions and reduce generalizability. Additionally,
these methods increase computational complexity and
training time, making them less suitable for the objectives
of this study. Instead, simpler and more controlled
balancing methods were chosen to maintain a
representative and manageable dataset.

3.4 Model selection and training

3.4.1 Model selection

In this study, we employed six machine learning
algorithms to predict thyroid disorders in diabetic patients:
Random Forest (RF), Decision Tree (DT), K-Nearest
Neighbors (KNN), Logistic Regression (LR), Naive
Bayes (NB), and Support Vector Machine (SVM). These
models were selected for their diverse characteristics and
strengths in classification tasks, particularly in medical
datasets. Allowing us to compare their performance in
addressing the two different datasets. The rationale for
selecting these models is summarized below:

e Random Forest (RF) was chosen for its ensemble
nature, which combines multiple decision trees to
reduce overfitting and improve generalization. RF is
particularly effective in handling high-dimensional
datasets with complex interactions. Additionally, RF
provides feature importance rankings, offering
insights into which factors contribute most to
predictions.

e Decision Tree (DT) was selected for its simplicity,
interpretability, and ability to model nonlinear
relationships.  Furthermore, DTs offer visual
representations of decision rules, making them
especially useful for understanding model behavior.
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e K-Nearest Neighbors (KNN) was included due to its
ability to perform well in non-linear decision
boundaries by evaluating the proximity between
instances. It is an intuitive algorithm that can be
effective when there are clear clusters in the data.

e Logistic Regression (LR) was chosen for its
simplicity, interpretability, and strong performance in
binary classification tasks. As a linear model, LR
serves as a robust baseline, helping to benchmark the
performance of more complex approaches.

e Naive Bayes (NB) was selected for its simplicity and
efficiency in handling large datasets with categorical
features. Its probabilistic nature makes it well-suited
for classification tasks with independent features.
particularly the Gaussian variant,

e Support Vector Machine (SVM) was chosen for its
ability to find complex decision boundaries in high-
dimensional spaces. It is particularly effective in
separating classes with a clear margin.

3.4.2 Training

Initially, a Random Forest classifier was employed to
determine the most influential features by ranking them
based on their importance scores shown in Figure 2 and
Figure 3. These top-ranked features were subsequently
utilized for training the models.

All models were trained using Stratified K-Fold cross-
validation with 10 folds, ensuring that the distribution of
thyroid and non-thyroid patients was maintained in each
fold. This method provides a robust evaluation of the
models' performance by assessing them across multiple
data splits, which helps mitigate the risk of overfitting or
underfitting.

To enhance the feature selection process, we used a
sequential feature selection approach, where we started by
training each model with a single feature and
incrementally added more features. This allowed us to
identify the most relevant features for each model and
ensured that only the most informative variables were
used, optimizing the model's performance.

We assessed both training and testing accuracies to
evaluate how well each model generalized to unseen data.
By comparing these accuracies, we were able to detect
potential overfitting (where the model performs well on
training data but poorly on testing data) or underfitting
(where the model performs poorly on both training and
testing data). This evaluation ensured that the models
maintained a balance between accuracy and
generalization.

3.4.3 Hyperparameter tuning

Hyperparameter tuning was performed to optimize model
performance. For RF and DT, fixed parameters such as
max_depth=10 and n_estimators=100, were selected after
experimenting with various combinations of parameter
values. These experiments involved testing different
depths for the trees and numbers of estimators to evaluate
their impact on the model's performance. While the
hyperparameter tuning for KNN involved testing different
numbers of neighbors (1-10) and subsets of top features

H.O. Sayyid et al.

ranked by Random Forest importance, using 10-fold
Stratified Cross-Validation to evaluate each combination.
The optimal configuration was selected based on the
highest cross-validation accuracy and minimal train-test
accuracy differences, ensuring good generalization and
minimizing the risk of overfitting or underfitting during
cross-validation.

The combination of multiple models, cross-
validation,  sequential  feature  selection, and
hyperparameter tuning ensured that we could rigorously
evaluate the performance of each algorithm and select the
one best suited for predicting thyroid disorders in diabetic
patients. This approach provided a comprehensive
understanding of the strengths and weaknesses of each
model, helping guide the decision-making process for
real-world applications.

3.5 Evaluation

The evaluation phase focused on assessing and comparing
the performance of the models using different metrics:
accuracy, precision, recall, F1 score, sensitivity,
specificity, and a confusion matrix to provide a
comprehensive view of the model’s ability to correctly
classify instances. The metrics were calculated based on
the model predictions on the test dataset.

Accuracy: means how many times the model made a
correct prediction among the total number of instances
[16].

B TP+TN )
accuracy =Tp TN + FN + FP

Precision: means the number of positive (correct)
predictions made by the model and belongs to the positive
class [12].
precision = —TP @)

TP + FP

Recall (Sensitivity): means the number of actual
positive (correct) predictions made by the model out of all
positive examples in the dataset [15].

TP (4)

recall = 75T FN

Flscore: provides a single score that combines both
precision and recall in one number to find balance [24]. It
is needed when there is uneven class distribution (more
negative).
precision * recall (5)
precision + recall

flscore = 2 *

Specificity (True Negative Rate): The percentage of
actual negatives properly identified by the model [12].
TN

(6)

specificity = m

Each model's performance was evaluated using these
metrics. The fold that yielded the highest accuracy with
equal training and testing accuracies was noted, along with
the corresponding optimal number of features.
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4 Results

In this section, we present the feature importance ranking
results and the evaluation results of the six machine
learning models used.

Feature Importances

BMI

age -

Diabetes

sex o

Family history of DM -

Glycemic control

Lipid control

Marital -

Pressure control -

Smoker -

Drinker -

0.0 0.1 0.2 0.3 0.4 0.5 0.6
Importance

Figure 2: Feature importance ranking for Experiment 1 (on the RandomUnderSampler balanced dataset)
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Figure 3:Feature importance ranking for experiment 2 (on the manually balanced dataset)

Figure 2 and Figure 3 display the feature importance
ranking derived from a Random Forest model, used to
predict thyroid disorders in diabetic patients. The x-axis

Table 3: Experiment 1 evaluation metrics comparison
table.

shows the relative importance of each feature, with higher Classifi | Accura | Precisi | F1- | Sensitiv | Specif | Confusion

values indicating greater influence on the model's | o on =2 ) e | ] R

predictions. BMI and age are identified as the most critical RF 0.84 0.96 0.82 | 0.713 0.967 | [[649,22],
features, with BMI showing the highest impact. Other | — et oo o5 {fgfﬁ;ﬁ”
features, such as diabetes type and sex, also contribute to ' ' ' ' ' [200,472]]

the model but with comparatively lower importance. This KNN | 083 0.92 081 | 0720 0.934 | [[627,4],
ranking provides valuable insights into the factors most [188.484]]

N . . ; . SVM 0.79 0.85 0.77 0.708 0.871 [[585,87],
predictive of thyroid disorders in the context of diabetes. [196,476]]
The results emphasize the significance of clinical factors LR 0.78 0.84 0.76 | 0.701 0.868 | [[583,89],

: . . . L [201,471]]
like BMI and age in thyroid disorder prediction for NB 078 08a 076 | 0701 | 0868 | [[583.89].

diabetes patients. [201,471]]




112  Informatica 49 (2025) 105-114

Table 4: Experiment 2 evaluation metrics comparison

table.

Classifi | Accura | Precisi F1- Sensitiv | Specific | Confusi

er cy on Sco ity ity on
re (Recall) Matrix
RF 0.95 0.99 0.95 0.917 0.991 [[107,1],
[9, 100]]
DT 0.95 0.96 0.95 0.944 0.963 [[105,4],
[6, 102]]
KNN 0.94 0.97 0.94 0.917 0.972 [[105,3],
[9, 10071]
LR 0.94 1.00 0.94 0.890 1.000 [[108,0],
[12, 971]
SVM 0.93 1.00 0.93 0.861 1.000 [[108,0],
[15, 93]]
NB 0.93 1.00 0.93 0.861 1.000 [[108,0],
[15, 93]]

The results show that in Experiment 1 where the
RandomUnderSampler technique was employed for data
balancing, the Random Forest model demonstrated
superior performance across all metrics compared to other
models achieving the highest accuracy of 84%, precision
of 96%, and F1-score of 82%. Followed by DT and KNN
classifiers having the same accuracy of 83%.

However, SVM and LR showed a lower performance,
with accuracies of 79% and 78%, respectively.

In Experiment 2, which used a manually balanced
dataset, all the classifiers performed extremely well across
all metrics, with the RF classifier achieving the highest
accuracy of 95%, precision of 99%, and an Fl-score of
95% indicating the model's high effectiveness in predicting
thyroid disorders.

Similarly, the DT and KNN also demonstrated high
accuracies of 95%, and 94%, Correspondingly. This great
performance is most likely due to the balanced data that
ensured a better representation of both classes, leading to
more reliable model predictions.

The sensitivity and specificity of these models are
significantly higher in Experiment 2 compared to
Experiment 1, showcasing the efficacy of the manually
balanced dataset in enhancing model performance.

The  results showed that while  using
RandomUnderSampler for data balancing in the first
experiment, the models did not reach the same level of
effectiveness as in the manually balanced dataset in the
second experiment which achieved a consistently high
performance across all classifiers. This highlights that
choosing thoughtful and effective data-balancing
technique can improve the model's overall performance
and prediction accuracy.

In summary, for both experiments, the Random Forest
model emerged as the best-performing algorithm for
predicting thyroid disorders in diabetic patients, followed
closely by the Decision Tree and K Nearest Neighbors
models. These models demonstrated high accuracy,
precision, recall, and F1-score, making them suitable for
deployment in clinical settings. Logistic Regression, Naive
Bayes, and SVM, while useful, showed comparatively
lower performance and may require further optimization
for effective use in this context.
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5 Discussion

This study highlights the efficacy of machine learning
models, particularly the Random Forest (RF) algorithm, in
predicting thyroid disorders among diabetic patients. The
findings emphasize the importance of model selection,
data preprocessing, and feature analysis in achieving high
predictive  performance. This section  explores
comparisons with related works, reasons for Random
Forest’s superior performance, variations in model
effectiveness, and limitations, alongside real-world
implications of the findings.

5.1 Comparison with related works

The findings align with recent studies in the literature that
emphasize the utility of machine learning for healthcare
applications. For instance, studies such as Yadav et al.
demonstrated the effectiveness of ensemble-based models
like RF in handling structured medical datasets,
particularly for classification problems. Compared to
other methods, the RF model in this study yielded superior
accuracy, recall, and precision, which can be attributed to
its ability to handle non-linear relationships and its robust
feature selection mechanism.

While [Priyanka Duggal & Shipra Shukla (2020)] also
applied Support Vector Machines (SVMs) to medical
datasets with 92% accuracy, our results indicate that SVM
underperformed relative to RF, potentially due to the high
dimensionality of the features or the imbalanced nature of
the dataset. This highlights the importance of model
selection based on the characteristics of the data.

5.2 Reasons for random forest's
performance superiority

The RF model's outperformance can be attributed to
several key factors. First, its inherent ability to handle both
categorical and numerical data without extensive
preprocessing makes it well-suited for medical datasets,
which often include diverse feature types. Second, the use
of RandomUnderSampler for data balancing helped
mitigate the issue of class imbalance, which is a critical
challenge in predicting rare conditions such as thyroid
disorders in diabetic patients. RF’s capacity to combine
predictions from multiple decision trees also reduces the
risk of overfitting, ensuring more generalized predictions.
Furthermore, feature importance analysis revealed that
variables such as BMI, age, and diabetes type were among
the most predictive, aligning with clinical insights and
lending credibility to the model.

5.3 Variations in performance across
models

The variations in performance between models can be
linked to their differing sensitivities to the dataset
characteristics. For example, while K-Nearest Neighbors
(KNN) is sensitive to feature scaling and data distribution,
its relatively low performance could stem from the high
dimensionality of the dataset. Similarly, SVM’s reliance
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on kernel functions may not have adequately captured the
complex interactions within the data. In contrast, Decision
Trees (DT) performed reasonably well but lacked the
ensemble effect of RF, leading to slightly lower accuracy
and recall. These findings suggest that models like RF,
which can effectively leverage feature interactions and
handle imbalanced data, are better suited for this specific
prediction task.

5.4 Limitations and real-world
applicability

Despite these promising results, several limitations must
be acknowledged. First, the study relied on a single
dataset, which may limit the generalizability of the
findings to other populations or healthcare settings.
Second, while RandomUnderSampler addressed class
imbalance, other techniques such as SMOTE or hybrid
approaches could be explored for potentially better results.
Additionally, the dataset’s retrospective nature may
introduce biases inherent to the original data collection
process.

In  real-world healthcare environments, the
applicability of this method is promising. The RF model's
interpretability, particularly through feature importance
scores, provides clinicians with actionable insights, aiding
in early diagnosis and tailored treatment planning.
However, practical deployment would require rigorous
external validation and integration with electronic health
records to assess scalability and user-friendliness.

6 Conclusion

Early prediction and diagnosis of diseases remain critical
challenges in the medical domain, particularly for
interconnected conditions like diabetes and thyroid
disorders. While many studies have focused on predicting
these diseases individually, limited research exists on
predicting thyroid disorders specifically among diabetic
patients.

This study aimed to bridge this gap by applying six
machine learning algorithms to a local dataset of diabetic
patients to predict the likelihood of thyroid disorders.
Unlike previous studies that treated these conditions
independently, this research explored the relationship
between diabetes and thyroid disorders, given their
intertwined impact on vital body functions.

Among the tested algorithms, the Random Forest
model emerged as the most effective, achieving the
highest accuracy, precision, and recall. Its ability to handle
imbalanced data and highlight key predictive features,
such as BMI, age, and diabetes type, further solidifies its
potential as a valuable tool for early diagnosis.

The implications of these findings extend to
enhancing healthcare practices by enabling clinicians to
identify diabetic patients at risk of thyroid disorders,
facilitating timely interventions, and potentially reducing
complications. By improving early detection, this
approach could significantly enhance the quality of life for
individuals affected by both conditions.
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In summary, this research contributes to the growing
body of evidence supporting machine learning’s role in
healthcare, particularly for complex, multifactorial
diseases. Future work should focus on validating these
findings in diverse clinical settings, exploring alternative
resampling techniques, and integrating these models into
healthcare systems for real-world application.
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Detecting motor imagery from electrocardiographic (ECG) signals is complex but crucial in developing
advanced neuroprosthetic devices and brain-computer interface (BCI) systems. In most cases, linear mod-
els applied using conventional methods are not appropriate for the time-varying and non-linear nature
represented by the ECG characteristics, resulting in weak performances. This research addresses this
problem, combining Wavelet Packet Decomposition and Multi-Scale Convolutional Neural Networks to
improve the feature extraction mechanism and classification accuracy. ECG data is pre-processed from
the PhysioNet EEG Motor Movement/Imagery Dataset to remove noise and standardize signals. WPD is
thus applied to decompose the signals into detailed frequency components to be input as features in the
proposed Multi-Scale CNN. Different kernel sizes are implemented in these parallel convolutional layers
to learn complicated features at various hierarchical resolutions. The proposed architecture is evaluated
using performance parameters such as accuracy 92%, precision 89%, recall 93%, F1 score 91%, and ROC-
AUC 95%. These results showed that the model outperformed the earlier-used traditional methods, such
as Support Vector Machines (SVM) and Random Forests, better-detecting motor imagery. This research
emphasizes the integrative power of advanced signal processing techniques with deep learning in analyzing
biomedical signals, providing a powerful solution to advancing neuroprosthetic and BCI technologies.

Povzetek: Studija dokazuje ucinkovitost kombinacije obdelave signalov in globokega ucenja za analizo
biomedicinskih signalov. Uporabljena je valcna paketna dekompozicije in vecskalna konvolucijska nevron-

ska mreza za detekcijo motoricne imaginacije v signalih EKG.

1 Introduction

1.1 Background on motor imagery in ECG
signals

Motor imagery is a cognitive process by which one in-
ternally represents motion without physically carrying it
out [1]. This mental process class engages neural pathways
closely related to those involved during actual movements,
a fact that can be picked up in various physiological signals.
For example, in electrocardiogram (ECGQG) signals, motor
imagery detection can provide insights into neural activity
related to motor functions [2]. Since ECG signals, unlike
other neurophysiological signals, are mainly used for mon-
itoring cardiac health, they find interest in detecting motor
imagery based on their accessibility and non-invasiveness
in the recording.

1.2 Importance of accurate detection and
classification

Accurately detecting and classifying motor imagery from
ECG signals are essential for various emerging technolo-
gies, particularly neuroprosthetics and brain-computer in-

terfaces [3]. Neuroprosthetic devices work best when
the intended motor actions are accurately detected, so the
machine works appropriately to aid a person with motor
deficits. At the same time, BCIs must provide this intended
signal from brain activities accurately into control signals of
high precision to guarantee reliability and user satisfaction.
Faulty interpretations and actions may occur if the detection
needs to be more accurate, making the advantages of such
highly developed systems irrelevant. Thus, robust methods
for detecting motor imagery in ECG signals are required to
improve these technologies further.

1.3 Introduction to wavelet packet
decomposition (WPD)

Wavelet Packet Decomposition (WPD) is an advanced
method of processing signals that decompose a signal in
its constituent frequency components [4]. It further de-
composes in detail compared to the conventional wavelet
transform, which focuses on a specific set of frequency
bands. The advantages of WPD include multiresolution
analysis with both approximation and detail coefficients de-
composed at every level, hence being very useful for ana-
lyzing non-stationary signals like ECG, where signal prop-



116 Informatica 49 (2025) 115-126

erties can change over time. The baseline model used in
this study combines Wavelet Packet Decomposition (WPD)
and a Multiscale Convolutional Neural Network (CNN),
where WPD decomposes ECG signals into multiple fre-
quency bands to extract features across various scales and
resolutions, and the multiscale CNN processes these fea-
tures to capture patterns of different sizes and temporal fre-
quencies for improved classification accuracy. The model’s
performance is evaluated using metrics such as accuracy,
sensitivity, specificity, and F1-score, providing a basis for
comparison with modified versions of the model to assess
the impact of each component. This ablation study aims
to determine the contribution of Wavelet Packet Decompo-
sition (WPD) when used with a Multiscale Convolutional
Neural Network (CNN) for motor imagery classification in
ECG signals. By systematically removing or altering the
WPD component, we aim to understand its significance and
how it enhances the performance of the Multiscale CNN.

1.4 Motivation for using multiscale CNN

Thus, Wavelet Packet Decomposition coupled with a Mul-
tiscale CNN represents a practical approach to best deal
with the feature extraction task. CNNs are among the most
prevalent and well-known models for automatically learn-
ing features in a hierarchical fashion from raw data that can
handle complicated pattern recognition tasks with supreme
grace [5]. The proposed multiscale technique of CNN is a
multiple-parallel convolutional layer with different kernel
sizes simultaneously to take up the features of multiple res-
olutions. This bears a specific benefit in dealing with the
variability in ECG signals, as it allows learning fine and
coarse features. The proposed method combines WPD with
the multiscale CNN to utilize the advantages of these two
techniques toward a maximized level of classification ac-
curacy in detecting motor imagery from ECG signals.

1.5 Contributions

This research makes several critical contributions to the
field of biomedical signal processing and brain-computer
interface (BCI) systems:

1.5.1 Novel methodology

Wavelet packet decomposition, coupled with multiscale
convolutional neural networks, is a new concept in motor
imagery detection from ECG signals. This approach ef-
fectively combines the WPD-based multiresolution analy-
sis with CNN’s automatic feature learning capabilities for
improved classification performance.

1.5.2 Improved detection of motor imagery

The present study extends the horizon of motor imagery
detection to ECG signals compared with the conventional
EEG-based approaches. The findings have demonstrated
that an ECG signal can be a suitable alternative for detecting
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motor imagery and provides a noninvasive, accessible way
of developing neuroprosthetic devices and BCI systems.

1.5.3 Comprehensive evaluation

The proposed detailed experimental evaluation includes
preprocessing steps, feature extraction, model training,
and performance assessment; such a roadmap could be
handy for implementing and validating similar methodolo-
gies. Multiple metrics used for assessment and comparison
against traditional methods will ensure the robustness and
comprehensiveness of the evaluation for the proposed ap-
proach.

2 Related work and SOTA
experiment

2.1 Previous approaches to motor imagery
detection

Although most of the research has been on detecting mo-
tor imagery with electroencephalogram (EEG) signals, re-
cently, an emerging interest has been in using the noninva-
sive and easily obtainable ECG signal [6]. Priori methods
have thus focused on feature extraction for detecting motor
imagery from the ECG signal, followed by classification
using machine learning algorithms.

Time-domain, frequency-domain, and time-frequency
analysis techniques have been applied to extract pertinent
features from ECG signals. These techniques generally an-
alyze the amplitude and duration characteristics of the ECG
signal. Some features that they use are mean, variance,
skewness, and kurtosis of the signal segments. However,
such features severely affect noise and will fail to capture
the underlying patterns associated with motor imagery.

Frequency-domain methods involve transforming the
ECG signal from its time domain into its frequency domain,
for which techniques like the Fourier Transform have been
used [7]. Extracted features such as power spectral den-
sity and spectral entropy have been used. Though these ap-
proaches can be informative about the signal’s frequency
components, the transient characteristics of motor imagery
should be noticed.

Short-time Fourier Transform (STFT) and Wavelet
Transform are prevalent in motor imagery detection. These
techniques offer a compromise by giving information about
time and frequency. However, STFT gives a fixed res-
olution; thus, it is limited to various cases that present
effectively different frequency contents. Wavelet Trans-
form gives multiscale analysis and is more suited for non-
stationary signals like the ECG.

The machine learning techniques in support vector ma-
chines, k-NN, and random forests are among the classifiers
used in this work on classifying motor imagery based on
feature extraction. Although this approach has proven to
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be quite promising in practice, its performance depends on
the feature extraction quality and a set of hyperparameters.

2.2 Use of wavelet transforms in ECG
analysis

Wavelet transforms have widely been applied to ECG sig-
nal processing because they can analyze non-stationary sig-
nals [8]. A wavelet transform decomposes a signal into
frequency components related to a defined scale. This de-
composition can then serve as a detailed analysis of the
signal’s time-frequency characteristics. Wavelet transforms
are used for various tasks such as denoising, feature extrac-
tion, and classification in ECG analysis.

Most ECG signal processing operations involve denois-
ing, which eliminates as many noise artifacts as possible
without changing the critical information content of sig-
nals. Wavelet-based denoising is performed by decompos-
ing an ECG signal into wavelet coefficients, thresholding
the noisy coefficients, and reconstructing the signal from
the modified coefficients. This method has proven effec-
tive in denoising ECG to reduce noise while keeping the
salient features intact.

Wavelet transforms in feature extraction embrace mul-
tiscale analysis, capturing both high-frequency details and
low-frequency trends. Features like wavelet coefficients,
entropy, and wavelet energy have been extracted from this
time series data and used for classification tasks. Such fea-
tures characterize both the spectral and temporal character-
istics of the ECG signal.

The Wavelet Packet Decomposition (WPD) generalizes
the Wavelet Transform technique so that decomposition can
be performed on approximation and detail coefficients at
every level [9]. ECG signal processing uses WPD to ex-
tract very informative features of classification tasks. By
implementing the WPD technique, detecting the subtle pat-
tern associated with motor imagery is improved by analyz-
ing the signal at different scales and frequencies.

2.3 Convolutional neural networks in
biomedical signal processing

Convolutional neural networks (CNNs) are the break-
through in biomedical signal processing because they can
automatically learn hierarchical features from raw data.
CNNs consist of convolutional, pooling, and fully con-
nected layers. Each layer takes the input signal and extracts
increasingly complex features, helping the network catch
intricate patterns.

CNNs have been broadly applied in the analysis of ECG
signals for arrhythmia detection, ischemia detection, and
the classification of several other cardiac diseases. One
of the significant advantages of CNNs is the automatic
feature-extraction feature; therefore, the need to perform
manual feature engineering can be ruled out. This is
very useful in biomedical signal processing since extract-
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ing meaningful features from such signals might be chal-
lenging.

The conventional convolutional neural networks applied
to ECG signals are usually composed of 1D convolutional
layers. In this case, local patterns in the signal are collected
by sliding filters over the signal. The pooling layers sum up
these patterns, reducing dimensionality and capturing only
the most salient features. At the network’s end, fully con-
nected layers take these features and make the final classi-
fication.

CNNs’ efficacy in processing biomedical signals comes
from their capability to handle massive datasets and learn
robust features [10]. However, designing a highly effec-
tive CNN architecture requires consideration of network
depth, filter size, and other hyperparameters. CNN design
is hyperparameter-specific, not only computationally ex-
pensive but also requiring abundant training data for per-
formance.

Some strategies developed to counter this and related
challenges of sparsely labeled data include transfer learn-
ing and data augmentation. Transfer learning involves us-
ing a pre-trained network that has been previously trained
on tasks similar to the one at hand and fine-tuning it to the
target task. This paradigm borrows knowledge from the
source task to reduce the quantity of labeled data needed.
Data augmentation techniques, including adding noise and
shifting and scaling the signal, are included to add some
degree of variability in the training data, thus improving
generalization capacity within a given network.

A study incorporating CardiacNet was conducted to
identify and categorize cardiac arrhythmia based on ECG
signals and elaborate on the constraints of traditional pre-
diction systems and Al methods to identify arrhythmia due
to poor feature extraction correctly. The approach applied
pre-processing on ECG data by eliminating non-linearities,
feature extraction using unsupervised machine learning-
based PCA (UML-PCA), and feature selection with im-
proved Harris Hawk’s Optimization (IHHO). CCNN was
then used to classify and yield impressive quantitative mea-
sures such as accuracy of 97.57%, sensitivity of 98.29%,
and MCC value of 98.17% [11].

An essential step in raw ECG signal preprocessing is
noise and artifact removal, which may affect classification
model performance. Other processes in the preprocessing
stage were baseline wandering removal, noise filtering, and
normalization.

A high-pass filter technique was employed to remove
Baseline wandering as it consists of low-frequency compo-
nents [12]. Bandpass filtration removed noise and retained
only the frequency components relevant to the ECG signals.
It was done to normalize the ECG signals into a standard
range of values—that is, every sample was uniform.

2.4 Wavelet packet decomposition

This work has decomposed preprocessed ECG signals into
frequency components using the Wavelet Packet Decom-
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Figure 1: Sample ECG signal from the PhysioNet EEG motor movement/imagery dataset
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Figure 2: Wavelet packet decomposition of an ECG signal showing decomposition levels and corresponding frequency

components

position technique (WPD). WPD can give a better analysis
than the traditional wavelet transformation because it de-
composes approximation and detail coefficients at all lev-
els. Due to its multiresolution property, this is essential in
capturing the transient characteristics of the motor imagery
signals.

and MCC value of 98.17% [11]. CardiacNet uses a dif-
ferent technique to detect motor imagery from recorded
ECG signals. By integrating the Wavelet Packet Decompo-
sition (WPD) with the Multiscale CNN, the present study
seeks to optimize the classification of dynamic and non-
linear signal features previously unexplored and additional
ECG uses beyond cardiac health.

3 Methodology

3.1 Data acquisition and preprocessing

The database used for this study was obtained from the
PhysioNet database, specifically the EEG Motor Move-
ment/Imagery Dataset. The dataset includes a set of ECG
recordings of multiple subjects carrying out motor imagery
tasks. Each record is annotated concerning whether or not
there was motor imagery—these were used as ground truth
against which the classification task results were compared.

The choice of wavelet function and the decomposition
level are the most basic but essential parameters in WPD.
The Daubechies 4 wavelet was chosen to do this because it
was best suited for the analysis of ECG signals. Following
the same thesis, it is decomposed to level 4, giving an ade-
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Figure 3: Flowchart of the proposed model from data acquisition to performance comparison

quate compromise between the complexity of computations
and the level of detail.

Wavelet-packet decomposition is based on decomposing
any ECG signal into a set of wavelet coefficients at differ-
ent resolutions. These wavelet coefficients represent the
ECG signal at various resolutions. The obtained coeffi-
cients were used as features for the classification model.
A feature set includes the mean, variance, and energy of
wavelet coefficients at each level of decomposition, which
gives a representative of ECG.

3.2 Multiscale convolutional neural network
(CNN)

The Multiscale Convolutional Neural Network constitutes
the core part of the methodology, which aims to increase
feature extraction from the granularities, from fine-grained
to coarse ones. After the convolutional layer, the follow-
ing layer used for representation is a pooling layer respon-
sible for reducing the dimensionality of the features while
retaining the most salient parts. The outputs of these par-
allel pathways are multiple kernel sizes, enabling the net-
work to capture features at different resolutions. The mul-
tiscale CNN is designed with three parallel convolutional
pathways. The first layer in each path is a 1D convolutional
layer. Kernel sizes of 3, 5, and 7 were applied to extract fea-
tures at different scales, then concatenated and input into a
few fully connected layers for the final classification. This
neural network uses ReLLU-activated hidden layers and con-
volutional layers with a sigmoid-activated output layer, per-

forming binary classification for motor imagery.

3.3 Implementation details

Implementation was done in Python and its associated li-
braries, including the PyWavelets library used in wavelet
packet decomposition and the TensorFlow/Keras library for
modeling and training. Figure 3: Flowchart of the proposed
model from data acquisition to performance comparison.

The CNN. The ECG signals were pre-processed using
Wavelets and decomposed after in the CNN [13]. The MS-
CNN was trained using a Binary cross-entropy loss func-
tion and Adam optimizer because of its high performance
and efficiency. The training was split into dataset training-
validation sets, and early stopping was implemented to
avoid overfitting. The accuracy, precision, recall, and F1
score metrics assessed model performance.

3.4 Algorithm and flowchart

The proposed model for motor imagery detection in ECG
signals starts by acquiring data from the PhysioNet EEG
Motor Movement/Imagery dataset. The raw ECG signals
are then pre-processed, followed by baseline wandering re-
moval using a high-pass filter, noise filtering using a band-
pass filter, and, lastly, normalization to standardize the sig-
nal range. Next, the Wavelet Packet Decomposition pro-
cess uses level 4 of the Daubechies 4 (db4) wavelet func-
tions to decompose the ECG signals into sub-high, high,
and low-frequency bands. Features are then acquired from
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Figure 4: The architecture of the multi-scale CNN

wavelet coefficients at each level: mean, variance, and en-
ergy. These features would be given as input to a Multi-
Scale Convolutional Neural Network designed with parallel
convolutional layers of filter sizes 3, 5, and 7. The output
of each conv layer is ReLU activated and then subjected to
max-pooling. The subsequent is shown in Figure 3.

Two outputs are concatenated and passed through fully
connected layers into a sigmoid-activated output layer to
implement the final binary classification. Using the Adam
optimization algorithm, the network trains against these
data with binary cross-entropy loss in the back end; it has
preactivation stops concerning the loss of the hold-out set.
Performance evaluation metrics include accuracy, preci-
sion, recall, F1-score, and ROC-AUC, with comparisons to
highlight its superior performance over traditional methods
such as SVM and Random Forest.

4 Experiments and analysis

4.1 Ablation experiments

A series of experiments were conducted to evaluate the per-
formance of the proposed Wavelet Packet Decomposition-

based Multiscale CNN approach on motor imagery detec-
tion in ECG signals using a publicly available dataset. The
dataset consists of ECG recordings from several subjects
performing motor imagery tasks. From each ECG record-
ing, ground truths are available on the presence or absence
of motor imagery, which are the results to be achieved
within a classification task.

Dividing the data set into a training, validation, and test
set ensures the model’s evaluation is all-around. The data
consisted of 70% for training, 15% for the validation, and
15% for the test set. This partitioning would ensure that
models trained on a diversified set of samples are evalu-
ated on completely unseen data to estimate generalization
capability.

4.1.1 Experiment 1: removing wavelet packet
decomposition (WPD)

The WPD step was removed in this experiment, and the raw
ECG signals were directly fed into the Multiscale CNN.
The expected impact was that without WPD, the model
processes only the raw signal, potentially missing critical
frequency-specific features. The multiscale CNN still at-
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tempts to capture features at different scales but lacks the
enriched input from WPD.

4.1.2 Experiment 2: using standard CNN instead of
multiscale CNN

In the second experiment’s model set-up, WPD was re-
tained, but the Multiscale CNN was replaced with a stan-
dard CNN that processes the signal at a single scale. The
expected impact was that the standard CNN may not fully
exploit the multiscale features provided by WPD, leading to
suboptimal feature extraction and classification. The model
might Figure 4: The architecture of the Multi-Scale CNN
perform better than the raw signal input but is expected to
underperform compared to the baseline multiscale CNN.

4.1.3 Experiment 3: combined removal of WPD and
multiscale CNN

This experiment removed WPD and the CNN’s multiscale
structure, producing a standard CNN processing raw ECG
signals. The experiment serves as a control, representing
the most straightforward model setup. The expected out-
come is the poorest performance, as the model needs more
enriched input from WPD and the capability to process fea-
tures at multiple scales.

4.2 Data preprocessing

As given in the methodology section, raw ECG signals un-
derwent some preprocessing. A high-pass filter with a cut-
off frequency of 0.5 Hz was employed to remove baseline
wandering. A bandpass filter ranging from 0.5 Hz to 40
Hz was used for further filtering, which helped smooth the
high-frequency noise and retain important frequency com-
ponents [14]. Post-preprocessing, these signals were nor-
malized to a standard range of 0-1 to make them uniform.
The signal was preprocessed before running the Wavelet
Packet Decomposition up to level 4 with a Daubechies 4
wavelet. The obtained wavelet coefficients were used to
build feature vectors for each ECG segment. These are the
inputs of the Multiscale CNN, which treated these different
frequency components represented by ECG signal feature
vectors.

4.3 Model training

Multiscale CNN architecture for TensorFlow/Keras: three
parallel convolutional pathways with kernel sizes 3, 5, and
7, concatenated features after max-pooling, passed through
fully connected layers with the final output layer, which
uses a sigmoid activation function for binary classification.

This model was compiled using the Adam optimizer
and binary cross-entropy loss function. Training was done
through 100 epochs and a batch size of 32. Early stopping
with patience set at ten epochs was applied to avoid overfit-
ting by monitoring the validation loss and stopping training.
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4.4 Performance metrics

The effectiveness of the proposed method was evaluated
based on various metrics, such as accuracy, precision, re-
call, F1 score, and area under the Receiver Operating Char-
acteristic curve; these measures assessed how well the
model could discriminate motor imagery within ECG sig-
nals.

* Accuracy measures how well the model performs over-
all by calculating the true positives and negatives ratio
among all the predictions.

* Precision reflects the proportion of true positives to the
total number of optimistic predictions the model made [15].

* Recall (sensitivity) refers to the model’s ability to iden-
tify all relevant instances (true positives) accurately.

* F1-score is the harmonic mean of the precision and re-
call. It provides a single score that balances both concerns.

* ROC-AUC measures the model’s performance overall
classification thresholds; thus, higher values indicate better
discrimination.

5 Results

In Experiment 1, removing WPD from the model led to
a slight but noticeable decrease in performance measures.
This drop shows that WPD is critical in improving the qual-
ity of features fed into the Multiscale CNN to boost clas-
sification efficiency. This gap partially explains why the
model could not adequately reconstruct some frequency-
specific features when WPD was absent; this lack of dis-
tinction landed the model lower scores by failing to differ-
entiate motor imagery from other signal components.

Replacing the Multiscale CNN with a standard CNN
while maintaining WPD in Experiment 2 resulted in a mod-
erate decrease in performance. This implies that while
WPD may still provide helpful multi-resolution features to
be exploited, its usefulness greatly depends on the subse-
quent application of a Multiscale CNN, which training can
incorporate these features at suitable scales. Due to the
single-scale characteristic of the standard CNN, it was not
possible to fully utilize such features as WPD to provide the
best classification results.

The results of Experiment 3 revealed the most signifi-
cant decline in all performance metrics when both WPD
and the Multiscale CNN were removed, leaving a standard
CNN to process the raw ECG signals. Such a consider-
able decrease also underscores the importance of utilizing
WPD and a Multiscale CNN to improve MI detection ac-
curacy. The features extracted from WPD offer more en-
hancements, together with the capacity of the Multiscale
CNN to scrutinize the features at different scales, which is,
therefore, important for accurate and solid classification.

Table 1 shows the proposed method’s performance as
tested on the test set. Compared to traditional approaches,
Multiscale CNN better detected motor imagery from the
ECG.
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Figure 5: Bar chart showing the performance metrics

Table 1: Performance metrics

Metric Value
Accuracy 0.92
Precision 0.89

Recall 0.93
F1-Score 0.91

ROC-AUC | 0095

The model attained an accuracy of 92%, meaning it could
correctly classify 92% of samples. The obtained precision
and recall values were 89% and 93%, respectively, show-
ing that the model could correctly distinguished true posi-
tives and maintained a low false positive rate. The F1 Score
was 0.91, reflecting a good balance between precision and
recall. The ROC-AUC of 0.95 indicated excellent discrim-
ination ability across a range of classifications.

Figure 6 shows a confusion matrix that shows precisely
how the model performed—the quantity of true positive,
true negative, false positive, and false pessimistic predic-
tions. The confusion matrix depicted many accurate opti-
mistic and pessimistic predictions, with very few.

The ROC curve showed that the model could maintain
a high actual positive rate with a low false positive rate;
actually, 0.95 under the curve shows good performance.

5.1 Comparison with traditional methods

To further substantiate the efficacy of the approach, the per-
formance comparison of the false positives and negatives,
thus substantiating the model’s robustness.

The ROC curve in Figure 7 provided more information
on model performance, indicating a good separation be-

tween the actual positive rate and the false positive rate.

Multiscale CNN model was performed with that of the
traditional machine learning methods Support Vector Ma-
chines (SVM) and Random Forests (RF) on the same
dataset and preprocessing steps.

The summarized results in Table 2 pointed to the
supremacy of the Multiscale CNN. The table for multiple
models overview numerous metrics, including accuracy,
precision, recall, F1-score, specificity, and Matthews Cor-
relation Coefficient (MCC). This comparison also shows
how effective and efficient the proposed Multiscale CNN
with WPD is compared to other prevailing classifiers like
SVM and Random Forest.

High performance could be attributed to the Multiscale
CNN’s ability to automatically learn hierarchical features
of the wavelet coefficients, which represent fine-grained
and coarse patterns crucial for discriminating between mo-
tor imagery types [16].

The proposed approach addresses a significant gap in the
field of ECG-based signal processing by extending its ap-
plication from traditional cardiac health monitoring to mo-
tor imagery detection. Models such as CardiacNet are ac-
curate in detecting cardiac arrhythmias but are centered on
disease classification and not the detection of cognitive pro-
cesses like motor imagery. Non-invasive motor imagery
based on ECG signals is still unexplored and opens a vast
possibility for investigating cognitive processes using neu-
ral signals. This approach meets a significant requirement
in BCI and neuroprosthetics, where an efficient and cost-
effective identification of movement goals improves usabil-
ity and functionality.

Unlike traditional methods like Support Vector Machines
(SVM) and Random Forests, the proposed method offers
distinct advantages through its use of a Multiscale Con-
volutional Neural Network (CNN) combined with Wavelet
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Packet Decomposition (WPD). Furthermore, most ear-
lier traditional machine methods require feature extrac-
tion through experience, which may not artistically depict
the ECG signal’s subtle patterns, especially during the MI
detection phase. Instead, automatic hierarchical feature
learning of multiscale CNN and the WPD facilitates multi-
resolution signal analysis. Hence, the the model can capture
high-level and low-level details at multiscale and multires-
olution, which improves the classification of motor imagery
tasks.

In addition, problems associated with the time and fre-
quency domains, like the Fourier Transform used conven-
tionally, are well addressed by the proposed method. Such
traditional methods fail to capture short-term features and
non-stationary aspects inherent in the signals used to imag-
ine motor control. Thus, the proposed WPD approach cap-
tures more refined time-frequency features by the multi-
scale CNN to distinguish motor imagery and signal noise
more accurately from other irrelevant components.

6 Discussion and future works

6.1 Discussion

The experiments reveal critical insights into the effective-
ness of combining Wavelet Packet Decomposition (WPD)
with a Multiscale Convolutional Neural Network (CNN)
for motor imagery detection in ECG signals. This substan-
tial degradation of performance indicates the importance of
WPD in extracting significant frequency band features from
ECG data required for classification. The characteristic of
WPD is that the signals can be analyzed at different reso-
lutions; this is beneficial when dealing with transient/non-
stationary signal characteristics that would typically go un-
noticed when utilizing most of the conventional signal anal-
ysis techniques. Moreover, the combination of WPD and
the Multiscale CNN can be observed in better baseline
model performance.

True label

Predicted label

Figure 6: The confusion matrix
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WPD enhances the input features in that it gives pre-
cise frequency details. On the other hand, the Multiscale
CNN operates these features at different scales, thus im-
proving its ability to learn complex patterns that enhance
the classification result. The experiments also show that
standard CNN is suboptimal as it does not reproduce the
results even when WPD is applied. This implies that the
multiscale framework of using different kernel sizes to ob-
tain features of various scales is essential. Generally, these
results demonstrate that WPD is beneficial in detecting MI
from ECG signals, so it is for Multiscale CNN.

6.2 Generalizable capabilities

The generalization capabilities of a model are critical in as-
sessing its robustness and applicability across various sub-
jects and datasets. This study used independent dataset
validation to determine the model’s predictive accuracy on
new cases not part of the training dataset. The indepen-
dent dataset used for validation differed from the one used
in the training process, and there was no intersection be-
tween these two datasets. To check this, validation was
conducted using the k-fold cross-validation method, where
the data set was split into five sets (k=5) such that subjects
were distributed across all the five data splits. It contributes
to mitigating inter-subject variability, a significant issue in
motor imagery tasks, as different patterns of ECG signals
can influence a model. The performance was almost steady
across the folds, which shows the ability of the model to
perform well for new subjects in the dataset.

However, exercising the model with a validation tech-
nique other than K-fold cross-validation would be more
meaningful, for instance, testing the model on a new data set
not used in the training phase. A validation approach with
an independent test set would also test the model’s ability to
generalize to highly different conditions if the independent
dataset differs in signal quality, subject characteristics, or
data acquisition techniques. For instance, using an exter-
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Table 2: Comparison with traditional methods

Metric Accuracy | Precision | Recall | F1-Score | ROC-AUC | Recall
SVM 0.85 0.83 0.86 0.84 0.88 0.88
Random Forest 0.87 0.84 0.88 0.86 0.9 0.9
Multiscale CNN 0.92 0.89 0.93 0.91 0.95 0.95
MCC 98.17 - - - - -
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Figure 8: Comparison with traditional methods

nal set we obtain from a different recording protocol would
help determine how much the proposed model hampers or
inspires adaptability for different data characteristics. If
loss occurs in these cases, it may show the aspects in which
the model has to be optimized to be generalized better.

To strengthen the evaluation, it is recommended to ex-
pand the main parameters, including accuracy, precision,
and relative, especially in cases of imbalance in collection.
It should be noted that using values such as specificity or
MCC will give a better picture of the effectiveness of the
examined model. Although MCC was not used in the cur-
rent study, it is a valuable metric considering true posi-
tives, false positives, and false negatives, thus offering in-
sight into the model’s performance in imbalanced condi-
tions. Future work could incorporate these additional met-
rics and further investigate techniques such as domain adap-
tation to enhance the model’s applicability across different
data sources.

6.3 Directions for future work

While the proposed methodology has made considerable
strides in motor imagery detection research, there are sev-
eral avenues of inquiry forward that would further enhance

and generalize these findings:

6.3.1 Exploration of alternative wavelet functions:

The Daubechies 4 dB4 wavelet was suitable for this work;
some studies on other wavelet functions and their impact on
the features extracted would add more value. Other wavelet
functions capture unique characteristics in the signal that
could lead to further improvements in classification accu-
racy.

6.3.2 Multi-modal data fusion:

Such ECG signals can be combined with other physiologi-
cal signals, such as EEG and EMG, further to improve the
robustness and accuracy of motor imagery detection [17].
Multi-modal fusion methods combine complementary in-
formation from different sources to describe a motor imag-
inary event completely.

6.3.3 Advanced deep learning architectures:

Research about advanced deep learning architectures based
on RNN and attention mechanisms can achieve even better
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performance for motor imagery detection [18]. These ar-
chitectures have confounders of temporal dependencies and
contextual information that could improve the detection of
the subtle pattern of ECG signals.

6.3.4 Real-time implementation:

Based on the proposed methodology, designing real-time
systems for motor imagery detection must move the work
toward a practical application. Implementing the model
in time-real environmental systems and testing its perfor-
mance under dynamic conditions becomes crucial for de-
ploying the technology in neuroprosthetic devices and BCI
systems.

6.3.5 Large-scale validation:

Further large-scale validation is required to generalize the
findings and check the robustness of the proposed approach
with datasets and subjects under study. The model will be
tested experimentally across different populations, tasks,
and recording conditions to estimate its reliability and scal-
ability.

6.3.6 Transfer learning and domain adaptation:

If the model is adapted to different domains and tasks us-
ing transfer learning, it can be flexible. Domain adaptation
methods may alter the model’s capability towards gener-
alizing new data, at least with its reusability on minimal
retraining.

6.3.7 User-centric design:

Provisions for user feedback in the motor imagery detection
system and the development of user-centric interfaces will
likely improve its usability and acceptance [19]. Knowl-
edge of the desires and preferences of the end-user, such as
a person with a motor impairment, may guide the develop-
ment of more intuitive and effective BCI systems.

6.3.8 Ethical considerations and data privacy:

Ethical considerations and data privacy are paramount in
collecting, processing, and using physiological signals.
Frameworks on ethical data handling and compliance with
privacy regulations will be essential to ensure the respon-
sible deployment of technologies for motor imagery detec-
tion [20].

7 Conclusion

In conclusion, the ablation study confirms that Wavelet
Packet Decomposition and Multiscale CNN are integral
components of the proposed method. WPD provides a
rich, multi-scale representation of the ECG signals, which,
when processed by a Multiscale CNN, leads to superior
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motor imagery classification performance. Removing ei-
ther component significantly declines model accuracy, il-
lustrating their combined importance in the overall frame-
work. This research presents a new motor imagery de-
tection scheme from ECG signals using Wavelet Packet
Decomposition and Multiscale Convolutional Neural Net-
works. The methodology indeed enhances the classifica-
tion accuracy to a large extent; hence, it needs no explicit
mention. The results also indicate that an ECG signal is fea-
sible in motor imagery detection as a noninvasive and eas-
ily accessed technique for developing neuroprosthetic de-
vices and BCI systems. These contributions help support
further studies in this area of research, which has enormous
room for further improvement and exploration. On the way
ahead, addressing the suggested directions for future work
will continuously advance the field and, eventually, achieve
more effective and dependable technologies related to mo-
tor imagery detection.

This study’s methodology will be open-sourced to en-
sure reproducibility for other research groups to extend and
continue their collaboration in biomedical signal process-
ing and brain-computer interface. In the future, with fur-
ther research in this area, the full potential of MI detection
using the ECG signal can be achieved to benefit people suf-
fering from motor impairments and progress in neuropros-
thetic/BCI capabilities.
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In light of the proliferation of cybercrimes, the effective identification and mitigation of such online
criminal activities has emerged as a significant challenge within the domain of network security.
Therefore, this study introduces dilated convolution technology, self-attention mechanism, convolutional
neural network and long short-term memory network, and proposes an overlapping traffic recognition
model based on improved convolutional neural network and an online crime recognition model with long
short-term memory network. In the traffic segmentation model test, the recall rate, F1 value, and error
rate of the model under normal traffic conditions were 91.43%, 93.46%, and 92.43%, respectively. The
error rate was 4.15%. The accuracy of the online crime recognition model for malware propagation and
illegal transactions was 96.54% and 92.87% respectively. In the concept drift test, when the training time
and test time interval was 60 days, the accuracy of the model was 48.67% higher than that of the long
short-term memory network. Compared with the mainstream framework and traditional methods, its
accuracy in high traffic scenarios was 94.78%, the error rate was 3.89%, and the P-value was < 0.05. In
the final simulation test, the model could effectively identify illegal software transactions. The results
show that the proposed model has high accuracy and strong generalization ability in identifying
overlapping traffic and website fingerprint crimes, and effectively improves the detection ability of
criminal activities in anonymous networks.

Povzetek: Predstavljen je model za prepoznavanje spletnega kriminala, ki temelji na konvolucijskih in
LSTM nevronskih mrezah in z uporabo tehnologije razredcene konvolucije in mehanizma samo-
pozornosti dosega visoko tocnost pri segmentaciji prometa in prepoznavanju spletnih kaznivih dejanj.

Ucinkovito izboljsuje zaznavanje kriminalnih aktivnosti v anonimnih omreZjih.

1 Introduction

With the rapid development of Internet technology, the
increasing complexity and openness of cyberspace have
brought unprecedented opportunities and challenges to
society [1]. The emergence and popularization of
anonymous networks provide an important guarantee for
users' privacy protection in the network. However, it also
makes some wrongdoers utilize anonymous networks to
engage in various criminalactivities, among which the
anonymous communication system represented by the
onion router (Tor) is particularly typical [2]. Tor network
realizes the high anonymity of user identity and
communication content through multi-layer encryption
and node forwarding techniques, which is widely used for
legitimate purposes such as protecting user privacy and
preventing network  surveillance. However, the
anonymity of Tor network is also used by some criminals
to circumvent legal supervision and become a hotbed for
cybercriminal activities, such as illegal trading, malware
distribution, hacking and other behaviors [3]. In this
context, applying overlapping traffic segmentation and
website fingerprinting (WF) technology to collect
potential criminal evidence and detect abnormal behavior
in an early stage in order to identify and combat online
criminal behavior in anonymous networks has become a

key issue that needs to be addressed urgently. At the same
time, the industry's research on anonymous network
traffic analysis and criminal behavior identification is
also deepening and developing. Wang Y et al. proposed a
deep learning-based intrusion detection system SMSO-
CNN to address the security risks and privacy issues
caused by the transmission of large amounts of data in
wireless networks. The system combined the spider
monkey swarm optimization algorithm and CNN to
improve the ability to identify network attacks. The
results showed that the system was superior to LSTM and
other methods in terms of accuracy [4]. Gu X et al.
proposed an online defense strategy based on non-
targeted adversarial patches to address the limitations of
existing WF attack defense methods in practical
applications. Experiments indicated that the model
achieved 95.50% defense accuracy and 12.57% time
overhead in real-time traffic [5]. To address the problem
of high dimensionality of cybercrime data, Rawat R et al.
proposed a feature selection method based on multi-
objective evolutionary algorithm (MOEA) and combined
it with NSGA-Il to reduce data dimensionality and
identify the most relevant features. The experimental
results indicated that this method effectively improves the
efficiency of data processing [6]. Xian K proposed an
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improved WF fingerprint recognition algorithm to solve
the problem of identifying encrypted traffic in virtual
private networks. Moreover, it combined it with an
optimized capsule neural network model CapsNet to
classify encrypted traffic. The research results showed
that this method was superior to the random forest
algorithm in terms of recognition accuracy and
convergence speed, with a recognition rate of 99.98% [7].
Milad N et al. proposed a blind adversarial perturbation
algorithm to address the problem that traffic analysis
technology based on deep neural networks (DNN) was
vulnerable to adversarial perturbation attacks. By
remapping functions to create adversarial perturbations
independent of network connections, the algorithm was
applied to real-time anonymous network traffic analysis
to defeat WF identification and traffic association
classifiers. The experimental results indicated that this
method was applicable to a variety of traffic classifier
types. The robustness test of existing countermeasures
performed poorly [8].

Because of their superior 2D data processing
capabilities, convolutional neural networks (CNNs) are
frequently utilized in image categorization and target
recognition applications. Yesodha K et al. suggested a
novel intrusion detection system incorporating CNN,
fuzzy temporal rules, and an artificial bee colony
optimization algorithm for the security wvulnerability
problem in wireless sensor network communication with
the goal of improving the classifier's performance. Based
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on experimental assessments, the model performs better
in terms of increased accuracy and decreased false alarm
rate than popular classification algorithms like long short-
term memory (LSTM) [9]. A CNN intrusion detection
technique based on data imbalance was presented by Gan
B et al. to address the hazards to network security brought
on by recurrent network intrusions. The findings revealed
that, with an implementation time of 1.42 seconds, the
method attained an average accuracy of 98.73% in binary
and multi-classification identification [10]. An intelligent
prediction technique for security performance was
suggested by Xu L et al. to address security concerns in
mobile 10T healthcare networks. To increase the CNN
model's adaptability to nonlinear medical large data, the
study combined a four-branch beginning block with a
four-layer convolution. The results indicated that the
intelligent algorithm improved the security performance
prediction accuracy by 20% and had better prediction
performance [11]. Yan F. et al. addressed the issue of
inadequate training samples and sample class imbalance
in intrusion detection systems by proposing an intrusion
detection system based on migration learning and
integrated learning. The two fundamental learning models
that were selected were Xception and Inception. A tree-
structured estimator was used to tune the hyperparameters
[12]. Finally, the study summarizes the research areas,
indicator test results, and limitations of the above
literature review. The results are shown in Table 1 below.

Table 1: Literature summary table

Study Methodology Performance Metric Shortcomings
Wang Y et al. Intrusion detection system based Higher accuracy than LSTM Not demgped for anonymous
- - network traffic, struggles with
[4] on SMSO-CNN and nearest neighbor algorithms ; )
overlapping traffic
. . Focuses on defense tasks, does not
Fingerprint defense strategy of 95.50% defense accuracy, . P
Gu Xetal. [5] online website based on Grad-CAM 12.57% time overhead address_abnormal behavior recognition
in anonymous networks
Rawat R et al Feature sele_ction method based Effectively improves data Focused on feature selection, lacks
[6] . on MOEA combined with NSGA-II rocessing efficienc real-time traffic analysis ’
for dimensionality reduction P 4 Y Y
. - . . . SSL VPN traffic recognition Effective for encrypted traffic
X'En] et for encép“T;éet?af#f?g%rgsréztgﬁcgagn;m? rate of 99.98%, recall rate of classification but lacks ability to handle
P P 99.98% complex anonymous traffic patterns
Milad N et al Blind adversarial perturbation Demonstrated high
8] ' algorithm to defeat DNN-based traffic | effectiveness across multiple traffic Robustness testing performs poorly
analysis methods classifiers
Yesodha K et Intrusion detection system based L ow _false alarm rate, higher Limited to generic networ_k
classification accuracy than long features, cannot handle overlapping
al. [9] on FT-ABC-CNN 8
short-term memory networks traffic patterns
GanBetal. Intrusion detection method based Average binary and multi- stru Lalzl;svs?tr;\ %Of;r];:itg;fjiﬁﬁcfgn’
[10] on CNN-IDMDI class accuracy of 98.73% 99 ynar P
behaviors
Xu L etal. Improved CNN for loT-enabled Improves prediction accuracy d Fﬁ;;?ii:;d?eTs'odfo::or;]Otn:gEz'der
[11] security performance prediction by 20% y networks Y




Online Criminal Behavior Recognition Based on CNNH...

Informatica 49 (2025) 127-144 129

Yan Fetal.
[12]

Intrusion detection system based
on TL-CNN-IDS

Limited datasets, does not address
overlapping traffic or anonymous
network issues

Significantly improves
accuracy

Combined with Table 1, most studies have some
shortcomings while improving the ability of traffic
classification and behavior recognition. First, the majority
of extant methods prioritize comprehensive network
traffic monitoring, yet they are deficient in their capacity
to discern intricate and clandestine criminal activities.
This is particularly problematic in anonymous network
environments, where traditional rule-based matching
methods are challenging to implement effectively to
detect anomalous behaviors indicative of specific
criminal activities. Second, many traffic analysis methods
often have a high false alarm rate in practical
applications, which makes it difficult for law enforcement
agencies to respond quickly when faced with massive
alarm information. In addition, these methods have low
computational efficiency and are difficult to meet the
requirements of real-time monitoring of large-scale
network traffic. In view of this, this study introduces the
hollow convolution technology in CNN and proposes a
Tor overlapping traffic segmentation model based on the
hollow convolution convolutional neural network
(CNNH). At the same time, combining the attention
mechanism, CNN, and LSTM, an online criminal
behavior recognition model based on multi-core
convolutional neural networks and long short-term
memory networks (MCNN-LSTM) is proposed. The
model analyzes network traffic characteristics, accurately
identifies the websites visited by users, and effectively
identifies anomalous network behaviors related to
criminal activities, becoming a powerful auxiliary tool for
online crime investigation.

The main contributions of the study are as follows:
First, the MCNN-LSTM model based on the combination
of multi-core convolution and LSTM network is
proposed. By using multi-module collaborative
optimization, the modeling capabilities of spatial features
and time series features are integrated to improve the
theoretical framework and method design of network
traffic anomaly detection. Second, the self-attention
mechanism (SAM) is introduced into the model
architecture, which can dynamically focus on key
features and improve the model's adaptability to dynamic
environments. Finally, a multi-scale feature extraction
method is proposed to capture multi-scale spatial features
based on the multi-core convolution module.

2 Methods and materials

2.1 Online crime and its challenge

Online criminals often use the anonymity, privacy
protection and global characteristics of the Internet to
carry out various illegal activities, including illegal
gambling, online transactions, money laundering,
malware propagation, etc. Studies have shown that the
economic losses caused by cybercrime worldwide each

year have reached hundreds of billions of dollars, which
has brought a huge burden to the global economy [13].
The diversity and complexity of cybercrime make
traditional legal supervision and law enforcement
methods face huge challenges in dealing with these
behaviors.

Among online crimes, online gambling is a relatively
common type. Criminals attract users to participate in
online gambling activities by setting up and operating
illegal gambling websites. These websites usually rely on
anonymous networks, such as the Tor network or
cryptocurrency payments, which greatly improves their
concealment and evades legal supervision. This makes it
difficult for law enforcement agencies to track and collect
evidence, making it difficult to effectively combat these
criminal activities. Online prostitution is also an illegal
activity carried out using the Internet. Criminals usually
promote and trade through dark web platforms to avoid
tracking. In addition, illegal transactions are also an
important aspect of online criminal activities. Criminal’s
trade prohibited items such as drugs, weapons, and
counterfeit goods in anonymous markets such as the dark
web. Such markets often rely on complex encryption
technology and anonymous payment methods to conduct
transactions, making it extremely difficult for law
enforcement agencies to investigate. Another important
form of online crime is the spread of malware. Malware
includes ransomware, phishing software, etc., which can
be spread through various network channels and pose a
serious threat to individuals, enterprises and even
government agencies. The spread of malware can not
only steal personal privacy information, but also lead to
the loss of core corporate data, and in serious cases, even
endanger national security. Every year, the number of
data leaks caused by malware is huge, and the economic
losses caused are difficult to estimate [14]. In addition,
with the popularization of 10T technology, cyber attacks
on smart devices are also on the rise, further expanding
the scope of online criminal activities.

Faced with these challenges, traditional legal and law
enforcement methods are unable to cope with the high
concealment and transnational nature of online crimes.
Researchers and law enforcement agencies have begun to
rely on advanced technical means, especially recognition
algorithms based on network traffic analysis and deep
learning. Through these technologies, researchers can
extract useful features from massive amounts of network
data to identify and track criminal behavior. In recent
years, more and more research has been devoted to
improving traffic analysis methods to improve the ability
to detect complex cybercrime, especially crimes in
anonymous networks. In the future, with the further
development of technology, more intelligent detection
systems for online criminal behavior will be widely used
to better cope with the growing network threats.
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Online crime identification is the process of locating
and assessing possible illegal activity, such as online
gambling, malware distribution, and illegal transactions,
by analyzing network traffic, user behavior patterns, and
data characteristics. Unlike traditional network traffic
analysis, online crime identification focuses more on the
complex characteristics of criminal behavior hidden in
anonymous networks, often involving protocol abuse,
encrypted data streams, and anomalous behavior patterns.
Anomalous network behavior usually manifests itself in
the form of anomalous network traffic patterns, including
but not limited to the following. On the Tor network,
high-frequency, short-duration access patterns may
reflect scanning attacks. Abnormal packet intervals or
excessively large packet sizes may indicate covert
channel communications. Sudden changes in traffic
characteristics may indicate malware activity. In this
context, this study will explore a network traffic analysis
method based on deep learning and explore its
application potential in identifying anomalous network
behavior in the early stage of online crimes.

2.2 CNN-based model construction for tor
overlapping traffic segmentation

With the development of anonymous communication
technology, Tor network is widely used for both legal and
criminalactivities due to its strong anonymity and privacy

Overlapping

Start Tor Traffic

Points

Segmentation
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protection [15]. Tor achieves anonymity in
communications by dividing user communications into
multiple data packets, transmitting them through multiple
relay nodes, and encrypting and decrypting the data
packets. The high privacy of anonymous networks makes
them an important tool for legitimate users to protect their
privacy, but they also provide shelter for various
criminalactivities, such as online gambling, online
prostitution, and illegal transactions. These crimes not
only cause great social harm, but also bring great
challenges to law enforcement agencies in identification
and tracking. At the same time, this anonymity also
makes traffic analysis and identification more difficult,
especially in the case of overlapping traffic. Overlapping
traffic segmentation refers to the technique of decoupling
and segmenting the traffic when the communication data
of multiple users are transmitted simultaneously over the
same communication link in an anonymous network
environment. In contrast to the broader approach of
network traffic analysis, the concept of overlapping
traffic segmentation entails the identification of the traffic
aliasing relationship between disparate users and the
extraction of characteristic information from the traffic of
particular users. This facilitates the detection of potential
abnormal behavior. The flow of traditional overlapping
traffic segmentation is shown in the following Figure 1.

Traffic
Identification

Segment

Traffic Output

Figure 1: The basic process of overlapping traffic segmentation

As shown in Figure 1, first identify the key segmentation
points in the traffic, and use these segmentation points to
segment the traffic and extract feature points related to
specific behavior patterns. Then, the segmented traffic
segments are recognized and classified, and finally
further processing is performed based on the recognition
results. CNN has a strong feature extraction capability
and is suitable for handling overlapping traffic in network
traffic. Online criminal activities are often accompanied
by complex network traffic patterns that may overlap
with normal traffic, increasing the difficulty of
identification. By using convolution kernels to extract
local features from input traffic, CNN can effectively
separate and identify abnormal behavior patterns in
overlapping traffic, thereby helping to detect potential
criminal activities, such as suspicious transaction requests
or abnormal data packet transmissions. Therefore, the
study will construct overlapping traffic segmentation
model based on CNN. CNN applies convolutional kernel
to extract local features by sliding window approach, the
calculation is shown in Equation (1) [16].
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In Equation (1), Yi; represents the value of the

Y, =
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output feature map at position (i, j). Xpenaior rm) (jen) 1S
the element in the input feature map. W, , represents the
weight matrix element of the convolution kernel. The
training model can automatically adjust the weight to
better capture specific behavior features. b is the bias
term. M and N denote the height and width of the
convolution kernel. Equation (2) illustrates why the
rectified linear unit (ReLU), which is easy to understand,
quick to compute, and capable of handling deep
networks, is chosen as the activation function.

f (X) = max(0, x) 2

In Equation (2), X denotes the value input to the
activation function after the convolution operation. In the
next pooling stage, the expression is shownin Equation

@) [17].
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P = max(X

window (3)

behavior _ feature )

In Equation (3), P is the maximum value of the
pooling window. Xeaior reare 1S the element of the input

feature map, which includes behavior features extracted
from network traffic such as transmission frequency and
directional features. Through downsampling, the pooling
procedure shrinks the FM's size, lowering computational
cost and enhancing the model's resilience. Finally, the
fully connected layer (FCL) expression is shown in
Equation (4) [18].
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In Equation (4), 7' is the input high-dimensional
feature vector, and W is the weight matrix of the fully
connected layer. 7z’ contains a combination of multiple

- ’ ’ !
behavioral features, and Ziu , Zpawae » aNd  Zanomay

represent features related to illegal transactions, malware
propagation, and other abnormal behaviors, respectively.
Among the most often utilized loss functions in
classification problems is the cross-entropy loss function.
Equation (5) illustrates its expression by calculating the
difference between the probability distribution (PD) of
the real labels and the PD predicted by the model.

(4)

Convolution kernel: 3x3
Receptive field: 3x3

Convolution kernel: 3x3
Receptive field: 7x7
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L = _z Wbehavior_ feature (y| Iog(y| )) (5)
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In Equation (5), L is the loss value. Woenayior feature
represents the weight factor related to the behavior
characteristics. N represents the number of samples, Y,
is the true label, and i represents the actual category
corresponding to the sample, that is, whether it is an
illegal activity. ¥, is the probability distribution predicted
by the model. By adding the weight factor of the behavior
characteristics, the model can more effectively focus on
the characteristics related to the criminal behavior,
thereby improving the recognition effect of the model in
specific criminal behavior scenarios.

Due to the highly encrypted and complex time series
characteristics of Tor traffic, the study introduces the
hollow convolution technique, by introducing cavities in
the convolution kernel. That is, extending the receptive
field without adding more parameters by adding gaps
between the convolution kernel's parts. Hollow
convolution (also known as expanded convolution) is a
technique that expands the receptive field by inserting
holes in the convolution kernel, capturing a wider range
of features without increasing the number of parameters.
This method helps the model handle long-range
dependencies while maintaining computational efficiency,
as shown in Figure 2.

Convolution kernel: 3x3
Receptive field: 15x15
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(a) 1 Dilated Convolution

(b) 2 Dilated Convolution

(c) 4 Dilated Convolution

Figure 2: Multi-scale feature extraction using dilated convolution

Figure 2(a), (b), and (c) represent the convolutional
kernel arrangement with convolutional expansion rate of
1, 2, and 4, respectively. In Figure 2(a), when the
convolutional expansion rate is 1, the convolutional
kernel size is 3x3, which is the same as the conventional
convolutional kernel, and the sensory field only covers
the local area. In Figure 2(b) with a convolution
expansion rate of 2, the convolution kernel sense field
expands to 7x7, but the actual parameters remain 3x3. In
Figure 2(c) with a convolution expansion rate of 4, the
sense field further expands to 15x15, and the number of
parameters remains the same. Null convolution can
effectively extract multi-scale information and remote-
dependent features without increasing the computational

complexity, and is suitable for processing complex
features in Tor traffic.

In the rest of the model, batch normalization is first
introduced after each convolutional layer to accelerate
convergence and improve generalization. Second, a larger
range of contextual information is captured by expanding
the sensory field by the application of null convolution.
Moreover, to prevent overfitting, a Dropout layer is
introduced to enhance model robustness. Furthermore, to
better handle the complex aspects of Tor traffic, a deep
network structure is built by stacking numerous
convolutional, pooling, and FCLs. Therefore, the
structure of the overlapping traffic segmentation model of
CNNH is shown in Figure 3 below.
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Figure 3: Overlapping traffic segmentation model based on CNNH

As shown in Figure 3, the process of the CNNH
overlapping traffic segmentation model consists of four
parts. First, the input layer receives the original Tor
traffic data and passes it to the CNN layer. The CNN
layer extracts representative features from the input
traffic through a series of convolution operations and
pooling operations, including network behavior features
such as packet size, transmission time interval, and
transmission frequency. These extracted features are then

passed to the FCL, where the features are further
comprehensively analyzed to generate a high-dimensional
feature vector. Finally, the output layer completes the
prediction and classification of the traffic segmentation
results based on the output of the FCL, helping the model
distinguish between legitimate traffic and potential
criminal behavior. To facilitate understanding of the
specific implementation of the CNNH model, the pseudo
code is given below, as shown in Figure 4.

# Pseudocode for CNNH Model

# Pseudocode for CNNH Model
# Input: Network traffic data (X), labels ()
# Output: Predicted labels (Y_hat)

# Step 1: Data Preprocessing

def Dilated CNN_Module(X):

X_preprocessed = preprocess_data(X) # Normalize and extract features

# Step 2: Dilated Convolution (Hollow Convolution) Module

Convl = Conv2D(filters=32, kernel_size=(3, 3), dilation_rate=1, activation="relu’)(X)
Conv2 = Conv2D(filters=64, kernel_size=(3, 3), dilation_rate=2, activation="relu’)(Conv1)
Conv3 = Conv2D(filters=128, kernel_size=(3, 3), dilation_rate=4, activation="relu’)(Conv2)
PooledFeatures = MaxPooling2D(pool_size=(2, 2))(Conv3)

return PooledFeatures

X_dilated = Dilated CNN_Module(X_preprocessed)

# Step 3: Fully Connected Layers for Classification

def ClassificationHead(X):
Densel = Dense(units=64, activation="relu)(X)
Output = Dense(units=num_classes, activation="softmax')(Densel)
return Output

Y_hat = ClassificationHead(X_dilated)
# Step 4: Model Training

model = compile_model(optimizer="adam', loss="categorical_crossentropy')
model.fit(X_preprocessed, Y, epochs=50, batch_size=32)

Figure 4: Overlapping traffic segmentation model based on CNNH

The pseudo code in Figure 4 shows the workflow of
the CNNH model in complex network traffic feature
extraction. The model effectively expands the receptive
field through the hole convolution module. Therefore, it

can reduce information loss while maintaining the
integrity of spatial features.
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2.3 Research on online criminal behavior
recognition model based on LSTM and
CNN

CNN for traffic segmentation, although excellent in
spatial feature extraction, still suffers from recognition
limitations when confronted with time-series features in
Tor traffic. In contrast, LSTM, as a recurrent neural
network that excels in processing sequence data, is
suitable for the field of network traffic analysis due to its
powerful modeling capability of time series features [19].
In online criminal behaviors, such as cyber attacks or
illegal transactions, specific time patterns are often
shown, such as persistent illegal access attempts or
regular small-amount fund transfers. By analyzing the
time series features in network traffic, LSTM can identify
the regularity of these criminal behaviors and provide
support for crime prevention by predicting future
behavior trends. Therefore, the study will try to combine
CNN and LSTM and introduce the SAM to extract and
classify important features.

In the overall process design, the input data is first
processed through a data encoding module to convert the
raw data into a form suitable for model input. Then, it is
passed through the SAM module in order to enhance the
attention to the key features. Then, CNN and LSTM
modules perform feature extraction and time series
analysis on the data processed by the attention
mechanism, to capture behavioral patterns that recur over
long periods of time. Finally, the model outputs the
recognition results to realize the recognition of WF. In
the data encoding module, the training data is shown in
Equation (6).

{T = {(XI’GI)!(XZ’GZ)""!(Xn’Gn)} (6)

X =@1-11-1..1)

In Equation (6), T denotes the training data set. X,
and G, denote the nth traffic instance and website class

label, respectively. One-Hot encoding, a popular
encoding technique in neural network multi-classification
tasks, is crucial for guaranteeing the classification
model's accuracy, preventing label misrepresentation, and
increasing computational efficiency. Therefore, One-Hot
state bits are used for encoding. Further, in the SAM
module, the correlation matrix of the input sequence is
first calculated as shown in Equation (7) [20].

Vo= X-W,
K = X-W, (7)
Q= X-W,

In Equation (7), V , K, Q denote the value, key, and
query matrices, respectively. W, , W, , and W, all denote

the initial weight matrices, which correspond to the value,
key, and query weight matrices, respectively. These
matrices project the input sequences into different vector
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spaces for subsequent computation of the attention
scores. The attention score is shown in Equation (8).

j=n
attention(a,V) = »_a, -v;i

j=1

@)

In Equation (8), a denotes the i th attention weight.
v, is the element at the jth position in the value vector

V . Thus, Figure 5 shows a schematized version of the
SAM structure.

Wog —» Q — q
X Wy —» K —» g
W, —» V — At

Figure 5: Self attention mechanism layer structure

In Figure 5, the input sequence X is first converted
to value matrix V , key matrix K, and query matrix Q

through three weight matrices W, , W, , and W, ,
respectively. Then, the Q and K calculate the

correlation through dot-product operation, and the result
is inputted into the Softmax function (SF) to generate the
attention weights a, after scaling. These attention weights

are used to weight the corresponding elements in the V
elements, and finally the weighted value matrix is passed
through a summation operation to obtain the output. By
using this approach, the model can dynamically
concentrate on important features according to how
important each segment of the input sequence is. This
successfully boosts the model's performance when
processing complex data and improves its capacity to
capture vital information. Finally, in the CNN and LSTM
module, the resulting feature sequence is spliced into a
two-dimensional feature matrix. Then the one-
dimensional maximum pooling layer (PL) is connected
for data dimensionality reduction processing, and the
expression is shown in Equation (9).

Yi,h:s :max(ZLl,Z},Z}H,ZLZ) 9)

In Equation (9), Yifhzs then denotes the result of the
pooling operation via the convolution kernel of 5. Z!,
ZI

j+2, and ZLZ all denote the neighboring feature values

in the previous layer of | . Subsequently, the extracted
spatial features are fused as shown in Equation (10).
Fjl = Concat(Yi,h::S’Yi,h:A’Yi!h:S) (10)

In Equation (10), Fj' denotes the fused features after

convolution and pooling. Y, _,, Y;\_,, and Y,\_; denote
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the i th output of the pooling of the I th layer with
convolution kernel size 3, 4, and 5, respectively. Equation
(11) illustrates how the data is put into the LSTM to
extract the temporal features once the fusion is finished.

h =cWh,, +W,x +Db) (11)

In Equation (11), h, and h, _, represent the hidden

states of the current time step and the previous time step,
respectively, that is, the contextual information of the
behavioral features at the current moment. For identifying
criminal behavior, the information of the previous time
step, such as the occurrence of certain abnormal
behaviors at the previous moment, can help predict
whether the behavior at the current moment is abnormal.
X, represents the input features of the current time step,
and W, represents the weight matrix of the hidden state,
which can learn how to transfer the criminal behavior
features of the previous moment to the current moment.
W, is the weight matrix of the input features, which is
used to weight the input features of the current time step.
These weights can learn the importance of different
behavioral features in predicting criminal behavior. b is
the bias term, and o is the activation function. By
introducing nonlinearity, the model can capture complex
behavioral patterns. Finally, the model further fuses
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spatial features, temporal features and behavioral features
to form a unified feature representation. Specifically,
spatial features are extracted through the convolution
layer, temporal features are captured through the LSTM
layer, and behavioral features are extracted based on
high-risk behavior patterns in traffic. The fused feature
representation is shown in Equation (12).

Z= azspatial +ﬂztemporal + yzbehavioral (12)

In Equation (12), z

features extracted by the convolution layer, which can
help identify local anomalies in network traffic. z,,,,

represents the temporal features extracted by the LSTM
layer, which captures recurring patterns in the time
dimension, especially high-frequency packet transmission
behaviors. 7. represents the high-level features

obtained by the behavioral feature extraction mechanism,
which reflects specific behavioral patterns such as
malware propagation and illegal transactions. « , 8, and
y are all weighting factors. The weights are adjusted
according to the importance of different features to
ensure the sensitivity of the model to specific behavioral
patterns. Therefore, the improved CNN-LSTM structure
is shown in Figure 6 below.
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Figure 6: The structure and temporal feature fusion of the MCNN-LSTM Model
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In Figure 6, first, the input sequence passes through
multiple convolutional layers, each with a different
convolutional kernel size to capture different scale
features in the input data. Subsequently, a PL is used to
downsample the convolved FMs, so decreasing their size
and, consequently, the computational complexity. Then,
the multi-scale features are integrated through a fusion
layer to form a unified feature representation, helping the
model capture more comprehensive traffic information.
Immediately afterward, these features are passed to the
LSTM layer. The LSTM layer specializes in processing

Start
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time-series data and is able to capture long-range
dependencies in the data. Subsequently, the high-
dimensional features output from the LSTM layer are
expanded into one-dimensional vectors through the
Flatten layer. Finally, the output of the classification or
regression task is carried out through the FCL, thereby
identifying potential criminal behavior in network traffic.
Therefore, according to the above calculations, the online
criminal behavior recognition process based on MCNN-
LSTM is shown in Figure 7.
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Figure 7: Online criminal behavior identification process

As shown in Figure 7, first, during the training phase,
the preservation model is trained using the binary and
multi-classification datasets created from the network
traffic data, respectively. In the recognition phase, the
input network traffic is first processed by the open-world
MCNN-LSTM to determine whether it is labeled in the
accusation domain. If the traffic belongs to the accusation
domain, it enters the open-world label processing and is
recognized using the closed-world MCNN-LSTM. If it

does not belong to the accusation domain, it enters the
closed-world labeling processing. Through the staged
processing, the model is able to process the open-world
and closed-world labels separately, thus improving the
accuracy and efficiency of the recognition. To intuitively
demonstrate the implementation process of the MCNN-
LSTM model, its pseudo code is given below, as shown
in Figure 8.
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# Pseudocode for MCNN-LSTM Model

# Pseudocode for MCNN-LSTM Model
# Output: Predicted labels (Y_hat)

# Step 1: Data Preprocessing

def MCNN_Module(X):

return PooledFeatures

def LSTM_Module(X):

return LSTM_output

def SelfAttention(X):
Q =dot(X, Wq) # Query matrix
K = dot(X, Wk) # Key matrix
V = dot(X, Wv) # Value matrix

return Output

def ClassificationHead(X):

return Output

# Step 6: Model Training

# Input: Network traffic data (X), labels (Y)

X_preprocessed = preprocess_data(X) # Normalize and extract features

# Step 2: Multi-Scale Convolution (MCNN) Module
Convl = Conv2D(filters=32, kernel_size=(3, 3), activation="relu’)(X)
Conv2 = Conv2D(filters=64, kernel_size=(5, 5), activation="relu’)(Conv1)
Conv3 = Conv2D(filters=128, kernel_size=(7, 7), activation="relu")(Conv2)
CombinedFeatures = concatenate([Conv1, Conv2, Conv3])
PooledFeatures = MaxPooling2D(pool_size=(2, 2))(CombinedFeatures)

X_spatial = MCNN_Module(X_preprocessed)

# Step 3: Temporal Feature Extraction with LSTM

LSTM_output = LSTM(units=128, return_sequences=True)(X)

X_temporal = LSTM_Module(X_spatial)

# Step 4: Self-Attention Mechanism (SAM)

AttentionScores = Softmax(dot(Q, K.T) / sqrt(d_k)) # Scaled Dot-Product Attention
Output = dot(AttentionScores, V) # Weighted sum of values
X_attention = SelfAttention(X_temporal)
# Step 5: Fully Connected Layers for Classification
Densel = Dense(units=128, activation="relu’)(X)
Output = Dense(units=num_classes, activation='softmax’)(Dense1)

Y _hat = ClassificationHead(X_attention)

model = compile_model(optimizer="adam’, loss="categorical_crossentropy')
model fit(X_preprocessed, Y, epochs=50, batch_size=32)

Figure 8: Schematic diagram of MCNN-LSTM pseudo code

This pseudo code in Figure 8 clearly shows the main
modules of the MCNN-LSTM model and their interaction
process. First, the multi-core convolution module
captures the multi-scale features of the input data and
combines the pooling layer to reduce the computational
complexity. Subsequently, the LSTM module is
employed to model the time series features, with the self-
attention mechanism further emphasizing the key features
to enhance the classification performance. Finally, the
network traffic classification is completed by the fully
connected layer.

3 Results

3.1 Performance testing of overlapping
traffic segmentation model for CNNH
The study began by setting up a suitable

experimental environment to meet the computational
requirements of the experiment. The experiment uses

Windows 10 operating system with a 12-core Xeon
Platinum 8163 processor and a graphics card NVIDIA
Tesla P100-16GB. The model development language is
Python 3.7. The study selects the CW200 dataset as the
experimental object, which contains a variety of normal
and abnormal traffic with high noise and complex traffic
patterns, meeting the needs of overlapping traffic
segmentation and abnormal behavior identification in
anonymous networks. The diversity of protocol
distribution and user behavior is taken into account
during data collection in order to mimic traffic patterns in
real-world scenarios as closely as possible. The dataset
collects traffic data from 200 different websites accessed
through the Tor network in a closed world. Each site has
2,500 traffic accesses, which are divided into training and
test sets in a 6:4 ratio. A stratified sampling method is
used to ensure that the proportions of the training and test
sets are consistent in terms of protocol type, traffic
feature distribution, and attack type, thus avoiding the
bias of the model performance evaluation due to uneven
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data distribution. In addition, to reduce the risk of
overfitting, the dropout regularization technique is
introduced into the experiment, and the diversity of the
training data is improved by data enhancement. Among
them, normal traffic accounts for 60%, abnormal traffic
accounts for 40%, and is further divided into four
categories: Trojans, Worms, Viruses, and Adware. The
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proportion of category samples is balanced and covers a
variety of network protocols and anonymous network
scenarios. Data cleaning, feature extraction, and
standardization are performed during data preprocessing,
and traffic behavior patterns are labeled as normal or
abnormal. First, the settings of each parameter in CNNH
are shown in Table 2 below.

Table 2: Model parameter settings

Parameter Value

Input dimension 5000
Network architecture layers 12
Batch size 256
Epochs 50

Gradient optimization function Adam

Learning rate 0.001
Dropout 0.4

Table 2 shows the settings for input dimension,
network architecture layers, training details, optimizer,
learning rate and Dropout rate, respectively. The study
uses CNN, dilated CNN (DC-CNN), and multi-layer
perceptron with dilated convolution (MLP-DC) as
comparison models. When criminal activities are carried
out in anonymous networks, criminal behavior is often
hidden in normal traffic. A high segmentation accuracy
means that the model can more accurately distinguish

normal network behavior from potential criminal
behavior, and can more accurately capture traffic patterns
related to criminal activities such as illegal transactions
and malware propagation, thereby reducing false
positives and improving the effectiveness of crime
identification. Therefore, the traffic segmentation
accuracy is used as an indicator, and the test results are
shown in Figure 9.

1.00} 097 100}
---------------------------- - r— 0—-—O
>.0.95} 5. 0.95¢
9 0.91 9
§ 0.90f::: '“"”"0'@3 § 0.90
& 0.85f------~ S i Mocooeeoogons 0 l85 & 0.85}--
o . o
£ 0.80} £ 0.80}
s = /
£ 075} , 2 —= CNN £ 0.75¢ B o —= CNN
2070} ;7 —- EA(IZ_-pCIE\I)g 2070t 7 —- EA?.F?IEI)Q
0.65 -_/ — - CNNH 0.65 -_/ — - CNNH
0.600—10 2b|t ; 30 40 50 980010 - 30 40 50
erations erations
(a) Training set (b) Test set

Figure 9: Accuracy trends on training and test sets for different models

Figure 9(a) and (b) show the accuracy of CNN, DC-
CNN, MLP-DC, and CNNH with the iterations on the
training set and test set, respectively. In the case of
malware propagation, the model identified multiple
suspicious data packets through high-precision traffic
segmentation. The transmission frequency and time
characteristics of these data packets are highly consistent
with known malware propagation behaviors, thereby
enabling law enforcement to swiftly identify the source of
the behavior.

In Figure 9(a), when the number of iterations is 50,
the accuracy of CNN, DC-CNN, MLP-DC and CNNH

models on the training set is 0.85, 0.89, 0.91, 0.97,
respectively. In Figure 9(b), the accuracy of the four
models on the test set are 0.83, 0.85, 0.87, 0.92,
respectively. DC-CNN and MLP-DC introduce the
advantage of null convolution to extract deep features
more comprehensively. To verify whether the difference
in accuracy between different models on the training and
test sets is statistically significant, a paired t-test is
performed on the normalized accuracy and the 95%
confidence interval is calculated, as shown in Table 3.
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Table 3: Statistical significance analysis
Normalized 95% Statistical
Dataset Model Comparison accuracy confidence interval P-value significance
difference (%) (%) g
Traini CNNH vs. CNN 12 [10.2, 13.8] <0.01 Significant
Sﬁ'”'” CNNH vs. DC-CNN 8 [6.4, 9.6] <0.05 Significant
g CNNH vs. MLP-DC 6 [47,7.3] <0.05 Significant
Testin CNNH vs. CNN 9 [7.5, 10.5] <0.01 Significant
set 9 CNNH vs. DC-CNN 7 [5.6, 8.4] <0.05 Significant
CNNH vs. MLP-DC 5 [3.8, 6.2] <0.05 Significant

The statistical analysis results in the table show that
the accuracy improvement range of CNNH on the
training set is from +6.0% to +12.0%, and the
improvement range on the test set is from +5.0% to
+9.0%. The P-values for all comparisons are less than

0.05, indicating statistical significance. In addition, the 95%
confidence interval indicates that the range of differences
is relatively stable. Subsequently, the segmentation effect
of each model under different traffic flows is shown in
Table 4 below.

Table 4: Performance evaluation indicators for each algorithm

ndex CNN DC-CNN MLP-DC CNNH
Normal Attack Normal Attack Normal Attack Normal Attack
P/% | 8352 85.67 86.14 88.43 88.79 90.57 91.43 93.45
RI% | 8467 86.82 88.53 89.92 90.35 91.74 93.46 9432
0/2 PRIT 1365 12.34 10.74 9.98 8.96 7.43 415 3.07
F1/% | 84.09 86.24 87.32 89.17 89.56 91.15 92.43 93.88
AUC | 0.769 0.788 0.812 0.828 0.839 0.846 0.928 0.935
I'me’ 1234 13.02 15.89 1658 19.65 20.23 18.41 19.12
Resource
consumpti | 68.54 69.85 72.32 73.46 75.69 76.78 70.17 71.54
on/%

Table 4 displays the performance comparison of the
models for segmentation under Normal and Attack
traffic. False positive rate (FPR) is critical in law
enforcement contexts, as a high FPR could lead to
misidentifying benign traffic as criminal activity,
resulting in wasted resources. The CNNH model has
significantly higher values for P, R, F1 and AUC.
Especially, the P-value of CNNH reaches 93.45% and the
R value is 94.32% under Attack traffic. Meanwhile, the
FPR of CNNH is only 4.15%, indicating that it can
effectively reduce the false alarms. However, with the
increase of model complexity, the resource consumption
rate and calculation time of CNNH increase accordingly,
reaching 71.54% and 19.12s, respectively. Although its
resource requirements are high, the significant
improvements in accuracy and sensitivity make up for
this shortcoming. In contrast, the traditional CNN is at a
lower level in all performance indicators. However, its
resource consumption rate and computation time are low,
which makes it suitable for scenarios with limited
computational resources. The proposed model has been
demonstrated to effectively reduce the FPR, ensuring
higher accuracy and reliability in identifying criminal
behavior. Furthermore, it has been shown to facilitate the
optimization of resource allocation and action decisions.

In the experiment, the recall rate is equivalent to the
sensitivity, i.e., the proportion of actual anomalous traffic
that is correctly detected. In practical scenarios, this

balance of performance is critical. Maintaining sensitivity
ensures that abnormal behavior is not ignored due to low
detection  capabilities.  Further analysis of the
experimental results shows that false positives occur
mainly in normal traffic with high access frequency, such
as normal data transmission of certain legitimate
protocols being misclassified as abnormal traffic. This
may be due to the similarity between the characteristics
of high-frequency access patterns and abnormal traffic.
False negatives, on the other hand, are mainly
concentrated on abnormal traffic with weaker
characteristics or close to normal traffic characteristics,
such as covert adware traffic. False positives can lead to
reduced efficiency in resource allocation, while false
negatives can cause some potential threats to be ignored.

3.2 Online crime recognition experiment
based on MCNN-LSTM

In the hyperparameter setting of MCNN-LSTM, the
learning rate is optimized in the range of 0.0001 to 0.01
by grid search and finally selected as 0.001. The batch
size is set to 32. The number of hidden layer nodes is set
to 128, which can effectively capture the time series
characteristics of traffic data. The time step is set to 20.
Adam is used as the optimizer to improve the training
efficiency. The number of training rounds is set to 50,
and the early stopping strategy is combined to avoid
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overfitting. To improve the generalization ability of the
model, Dropout is added to the network and the ratio is
set to 0.3. The study labeled the traffic data set according
to different crime types, mainly including three types of
crimes: online fraud, malware propagation, and illegal
transactions. multi-layer perceptron convolutional neural
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network (MLP-CNN), long short-term memory with
attention mechanism (LSTM-Att), and LSTM are
selected as comparison algorithms. First, the accuracy test
results of the four models for different types of online
criminal behaviors are shown in Figure 10 below.

100 -
95 |

S ] =N B

St : [ LSTM

£ MLP-CNN

e ST B3 LSTM-Att
80 | MCNN-LSTM
75 5

0 OnlineFraud Malware Propagation lllegal Transactions
Crime Types

Figure 10: Model performance in crime type identification

In Figure 10, the MCNN-LSTM model showed the
best accuracy, especially in the identification of malware
propagation and illegal transactions, reaching 96.54% and
92.87% respectively. This is because MCNN-LSTM
combines the spatial feature extraction capability of CNN
with the temporal feature capture capability of LSTM,
and can better handle the complex patterns and temporal
dependencies in criminal behavior. Although LSTM-Att
improves the focus on important features by introducing
the attention mechanism, its spatial feature extraction
capability is weak, so it is still inferior to MCNN-LSTM
in multi-dimensional feature extraction. LSTM has the

worst performance among the three crime types,
especially in the identification of malware propagation,
which is only 87.43%. Subsequently, to evaluate the
performance of each model in crime prediction and
prevention, the following indicators are used: prediction
accuracy, early warning time (early warning time is
defined as the time interval between the first detection of
an abnormal traffic pattern by the model and the actual
occurrence of the attack behavior), precision, FPR, mean
detection time, and area under the receiver operating
characteristic curve (AUC). The results are shown in
Table 5 below.

Table 5: Performance comparison of models in crime prediction and early warning tasks

. MLP- LSTM-
Metrics LSTM CNN Att MCNN-LSTM
Prediction Accuracy /% 80.45 84.67 88.76 92.43
Average Ea_rly Warning Time 15 18 o5 30
/Minutes
Precision /% 79.87 83.54 87.34 91.23
False Positive Rate /% 9.67 8.23 6.45 5.12
Mean Time to Detect /Seconds 42.8 35.6 28.1 24.3
AUC 0.835 0.874 0.915 0.945
In Table 5, MCNN-LSTM shows the best abnormal behavior features and reduce the interference of

comprehensive performance. Compared with other
models, MCNN-LSTM achieved a prediction accuracy of
92.43%, which is significantly higher than LSTM's
80.45% and MLP-CNN's 84.67%. Although LSTM-Att
introduces the attention mechanism, its spatial feature
extraction capability is insufficient, resulting in the
advance warning time and prediction accuracy being
inferior to MCNN-LSTM. In addition, MCNN-LSTM
can warn of criminal behavior 30 minutes in advance, this
capability is mainly due to the model's deep modeling of
time series characteristics. In particular, the introduction
of the SAM further enhances the model's ability in key
feature extraction, enabling it to quickly focus on

irrelevant features. The accuracy of MCNN-LSTM is also
better than other models, with the lowest false positive
rate of only 5.12%. The model performs well in reducing
false positives. In contrast, LSTM has a higher false
positive rate of 9.67%, due to the lack of spatial feature
modeling, its adaptability to traffic pattern changes is
poor and the false alarm rate is significantly high. In
terms of average detection time, the MTTD of MCNN-
LSTM is 24.3 seconds, which is better than 28.1 seconds
of LSTM-ALtt and 35.6 seconds of MLP-CNN, which
further proves the real-time detection capability of the
model.
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Finally, the concept of concept drift is used to
evaluate the robustness and adaptability of the models in
the face of changing data distributions. Conceptual drift
refers to the phenomenon that the data distribution
changes over time. Its practical application is due to the
fact that the traffic pattern, feature distribution, and user
behavior of a website may change over time. The drift
simulation involves the gradual adjustment of the ratio of
normal traffic to abnormal traffic, thereby reflecting the
dynamic changes in network attack behaviors. The
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protocol-related features (e.g., packet length, time
interval) are subject to random changes, thereby

simulating fluctuations in protocol usage and traffic
characteristics. Furthermore, the incorporation of novel
attack types at various temporal points serves to mirror
the progression of attack patterns. These designs are
intended to closely mirror the evolving trends in the
actual network environment, thereby facilitating the
evaluation of the model's efficacy in handling long-term
distribution shifts. The results are shown in Figure 11.

9%/AoeInd2e uoniuboosy

Figure 11: Impact of concept drift on model accuracy over time

Figure 11 shows the model accuracy of the four
models under training time and testing time of 5, 10, 20,
and 60, respectively. As the interval time increases, the
concept drift leads to different degrees of decrease in the
accuracy of each model. A lower drop value suggests that
the model is more flexible and can continue to perform
well in classification even when concepts diverge. When
the interval between training and testing events is 60
days, the recognition accuracies of LSTM, MLP-CNN,
LSTM-Att, and MCNN-LSTM models are 60.2%, 73.8%,
80.7%, and 89.5%, respectively. The advantage of
MCNN-LSTM in dynamically changing environments
lies in its optimized model architecture. The multi-kernel
convolution module extracts multi-scale spatial features
by convolution kernels of different sizes. The SAM
dynamically focuses on key features to reduce
interference. It works in conjunction with time series
modeling to significantly improve adaptability to
dynamic changes in the traffic feature distribution. In
contrast, LSTM lacks spatial feature extraction
capabilities and relies only on time series modeling,
resulting in high sensitivity to changes in traffic patterns

and rapid loss of accuracy. MLP-CNN is biased toward
fixed patterns in feature extraction and has insufficient
adaptability to concept drift.

Finally, several representative models including
time-series  Transformer,  spatial-temporal  graph
convolutional network and transformer framework (ST-
GCN+Transformer),  bidirectional long short-term
memory with attention mechanism (BiLSTM-+Attention),
random forest and principal component analysis
(RF+PCA), and K-nearest neighbor (KNN) are selected
for comparison. These five models cover the hybrid
framework and transformer method in modern deep
learning, as well as the classic algorithms of traditional
machine learning and non-deep learning. It can fully
reflect the advantages and disadvantages of different
technical routes in network traffic analysis. The dataset
used is the representative open world network traffic
dataset CIC-IDS2017. It records normal traffic and 12
malicious attack behaviors, has 80 traffic features, and
has highly complex traffic patterns and open network
environment characteristics. The results are shown in
Table 6.
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Table 6: Performance comparison and scalability testing of models under different traffic loads

Average Accurac
[0)
Traffic Model Name Accuracy FPR processing y agg?;) /o P-
condition 1% 1% time . value
(ms/sample) | €XPansion
1%
MCNN-LSTM 96.78 2.95 18.6 9412 <0.05
Tr;:ggrfne;es 95.23 321 175 92.45 <0.05
Small ST-
traffic CCN+Transformer 95.78 31 20.9 93.34 <0.05
(10% BiLSTM+Attention 92.67 4.89 19.2 89.45 <0.05
data) Random
ForesttPOA 88.23 7.34 147 86.34 <0.05
KNN 84.12 9.78 15.9 82.45 <0.05
MCNN-LSTM 95.89 3.45 208 93.34 <0.05
Tr;'g}gri]e;es 94.12 3.89 183 91.67 <0.05
Mediu ST-

m traffic CON+Transformer 94.78 3.56 212 92.78 <0.05
(50% BiLSTM+Attention 90.78 545 196 88.01 <0.05
data) Random

foresttPOA 86.34 8.12 15.2 84.78 <0.05

KNN 82.45 10.78 16.5 79.67 <0.05

MCNN-LSTM 94.78 3.89 225 92.12 <0.05

Tr;:;“fgrfne;es 93.12 412 19.9 90.56 <0.05

traffic GCN+Transformer 93.78 4.01 22.8 91.45 <0.05

% BiLSTM+Attention 89.34 6.12 203 87.12 <0.05

(100

data) Random

forestrPOA 84.89 9.34 15.8 82.45 <0.05

KNN 81.12 11.78 16.7 78.34 <0.05

In table 6, MCNN-LSTM shows high accuracy in all
traffic load scenarios, reaching 96.78% in small traffic
scenarios and maintaining 94.78% in high traffic
scenarios. Moreover, it demonstrated strong classification
capabilities with an FPR of 3.89%. This is mainly due to
its multi-module synergy combining CNN and LSTM,
which can effectively capture the complex relationship
between spatial and temporal features. Time-series
Transformer and ST-GCN+Transformer also perform
similarly in terms of FPR and accuracy. The global
modeling capabilities of these two models allow them to
perform well in dynamic network scenarios. The
accuracy of the BiLSTM-+attention model is subject to a
significant decrease in high-traffic scenarios due to the
limitations of the feature extraction method. In contrast,
the KNN and Random Forest methods demonstrate a
higher degree of suitability for small-scale data sets.
However, when the data is expanded to 300%, the
accuracy undergoes a substantial decline, indicating a
lack of adaptability to large-scale, complex scenarios.

3.3 Simulation test

In online criminal behavior on anonymous networks, the
illegal software trading market is active, and many

websites specialize in the illegal sale of pirated software.
The illegal sale of pirated software not only violates
intellectual property laws, but also involves illegal
transactions and fund transfers through anonymous
networks, which is a common and widespread form of
online crime. Such websites conduct transactions through
encrypted networks and anonymous payment systems,
and wusers can purchase unauthorized commercial
software, hacking tools, and cracked software. On one of
the websites, called Dark Web Software Mall, about
4,000 users visit and trade every day. The website uses
encrypted communication protocols and anonymous
payment methods such as Bitcoin.

The experiment uses web crawler technology to
capture network traffic data from the website for 10 days,
with a total of 400,000 packets, of which 200,000 packets
are directly related to illegal software transactions,
including user login, browsing illegal software, ordering,
and anonymous payment. At the same time, for
comparison, the study also obtains traffic data from legal
e-commerce platforms in the same period, totaling
150,000 packets, which are related to browsing and
purchasing legal software. Traffic capture and model
training are performed on a server running the Linux
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operating system, with a 16-core CPU, 32GB memory,
and 500GB storage space. The experiment uses the
Wireshark tool to capture network traffic to ensure the
accuracy and integrity of the data. The traffic data
includes parts obtained from legal e-commerce websites
and illegal software trading websites, with a total of
400,000 packets. To ensure that the model can effectively
identify traffic behaviors related to illegal software
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transactions, the study preprocesses the data, removed
noise, and extracted key features, including packet size,
time interval, and transmission direction. By analyzing
the traffic characteristics, the model is further used to
distinguish the network traffic of legal software
transactions, and illegal software sales. The results are
shown in Table 7 below.

Table 7: Detection results of illegal software transactions compared to legitimate traffic

Legitimate traffic

Illegal software

Metric Detection results (control group) transaction traffic
Large-scale software Average of 3.2 i . i .
downloads (times/day) detections/day 0.5-1.1 times/day 8.7-12.3 times/day
Frequent small anonymous Average of 1.8 i . 20.6-30.4
payments (transactions/day) transactions/day 1.3-2.2 times/day times/day

Abnormal data packet

Average detection

transmission (data volume/day) of 100 MB/day 75.4 MB/day 502.6 MB/day
Average file size of downloads 15.3 MB 10.7 MB 50.8 MB
(MB) ' ' '
Anonymous payment amount Average of $512.4 $52.3-$985 $10.7 - $ 49.6

(per transaction)

The experimental results show that the model can
effectively identify illegal software transactions. First, in
the detection of large-scale software downloads, there are
an average of 8.7 to 12.3 large file downloads per day in
illegal transaction traffic, while there are only 0.5 to 1.1
downloads in legal traffic. Secondly, frequent small
anonymous payments have also become an important
feature for identification. An average of 20.6 to 30.4
small payments are made per day in illegal transaction
traffic, while legal transactions are only about 1.8. In
addition, the transmission volume of abnormal data
packets in illegal traffic far exceeds the normal range,
with an average of 502.6MB of data transmitted per day,
while the transmission volume of legal traffic is about
75.4MB.

Through the traffic identification of criminal
behavior, technology not only provides analysis results,
but more importantly, it helps law enforcement agencies
take quick action. The proposed model provides
categorized anomalous traffic patterns and their
associated characteristics, such as traffic types and time
intervals, which can help law enforcement identify
potential threats and prioritize suspicious behavior for
further investigation.

4 Discussion

The CNNH model showed excellent performance in
the overlapping traffic segmentation task, with
precision and recall reaching 91.43% and 93.46%,
respectively, and a false positive rate of only 4.15%. In
contrast, DC-CNN and MLP-DC each had an accuracy
lower than 87% due to their limited feature extraction
capabilities. The main reason for this performance
difference was that CNNH achieved effective

extraction of multi-scale features by introducing atrous
convolution technology. Second, the accuracy trends
of different models on the training and test sets. As the
number of iterations increases, the normalized
accuracy of CNNH reached 97% and 92% on the
training and test sets, respectively. In addition, the
statistical significance analysis further proved the
reliability of these performance differences, with P-
values less than 0.05 for all comparisons. The
prediction accuracy of the MCNN-LSTM model
reached 92.43%, the precision was 91.23%, the false
positive rate was 5.12%, and it could achieve a 30-
minute early warning capability. In comparison, the
accuracy of the traditional LSTM model and the MLP-
CNN model under complex traffic patterns was
84.67% and 80.45%, respectively.

Finally, compared to traditional methods, the
proposed model showed significant advantages in
scalability and dynamic adaptability. Traditional
methods had acceptable performance on small data
sets, but their accuracy was less than 80% in high-load
traffic scenarios, making it difficult to effectively
capture dynamic characteristics in complex network
environments. In contrast, by combining deep learning
technology, MCNN-LSTM not only performed stably
in highly complex scenarios, but also provided early
warning capabilities for criminal behavior, showing a
wide range of practical application potential.

5 Conclusion

Through real-time monitoring of network traffic, the
system can detect potential risks before criminal activities
occur. In view of this, this study proposed a CNNH-based
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Tor overlapping traffic segmentation model and an
MCNN-LSTM website fingerprint recognition model.
The performance test results indicated that the average
segmentation accuracy of CNNH was 95.05% when the
number of iterations was 50. Under Attack traffic, the P,
R, F1, and AUC values of CNNH were 93.45%, 94.32%,
93.88%, and 0.935, respectively. The FPR was only
3.07%, which was better than the comparison model. Its
computational time consumption was 19.12s, and the
resource consumption rate was 71.54%. In the MCNN-
LSTM performance test, its recognition accuracy for
malware propagation and illegal transactions reached
96.54% and 92.87% respectively. In the prediction
experiment results, the prediction accuracy of MCNN-
LSTM was 92.43%, and it could issue an early warning
30 minutes in advance, with a false positive rate of only
5.12% and a detection time of only 24.3s. In terms of
computational time consumption, the MCNN-LSTM
model consumes 102ms per round of training. In the
concept drift test, the recognition accuracy of the MCNN-
LSTM model was 89.5% when the training and testing
events were separated by 60 days. This shows that the
proposed model in the study had excellent recognition
accuracy and robustness.

6 Limitations and future research

The proposed MCNN-LSTM model performs well in
anonymous network traffic analysis, but it still has some
limitations. As the model complexity increases, CNNH
and MCNN-LSTM have high computational resource and
time consumption requirements, and may be difficult to
deploy in real-time in hardware resource-constrained
environments. The study simulated concept drift by
adjusting feature distribution, protocol variations, and
attack types, but drift in real-world scenarios may be
more complex, such as sudden changes in user behavior
or nonlinear changes in traffic patterns. In addition,
advanced attackers may confuse traffic patterns by
disguising malicious traffic or using complex encryption
techniques to increase the difficulty of detection. For
highly dynamic features or low-frequency anomalous
behavior, the model may run the risk of failing to detect
them. Although the false positive rate has been reduced, it
may still cause false alarms that affect monitoring
efficiency. In addition, the model may cause privacy
issues when applied to anonymous network monitoring,
such as excessive monitoring or false alarms that result in
innocent users being tagged. The scope of monitoring
must be strictly limited and privacy regulations must be
followed.

Future research will focus on optimizing the
performance and practical value of the model. First,
through the lightweight design of the model and the
distributed computing architecture, the computational and
memory consumption can be reduced, and the scalability
of large-scale real-time monitoring can be improved.
Second, by combining long-term real Tor traffic data, the
adaptability of the model in complex concept drift
scenarios will be verified, and the robustness of the
model against obfuscation strategies will be improved
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through adversarial training and multimodal data fusion.
In addition, integrating data from multiple sources, such
as user behavior logs and vulnerability information, can
improve the ability to detect low-frequency anomalous
behavior. In terms of privacy protection, future work will
introduce data encryption and anonymization processing
technologies, and combine the context post-processing
mechanism to optimize false positive control to ensure
the credibility and legality of the model application.
Future research will also explore the applicability of the
model in other potential application areas. For example,
in enterprise network security, MCNN-LSTM can be
used to detect abnormal traffic and potential attack
behavior in the enterprise internal network, helping to
improve security protection capabilities. At the same time,
future research must focus on the ethical and privacy
implications of model deployment, strictly adhere to
relevant laws and regulations, and ensure the social
responsibility and legality of the technology.
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Student career scheduling is divided into regular scheduling and dynamic optimal scheduling. Regular
scheduling is the planning task of calculating a student's career year, and the reference parameters are
some student career data. When facing the complex career problems of college students, achieving the
expected scheduling tasks is difficult. Aiming at the problems existing in college students' career planning,
this paper effectively combined the Dijkstra and genetic algorithms to obtain the D-GA optimization
algorithm and apply it in the scheduling scheme. The experimental outcomes indicate that the graduate
job recommendation algorithm introduced in this study achieves the highest performance, with a hit rate
of 44.37% when K=50. This is approximately double the effectiveness of the CBF approach and around
20% higher than the neighborhood-based CF method. The mean reciprocal rank was 17.14%, which is
nearly seven times greater than that of the CBF technigue and about 3% better than the neighborhood-
based CF model. The data problem framework aligns with real-world conditions and is developed based
on relevant aspects of college students' career planning. According to the advantages and disadvantages
of the Dijkstra algorithm and genetic algorithm, combined with students' career problems, the Dijkstra
algorithm was improved and combined with the genetic algorithm to form the D-GA algorithm and applied
to the solution optimization process. Finally, combined with J2EE technology, college students' career
planning system was realized.

Povzetek: Razvit je hibridni Dijkstra-genetski algoritem za optimizacijo nacrtovanja kariere Studentov,
implementiran s tehnologijo J2EE. Pristop izboljsuje ucinkovitost in prilagaja priporocila glede na

spreminjajoce se podatke in preference.

1 Introduction

Career planning has been developed for decades,
and the relevant theories have been continuously
improved, but the research on career planning at home
and abroad differs greatly [1]. International research in
the career field has been both extensive and detailed. It
has thoroughly examined various aspects, including
career exploration, job search intensity, job-seeking
success, factors influencing career choices, career
values, professional preferences, work-related values,
personality types, alignment between career paths and
professional choices, as well as job satisfaction. These
areas have been explored in depth, offering a
comprehensive understanding of the factors affecting
career development. [2, 3]. Domestic career research
has only started in recent years, and the research level is
shallow and the research content is single. The research
on college students focuses on the current situation of
career planning and career values, mainly for ordinary
college students, without distinguishing the differences
between students of different professional backgrounds,
and not enough exploration of gender students [4, 5].
For everyone, career is limited, if not effectively
planned, will inevitably lead to a waste of time.

Through the career planning system, users are able to
explore themselves correctly, think about the factors that
may affect their future development in an all-round way,
and rationally make decisions on career development that
suit them. Currently, the more famous ones in career
planning optimization research [6]. Its advantage is that it
can solve the student career planning problem containing
negatively weighted paths, and the code is simple to
implement; its disadvantage is that it wastes a large amount
of time on the v-1 slack operation due to the need to carry
out v-1 slack operations in each loop [7, 8]. The SPFA
(Shortest Path Faster Algorithm), while an improvement
over Bellman-Ford in many cases, still struggles with
worst-case performance, which can degrade to O(VE)
under certain conditions. Moreover, SPFA can be
unpredictable in terms of run time, which poses challenges
for scalability and consistent system performance when
handling large datasets or diverse user inputs typical in
career planning systems. This study is necessary because it
proposes a hybrid approach that combines Dijkstra's
algorithm with genetic algorithms to overcome the
shortcomings of these SOTA techniques. The hybrid
method not only optimizes the computational efficiency
but also enhances the accuracy of career path
recommendations by dynamically adapting to evolving
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data patterns and user preferences, which neither
Bellman-Ford nor SPFA can achieve effectively in this
context [9, 10]. Ford algorithm can handle the student
career planning problem containing negatively
weighted paths as well; however, the time complexity
of the Floyd-Warshall algorithm is very unfriendly [11].

Dijkstra’s algorithm is the most typical and
representative student career planning algorithm for
solving student career planning problems, and its
application in practice is the most numerous. The most
traditional implementation of Dijkstra's algorithm uses
the adjacency matrix to store the data information of the
graph, and uses simple arrays to realize its priority
queue, which cannot adapt to the path query problem
with high real-time requirements in terms of memory
usage and Dijkstra's algorithm in depth, analyze its
performance bottlenecks and improve and optimize the
algorithm using heap data structures and features of the
application scenarios [12, 13]. Dijkstra's algorithm
solves the problem of single-source student career
planning with any point in the graph as the starting
point, which requires that the weights of each edge in
the weighted graph must be non-negative. Using
Dijkstra's algorithm to solve the single-source student
career planning problem starting at vertex 1 in the graph
will result in the student career planning spanning tree
[14, 15]. For any given point in a directed graph,
Dijkstra's algorithm can compute the student career plan
from that point to each of weights from that point to
each of the remaining vertices in the graph. Dijkstra’s
algorithm can also compute the student career plan for
any pair of vertices in the graph by starting at the
beginning and expanding it layer by layer end point [16,
17]. The table provides key metrics, including
efficiency, complexity, and accuracy for each reviewed
method. For instance, while the Bellman-Ford
algorithm offers advantages in specific contexts, it
suffers from higher computational complexity in larger
datasets. Similarly, the SPFA algorithm, although faster
in many cases, lacks robustness in accuracy when faced
with real-world data variations [18, 19].

2 Dijkstra's algorithm

2.1 Dijkstra's algorithm planning and
designing

Same as the data mining process, the educational
model evaluation. Different from the traditional data
mining, the data of EDM comes from the teaching
environment, Equation (1) is used for model evaluation,
and Equation (2) is applied to data mining, and the
obtained data is applied to the construction of teaching
data.

D, :V, >V, (1)

Via =V +Q -q ()

The main role of the model, which generally
includes the processes. Equation (3) establishes
mathematical and statistical models, and Equation (4)
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demonstrates the fundamental mechanism of online pattern
mining, and evaluate each path and rank the candidates
based on their fitness values. Select the most promising
career paths based on fitness. Use techniques like
tournament selection or roulette wheel selection to pick
individuals for the next generation. Perform crossover
between selected pairs of paths to generate new offspring.
This helps explore new potential career trajectories by
combining features of existing paths. Apply mutation to
some individuals by altering a few nodes in the career
paths. This step introduces diversity and ensures the
algorithm doesn't get stuck in local optima. After
generating new paths, use Dijkstra’s algorithm to further
optimize these solutions by adjusting the node sequences
for better cost or relevance. This ensures that the final
solutions are both optimal and diverse.

d<H, <h (3)

C C
C =C1(C—1+C1)+C2(C—2+C2) (4)

2 1

Common models mainly include linear regression,
logistic regression, decision tree model, plain Bayesian
model, neural network model, clustering algorithm and so
on. Equation (5) represents the fundamental formula for
training the model, and Equation (6) represents the
collaborative filtering algorithm, where the model
evaluation phase.

R= S(WICI(%+C1 )+W2C2(%+C2 N+L (5)

Q:maxAtTglN(t) ©6)

Collaborative filtering recommendation algorithms
are based on user-item interaction matrix, which can be
divided into two categories according to the calculation
method: neighborhood-based collaborative filtering
algorithms and collaborative filtering algorithms based on
hidden factor decomposition Equation (7) can improve the
recommendation accuracy, and Equation (8) improves the
hidden nature of the item, begin by initializing a population
of potential career paths or solutions. Each individual in
the population represents a candidate path composed of
multiple nodes. Randomly generate an initial population or
seed it with paths from Dijkstra’s shortest-path search. For
each candidate path in the population, use Dijkstra’s
algorithm to compute the cost. In the context of career
planning, this could represent the efficiency or suitability
of a given career path based on factors such as job
prospects, personal preferences, and professional goals.

N(t)=ENGi.t) (7)

H(i,t) =minH(i,t)+x[maxH(i,t)-minH(i,t)] (8)
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Equation (9) shows the basic idea of TF-IDF
method, Equation (10) can explain the importance of the
occupation in the document, and then count the feature
values; use the TF-IDF method to determine each
feature value. If k also occurs more times in other
documents, it means that k does not contribute much to
document differentiation. TF-IDF is the feature value
determination method that synthesizes these two
considerations.

(% —X)(¥,-7)

" JZ(X —7)2\/2(% —yy ¥

argmin > (1, —p,af )"+ Al p, I +1lq; ") (10)

P*.a"(u,i)eR

2.2 OSCache framework

Based on the above two assumptions, Equation
(11) shows the neighborhood-based collaborative
filtering algorithm, Equation (12) shows the mechanism
of item scoring. Neighborhood-based algorithms. In
addition, non-numerical coding is beginning to come
into the limelight, and decimal coding has been applied
with many fields.

A, =—(r; =P )0 +2-p, (11)

A =—(r; —p,a ) p, +A-G (12)

Equation (13) demonstrates the choice of encoding
method and Equation (14) allows testing the readability
of the problem domain encoding.

P(O>,)c p(>,|©)p(©) (13)

p>,10)=_IT_p(i>, il ©) 14)

When facing some complex problems with large
scale, the problem domain cannot be represented by
discrete sequences at that time, that is, binary coding is
not applicable to that situation Equation (15) can detect
whether the coding is missed or not, and Equation (16)
can explain the problem of career planning in the coding
process.

p(i>, j1©):=0o(f;) (15)

ﬁJij =1, _ﬁjj (16)
Equation (17) demonstrates the generalization of
the crossover approach, Equation (18) represents the
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single-point crossover method. The next step is to
determine the crossover operator. It is known from
previous experience that many practical applications use a
predetermined value as the crossover operator, which does
not change throughout the genetic operation.

Inp(®[>,)=Inp(>,|©)p(O) (17)

g o .
Ao = Z:(u,i,j)eoS lre '%ruij —,0 (18)

If crossover then it may result in the following
situation: individuals with high adaptation are subjected to
crossover operation, which does not reflect the advantages
of high adaptation, that is to say, the advantages of
individuals with high adaptation are not well retained,
Equation (19) can filter the individuals with high
adaptation, and Equation (20) demonstrates the
opportunity of individual crossover.

1 1
h,(x)= = 19
() l1+e?  14e D (19)

hy(x)=P(y =1|x;0) (20)

3 Application of D-GA algorithm in
student career system

3.1 Improvements made to the DIJKSTRA

algorithm and its validation

Bayesian personalized ranking algorithm is a
recommendation algorithm with better recommendation
effect and widely used in various scenarios, such as
multimedia item recommendation, friend recommendation
and so on [20, 21]. So, for each user u, the BPR algorithm
has to find his preference ordering for all items. machine
learning algorithms are devoted to studying how to
improve the performance of the system itself through
computational means, experience. p evaluates the
performance of a computer program on a task T [22]. The
performance metrics indicate that D-GA consistently
outperforms both Dijkstra’s and Genetic Algorithms when
applied in isolation. Notably, the integration of Dijkstra's
graph traversal capabilities with the adaptive nature of
Genetic Algorithms leads to improved exploration of the
solution space [23, 24]. While unsupervised learning has
only input data x in the data sample and needs to solve for
the markers y based on the sample features, clustering is
an unsupervised learning method in machine learning
algorithms [25, 26]. Figure 1 shows the initialization state
diagram of Dijkstra's algorithm, and its process is simple
and easy to implement.
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Figure 1: Initialization state diagram of Dijkstra's algorithm

The k-means algorithm employs a greedy strategy
to approximate the solution of Eq. by iterative
optimization [27]. Where line 1 initializes the cluster
centers. Lines 4 to 8 are the cluster partitioning process,
i.e.,, each data object is partitioned into the cluster
closest to it. Lines 9 to 16 are the iterative updating
process all points in the cluster, and if the cluster center
does not change, the clustering result is returned [28,
29]. which can be categorized into cohesive and divisive
types. The cohesive type uses a bottom-up strategy [30].
Figure 2 shows the relationship between the algorithm
execution efficiency and the problem size, while the
split method is the opposite, using a top-down strategy,
initially all the samples are grouped into one cluster, and
then split according to some criterion until a certain
condition is reached or a set number of divisions is
reached. The dataset used for the experiments consists
of career-related information from college students,
including academic background, skills, career
preferences, job market trends, and professional goals.
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The data was sourced from institutional career centers, job
portals, and self-reported student profiles. The dataset size
includes  information  from 10,000+  students,
encompassing several hundred features, such as major,
GPA, internships, extracurricular activities, and industry
interests. Each student's profile is linked to potential career
paths and outcomes such as job offers, salaries, and job
satisfaction, making it rich and varied for analysis.
Therefore, this section will introduce machine learning
model evaluation methods in two parts: classification
algorithm evaluation methods and clustering algorithm
evaluation methods. The methodology has been
enhanced to specify the parameters for the Genetic
Algorithm: a population size of 100, a crossover rate of
0.8, and a mutation rate of 0.02. Additionally, we detail
the grid search method employed for hyperparameter
tuning, allowing readers to understand how optimal
settings were derived.
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Figure 2: Plot of algorithm execution efficiency versus problem size

3.2 DIJKSTRA algorithm optimization
Cluster assessment is generally based on two
principles: tightness, i.e., the smallest possible
differences between cluster members, and separation,
i.e., the largest possible differences between clusters.
Since the student campus card consumption record is a
campus card consumption flow record, and each student
generates a flow record for each consumption, it is
necessary to initially screen the consumption flow data
first to extract the consumption features that are

convenient for model input. The dataset was split into
training (70%) and testing (30%) sets. The D-GA
algorithm was then applied to predict optimal career paths
based on this data. Dijkstra’s algorithm was used to
compute initial shortest career paths, while the genetic
algorithm  explored potential variations, refining
recommendations over successive iterations. The
performance was evaluated on multiple metrics, including
accuracy of career path matching, computation time, and
memory usage. The dataset was split into training (70%)
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and testing (30%) sets. The D-GA algorithm was then
applied to predict optimal career paths based on this
data. Dijkstra’s algorithm was used to compute initial
shortest career paths, while the genetic algorithm
explored potential variations, refining
recommendations over successive iterations. The
performance was evaluated on multiple metrics,
including accuracy of career path matching,
computation time, and memory usage. The dataset was
split into training (70%) and testing (30%) sets. The D-
GA algorithm was then applied to predict optimal career
paths based on this data. Dijkstra’s algorithm was used
to compute initial shortest career paths, while the
genetic algorithm explored potential variations, refining
recommendations over successive iterations. The
performance was evaluated on multiple metrics,
including accuracy of career path matching,
computation time, and memory usage. The dataset was
split into training (70%) and testing (30%) sets. The D-
GA algorithm was then applied to predict optimal career
paths based on this data. Dijkstra’s algorithm was used
to compute initial shortest career paths, while the
genetic algorithm explored potential variations, refining
recommendations over successive iterations. The
performance was evaluated on multiple metrics,
including accuracy of career path matching,
computation time, and memory usage. The dataset was
split into training (70%) and testing (30%) sets. The D-
GA algorithm was then applied to predict optimal career
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paths based on this data. Dijkstra’s algorithm was used to
compute initial shortest career paths, while the genetic
algorithm  explored potential variations, refining
recommendations over successive iterations. The
performance was evaluated on multiple metrics, including
accuracy of career path matching, computation time, and
memory usage. The dataset was split into training (70%)
and testing (30%) sets. The D-GA algorithm was then
applied to predict optimal career paths based on this data.
Dijkstra’s algorithm was used to compute initial shortest
career paths, while the genetic algorithm explored
potential variations, refining recommendations over
successive iterations. The performance was evaluated on
multiple metrics, including accuracy of career path
matching, computation time, and memory usage. The
dataset was split into training (70%) and testing (30%) sets.
The D-GA algorithm was then applied to predict optimal
career paths based on this data. Dijkstra’s algorithm was
used to compute initial shortest career paths, while the
genetic algorithm explored potential variations, refining
recommendations over successive iterations. The
performance was evaluated on multiple metrics, including
accuracy of career path matching, computation time, and
memory usage. Figure 3 shows the performance
comparison before and after the optimization of the
algorithm, Continuous features, such as GPA and job offer
salary, were normalized to bring all attributes onto a
similar scale, ensuring that no single attribute
disproportionately influenced the algorithm.
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Figure 3: Performance comparison before and after algorithm optimization

Categorical variables like academic major and
industry interest were encoded using one-hot encoding,
while ordinal features such as job satisfaction were
assigned numerical values. Only the most relevant
features, such as skills, academic background, and
career goals, were retained to reduce noise and improve
the efficiency of the algorithm. Figure 3 highlights the
tangible benefits of optimizing the career planning
system through the D-GA. The improvements in
accuracy, reduction in computation time, and enhanced
user satisfaction underscore the effectiveness of this

hybrid approach. Such enhancements not only make the
system more robust but also align it more closely with the
needs of college students, facilitating more informed
career choices. These factors in terms of gender, family
background, and personal ability all affect the employment
choices of graduates. Therefore, this section analyzes the
employment patterns of students from different
backgrounds in three main areas. Table 1 shows the
performance comparison of the seed clustering algorithms,
in order to distinguish the employment patterns of students
with  different professional abilities and family
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backgrounds, students with good academic
performance generally choose to continue their studies
and the proportion of those who choose to go abroad for
further study is small. In order to avoid the above
situation of the genetic algorithm, so that the genetic
algorithm does not converge prematurely and produce
the phenomenon of early maturity, in this research, this
paper adopts the adaptive crossover operator, that is, the
crossover operator is no longer fixed, and can be
adjusted adaptively with the changes in the population.

Table 1: Performance comparison of clustering

algorithms
. . Contour -

Clustering algorithm coefficient Time (s)
K-mear)s partitiqning 0415 0085
clustering algorithm
Cohesn_/e hlerarc_hlcal 0.360 0.069
clustering algorithm

DBSCAN density clustering 0.029 0013

algorithm

A crucial aspect of configuring a genetic algorithm
involves establishing its termination criteria. This
entails defining the conditions under which the solution
produced by the algorithm is deemed acceptable within
the problem domain. Additionally, if the genetic
algorithm fails to find a suitable solution, it is essential
to establish a maximum number of generations for
iterations. This means the algorithm should cease
operation after reaching a specified number of
generations, regardless of whether the solution is
optimal, to avoid unnecessary expenditure of time and
resources. The selection of these termination conditions
plays a significant role in the efficiency of the genetic
algorithm and the quality of the outcomes. If the
termination criteria are not aligned with the actual
circumstances, even a well-crafted genetic operation
may not yield satisfactory results. Figure 4 shows the
assessment of the match between students' interests and
careers.
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Figure 4: Assessment of student interests and
career match
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4 Design and implementation of
optimization model for students' career
planning based on  Dijkstra's
Algorithm

The Graduate Employment Recommendation section
is designed to calculate the students' ratings of employment
organizations, and then recommend employment
organizations to the students according to the ratings from
high to low. Graduates' ratings of employment units
consisted of three main components: group employment
unit choice, students' preferences for employment unit
attributes, and students' preferences for employment unit
location. Figure 5 shows the career path shortest distance
assessment map, and the group employment unit selection
is solved by the traditional BPR algorithm. Then students'
preferences for employment unit attributes are
incorporated into the solution objective of the BPR
algorithm to obtain a new optimization objective function.
A binary Gaussian distribution is used to fit the student
preference function for the location. The last section of this
chapter describes the process of solving the objective
function using stochastic gradient descent method. Dijkstra’
s algorithm is a classical algorithm used to find the student
career plan. The algorithm uses breadth-first search to
compute the student career plan from any node in a non-
negative weighted directed graph to any other store node,
ie., the single-source student career planning problem.

019 u I .”“l ri_Ml il g J*{NJ‘

1.7 . . A : .
0.5 1.0 15 2.0 25 3.0 35 4.0 45
Signal time
21 )
0
v 2.0 l | [ f ]
_:lg } ’\I\" | ‘l \r | I ‘|| !{l“!}‘ ) l '[l ‘r‘
o 1.8 I |
17 A . . . . : .
0.5 1.0 15 2.0 25 3.0 35 4.0 45
Signal time

Figure 5: Assessment of shortest distance for career
paths

Dijkstra's algorithm is currently extensively utilized
and has established itself as a fundamental theory for
addressing  students' career planning challenges.
Researchers frequently adapt Dijkstra's algorithm to suit
the specific issues they encounter while investigating these
types of problems. The core concept of Dijkstra's algorithm
can be summarized as follows: it involves a set represented
by S, which initially contains only the source point, SO.
The algorithm subsequently adds the shortest paths to the
set S from the remaining vertices, denoted as V-S. The set
S represents the vertices for which the shortest paths have
been identified. Initially, the set S consists solely of the
source point SO, which then extends to each point,
progressively adding the point with the shortest path to S
and designating the remaining points as V-S. This process
continues until a comprehensive career plan for a student
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is formulated, with the relevant points being included in
S and removed from V-S until all nodes in the directed
graph are incorporated into S, signaling the completion
of the algorithm.

Throughout the execution of the algorithm, it is
ensured that the shortest distance from the source point
SO to each vertex in S remains less than or equal to the
distance from SO to any vertex in V-S. In its most
straightforward application, Dijkstra's algorithm
primarily focuses on the distances between nodes,
represented by the weights of the directed graph.
However, in practical scenarios such as logistics,
distribution, and bus routing problems, it becomes
increasingly crucial to consider the time and costs
associated with transporting goods or individuals
between various nodes. In this research, this paper also
improves the traditional Dijkstra's algorithm, which is
finally applied with the students' occupation in water. In
nature, a variety of biological generations, similar but
different, the children inherited the advantages of the
father's generation, in the process of biological
reproduction, left behind is always high quality, those
less adaptable must be eliminated in the competition,
that is, the survival of the fittest. At present, the scope
of application of genetic algorithm has been quite
extensive, due to the good parallelism of genetic
algorithm, suitable for solving complex nonlinear
problems, has been applied with combinatorial
optimization problems, artificial intelligence very
popular research direction in the field of computer. The
specific content of genetic algorithm can be described
as follows: imitating the situation of biological
evolution in nature, modeling the problem to be solved
as a biological population, choosing a certain coding
technique to code the population, and determining the
initialized population size, in nature, chromosomes are
the most basic representation of biological
characteristics, different chromosomes can be combined
into different biological characteristics, usually, in the
case of the When coding, the coding methods that can
be chosen are binary coding, decimal coding and so on.
First of all, a group of individuals of a certain size is
randomly generated, and the individual with good
fitness is superior, so that the new generation of
individuals will be more adapted to the environment
compared with the individuals of the parent generation,
and the confusion matrix of the classification results is
shown in Table 2.

Table 2: Confusion matrix for classification results

The real Standard Projected results
situation practice Counter-example
Standgrd TP (true FN (false negative)
practice example)

Counter- FP (false TN (true
example positive) counterexample)

In the application process of genetic algorithm, the
original genetic is considered to select random
individuals, while in the D-GA algorithm, this paper
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adopts the idea, which plays well with the advantages of
Dijkstra algorithm, in addition, in the specific
implementation of genetic algorithms, some improvements
are also made, the specific enhancements are outlined as
follows: the design of student career paths aligns with the
adaptation function. The initial population is generated
based on the principles of Dijkstra's algorithm. This
involves executing selection, crossover, and mutation
processes on the initial population, utilizing an adaptive
crossover method during the crossover phase. Unlike
traditional genetic algorithms that often employ random
methods to establish the initial population—an approach
that can lack direction—Dijkstra's algorithm focuses on
identifying the path with the lowest cost and the
subsequent node that completes the current shortest route.
In the context of the student career paths explored in this
project, this means identifying a group that optimally
schedules hydraulic resources at minimal cost. Figure 6
illustrates the evaluation of student skills against job
requirements, significantly reducing the randomness
associated with the original algorithm.
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Figure 6: Assessment of student skills and job
requirements

According to these constraints to solve the solution of
the objective function, and then optimization combined
with the actual conditions to finally get the optimal
scheduling plan suitable for the student occupation. In the
genetic algorithm, this paper refers to the fitness function,
the individuals in the group are determined by the fitness
function, i.e., it can be calculated which individuals have
better adaptability and which individuals should be
eliminated. It can be said that the significance of the fitness
function in the genetic algorithm is irreplaceable, and the
goodness of the fitness function can ultimately determine
whether the solution obtained by the genetic algorithm can
satisfy the problem domain, which determines the quality
of the optimal solution obtained. Figure 7 is assessment of
frequency of visits to career development nodes, in
summary, all the calculations and judgments are centered
around the fitness function. Moreover, the fitness function
does not have too many constraints, it does not need to be
continuous or derivable, but it must be guaranteed that the
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function value is non-negative in the problem domain,
so that it is possible to judge and compare the fitness
function values of different individuals.
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Figure 7: Assessment of frequency of visits to career development nodes

In the process of student occupation scheduling, to
assess the benefit of scheduling stage, the benefit is
usually calculated based on the objective function, in
general, the objective function can be set up one, or can
be a group of functions composed of multiple functions.
Some of the role of the student occupation is targeted,
in this study, this paper chooses to ensure that the
maximum amount of power generation can be used as
the ultimate goal, in addition to setting some auxiliary
constraint functions. In general, after analyzing and
studying the requirements of the fitness function as a
genetic algorithm, and make appropriate improvements
to the objective function, for example, to meet the non-
negativity of the fitness function and other requirements,
in order to more closely match the implementation of
the genetic algorithm. In the research process of this

project, this paper adopts the sequence of state information
that represents the state information of students' career
planning to describe the scheduling decision information
of students' careers for the specific content of students'
careers. In nature, chromosomes are considered to
represent the characteristics of life, therefore, in the
process of student career scheduling, the sequence
information that represents the planning state corresponds
to the chromosomes in biological evolution. Figure 8
shows the graph of students' background and industry
demand assessment, therefore, the process of applying
genetic algorithms to the scheduling of students' careers
can be thought of as follows: first, that size are selected,
which serve as the initial population, in student careers,
would mean selecting a certain size of the initial planning
sequence.
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Figure 8: Student background and industry needs assessment

Then the objective function of the student's
occupation, and it is obvious that the fitness of the new
sequences obtained is higher than that of the parent
generation, and in the crossover operation, this paper
adopts adaptive crossover algorithm, which improves
the efficiency of the algorithm, and the newly obtained
sequences are Then the mutation operation is carried out,
which improves the diversity of the species, and at the
same time, a new generation of population is obtained.

Repeat the above steps until the newest generation of
population meets the termination conditions of the
algorithm. When facing the application process of genetic
algorithm, after determining the initial conditions and the
fitness function, the first thing to be obtained is the
planning sequence, that is, the planning sequence should
be expressed into the form of coding. With people's
continuous research and study, several encoding methods
have been developed that are known to the public,
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including binary encoding, decimal encoding, gray code,
etc. Among them, binary encoding is the most popular.
Among them, binary coding is one of the simplest
coding methods. It is also the most widely used at
present. Binary coding, as the name suggests, uses only
{0,1} for encoding, i.e., all information is represented
using only {0,1}. Although binary coding is very simple
to understand, but there are some shortcomings and
limitations, in the face of some complex problems, the
ability of binary coding appears to be somewhat
insufficient, cannot well respond to the root of the
problem, in the application, with the help of other
coding features and binary coding is simple and easy to
implement the characteristics. It still retains the simple
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and easy to understand the characteristics of binary coding,
at the same time the binary coding is extended, broadening
the field of application.

5 Experimental analysis

A framework for a personalized preference-based
graduate employment recommendation algorithm is
demonstrated, Figure 9 shows the preference assessment
map for career planning path selection, and then calculates
the employment choice of the student group by referring to
the results of the group delineation; and finally calculates
the graduates' scores.
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Figure 9: Career planning pathway selection preference assessment

It was analyzed that there are great differences in
the employment choices of students with different
academic performances and family economic
conditions. Therefore, the academic performance and
family economic conditions of graduates are selected as
the reference characteristics for the division of student
groups. The distribution of graduates' family economic
condition index and academic performance index is
shown. Figure 10 shows the evaluation of the analysis

of students' career change cost, the problem is an
unsupervised learning, so the clustering method is used to
divide the groups. Dijkstra’s algorithm, with its space
complexity, requires considerable memory, especially
when applied to large graphs. The D-GA, while
introducing additional storage requirements for multiple
candidate solutions (population), is designed to work
efficiently in parallel, reducing bottlenecks by pruning less
relevant solutions over time.
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Figure 10: Evaluation of students' career change cost analysis
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The D-GA hybrid balances Dijkstra’s efficiency in
finding the shortest paths with the exploratory
capabilities of Genetic Algorithm (GA). While Dijkstra
alone computes the shortest path quickly, it can struggle
with scalability in large datasets. The D-GA introduces
population-based search, which increases computation
time due to crossover and mutation steps, but it
ultimately reduces the number of iterations needed by
optimizing paths dynamically. Figure 11 shows the
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assessment of students' career planning decisions, while
the cohesive hierarchical clustering algorithm and the
DBSCAN algorithm do not divide the data samples, and
the distinction between academic performance and family
economic conditions is not obvious between some groups,
especially in the case of the DBSCAN algorithm, which
has no obvious distinction between the groups and the
division is not homogeneous.
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Figure 11: Assessment of student career planning decisions

Therefore, this study uses k-means clustering
algorithm to classify student groups. Graduates' ratings
of employment units consist of three main components:
group employment unit choice, students' preferences for
employment unit attributes, and students' preferences
for employment unit location. Group employment unit
choice indicates the group's rating of the employment
unit. Employment unit attribute preference indicates
graduates' preference for some specific employment
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unit characteristics; for example, some students prefer
stable careers such as teachers and civil servants, while
others prefer positions requiring high professional
competence such as engineering and technology. Figure 12
shows the graph of the assessment of the association
between career advancement speed and educational
background, which is used in this paper to solve the group
employment choice using Bayesian personalized ranking
strategy.
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Figure 12: Assessment of the association between speed of career advancement and educational background

6 Conclusion

Dijkstra algorithm is a classical algorithm for finding
college students' career planning. It adopts a breadth-first
search to calculate college students' career planning from
any node in the non-negatively weighted directed graph to
any other storage node, the single-source student career
planning problem. The Dijkstra algorithm has been widely
used and has become a fundamental theory. This paper
analyzes some problems in students' career planning,

analyzes some existing optimization measures, and
establishes a mathematical model for problems related to
optimization models in combination with mathematical
modelling. The Dijkstra algorithm efficiently finds the
shortest path in graphs with non-negative weights, making
it highly reliable in structured problems. However, its
greedy nature limits its ability to adapt to complex,
evolving datasets, such as those encountered in career
planning. It works best in static environments but
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struggles when dealing with larger, dynamic datasets. The
D-GA combines the precision of Dijkstra’s algorithm with
the exploratory power of GA. This integration allows D-
GA to quickly narrow down optimal solutions through
Dijkstra’s efficient traversal, while GA’s population-
based approach ensures that it explores a wider range of
possibilities. This results in faster convergence and better
performance in dynamic environments like career
planning systems. By balancing Dijkstra’s exactness and
GA'’s adaptability, D-GA outperforms both in terms of
efficiency, scalability, and accuracy, making it ideal for
personalized and evolving career recommendation
systems.

Among the students who chose employment
companies, the most significant proportion of students
chose other enterprises, about 31 per cent, followed by
students who chose state-owned enterprises, about 16 per
cent. After graduation, about 80% of students choose to
work in computer-related jobs, of which about 62%
choose to work in development, and about 17% choose to
work in other professional and technical personnel.
Among other non-computer jobs, clerical and related
personnel accounted for the largest share at 7.8%.
Students chose a wide range of industries as employment
units, covering 16 industries. Among them, about 63 per
cent of students choose to work in industry, followed by a
large number in manufacturing, accounting for about
8.8%. The number of college students who chose the
remaining 14 fields was small, less than 5 per cent.
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Large metro station 10Ts used to face congestion while access to terminals was going on a large scale.
Due to this, low success rate in access and delay in monitoring critical equipment was observed, which
included elevators and escalators. This paper presented a congestion control method for large-scale
elevator terminal data access in metro stations using 1oT. Business data were categorized based on volume
and latency requirements: Slot ALOHA (SA) direct access mode was used for delay-insensitive, small data
services, and Access Class Barring (ACB) random access was used for time-sensitive, large data services.
ACB control parameters were dynamically adjusted by estimating access requests. Using uniform and
Beta distribution models, the method's effectiveness was validated through experiments. With 4000 access
requests, the hybrid method achieved a 52.43% success rate and a 76.72 ms average delay under the
uniform model, and a 42.07% success rate with an 82.02 ms average delay under the Beta model. These
results demonstrated the method's ability to meet Quality of Service (QoS) requirements for high-priority
services, ensuring efficient and reliable communication in large-scale 10T environments.

Povzetek: Prispevek predstavlja hibridno metodo za nadzor preobremenjenosti do podatkov naprav 10T,
ki uporablja kombinacijo direktnega in nakljucnega dostopa, s prilagajanjem parametrov glede na obseg

zahtev.

1 Introduction

Based on the current urban development and people's
travel needs, the number of elevators inside large metro
stations is also growing [1]. The stability of elevator
operation is closely related to the safety of residents.
However, due to the quality, maintenance, supervision,
and other influencing factors, elevator accidents often
occur. How to conduct unified real-time monitoring of
elevator equipment in large and medium-sized Spaces to
reduce daily lightweight failures and prevent heavyweight
accidents has become a hot topic of scholarly attention [2,
3].

The increasing global population and urbanization
have heightened the demand for elevators, necessitating
advanced, safe, and efficient systems. China’s elevator
demand grows by 5%—7% annually due to the need to
replace outdated units and comply with new regulations,
increasing maintenance workloads and risks. Innovative
designs must prioritize safety, including weight capacity,
emergency alarms, and secure installation sites. Energy-
efficient elevators can reduce operational costs
significantly. Traditional monitoring systems, like video
surveillance, fail to reflect the elevator's condition and
failure rates adequately. With its advantages of low power
consumption, significant connection, low delay, and high
reliability, the Internet of Things (IoT) can realize the

transmission and processing of multiple types and large-
scale data [4].

Based on this, some scholars use loT technology to
monitor elevators' operating status data, dramatically
improving elevator operation security and effectively
reducing equipment operation and maintenance costs.
Mao et al. [5] discussed the integration of Internet of
Things (1oT) technology to enhance the remote security
management of elevators, addressing the associated safety
risks. They proposed an loT-based architecture for
elevator fault diagnosis and maintenance. The study
established a fault diagnosis management system centered
on loT, outlining maintenance methods to ensure the
safety and stability of elevator operations. This approach
aims to improve the overall security and efficiency of
urban transportation through advanced technology. Lai et
al. [6] adopt the more predictive state maintenance method
to realize the remote monitoring of highly distributed
elevator equipment status, effectively improving the
safety and reliability of equipment operation.

IoT devices, ranging from consumer products to
industrial components, are becoming ubiquitous, driving
the concept of "Smart homes" with enhanced safety and
energy efficiency. Wearable fitness and health monitors,
network-enabled medical devices, and smart traffic
systems contribute to “smart cities” that reduce congestion
and energy use. loT also promises to improve the
independence and quality of life for people with
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disabilities and the elderly. The impact of IoT extends to
agriculture, industry, and energy sectors, enhancing
information flow along the production value chain.
Companies and research organizations predict significant
economic effects [7]. A market research report revealed
that the global 10T market was valued at $1.90 billion in
2018 and is projected to grow to $11.03 billion by 2026.
Additionally, the European Union (EU), the United States
(USA), China, and other nations have developed loT-
related action plans. These initiatives include the 10T-An
Action Plan for Europe and various IoT development
plans for the years 2016-2020 [8].

Song et al. [9] discussed the adoption of smart
technologies and networking solutions like the Internet of
Things (IoT) by leading cities in China to enhance
economic opportunities and global climate resilience.
They presented the smart city concept as a complex
system integrating sensors, data, applications, and
organizational forms to make cities more agile and
sustainable. The paper provided a comprehensive
assessment of smart city initiatives in China, classifying
practices into six key dimensions: energy, agriculture,
transport, buildings, urban services, and urban security
operations. Chinese smart city policies and practices aim
to explore renewable energy, improve public convenience,
and enhance urban comfort and citizen friendliness. The
study also addressed concerns in areas such as system
integration, governance, innovation, and finance. A policy
vision was outlined to build public-private collaborative
networks, encourage innovation and investment in smart
city initiatives, and emphasize smart services.

In practical applications, the infrastructure of the
wireless cellular network is relatively perfect, the
coverage area is comprehensive, and the security is high,
which is one of the leading carrying networks of loT
communication. However, the original intention of
traditional wireless cellular network design is to deal with
the communication problem between humans and humans
(H2H), and there are some differences in the
communication characteristics between machine to
machine (M2M). Machine-type communication (MTC)
devices, integral to Industry 4.0, support smart factories,
healthcare, and surveillance by generating data and
making policy-based decisions. The demand for these
devices is projected to reach 50 billion by 2025. These
devices require robust security due to their vulnerability
and usage in open environments. Lightweight
cryptography is the preferred solution for MTC devices
due to their limited computational and memory capacities.
This cryptographic approach ensures strong encryption
while being efficient and cost-effective, enhancing
security for the growing number of 10T devices. MTC
devices are autonomous and central to automating loT
frameworks, evolving to support the advancements of
Industry 4.0. They form Machine-to-Machine (M2M)
communication networks, also known as cyber-physical
systems and edge nodes, creating an autonomous system
of resource-constrained devices [10].

The six key features of Machine Type
Communication (MTC) in 6G are ultra-low latency and
high reliability, massive connectivity, energy efficiency,
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scalable and flexible network architecture, enhanced
security and privacy, and advanced Al and machine
learning integration. These features ensure instantaneous
and reliable data transmission for critical applications,
support billions of 10T devices, extend the battery life of
remote sensors, allow dynamic resource allocation,
protect sensitive data, and optimize network performance
through predictive maintenance and anomaly detection.
These features collectively create an efficient, reliable,
and secure communication environment for the 6G era
[11].

Due to the limitation of channel resources, when the
10T at metro stations has a large number of elevators, and
other equipment data access, the time delay indicator of
the system is higher, and the throughput will decrease
significantly. Therefore, there is a great demand for a
large-scale terminal access algorithm tailored to the
communication characteristics of the 10T at large metro
stations to ensure the reliable transmission of information
data of crucial equipment. In response to the above issues,
Chou et al. [12] used Bayesian theory to estimate the
number of access applications, preamble code conflict
rate, and the number of following time-slot applications at
the current time-slot. Furthermore, the optimal ACB
control parameters are discussed by judging the number of
applications for the subsequent access time slot through
quantitative prediction methods. The scheme is based on
the premise that the current time-slot access conflict
makes direct rebleeding at the next time-slot, with some
error from the system of refeeding in the actual access
process.

Zhang et al. [13] addressed the growing need for
improved communication content and quality in the
context of advancing network and communication
technologies. This research concerns the optimal data
collection and path planning of multi-unmanned aerial
vehicle (UAV) to achieve extensive terminal accessibility
in 10T scenarios. The novelty of the approach consists of
integrating sensor area partitioning with the flight
trajectory planning of multiple UAVs with the main
objectives of load balancing while the overall completion
time for the tasks at hand is minimized. A novel k-means
algorithm has been developed to balance the quantity of
data in each cluster. Accordingly, the flight trajectories of
the UAVs were represented discretely by an enhanced
genetic algorithm including the 2-opt optimization
operator for solving the multiple traveling salesman
problem (MTSP) problem, improving the computational
effectiveness. Extensive simulations have validated the
efficiency of the suggested approach in smoothing out the
imbalances in the distribution of tasks among UAVs and
significantly reducing the duration of tasks. The
convergence rate for this methodology was higher than the
conventional genetic algorithm; hence, this proved that it
was computationally efficient. Equipped with a new,
efficient methodology for multi-UAV-assisted 10T
terminal data gathering, it brings balance and efficiency in
task distribution, unfolding the full power of professional
algorithm solutions when acquiring optimal results in
more complicated engineering scenarios.
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Varsha et al.[14] proposed an innovative intelligent
traffic management system for wireless cellular networks
to enhance M2M connections, pivotal for l1oT. They
focused on improving Access Class Barring (ACB), a
method traditionally relying on a static factor to manage
machine-type communication device (MTCD) traffic. The
study introduced a Bayesian inference-based learning
automatons (BI-LA) approach that dynamically adjusts
the ACB factor. This system leverages learning automata's
self-adaptive learning to estimate and manage M2M
traffic more effectively. By framing the problem around
collision probability and using Bayesian inference to adapt
the ACB factor, the proposed method was tested using
network simulator-3 (NS3). The performance metrics—
average access delay, access attempts, access success rate,
and access success—demonstrated that the BI-LA ACB
technique outperformed traditional and contemporary
ACB methods, achieving minimal access delays of
approximately 1876 ms and 27.6 ms.

The main problem arises due to a large amount of UEs
present in the RA techniques, as discussed by Piac and Lee
[15], where increased collisions and delays arise. They
propose a new RA scheme that combines four-step RA
with two-step RA, based on the 3rd Generation
Partnership Project Release 16. This work tries to avoid a
conflict with the available RA resource, then achieves a
better performance of efficiency and brings down the
average RA delay. This solution aims to optimize the two-
step RA probability and thus provides a resource
configuration and parameter setting algorithm that allows
the UEs to carry out both RA methods simultaneously.
Then, the authors proved further that the proposed
approach is valid using a Markov chain model. The
proposed approach also has its potential confirmed in
extensive comprehensive simulations on supporting RA
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procedures in the case of massive and heterogeneous
device access for 5G and 6G communication applications.

Yu et al. [16] investigated the performance of
massive machine-type communications (mMTC) in status
update systems, where numerous machine-type
communication devices (MTCDs) send status packets to a
base station (BS) for system monitoring. The authors
identified that packet collisions due to massive MTCDs
negatively impact status update performance. To address
this, they proposed a joint access control, frame division,
and subchannel allocation scheme. They first analyzed
access control, packet collisions, and packet errors,
deriving a closed-form expression of the average age of
information for all MTCDs as a performance metric. Their
proposed scheme was shown through simulations and
numerical results to achieve near-optimal performance,
comparable to exhaustive search methods, and
outperformed benchmark schemes. Bui et al. [17] present
an access protocol based on distributed queue (DQ)
mechanisms to deal with M2M communication large-
scale access problems for cellular networks. To maximize
the DQ mechanism performance, first of all, the base
station in the random-access opportunities is roughly the
number of conflict detection equipment to avoid excessive
division of DQ. Then based on the probing results, the
base station randomly divides the device into a determined
number of groups and "pushes" these groups to the end of
the logical access queue. Finally, the validity and
feasibility of the proposed protocol are verified by
simulation.

Congestion control and optimization methods
overview in loT applications-the methodologies, the
datasets used, the results, and the limitations are
represented in Table 1. This comparison identifies the
gaps that this paper will address with the proposed hybrid
access method.

Table 1: Summary of related works on congestion control and access optimization Methods in 10T applications
highlighting limitations and positioning the hybrid access method as a novel solution

Study Method Datasets Key Results Limitations
Mao et | loT-based architecture | Elevator operational | Improved  safety and | Limited scope to fault
al. [5] for fault diagnosis data stability ~ of  elevator | diagnosis only
operations through loT
monitoring
Lai et al. | Predictive maintenance | Distributed elevator | Enhanced  safety and | Focused only  on
[6] with loT integration equipment data reliability of  elevator | maintenance, lacks
systems scalability analysis
Chou et | Bayesian theory-based | Simulated data Improved ACB | Errors in real-time
al. [12] ACB optimization parameters, reduced | predictions
conflict rate
Zhang et | Multi-UAV data | Simulated 10T | Balanced task distribution, | High ~ computational
al. [13] collection and path | scenarios reduced completion time overhead
optimization
Varsha Learning Automaton- | Cellular Base | Controlled M2M data, | High implementation
etal.[14] | based ACB scheme | Station data reduced H2H interference | complexity
(LA-ACB)
Piao and | Integrated 2-4 step | Cellular  network | Reduced collisions and | Limited to specific RA
Lee [15] | Random Access (RA) | simulations delays configurations
methods
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Bui et al. | Distributed Queue | LTE/LTE-A Reduced congestion, | Requires precise group
[17] (DQ)-based access | network data improved success rate partitioning
protocol

This paper proposes a hybrid access methodology that
combines Slot ALOHA with Access Class Barring for
large-scale 10T scenarios in metropolitan transit stations.
The proposed methodology, by dynamically changing
ACB control parameters and implementing predictive
modeling on access requests, should be able to provide
high QoS for important applications like elevator
monitoring under different traffic conditions. This novel
strategy overcomes some fundamental limitations of the
previous approaches by providing a scalable, reliable, and
economic solution to congestion management in loT
systems with complex networks. Therefore, the key
contributions of the paper are as follows:

The key contributions of the paper are as follows:

1. Congestion control method: Developed a
method for managing large-scale elevator
terminal data access in metro stations using 10T,
addressing low access success rates and delays.

2. Data categorization: Divided business data
based on volume and latency requirements, using
Slot ALOHA (SA) for delay-insensitive data and
Access Class Barring (ACB) for time-sensitive
data.

3. Dynamic ACB adjustment:  Proposed
dynamically adjusting ACB control parameters
by estimating access requests to optimize
terminal access.

4. Performance evaluation: Demonstrated
through simulations that the hybrid access
method improves access success rates and
reduces delays, especially with high access

5. Application in loT environments: Ensured
Quality of Service (QoS) for high-priority
services in large-scale 10T environments in metro
stations.

6. Predictive access application: Developed a
method to predict access applications for better
access control.

7. Experimental validation: Validated the method
in a Shanghai metro station, showing practical
advantages over traditional methods.

2 Systems model and custom MAC

layer protocol for loT
communication in large metro
stations

2.1 Systems model

Based on the practical application, a metro station
communication model is built with large-scale MTCD to
simulate the congestion caused by frequent network
access by communication devices. lllustration of IoT
communication model for large metro stations in Fig. 1
shows how the MTCDs will be sending their data to the
server via the eNB.

The evolved Node B (eNB) receives, controls, and
allocates up/down dynamic resources. MTCD data is
transmitted to a fixed gateway through the narrowband
10T, which forwards the data to the server. In the loT
model, when two or more MTCDs use the same preamble
code simultaneously, it indicates that the decision is in
conflict and the device access fails.

=gy
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Application
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MTCD network side

side Support Platform

Figure 1: lllustration of the loT communication model for large metro stations, showcasing the flow of data from
MTCDs to servers via the eNBCustom MAC Layer Protocol

Given that complex signaling can reduce the success
rate of device access, the network employs the Media
Access Control (MAC) protocol [18]. The MAC layer
protocol combines Selective Acknowledgement (SA) and
Access Class Barring (ACB) controls to adapt to various
types of business data and enhance access speed and
success. For services with small amounts of valid data and

low sensitivity to delay, SA direct access is utilized.
Conversely, ACB random access is applied to delay-
sensitive and data-intensive services. Fig. 2 illustrates the
hybrid MAC layer protocol diagram, where T; is the i-th
access timeslot.

The hybrid MAC layer protocol divides each
incoming data packet into four parts:
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1. Broadcasting data access information and ACB
control parameters for the current timeslot.

2. Assigning preamble codes to randomly accessed
services.

3. Handling SA direct access business.

4. Conducting data transmission.
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Using the hybrid MAC layer protocol for the
classified transmission of different business data
effectively reduces signaling consumption, accelerates
data access, and ensures the Quality of Service (QoS)
demands of high-priority business services.

Y

Random
Access
Allocation
Leader

Broadcast
data

frequency domain

Figure 2: Hybrid MAC layer protocol

3 Design of hybrid access method

3.1 SA method and improvement

The SA transmits data by speaking first. Signal overlap is
likely to occur during concurrent operations, leading to

network congestion. Therefore, a random wait period is
introduced before attempting to resend the data. The data
transmission process is illustrated in Fig. 3.

- Resend
Noer | | [ [ [ | [ [ [ | .
o Resend g~ Resend
Node 2 I s I e -
—Resend
Node 3 | | | >
Channel | | | - | | |

success success success collision

success success success collision

Figure 3: Data sending process for traditional SA method

In the traditional Slot ALOHA (SA) method, the time
for retransmission is random, leading to a high probability
of complete or partial collisions. This randomness reduces
the efficiency of information utilization and decreases
system throughput.

To address these issues, the data transmission process
has been improved. The transmission period is divided
into several time slots, and data can only be sent at the
initial point of a time slot. By ensuring that nodes transmit
information within their designated time slots, the

likelihood of collisions is significantly reduced, as nodes
are not transmitting simultaneously. This structured
approach allows for more efficient use of the available
bandwidth and improves overall system throughput.

The improved SA data-sending process, which
mitigates collisions and enhances throughput, is illustrated
in Fig. 4. This method ensures that each node's
transmission is independent of others, leading to more
reliable and orderly communication within the network.
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Figure 4: Data sending process for improving the SA method

The relationship between the throughput rate Q and
the sent packet quantity G can be expressed as Eq. (1):

Q=Ge ¢ @
When two nodes transmit within the period T’, the
data transmission delay function is given in Eq. (2):

Ty =2T' +ty + [T + (B + DT'](e¢ — 1) ¥))

Where ¢ represents the waiting time for a response,
ty represents the propagation duration and B represents
the maximum value of the backoff time slot.

The fixed transmission channel and the number of
inherent node parameters determine the transmission
delay of SA. Therefore, the improved method is only
suitable for processing delay-insensitive and small data
volume services. Otherwise, the transmission error will
increase, and the availability of information will be
reduced.

3.2 Estimation of access applications based
on time series prediction

3.2.1 Estimation of current timeslot access

applications

For services using the ACB (Access Class Barring)
random access mode, the application amount of the
service should be estimated based on the occupation of the
preamble code [19, 20]. Assume that w; represents the
state of the i -th preamble code. The states are defined as
follows:

- When w; = 1, the preamble code is not selected
and is idle.

- When w; =1, an MTCD (Machine-Type
Communication Device) has selected the
preamble code and it is busy.

- When w; =2, two or more MTCDs have
selected the preamble code, resulting in a conflict
status [21].

120 T T T T

The probabilities of the i -th preamble being in these
three states is given by the following Eq. (3):

P(wy) .,
1 a
(-2}
NP
ng—1
na( 1) (3)
={ 2. (1-— ) w; =1
N, Ny '

Where N, represents the number of available
preamble codes in the current timeslot, n, indicates the
number of access requests for the current timeslot.

Assume that the number of preamble codes satisfying
w; = 0, w; = 1,and w; > 2 in the current timeslot are L,,
L,, and L, respectively. Then, the maximum likelihood
estimation of the number of access applications in the
current timeslot is expressed as Eq. (4):

P = P(w; = 0[N,)™ - P(w; = 1|Ng)"2 - P(w; 4)
> 2|N,)"

The principle is to ensure that the number of access
requests in the next time slot is optimal. The estimated
number N, of access requests in the current timeslot can
be obtained by setting N, to the maximum value. The
expression is given in Eq. (5):

]
N, = arg maxz In P (w;|N,) (5)
j

After ACB, the comparison results between the
maximum likelihood estimate and the actual application
amount are shown in Fig. 5. It can be seen from the figure
that the trend changes of the two lines are relatively
consistent, indicating that the estimated value aligns well
with the actual value.
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Figure 5: Comparison results of maximum likelihood estimation and actual application volume (After passing the
ACB)

According to the maximum likelihood estimation
after passing the ACB, the actual number of access
applications can be calculated as N = N,/a, where a is

120 T T T T

the ACB control parameter of the current timeslot. Before
passing the ACB, he comparison between the maximum
likelihood estimates and the actual number of applications
is shown in Fig. 6.
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Figure 6: Comparison results of maximum likelihood estimation and actual application volume (Before passing the
ACB)

For services accessed in SA mode, the estimation is
based on the physical resource block status of the current
time slot [22]. Assuming that the total number of available
resource blocks is U, and the number of idle rate blocks
in the current timeslot is Uy ;. The actual idle rate is B, ; =
Uz_l)cl, where C; is

S
the access application volume of the current timeslot. y
equating the theoretical idle rate to the actual idle rate,
Py ; = Py, the number of access requests in the current
time slot is obtained as shown in Eq. (6):

% the theoretical idle rate is P, ; = (
S

A _ log(Py;) 6)
" log(N;(N; — 1)

3.2.2 Estimation of next timeslot access

applications

Assume that the estimated number of access applications
in the i -th time slot is N;, the number of access successes
is W;, the number of newly arrived access applications in
the i + 1 time slot is T; ,, and the number of access
applications that need to be retransmitted is H; , . Then the
estimated number of access applications in the i + 1 time
slot can be shown as Eq. (7):

5 {ﬁi Wi+ Hiy + T i< Ip 0
i+1 —

N,— W, + Hyy, i3],

Where, I, represents the last timeslot.

Since the access request volume is a time series, the
weighted sum of historical increments is used as an
increment in the next time slot. The newly arrived access
applications in the i 4+ 1 time slot, T;, . can be expressed

L+1
as shown in Eq. (8):

3
Ti+1 =§Ti+1_0TL_1+ETl_2 (8)
Because T; = N; — N;_; — H; + W;_,, the Eq. (9) is
as follows:
Ty, =max{0, (CTi+27_+=7,)}
35 3 & 1 =~
5 i_ENi—l ToNiz =75 Nies ©)
=max+0, —EH,- —%Hi 1 —%H,-_z +

_VVL 1+, W12+

After transformation, the estimated amount of access
requests for the next time slot can be obtained. The
expression is given in Eq. (10):
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Niyq =
3 3 2 _ 1
g Ni = 7o Niea = g Niez = g Nis

- 3 3 1
max{ N;, —-=-H,——H;_ 1 ——H;_, +

< 5 10 10
3 3 1
5 Wiy + EWi-z + EM/L—3

N; = W; + Hyyq,

The comparison between the predicted application
amount and the actual application amount of the time
series is shown in Fig. 7. It can be seen from the figure that
the curve change trend of the estimated value and the

—W,i<Ip
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(10)

i>1p

actual value is relatively consistent, indicating that the
predicted result of the access application volume aligns
well with the actual value.
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Figure 7: Comparison results of predicted and actual application volumes of time series

3.2.3 Parameter adjustment of predicted
values

Update the packet parameter L, and ACB control
parameter a of the dynamic preamble code according to
the prediction value of the service arrival to ensure the
access success rate of the next timeslot. Since w; =1
indicates the successful transmission of the preamble
code, the estimated value of the preamble code that can
transmit successfully is given in Eq. (11):

N.
M[Ns|N, =ng] = Zlf P(Wz = 1IN, =

=N .c1 . L. _ na-l_p _
na) Np Cna Ny (1 )a (1 (ll)
1 \ng-1
)

N, represents the number of preamble codes

successfully transmitted, and N, represents the number of
services filtered by ACB. Suppose the system contains
N MTCDs, and N, MTCDs pass the screening. The
probability is given in Eq. (12):

P(Ng, =ng|N =n)

— C;la .q™a . (1 _ a)n—na (12)

Then the estimated value of success access is given in
Eq. (13):

a
M[NgIN =n]=n-a-(1—-—)"?
Np

(13)

Deriving from a, the optimal control parameter is
given in Eq. (14):

(14)

From Eq (14), the access success rate is highest when
the number of access requests matches the number of
currently available preamble codes. The effect is optimal
when L, equals the number of high-priority access
requests in the current timeslot.

Fig. 8 shows the relationship between the number of
access requests and access successes when the number of
preamble codes is 35, 60, and 76, further verifying the
correctness of the above conclusions.
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Figure 8: Relationship between access success and access requests

3.3 Hybrid access process

The access process is outlined in Figure 9, illustrating the
steps involved in managing access requests for high-

0 N
D)

Attempts exceeded
preset ?

MTCD access failed

priority and low-priority services using the hybrid access
method.

High-level
business?

Here’s a detailed explanation of the process:

Select a random
number between (0,1)

Pick

Small data
volume business?

B
Access

a preamble from

an interval (1, L1) and
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Less than control
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N

Conflict?

Figure 9: Access flow of the hybrid method

Initial collection and setup:

The evolved Node B (eNB) collects access data
from the previous timeslot, counts the usage of
preamble codes, completes channel resource
allocation, and sets parameters such as ACB
control and backoff parameters.

Random access phase:

Determine the priority of the application access
business:

For high-priority services, the system directly
selects a preamble code from the set K;[1, L]

oo W

*

reserved for high-priority services and proceeds
to the access link.

For low-priority services, a random number p is
selected from the interval [0,1]. If p is less than
the ACB control parameter a of the current
timeslot, a preamble is selected from the set
K,[Ly +1, N,] designated for low-priority
services. If p > a, the access is terminated.
Direct access phase:

Services with small data volumes proceed with
direct access.
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4. Data transmission phase:

< MTCDs that have successfully obtained a
transmission opportunity begin data
transmission.

This structured approach ensures that high-priority
services are given precedence and that low-priority
services are managed in a way that minimizes conflicts
and optimizes resource use. The hybrid access method
dynamically adjusts parameters based on historical data,
improving overall system throughput and efficiency.

J. Shi et al.

4 Experiments

4.1 Experimental preparation

The experimental site for the study is a large metro station
in Shanghai, equipped with a significant number of loT
terminals. The configuration of the parameters used in the
experiments including the number of preambles,
maximum transmission attempts, conflict resolution time,
and escape time, providing a baseline for evaluating the
hybrid access method are detailed in Table 2.

Table 2: Key parameters used in the simulation experiments, including preambles and conflict resolution time,
forming the baseline for evaluating the hybrid access method

Parameter Value
Number of preambles 60
Maximum transmission times of preamble code 8
Conflict resolution time 24 ms
Escape time 15 ms

These parameters were utilized to simulate and
analyze the performance of the hybrid access method
under various traffic conditions, including uniform and
beta distribution models, to verify its effectiveness in
managing access congestion and ensuring timely data
transmission in large-scale 10T environments.

The uniform and beta distribution models are
employed to verify the feasibility of the hybrid access
method by simulating various types of business data,
including periodic and sudden data as well as random and
irregular data, in elevator monitoring. To ensure
comparability, ACB access and LA-ACB with different
parameters are also used as benchmarks in the
experiments. These experiments aim to count and
compare the average access delay and access success rate
of different services [23].

Given that the hybrid access method assigns different
ranges of preamble codes according to the priority of
services, while the ACB method shares all access
resources uniformly, a direct comparison would be unfair.

50 1 1

s
o

[}
[=]
I

Access Success Rate /%

oL | |
0 500 1000

< o T o T

1500

Therefore, the success rate of preamble code access is
redefined for a fair assessment. The success rate, Py, is
calculated as the ratio of the number of successfully
accessed services (N,) to the total number of preamble
codes used in the access process (N,;). This redefinition
allows for a more accurate comparison of the efficiency
and effectiveness of the hybrid access method against
traditional ACB methods.

4.2 Experimental results and analysis

4.2.1 Simulation results and analysis of

uniform distribution model

This section discusses the simulation results and analysis
using a uniform distribution model to evaluate the
performance of the hybrid access method compared to
traditional methods such as ACB (Access Class Barring)
and LA-ACB (Learning Automata ACB).
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Figure 10: Comparison of access success rates for high-priority services using the hybrid access method, ACB, and
LA-ACB under the uniform distribution model
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Figure 11: Comparison of average access delay for high-priority services under the uniform distribution model

The access success rate of high-priority services is
demonstrated in Fig. 10. When the number of access
applications is small, the LA-ACB method performs
excellently. However, as the number of applications
increases, LA-ACB causes resource wastage, and its
performance gradually declines. The hybrid access
method initially shows lower success rates and higher
delays due to high estimation errors but improves
significantly as the number of access applications
increases. Precisely, the hybrid method demonstrates a
higher success rate as access requests increase, reaching

52.43% at 4000 applications. Fig. 11 shows the
comparison of average access delay for high-priority
services. With an increase in access applications, the
average access delay for the hybrid access method remains
relatively stable, indicating higher resource utilization and
meeting  high-priority  service requirements more

effectively than LA-ACB. In other words, the hybrid
access method achieves a lower delay (76.72 ms at 4000
requests) compared to ACB and LA-ACB, ensuring QoS
for time-sensitive applications.
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Figure 12: Comparison of access success rates for concurrent services in the uniform model, with the hybrid method
outperforming ACB and LA-ACB by reducing collisions and improving resource use
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Figure 13: Comparison of average access delays for concurrent services in the uniform model, showing the hybrid
method's lower delays (76.72 ms), ensuring timely transmission
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The comparison of access success rates for multiple
types of concurrent services is illustrated in Fig. 12, while
Figure 13 shows the comparison of average access delay
for these concurrent services. The hybrid access method
outperforms ACB and LA-ACB, showing a higher success
rate and lower delay, especially when the number of
access applications reaches 4000. At this point, the hybrid
method achieves a 52.43% success rate and an average
delay of 76.72 ms, demonstrating undeniable advantages
in efficiency and effectiveness.

These results indicate that the hybrid access method,

J. Shi et al.

significantly improves the system's access success rate and
average access delay, thereby meeting the QoS (Quality of
Service) needs for high-priority services in large-scale 10T
terminal access scenarios.

4.2.2  Simulation results and analysis of beta
distributed access model

When the beta distribution model is adopted, the
performance of the hybrid access method is evaluated in
terms of the access success rate and average access delay
for high-priority services.

especially under a uniform distribution model,
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Figure 14: Comparison of access success rates for high-priority services in the beta distribution model, with the hybrid
method excelling (42.07% at 4000 applications) through dynamic adjustments and efficient resource use
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Figure 15: Average access delays for high-priority services in the beta distribution model, with the hybrid method
achieving a lower delay (82.02 ms at 4000 applications) than ACB and LA-ACB

Fig. 14 illustrates the access success rate of high-
priority services under the beta distribution model. The
results indicate that the hybrid access method achieves a
higher access success rate compared to the ACB and LA-
ACB methods. This improvement is due to the dynamic
adjustment of access application amounts and access
parameters in the next timeslot, which optimizes the
allocation of resources for high-priority services.

Fig. 15 presents the comparison of average access
delay for high-priority services using the beta distribution
model. The hybrid access method demonstrates a lower
average access delay compared to ACB and LA-ACB
methods. This reduction in delay is attributed to the
method's ability to better predict and manage access

requests, thereby minimizing the waiting time and
improving overall efficiency.

These results highlight the advantages of the hybrid
access method in managing high-priority service requests,
ensuring higher access success rates, and reducing average
access delays under the beta distribution model. This
demonstrates the method's effectiveness in handling
dynamic and bursty traffic patterns in large-scale 10T
environments.

The total number of system preamble codes is 60.
When high-priority services are concurrent with low-
priority services, the access success rate is shown in Fig.
16, and the average access delay is shown in Fig. 17.
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Figure 16: Access success rate for concurrent services in the beta distribution model, with the hybrid method
achieving 42.07% at 4000 applications, surpassing ACB and LA-ACB
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Figure 17: Average access delay for concurrent services in the beta distribution model, with the hybrid method
achieving 82.02 ms, outperforming ACB and LA-ACB

Figure 16 shows access success rate for concurrent
services under the beta distribution model. The hybrid
access method outperforms ACB and LA-ACB methods,
achieving a success rate of 42.07% at 4000 applications,
demonstrating robust handling of burst traffic. Figure 17
illustrates average access delay for concurrent services
under the beta distribution model. The hybrid access
method reduces delay to 82.02 ms at 4000 applications,
ensuring better performance for high-priority and time-
sensitive services. In fact, it is these very measures of
performance that represent important favorable points for
the proposed hybrid model over conventional algorithms
like ACB and LA-ACB.

The experimental results also reveal that the access
success rate and average access delay are significantly
improved by the proposed hybrid access method. In
addition, it well satisfies the requirements brought by the
Quality of Service of high-priority traffic for periodic and
bursty large-scale terminal access requests. It enables the
method to predict the volume of the access application
effectively in the next timeslot in a dynamic way by taking
advantage of the historical state of the preamble code,
without assuming anything about the quantity of access
applications.

The predictability allows for the tailoring of the
hybrid access method to the various characterizations of
different services, hence optimality in the choice of access

methodologies. This leads to a substantial increase in
system throughput that ensures reliable and efficient
communications over large-scale 10T topologies.

In summary, the hybrid access method enhances the
performance of the system and also responds to robustness
and scalability challenges; hence, it is the best against all
the complexities in communications in loT at a metro
railway station. Dynamic adaptability and predictive
accuracy make this tool indispensable to maintain the
optimum service level and meet the stringently demanding
QoS of critical infrastructure.

5 Discussion

The proposed hybrid access scheme constitutes one of the
key improvements in congestion management schemes
over large-scale loT networks, especially in highly
populated areas such as in metro stations. In the process,
SA-ACB merging is targeted at the solution of
fundamental issues like low access success rates and high
delays in a network. Higher performance indices are
promised to be exhibited compared with the existing
methodologies LA-ACB and traditional ACB. For
instance, under the uniform distribution model, the
maximum access success rate reaches 52.43% at 4000
requests, which is far beyond the limitation of LA-ACB
owing to the inefficiency of resource utilization when
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requests are too many. Besides, this approach ensures an
average latency of no more than 76.72 ms for high-priority
services that strictly meet the QoS requirement. Under
correspondence, within the beta distribution model,
robustness exposed to bursty traffic by the hybrid
approach achieved 42.07% in success rate and 82.02
milliseconds average delay.

Those advantages come forth due to novelty in
resource allocation and predictive adjustments that this
hybrid method will implement. The method dynamically
adapts the ACB control parameters in view of historical
data and real-time estimation to optimize channel
utilization with minimum collision. It efficiently spreads
the network load in a dual-access approach wherein small
data services are managed by SA and large delay-sensitive
services are overseen by ACB. This flexibility is a key
ingredient for achieving high scalability and reliability,
especially under scenarios that exhibit diversified traffic
patterns where high-priority applications must coexist
with low-priority ones.

The practical implications of these findings are huge.
Hybrid should guarantee environments like metro stations
with very low latency and high access success ratios,
dependably surveilling the very important equipment of
elevators and escalators, while improving operational
safety and efficiency. Besides, this solution also provides
a scalable and economically feasible way to handle
congestion in 10T networks, thus making it suitable for
smart city, industrial automation, and, generally speaking,
high-traffic 10T systems. Future works may further
optimize the proposed approach for energy efficiency and
extend its applicability to realistic traffic for further
generalization. These results have established the hybrid
access method as a robust and practical solution to handle
congestion in large-scale 10T networks.

6 Conclusion

The paper proposed an loT-based congestion management
strategy for mass data access from the elevator terminals
at the metro station. This method categorized the business
data by volume and latency requirements and adopted SA
for delay-tolerant services and ACB for real-time services.
Besides, in the proposed methodology, dynamically
adjusting ACB control parameters was adopted to
optimize the access efficiency for terminals. The
effectiveness of the approach is corroborated by the
simulation results: from a uniform distribution model,
based on 4000 access requests, the hybrid method can
achieve an access success rate of 52.43% and an average
access delay of 76.72 ms. From the Beta distribution
model, 42.07% with an average access delay of 82.02 ms
can be achieved. It is presented that the Hybrid Access
Method increases the access success rate greatly and
decreases the delay hence fulfilling the QoS requirements
for high-priority services in a large-scale loT
environment. Future investigations ought to encompass
practical implementation and examine more extensive
traffic models, sophisticated prediction methodologies,
and scalability to further substantiate and augment the
applicability and dependability of the method.
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Nevertheless, the suggested congestion control approach,
primarily corroborated through simulations, may not
entirely reflect the intricacies of real-world scenarios and
the diverse traffic patterns encountered. Therefore, even
the refined uniform and Beta distribution models need
further refinement and validation in order to ensure their
accuracy against different scenarios. The scalability of the
method, especially above 4000 access requests, was not
deeply analyzed, as was the application of the method to
other 10T applications. It has to be implemented on-site,
considering variations in traffic models, advance
prediction methods using machine learning techniques,
and scalability analysis for performance evaluation.
Extension of the method to other loT applications,
investigation of energy efficiency, and incorporating
robust security will ensure its sustainability, hence reliable
in different 10T environments.
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A wireless sensor network (WSN) represents a promising approach for establishing self-organizing
wireless networks comprising a substantial number of wireless sensors, with the objective of
facilitating communication in regions where the existing communication infrastructure has been
severely disrupted. In order to address the issue of excessive energy consumption by cluster heads and
central nodes in emergency communication networks of wireless sensor networks, this paper proposes
an emergency communication algorithm for wireless sensor networks based on chaos mapping and
osprey optimization. Firstly, an optimization algorithm based on chaos theory is used to select the
virtual position of the initial population of the Osprey optimization algorithm. This is achieved by
simulating the randomness and unpredictability of chaotic systems. Secondly, the osprey optimization
algorithm and the improved fitness function are used to select the optimal cluster head combination.
In the selection process, six factors, such as the energy level of network nodes, the distance between
cluster heads, the distance between cluster heads and base stations, the distance between cluster
heads and ordinary nodes, the variance of the distance between cluster heads and base stations and
the variance of the distance between cluster heads, are comprehensively considered. Finally, the
heuristic function of FA-star algorithm is used to select the next hop node to transmit the message.
The results of the simulation demonstrate that the residual energy of the CM-OOA algorithm is 14%
higher than that of the CGWOA algorithm following the transmission of 1000 data rounds. This figure
is 54% higher than that observed for the PSO-C algorithm. The findings demonstrate that the
CM-OOA algorithm effectively extends the network lifetime and preserves a favorable load balance in
diverse network settings.

Povzetek: CM-OOA algoritem s kaoticnim preslikovanjem in optimizacijo osprejev natancno izbere
optimalna vozlisca, zmanjsuje energijsko porabo in podaljsuje zivijenjsko dobo WSN, kar je kljucnega
pomena za nujne komunikacijske sisteme.

Introduction

among others. Due to its low cost and ease of use, it is

In recent years, with the gradual warming of the global
climate, after earthquakes, floods, strong tropical storms
or other disasters, fixed communication network facilities
may be completely destroyed or most of them may not
work normally. Communication is extremely important
for emergency rescue and disaster relief [1]. At this time,
we need an emergency network that can be quickly
deployed without relying on any fixed network facilities.
A wireless sensor network is a network composed of a
large number of randomly distributed nodes that are
capable of self-organization. The primary function of the
system is to monitor and obtain data from the target area
and subsequently transmit it to the base station. A
plethora of potential applications can be envisaged in the
context of the Internet of Things, including those in the
military, aerospace, ocean and agricultural sectors,

capable of functioning in a multitude of challenging
environments. In areas inaccessible to humans,
unmanned aerial vehicles (UAVS) can be deployed to
establish wireless communication networks [2]. It can be
reasonably proposed that wireless sensor networks
represent a potential method for emergency
communication. However, the considerable number of
sensor nodes, coupled with the limited energy capacity
and relatively short operational lifespan, present
significant challenges. Nevertheless, the length of time
that emergency communication networks based on
wireless sensors can remain operational is a significant
challenge. One promising avenue for further research is
to enhance the energy efficiency of these networks,
thereby prolonging their operational lifespan.

Aiming at the energy consumption problem of WSNs in
data transmission, it is an effective method to prolong the
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life of wireless sensor networks by selecting cluster
heads for network nodes and data fusion [3]. At present,
cluster head selection algorithm usually uses two
technologies, one is to randomly select cluster heads
through thresholds, and the other is to design appropriate
fitness function to select cluster heads by using swarm
intelligence technology. Some scholars have also
proposed to solve the problem of rapid death of central
nodes by using non-uniform clustering algorithm.

Firstly, scholar Wendi Rabiner Heinzelman proposed
LEACH protocol, which randomly rotates cluster heads
with a certain threshold, and reduces energy consumption
and prolongs network life cycle by clustering nodes to
cluster heads [4]. Saxena Madhvi scholars enhanced the
original LEACH protocol by introducing new algorithms
CHME-LEACH and CHP-LEACH, reducing
communication energy consumption and prolonging
network life [5]. Jonnalagadda Suman scholars put
forward an energy-aware routing protocol MAX LEACH,
which is suitable for heterogeneous networks and
homogeneous networks, to minimize the energy
consumption of nodes and extend the network life [6].
These scholars employ data fusion techniques with the
objective of reducing network energy consumption and
extending network lifetime.

Secondly, with the continuous development of intelligent
algorithms, intelligent algorithms have broad application
prospects in selecting cluster heads in wireless sensor
networks. The selection of cluster heads in wireless
sensor networks is very similar to swarm intelligence
algorithm. Therefore, Giilbas, Giilsah scholars introduced
simulated annealing algorithm to propose LEACH-SA
algorithm, and introduced simulated annealing algorithm
to select cluster heads to extend the network life [7].
Mishra Rashmi scholars select the optimal number of
cluster heads among dense network nodes by introducing
butterfly optimization algorithm, and select the next hop
node by introducing ant colony optimization algorithm in
the data transmission stage [8]. Nurul muazzah abdul
latiff scholar proposed PSO-C protocol by introducing
particle swarm optimization algorithm, which reduced
network energy consumption and extended network life
[9]. Bejjam Komuraiah scholar put forward at the 14th
International Conference on Computing Communication
and Networking Technologies in 2023 that genetic
algorithm is introduced into wireless sensor networks,
which makes the network balance load and optimize, and
increases the better results in lower cycle [10]. Muntather
Almusawi scholars proposed the CGWOA protocol by
introducing chaos algorithm and grey wolf optimization
algorithm, which reduced energy consumption by
reducing the transmission distance of network nodes [11].
The application of cluster intelligence algorithms enables
the selection of cluster heads that optimize the energy
consumption of the network, thereby extending its
operational lifespan.

Thirdly, for heterogeneous networks, there are also many
scholars' research on heterogeneous clustering algorithm.
Verma Axel and other scholars put forward the
ECSSEEC protocol based on enhanced cost and sub-era.
In ECSSEEC protocol, the optimal number of clusters is
selected by modeling the cost function, and the
previously selected cluster heads are rotated again as
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normal sensing nodes in the future rounds of the
sub-cycle [12]. Das Rahul proposed a large-scale
energy-aware trust optimization algorithm for cluster
head selection and malicious node detection. The
harmonic search genetic algorithm was originally used to
select cluster heads according to energy, trust, distance
and density. By considering the trust value, this method
avoids choosing malicious nodes as cluster heads, and
then uses energy-aware trust estimation models within
and between clusters to detect malicious nodes, this
depends on two modules: direct trust and indirect trust
between clusters and within clusters [13]. Pal. Raju
proposed a multi-objective binary grey wolf optimizer to
find the clustering method in heterogeneous networks,
and extended the network life cycle through five
objectives: maximizing the overall cluster head energy,
minimizing the cluster head compactness, minimizing the
number of cluster heads, minimizing the energy
consumption from non-cluster heads to clusters, and
maximizing the cluster spacing [14]. These scholars have
developed heterogeneous wireless sensor networks with
different energy nodes. One method of prolonging the
network life cycle is to increase the energy available to
the cluster head nodes. The comparison between
algorithms is shown in Table 1.

Table 1: Comparison of the different types of protocols

involved.
Mode References Vantage Drawbacks
Cluster heads are
LEACH.2000[4] selected by
The algorithm is | threshold, and
Threshold CHP-LEACH.2024 | simple, and the cluster | random  selection
protocol [5] head is selected by the | can  lead to
threshold. irrational
MAX combinations  of
LEACH.2023[6] cluster heads.
LEACH-SA.2023[7] Cluster intelligence
is used to select the
Mishra Through the | cluster head and the
Machine i i
Rashmi.2023[8] contlnuous. se.lectlon cluster head nodes
learning of swarm intelligence, | should be
protocol PSO-C.2007[9] until  the reason.able reasonably chated.
cluster head selection. Better reduction of
energy
CGWOA.2024[11] consumption.
The number of nodes Clusters with
ECSSEEC.2023[12] within the cluster is inconsistent number
Non-unifo not the same, which of nodes in  the
m Das Rahul.2024[13] ; ’ . cluster may lead to
can avoid the rapid lar ner
protocol death of the central | & 3'9°  Eneroy
Pal. Raju.2024[14] | node. consumption - gap
between clusters.

The various clustering routing algorithms proposed by
the aforementioned scholars have the potential to reduce
the energy consumption of wireless sensor networks and
to extend their operational lifetime. However, there is a
lack of reasonable allocation methods for the election of
cluster heads and the selection of path nodes from cluster
heads to base stations in the process of algorithm design.
In this paper, a chaos mapping Osprey optimization
algorithm (CM-OOA) is proposed to reduce network
energy consumption, improve clustering efficiency and
prolong network life. Firstly, the randomness and
ergodicity of chaotic mapping algorithm are used to
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search for the global optimal solution. The core of 4) The power sent and received by each sensor node is
chaotic mapping algorithm is chaotic mapping, which is  controllable.

a discrete nonlinear dynamic system that can produce
seemingly random state changes. Chaos mapping
algorithm can effectively search in the solution space, so
as to find the optimal solution or near optimal solution of
the problem. Secondly, by using the Osprey optimization
algorithm, the characteristics of local and global
optimization can be well balanced. Find out all the //

optimal solutions or approximate optimal solutions to 3

find the most suitable node as the cluster head, so that o

each cluster head node has the highest energy, the : "jé—n C_‘(%‘I’j' ) Internet
shortest distance to the base station, the shortest distance  Basestation E

5) All sensors have the same properties and their
positions remain unchanged relative to the base station.

ﬁ Satellite

from the node to the cluster head and the more balanced Ve n Ve O\/”'\ '

distance between cluster heads. Finally, by comparing the N TN Y

distance from the node to the base station with the \ ‘”2\0.5 o @;\/‘N < [ A i Computer
distance from the cluster head to the base station, and the ( o T o) g} ______ i terminal
energy of the cluster head itself, the common node N o o © ‘7-\

selects the cluster head node and performs the cluster \_ % O/\A{ &
operation. The node to base station Euclidean distance is - User

less than the cluster head node to base station Euclidean Sensor node Monitoring area
distance and will be transmitted directly to the base
station. In the inter-cluster routing stage, based on the
FA-star heuristic search algorithm, the heuristic function

of four factors, namely the distance from the starting

Figure 1: Network topology model.

800
node to the forwarding node, the distance from the 1 )
forwarding node to the base station, the energy of the 0 Cluster head
node and the forwarding times of the node, is optimized. wl o ) | Y Base station
Select the most suitable next-hop routing node from the o Ordinary node
neighbor nodes composed of all nodes that meet the 500 i
conditions. For the hot spot phenomenon that may occur M © o o
in wireless sensor networks, because some nodes directly or * o
transmit to the base station, and the inter-cluster 300
forwarding nodes include cluster head nodes and .
ordinary nodes, the energy consumption is more balanced, 200
which will not cause the nodes to die too quickly, thus ool
prolonging the communication time of the emergency i
communication network. ’ ol : : : : - :

0 100 200 300 400 500 600 700 800

2 System model
2.1 Communication network structure model

The topology model of wireless sensor network adopted
in this paper is shown in Figure 1. The simulation model
assumes that N nodes are randomly distributed in a
square area of M*M and all nodes are wireless sensors of
the same type. The network model is shown in Figure 2.
In order to accurately calculate the information of the
node and ensure that the base station receives and sends
data continuously and stably, the node can independently
select the appropriate transmission power according to
the energy consumption model [15-16]. In order to avoid
the influence of bad weather and human factors, network
nodes need to meet the following requirements:

1) The random dropping area MxM contains N
sensor nodes, and the node positions after dropping are
fixed.

2)  Sensor nodes have unique and different ids.

3) The base station has unlimited energy and no signal
interference in the area.

o »

M

Figure 2: Emergency communication network mode.

There are three main communication modes in the
emergency communication network. Firstly,
Communication within a cluster. Because information
transmission is only between clusters, this method
consumes less energy for wireless sensor networks [17].
Secondly, Communication of the same cluster head node.
When users are not in the same cluster head node, if
communication is needed, the common node will report
to the superior cluster head node and communicate with
each other through the cluster head node. Thirdly,
Communication between different cluster head nodes.
When users are neither the same cluster nor the same
cluster head node, if communication is needed, ordinary
nodes will report to their superior’s step by step and
contact each other through base stations [18].

In the communication process of wireless sensor network,
the third process needs the information transmission of
the whole wireless sensor network. User information is
transmitted in both directions from ordinary nodes to
base stations and then to ordinary nodes, so energy
consumption is mainly concentrated in the third mode
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[19]. Therefore, this paper mainly studies the energy
consumption of the third communication mode.

2.2 Communication energy consumption
model

In this paper, the wireless sensor emergency
communication network adopts the first-order wireless
communication energy consumption model [20], which
can be divided into short-distance free space model and
long-distance multi-path model according to the
transmission distance. The specific formulas are as
follows: (1) - (3).

K *Egjpe + K * €75 L2, L < D
Ery(K,L)={ e T o (1)
K * Eqpoe + K % &4, L = Dy
Dy = L (2)
Emp
ERx(K; L) =K * Egec (3)

In formulas (1) - (3), Ey, is the energy consumption for
sending K bit data; E,,. represents the energy
consumption associated with the transmission and
reception of a single bit of data; &5 is the loss factor of
free space model; &, is the energy loss factor of
multipath attenuation model; L is the data transmission
distance; Ejg, is the energy consumption for receiving K
bit data.

3 Research on energy consumption
of three-layer network

From the network topology diagram, we can see that the
data acquisition and transmission stage of wireless sensor
networks can be divided into three levels: ordinary node
layer, cluster head node layer and base station layer, as
shown in the Figure 3.

= Base station

@ Cluster head Base statmn layer

Urclu"mr/
/ \\ Cluster thd node layer

\
Ordinary node layer

Figure 3: Three-layer network model.

Through the formulas (1) -(3) in the network energy
consumption model, the main reasons of energy
consumption in the three-layer network can be analyzed
respectively. The data transmission of ordinary nodes is
the key to energy consumption. When the transmission
distance exceeds Dy, the energy consumption during data
transmission will increase sharply, so the appropriate
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location of cluster head nodes is very important.
Attention should also be paid to the direction of data
transmission in the process of ordinary nodes entering
the cluster, but the "hot spot effect" around the base
station in wireless sensor networks is also the key to
extend the network life [21]. Through formula (1), it can
be seen that multi-hop transmission is better than
single-hop transmission in long-distance transmission.
However, in multi-hop transmission, in the process of
selecting the next hop node from the cluster head node to
the base station, the same next hop node will be selected
continuously, resulting in the rapid death of the node. To
solve these problems, it contains three main problems:

1) Does the cluster head combination affect the
network energy consumption?

2) How to plan the direction of data transmission to
solve the problem of “hotspot effect” where the
center node dies quickly?

3) Can the multi-hop cluster head node choose the
same node as the forwarding node every round?

In the past, many researchers did not comprehensively
consider the above problems from the perspective of
three-tier network energy consumption model. Some
researchers randomly select cluster head combinations,
which leads to the irrationality of cluster heads, and then
leads to redundant energy consumption. Because the
ultimate goal of data is the base station, the data
transmission direction can only be close to the base
station. However, most researchers do not consider the
influence of the clustering operation process of ordinary
nodes on the data transmission direction, and all nodes
are clustered. This process causes some nodes to transmit
data in the opposite direction to the base station, resulting
in energy transmitted in the opposite direction. Some
researchers also use multi-hop in long-distance
transmission, but the forwarding times of the next hop
node are not considered, which can not be ignored for the
node life.

Aiming at the above three problems, this section will
analyze the energy consumption reasons of each layer
network from the perspective of three-layer network
energy consumption, and put forward a reasonable
cluster head selection, data transmission direction
planning, and next-hop node selection and processing
algorithm in multi-hop mode.

3.1 Reasonable cluster head combination

In the process of selecting cluster head nodes by ordinary
nodes, the distances from different cluster head node
combinations to nodes are different. Therefore, it has an
impact on the overall energy consumption of the network.
From the energy transmission formula (1), it can be seen
that the distance is directly proportional to the energy
consumption. Reasonable cluster head combination can
better reduce the energy consumption of sending data due
to distance.

In the osprey optimization algorithm (OOA), the optimal
position of individual osprey is obtained by updating the
position of individual osprey and comparing the fitting
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function values of each individual position. However, the
osprey optimization algorithm is limited by its slow
convergence speed and tendency to converge to the local
optimal solution. Aiming at the problems of slow
convergence speed and easy to fall into local optimal
solution in cluster head combination selection, this
algorithm combines population initialization process with
K-means++ algorithm and chaotic algorithm to form
chaotic osprey optimization algorithm (CM-OOA). The
output of chaotic Osprey optimization algorithm is
similar to the selection of cluster head combination in
wireless sensor networks. As shown in Table 2, there is
significant consistency between the characteristics of
wireless sensor networks and the principle of chaotic
Osprey optimization algorithm.

Table 2: Similarity correspondence table between
wireless sensor networks and chaotic mapping osprey
optimization algorithm.

WSN CM-0O0A

Sensor node number Dimension position size

Individual position of

Node group osprey
Cluster head node Optimal individual
combination position of osprey

Combination of all
pre-selected cluster head
nodes

All positions of osprey
population

Good population initialization allows the CM-OOA
algorithm to start searching from several different initial
starting points, which helps the algorithm to explore
multiple regions of the solution space, thus increasing the
likelihood of finding a globally optimal solution. If the
individuals in the initial population are too concentrated,
the algorithm may quickly converge to the local optimal
solution and ignore other potentially better solutions. A
diverse initial population helps to avoid this. Proper
population initialization allows the algorithm to find
better solutions at an early stage, thus speeding up the
convergence of the whole search process. Therefore, the
algorithm in this paper performs the population
initialization operation in two ways.

3.1.1 Kmeans++ algorithm for clustering

Initializing the populations is an important step in the
CM-OOA algorithm, which uses the Kmeans ++
clustering algorithm for clustering to obtain a more
accurate optimal solution. The initial population nodes
are selected by the centre position of each cluster group.
The calculation of the cluster centre position is based on
the application of equations (4) and (5). The effect of the
clustering algorithm is shown in Figure 4.

X = f:OX/t (4)

Vo = i, Y/t )
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Figure 4: Clustering algorithm effect.

3.1.2 Chaos mapping optimization

Initializing the population by Logistic chaotic mapping
can enhance the global search ability and help CM-OOA
algorithm jump out of the local optimal solution [22].
The randomness and unpredictability of Logistic chaotic
mapping can prevent the algorithm from converging to
the local optimal solution prematurely. Logistic chaotic
mapping can adapt to different search spaces and
optimization problems, and has good universality.
Therefore, Logistic chaotic mapping can be easily
combined with Osprey optimization algorithm to form
CM-OOA algorithm, so as to make better use of their
respective advantages to deal with the problem. Logistic
chaotic mapping formula is as follows:

Pi=axPx(1-F) (6)

In the formula, a is the control parameter, and the value
is taken in (0,4]. Pi is the transformation of the
coordinates of the initial population into polar angles as
an initial value.

The detailed process of CM-OOA algorithm:
Step 1. Population initialization.

The virtual initialization of the Osprey cluster is achieved
by means of the circular symmetric chaotic mapping
algorithm and the K means++ clustering algorithm.

Step 2. Initialization of osprey population based on
location mapping algorithm.

The virtual position of the initialized osprey population is
obtained, and the real node number in the wireless sensor
network is mapped by the Euclidean distance d from the
node to the virtual position and the energy e of the node
itself. The osprey population is initialized to P(t) = {Pt;,
Pt,, Pts...}, and the individual Pt; position of osprey is Pt;
= {Xi1, Xi2, Xi3...}.
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Step 3. Calculate the fitness function.

Fi=fitness (Piq) is the fitness value of individual P of
osprey at time t, which is used to evaluate the strength of
solving energy consumption problems at the position of
osprey.

Step 4. Osprey individuals look for schools of fish.

Through the comparison of fitness values, the individual
positions of osprey whose fitness values are smaller than
their own are combined as fish schools, Fish = {Pyylk €
{1, 2,N} /\Fk<Fi} U {Pbest}'

Step 5. Individual fishing of osprey.

In Step 3, the osprey individual P looks for his own Fish
school. If the Fish school fish is empty, it is considered
that the osprey individual X has successfully caught the
target fish and directly goes to Step 5 for the osprey
individual to eat fish. Otherwise, the osprey individual P
randomly selects a target Fish in the fish school fish for
fishing operation. Because the node coordinates are
two-dimensional, the coordinates X and Y are calculated
separately for fishing operation. The formula of specific
fishing process is as follows:

Pf;fch =Pejx + Ry j* (Prishx — Ipj* Pyjy) (7
PLS" = Pejy + Rej * (Prisny = Ity * Prjy) (®)

In formulas (7) - (8), Ry is a number randomly
generated between [0,1]; I;; is randomly selected
between 1 and 2; P j; is the X coordinate position of
osprey individual P in the J-th dimension of the T-th
round; Pgishy 18 the x coordinate position of the target
fish x of the osprey individual p; Py, is the Y coordinate
position of osprey individual P in the J-th dimension of
the T-th round; Pgigpy is the y coordinate position of the
target fish x of the osprey individual p.

Step 6. Osprey individuals eat fish.

In Step 4, the position of individual P of osprey changes.
First, the process Step 2 Location Mapping maps the
position of the individual osprey to the network node
number [23]. Secondly, the fitness value before and after
the change of osprey individual is judged to judge
whether the osprey individual catches the target fish.
Finally, if the fitness value is greater than that before the
change, the osprey individual P fails to catch the target
fish successfully, and the process is directly carried out in
Step 6. Otherwise, the osprey individual P successfully
catches the target fish and eats the fish. Because the node
coordinates are two-dimensional, the coordinates x and y
are calculated separately for fish eating operation. The
specific formula for eating fish is as follows:
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PESM = Py jy + (b + Rej » (ub, — b))/t 9)
PESt = Py jy + (Ib + Ry * (ub, — 1by) )/t (10)

In formulas (9) - (10), Ry; is a number randomly
generated between [0,1]; ub, is the upper boundary of
the dimension coordinate; 1b; is the lower boundary of
the dimension coordinate; Pyj, is the X coordinate
position of osprey individual P in the J-th dimension of
the T-th round; Pj, is the Y coordinate position of
osprey individual P in the J-th dimension of the T-th
round; T is the number of rounds of population iteration.

Step 7. New osprey population position.

P(t+1) = {...} indicates a new generation of osprey
population generated by individual osprey searching for
fish, individual osprey catching target fish and individual
osprey eating fish [24].

Step 8. Algorithm termination condition.

The algorithm repeats the operations from Step 3 to Step
7 until the maximum number of iterations is reached.

Step 9. Algorithm output.

The optimal individual fitness value and osprey position
are obtained, that is, the optimal cluster head
combination.

Step 10. Ordinary nodes into the cluster operation.

By calculating the fitness function of clustering and
comparing and selecting, ordinary nodes select the
optimal clustering node for clustering operation.

Step 11. Data transfer operation.

The initial node selects the jump node through heuristic
search FA-star algorithm for data transmission.

Firstly, CM-OOA algorithm iteratively updates the
individual position of the osprey population, compares
the individual position fitness values and selects the
smallest individual fitness value, that is, the optimal
individual position of the osprey. Secondly, ordinary
nodes enter the cluster by calculating the fitness value of
the cluster head. Finally, the improved FA-star algorithm
is used for inter-cluster routing transmission. The
detailed flow of CM-OOA algorithm is shown in Figure
5.



CM-OOA: An Energy-Efficient Clustering Algorithm for Wireless...

N N
Kmeans++ clustering Chaos optimization
algorithm algorithm

4
Initializing osprey
population position

A
J Calculate the fitness |
1 of osprey

N2

Osprey individuals
look for fish.

Osprey catches fish
individually

¥
Osprey position
update

Is it successful
0 catch fish2

Y
Osprey eat fish
individually.

L
Osprey position
update

New osprey
population position

Optimal osprey
position

Figure 5: Flow chart of selecting cluster head by
CM-OOA algorithm.

3.2 Planning of data transmission direction

In wireless sensor networks, all nodes are clustered, so
when the nodes are close to the base station, they will
still be clustered. As shown in Figure 6, it causes the
problem that the node data is transmitted outward first
and then inward. From the energy consumption model, it
can be calculated that the energy consumption of all
nodes in data clustering is E,, while the energy
consumption of nodes in direct transmission is E;. From
formulas (11) - (12), it can be concluded that the direct
transmission mode of some nodes has low energy
consumption.
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Ey = K % Egjoc + K % 75 % Ly°
Ep =2x K*Eelec+K*gfs*(L22+L%)

(11)
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Figure 6: Data flow direction comparison chart.

In order to solve the problem of data transmission
direction, the algorithm is based on the mathematical
midline theorem. As shown in Figure 7, when the
common node is located in the midline of the link from
the cluster head node to the base station, the distances
from the common node to the cluster head and the base
station are equal [25]. Therefore, when ds;>d;, the
common node will perform the cluster head selection
operation.CM-OOA  algorithm  reduces  energy
consumption by preventing nodes from transmitting far
away from the base station. As shown in Figure §, the
cluster head node CH, will be selected first when the
distance d3 from the common node to the base station is
greater than the distance d, from the cluster head node
CHj; to the base station. Although it can be seen from the
figure that the distance d4 from the common node to the
cluster head node CH; is smaller than the distance ds
from the cluster head node CH,, the cluster head node
{CH,...} of the common node will be pre-selected with
less energy. If the pre-selected cluster head set is empty,
data is directly transmitted to the base station.

® Ordinary node

# % Cluster head node CH
%} base station

/ \

* A

Figure 7: Median line
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Figure 8: Cluster head selection model of common
nodes.

3.3 Best next hop node

According to the energy consumption model,
transmission energy consumption is directly proportional
to the square of distance, and data transmission is the
main energy consumption of wireless sensor networks.
According to the geometric cosine theorem and the
first-order radio network energy model [26]. Therefore,
the algorithm in this paper adopts multi-hop mode for
data transmission.

[(R)]
base station

N @ Neighboring node
O  Starting node
1
RN
2R
dq
Lo

Figure 9: Neighbor node selection model.

In the process of multi-hop data transmission, FA-star
algorithm and heuristic search are used to select the
transmission path. The destination base station is reached
by finding the minimum cost of the path [27]. In this
algorithm, the neighbor nodes are selected in the same
way as the cluster heads in the clustering algorithm. The
Euclidean distance d; from the start node N to the
neighboring node is less than the Euclidean distance d3
from the start node to the base station, so the neighboring
node chooses L. As shown in Figure 9, the starting node
n of the neighboring node {L...} directly transmits if the
neighboring node is empty.

4 Design of CM-OOA algorithm

In this paper, the energy consumption of three-layer
network is analyzed in detail, and the -clustering
algorithm of CM-OOA network is proposed by
combining the chaotic Osprey optimization cluster head
combination selection algorithm with the data
transmission direction and the best next hop strategy. The
algorithm is divided into cluster head selection stage,
cluster establishment stage and data transmission stage.
The algorithm flow chart is shown in the Figure 10.
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4.1 Cluster head selection

In the process of cluster head combination selection,
firstly, the number of cluster head nodes in the network is
calculated and the CM-OOA algorithm population is
initialized. The virtual nodes are output by CM-OOA
algorithm, and the virtual nodes are mapped to the real
network to output the real and reasonable cluster head
combination.

4.1.1 Size of optimal number of cluster heads

The energy consumption of nodes is an important factor
affecting the communication time of emergency
communication network, and the number of cluster heads
plays a vital role in the whole network [28-29]. The main
consumption of emergency communication is divided
into ordinary nodes transmitting cluster head Ept,
ordinary nodes directly transmitting base station Ecp,
cluster head nodes receiving intra-cluster node data Ecn,
cluster head nodes fusing data Er, and cluster head nodes
sending data to base station Ecj. The nodes deployed in
the axa model are evenly distributed, and (N-n) nodes are
evenly distributed in KN circular clusters, and n nodes
are directly transmitted to the base station, so the energy
consumption for one round of network transmission is:

Egpp = KN * (Epe + Ecn + Er + Ej) + Ep (13)

The energy consumption of common nodes in each

cluster is:

N

Ept = (k*EeleC-l_k*ng *dgnCUCH)*(K;Nn_ 1) (14)

The energy consumption of ordinary nodes directly
transmitting base stations is:

(15)

The cluster head node receives the energy consumption
of nodes in the cluster as follows:

Eop = (k * Egloc + K * Efs * d?ntoCH) *n

Ecn =k * Egrec (% - 1) (16)

The energy consumption of nodes in cluster head node
fusion cluster is:

Ey =k Epa (A1) (17)

The energy consumption transmitted from the cluster
head node to the base station is:

(18)

In the formula, dCHtoBS is the distance from the cluster
head node to the base station.

Ecj =k * Egec + k * Efs * d%HtoBS

The distance from the common node to the cluster head
node in each cluster is:

(19)

Sorting out the above equations (13) - (19), calculating
the value of KN when EALL is minimized by deriving

2
dentocn = \/p * ff(xz +yHdxdy = \/ﬁ
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the overall energy consumption of the network in one
round, and obtaining the optimal number of cluster heads
KN as follows:
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Figure 10: Flow chart of CM-OOA algorithm.

4.1.2 Population initialisation

In order to avoid the problems of slow convergence
speed and easy to fall into local optimal solution of
Osprey optimization algorithm, this algorithm maps the
initial population by chaos. The detailed flow of the
chaotic mapping algorithm is shown in Algorithm 1.

Algorithm 1: Pseudo-code of circular symmetric chaotic
mapping algorithm.

Algorithm 1: Initialization of osprey population by chaotic mapping

algorithm

End

Calculate the polar angle from the node to the base station
Obtaining the polar angle and converting the polar angle into the
initial value of the mapping.

Using Logistic mapping, Equation (9)-(10) introduces chaotic
characteristics.

The chaotic characteristics are inversely transformed to obtain a
new polar angle.

Obtain a new polar angle and calculate the virtual coordinates in

the mapped rectangular coordinate system.

Begin:
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4.1.3 Location mapping

The coordinates of nodes in wireless sensor networks are
all random, but the coordinate positions change randomly
after CM-OOA algorithm. After the coordinate of
CM-OOA algorithm is transformed separately from the X
axis and the Y axis, there may be no real node at this
coordinate [30]. Therefore, CM-OOA algorithm designs
a position mapping function through the Euclidean
distance to the virtual position and the energy of the real
node, and maps the coordinates at the virtual position to
the nodes in the actual coordinate space through the
position. The location mapping formula is as follows:

In the formula, d is the Euclidean distance from the
virtual position to the node; E is the energy of the node;
01 and 62 are weight factors and satisfy 61 + 62 =1.

The detailed flow of the location mapping algorithm is
shown in Algorithm 2.

Algorithm 2: Pseudo-code of position mapping
algorithm.

Algorithm 2: The virtual position is projected to the real node

through the mapping function.

Begin:

Calculating Euclidean distance d from all nodes to virtual
position coordinates

Obtain the energy e of all nodes themselves.

Calculate the position mapping function by formula
@-6)

By comparing the function values, the node numbers of
virtual coordinates projected into the real network are
selected.

End

4.1.4 Design CM-OOA algorithm adaptation function

In order to optimize the selection of cluster heads and
improve the life cycle of the network, after determining
the optimal number of cluster heads, the fitness function
is set according to the state of nodes and the position of
pre-selected cluster heads [31]. The cluster head node is
responsible for the data forwarding of ordinary nodes.
Therefore, the selection of cluster head should have the
characteristics of high energy, reasonable location and
less times of becoming a cluster head. The fitness
function of CM-OOA algorithm is designed from the
following six aspects: the energy of nodes, the distance
between cluster heads, the distance between cluster heads
and each node, the distance from cluster heads to base
stations, the variance of the distance from cluster heads
to base stations, and the variance of the distance from
cluster heads to cluster heads.

The energy level of the node itself: the reciprocal of the
remaining energy of the current node. The cluster head
node is the key condition to support the network
operation [32]. If the energy of the node is higher, the
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reciprocal is smaller, and the node can forward data
better under the same conditions, it should be selected as
the cluster head.

F, = 1/E; (22)

The level of Euclidean distance between cluster heads:
the reciprocal of the sum of distances between cluster
head nodes. The location of the cluster head determines
the distance of data transmission by the nodes entering
the cluster. Cluster heads should be evenly dispersed to
reach the distance of all nodes.

F, = 1/Y dis(CH;,CH;) (23)

Euclidean distance between cluster heads and nodes: the
sum of the distances from cluster head node to all nodes.
Energy consumption in network cycle mainly comes
from node transmission. The sum of the positions of all
nodes in the cluster is the smallest, so as to minimize the
energy consumption of data transmission.

F; = Y dis(N;, CH;) (24)

Euclidean distance from the cluster head to the base
station: the sum of distances from all cluster head nodes
to base station BS. The transmission of cluster head node
is the energy consumption of the second part of the
network cycle, and the distance from cluster head node to
base station determines the energy consumption of
cluster head node [33]. Therefore, the sum of the
distances from the cluster head node to the base station is
the smallest, and the information can be transmitted to
the base station with the least energy consumption.

F, = Y dis(CH;, BS) (25)

The variance of the Euclidean distance from the cluster
head to the base station: variance of distance from all
cluster heads to base station. Because there is more than
one cluster head node, and only the sum of the distances
from the cluster head to the base station is kept to the
minimum, there may be a very long distance between a
node and the base station. Therefore, by adding the
variance of the distance from the cluster head to the base
station to control the distance between the cluster head
and the base station, all the distances from the cluster
head to the base station can be better kept to be the
minimum.

Fs = Var(Q dis( CH;, BS)) (26)

The variance of the cluster head to cluster head
Euclidean distance: variance of cluster head to cluster
head distance [34]. There is more than one cluster head
node, so it is necessary to prevent the distance between
them from appearing some deviations that are very close
and some are very far away. Therefore, by adding the
variance of the distance from cluster head to cluster head
to control the gap between cluster heads, the distribution
of all cluster heads can be better maintained and more
reasonable.

Fs = Var (X dis(CH;, CH;)) 27)
Based on the energy of nodes, the distance between
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cluster heads, the distance from cluster heads to nodes,
the distance from cluster heads to base stations, the
variance of the distance from cluster heads to base
stations and the variance of the distance from cluster
heads to cluster heads, the fitness function is designed by
weight control:

Fitness =ay *Fy +a, * F, +az*Fz3 +ay * Fy + a5 x Fs +

(28)

In the formul hierarchical analysis method to calculate
the weightsa, oy, o, 03, 04and ag are weight factors
and satisfy ) o = 1.

ag * Fg

According to the improved fitness function, the fitness
functions of all osprey individuals are calculated, and the
optimal position of osprey individuals is selected. The
algorithm flow is shown in Algorithm 3.

Algorithm 3: Pseudo-code of cluster head node selection
algorithm.

Algorithm 3: Select the cluster head according to the

improved fitness function.

Begin:
Initializing a network node to obtain the initialized osprey
population position.
Calculate the fitness value of the osprey individual,
and keep the individual position and fitness value with
the minimum fitness value.
While t < tmax do
By comparing the fitness values of osprey
population, the individual fish school of osprey is
generated.
All osprey individuals began to fish.
Position mapping of osprey individuals after
fishing
Update osprey position
if Fitness value of osprey position before fishing >
Fitness value of osprey position after fishing
After successful fishing, osprey individuals began
to eat fish.
Position mapping of osprey individuals after
eating fish
end
Update The location of the new osprey population
Update Individual osprey with minimum fitness
value and fitness value
t=t+1
Return The position and fitness value of osprey

with minimum fitness value
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End

4.2 Cluster establish stage

In the stage of cluster establishment, in order to prevent
reverse data transmission, the ordinary nodes of the base
station first judge whether to enter the cluster or not.
Some nodes directly transmit data to the base station to
reduce the influence of "hot spot effect”" in the network.
By comparing the fitness values of cluster head nodes,
the appropriate cluster head nodes are selected. The
clustering algorithm is shown in Algorithm 4.

Through the fitness function value of cluster head nodes,
the preselected cluster head with the minimum value is
compared. That is, the cluster head node of ordinary
nodes. The fitness function of this algorithm is as
follows:

F = B, *E + B, * dis(N, CH) (29)

In the formula, dis (N, CH) denotes the Euclidean
distance from the common node to the head node of the
pre-selected cluster, and E represents the energy of the
pre-selected cluster head node in the current round. Bi=o4
and Pr-o.¢ are weight factors and satisfy Bi+p.=1.

Algorithm 4: Ordinary node cluster.

Algorithm 4: Network node cluster establishment.

Begin:
Obtaining cluster head node set from algorithm 3.
If Ordinary nodes satisfy the selection of cluster head nodes.
If Meet the conditions of pre-selecting cluster heads for
ordinary nodes.
The cluster head is put into the reselected cluster head
set.
Else.
Ordinary nodes are put into the set of direct
transmission base stations.
End.
Else
Nodes directly transmit data to the base station without
joining the cluster.
End
Calculate the fitness value of the pre-selected cluster head.
Ordinary nodes select the cluster head node and perform
cluster entry operation.

End.

4.3 Node data transfer based on FA-star
algorithm

The network data transmission process in this paper
adopts multi-hop mode. The heuristic function of Astar
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algorithm is optimized by the energy of nodes and the
forwarding times of nodes, which avoids the problem of
selecting nodes with the same next hop continuously.
Select the most suitable data transmission path. The
clustering algorithm is shown in Algorithm 5.

Through the heuristic function of neighbor nodes, the
neighbor nodes with the minimum value are compared.
That is, the next hop node of the starting node. The
heuristic function of FA-star algorithm is as follows:

F=y1*E +y, *dis(N,L) + y3 xdis(L,BS) + v, * G

(30)

In the formula, E represents the energy of neighboring
nodes, G represents the forwarding times of neighboring
nodes, dis(N,L) represents the distance from the starting
node to neighboring nodes, and dis(L,BS) represents the
distance from neighboring nodes to the base station. yl1,
v2, vy3 and y4 are the weight influencing factors and
satisfy vty tys+ys=1.

Algorithm 5: Network data transmission

Begin:
The cluster head node set and the direct transmission
set in the acquisition algorithm 3 are merged into the
initial node set.
while Starting node # base station.

If Meet the condition of neighbor nodes
Ordinary nodes are put into the set of
neighboring nodes.

End.

If Neighbor node set is empty.

The originating node sends data directly to the
base station.

Else.

Calculate the heuristic function comparison
function value of neighboring nodes, select
the next hop node and transmit data.

End.

End.
End.

5 Experimental simulation analysis
5.1 Experimental parameters

In order to examine the simulation effectiveness of
CM-OOA algorithm in extending the network life cycle,
the algorithms are compared and analyzed on MATLAB
R2023b platform. The advantages of the basic algorithm
LEACH algorithm and the latest cluster classification
algorithms PSO-C algorithm, CGWOA algorithm and the
CM-0OOA algorithm in this paper are verified in terms of
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energy consumption of the network system, the number
of dead nodes and the number of surviving nodes. The
energy consumption of data fusion process is neglected,
because the communication mode is two-way, and only
one communication direction is calculated for the
convenience of calculating energy consumption. Because
of the close distance between users and nodes, the energy
consumption is negligible [35]. An 800mx800m
experimental simulation area is drawn and 100 X-axis
coordinates and 100 Y-axis coordinates are randomly
generated to combine into 100 nodes, and the base station
is located in the center of the area. From formula (20),
the optimal number of cluster heads is KN = 0.04 * n.
The specific parameters are shown in Table 3.

Table 3: Experimental parameter table.

Parameter Numerical value
Number of network nodes 100
Network area size 800mx800m
Base station coordinate position (100,100)
Energy loss coefficient of free
10 Py/bit/m?
space model
Energy loss coefficient of
0.0013 Pj/bit/m?
multipath attenuation model
Node initial energy 4]
Number of networks running
1000 rounds
rounds

5.2 Analysis of energy change of emergency
communication system

The residual energy of wireless sensor network system
reflects the life cycle of emergency communication
network [36-37]. The more residual energy, the longer
the communication time of emergency communication
network. The network energy of the four algorithms
changes as a whole, as shown in Figure 11.

LEACH
CGWOA
CM-O0A
- PSO-C

Dump energy

400 500 600 700 800 900 1000

Number of rounds

Figure 11: Changes of residual energy in emergency
communication network.
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Of the 1000 rounds of energy consumption, the LEACH
algorithm consumed all of its energy in the 250th round,
the PSO-C algorithm had 23% of its energy remaining
after the 1000th round, the CGWOA algorithm had 35%
of its energy remaining after the 1000th round, the
CM-OOA algorithm still had 43% of its energy in the
1000th round, and it consumed it slower than the other
algorithms from the Oth to 1000th rounds. It can be seen
that, compared with other algorithms, the CM-OOA
algorithm selects the optimal cluster head through the
chaotic mapping osprey optimisation algorithm, taking
node energy and node transmission distance as the main
factors, and the variance of the distance from the cluster
head to the base station and the variance of the distances
between the cluster heads as the auxiliary factors, and
performs the cluster selection based on the information,
and performs the cluster selection based on the distance
of the information transmission and the node energy in
the clustering stage, instead of using a single inter-cluster
distance as weights, instead of using node energy and
number of node forwards, distance from start node to
neighbouring nodes and distance from neighbouring
nodes to base station. The FA-star algorithm with
heuristic function can better reduce the energy
consumption and extend the life cycle of emergency
communication network.

5.3 Analysis of the number of dead nodes in
the network

The number of dead nodes in wireless sensor networks
reflects the overall stability of the network. The more
dead nodes, the greater the impact on the overall
emergency communication network, the smaller the
coverage area and the faster the death rate [38]. The
number of dead nodes of the four algorithms changes, as
shown in Figure 12:
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Figure 12: Changes in the number of dead nodes in
communication networks.

In Figure 12, the various algorithms start to show dead
nodes after 30 rounds, the LEACH algorithm clearly
shows dead nodes after about 35 rounds, and almost all
nodes die after 300 rounds, while the PSO-C algorithm's
rate of dead nodes grows faster.
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Although CGWOA algorithm appears dead nodes later
than PSO-C algorithm, the localised death rate is faster,
which should not be ignored. In contrast, the CGWOA
algorithm has better overall changes than the PSO-C and
LEACH algorithms, and grows much slower than the
CM-OOA algorithm. The CM-OOA algorithm's dead
nodes grow relatively slowly, with only 13% of dead
nodes after 1,000 rounds. The CM-OOA algorithm
balances the network's overall energy consumption,
spreads out the energy loss to all the nodes, and prevents
the nodes from localised death and extends the duration
of emergency communication.

5.4 Analysis of changes in the number of
surviving nodes in the network

When emergency communication wireless sensor
network nodes are used in dangerous processes such as
emergency rescue and disaster relief survey, they will not
be replaced frequently, and at the same time, they are
limited by the energy of nodes [39]. Therefore, for the
same environment, the more nodes survive, the fewer
dead nodes, and the longer the communication time. The
number of surviving nodes of the four algorithms varies
from 0 to 1000 rounds, as shown in Figure 13:
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Figure 13: Changes in the number of surviving nodes in
communication networks.

After 1,000 rounds of energy consumption in the
emergency communication network, it can be seen from
Figure 13 that the nodes of the LEACH algorithm are
almost all dead after 300 rounds, and the nodes of the
PSO-C algorithm have 33% active nodes remaining after
1,000 rounds [40]. The CGWOA algorithm, after
experiencing a slow decline, slowly tends to be stable
after 550 rounds, until only 50% active nodes remain
after 1,000 rounds. After 1000 rounds, the CM-OOA
algorithm still has 8% nodes, which improves the time of
information communication, good stability, suitable for
information data collection in special environments, and
gives full play to the optimisation ability of the CM-OOA
algorithm. The improvement of fitting function further
optimises the accuracy and efficiency of cluster head
election. FA-star algorithm reduces the energy
consumption of cluster heads in inter-cluster route
construction, avoids the premature death of cluster heads,
and gives full play to the sensor's ability to transmit
information in the whole network.
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5.5 Comparative analysis of node data
transmission delay

Another key criterion is the network transmission delay.
This is highly dependent on the distance between nodes
in the transmission path. In the same experimental setting,
this paper compares the network delay by the average
transmission distance of the network of nodes. The
average transmission distance of four algorithms from 0
to 1000 rounds of data transmission is shown in Figure
14.
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Figure 14: The average variation in node transmission

distance per round.

Figure 14 shows that the average transmission distance
of Leach protocol is greater than the other protocols. In
contrast, the CM-OOA algorithm has the lowest
transmission  distance profile and the average
transmission distance is lower than the other protocols.
The comparison of the average transmission distance in
every 100 rounds is presented in Figure 15.
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Figure 15: A comparison of the average transmission
distance of nodes is presented.

A comparison of the average transmission distance for
each 100-round interval in Figure 15 reveals that the
average transmission distance of the CM-OOA algorithm
is 80% less than that of the CGWOA protocol.
Furthermore, the average transmission distance of the
CGWOA protocol is 90% less in the initial stages and 30%
less in the subsequent stages than that of the PSO-C
protocol. The transmission distance of the LEACH
protocol is zero due to the death of all nodes after 400
rounds.

5.6 Comparison of results of surviving nodes
in areas of different sizes

Equation (2) with the data from the experimental
environment allows the calculation of the thresholds for
the two types of communication, and the number of
surviving nodes after 0, 500 and 1000 rounds of data

Table 4: Comparison of the number of surviving nodes in different rounds.

Area size round LEACH CGWOA CM-0O0A PSO-C
Or 100 100 100 100
1000*1000 500r 0 45 83 30
1000r 0 35 61 17
Or 100 100 100 100
800*800 500r 0 60 93 55
1000r 0 50 88 32
Or 100 100 100 100
600*600 500r 28 76 97 81
1000r 0 63 90 61

transmission is comparatively analyzed for three different
geographical regions: a 1000*1000 area (characterised by
a high percentage of multi-path fading communication
methodology), an 800*800 area (where the percentage of
both communication methodologies is approximately
equal) and a 600*600 area (where the percentage of free
space communication methodology is high). The results
are presented in tabular form in Table 4.

As illustrated in Table 4, the expansion of the working
area of the wireless sensor network is associated with a
reduction in the network's overall life cycle. The primary

cause of this phenomenon is the rise in the average
number of hops traversed by data packets on their
transmission path, coupled with the expansion of the
distance between nodes within a cluster. This results in
an exponential growth in the energy expenditure
associated with data transmission.

The number of nodes directly reflects the life cycle of the
network. In larger area networks, cluster heads further
away from the base station die quickly. When there are
100 nodes in a 600*600 area, the CM-OOA algorithm
has 90 surviving nodes after 1000 rounds of data
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transmission, which is a 27% improvement in the number
of surviving nodes compared to the CGWOA algorithm
and a 29% improvement in the number of surviving
nodes compared to the PSO-C algorithm. When the
number of nodes in 800*800 area is 100, after 500
rounds of data transmission, the number of surviving
nodes of LEACH algorithm, CGWOA algorithm,
CM-OO0A algorithm and PSO-C algorithm decreases by
28%, 16%, 4% and 26% respectively compared to that of
600*600 area, and the number of surviving nodes of
CM-OO0OA and CGWOA algorithms are relatively stable.
However, in the 1000*1000 region, the CM-OOA
algorithm only reduces the number of surviving nodes by
39% after 1000 rounds of data transmission. In addition,
the CM-OOA algorithm has 61 surviving nodes after
1000 rounds of data transmission in the 1000*1000 range,
which is a 26% increase in the number of surviving
nodes compared to the CGWOA algorithm. In the
CM-OOA algorithm, the central selection of cluster head
nodes and the use of multi-hop transmission further
prolong the network life cycle. Therefore, the CM-OOA
algorithm has the longest network life cycle, which
proves that the scalability and stability of the CM-OOA
algorithm is much better than the other four algorithms.

6 Conclusion

In this manuscript, an optimization algorithm based on
chaotic mapping osprey optimization is proposed to
prolong the duration of emergency communication by
reducing energy consumption. The fitness function is
improved by node energy, the distance between cluster
heads, the distance from cluster heads to nodes, the
distance from cluster heads to base stations, the variance
of the distance from cluster heads to base stations and the
variance of the distance between cluster heads. CM-OOA
algorithm updates the position of the best individual
based on fitness value, giving full play to the advantages
of global search and convergence, and balancing the
network energy consumption in each cluster. In the
inter-cluster routing communication stage, FA-star
algorithm based on heuristic function is used to reduce
the energy consumption of cluster head nodes.

The location of cluster head node in this algorithm is
more reasonable and the energy consumption of data path
transmission is lower. Compared with LEACH, PSO-C
and CGWOA. Through the comparative analysis of the
results, the energy consumption of the whole network is
reduced. The number of surviving nodes in the network
is the largest, which effectively improves the life cycle of
the emergency communication network.

7 Discussion

In this study, the energy consumption of wireless sensor
networks is deeply discussed through the three-layer
network model, and an energy-efficient clustering
algorithm based on Osprey optimization and heuristic
path is proposed. The osprey optimization algorithm can
improve the energy of nodes, the distance between
cluster heads, the distance from cluster heads to nodes,
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the distance to clusters, the frequency of base station
heads and cluster heads, etc. CM-OOA algorithm is used
to update the population and select the best individual
based on the fitness value, which has the advantage of
global search convergence and balance the consumption
of network energy in each cluster. In the inter-cluster
routing stage of communication, the heuristic function
based on Astar algorithm is used to reduce the
consumption of energy cluster head nodes and alleviate
the hot spot effect. The analysis results show that the
algorithm reduces the node mortality and the maximum
number of surviving nodes in the whole energy
consumption network, which effectively improves a part
of the life cycle network.

In this manuscript, the CM-OOA algorithm only
considers the energy consumption of emergency
communication and does not consider network security.
In the next step, we will continue to optimize the
algorithm and optimize the security of this algorithm as
much as possible. Prevent malicious attacks on nodes,
which can cause energy consumption and data theft of
nodes, so that network information security is guaranteed
to a certain extent. The algorithm is combined with the
practical situation and applied in the real emergency
communication network.
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This paper proposes an emergency communication
algorithm for wireless sensor networks based on chaos
mapping and osprey optimization. The specific
information of the paper can be exchanged with the
author.
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In the current interconnected digital environment, data security has become a paramount concern, as cy-
berattacks and data breaches are increasing in frequency and complexity. Both organizations and people
face challenges in safeguarding sensitive information, requiring resilient security systems that can adjust
to various threats. This paper presents a comprehensive approach to data security, focusing on integrating
advanced classification techniques and best practices to secure data proactively. This study uses and an-
alyzes advanced classification algorithms like decision trees, support vector machines (SVM), and neural
networks to determine how well they work to find, sort, and keep sensitive data safe across various security
needs. The results indicate substantial improvements in classification accuracy, with the optimal model at-
taining an accuracy rate of 98.83%. The other models, including decision tress and SVM provide 89% and
92% accuracy, respectively. This highlights the dependability and resilience of these methods in detecting
possible security concerns across various datasets. In addition to these classification results, we compre-
hensively analyze industry best practices in data security, encompassing encryption technologies, dynamic
access control, and continuous monitoring to mitigate vulnerabilities and improve threat detection. Inte-
grating sophisticated classification methodologies with these optimal practices provides a comprehensive
security framework that enhances data protection and mitigates risk. This study offers significant insights
for practitioners and organizations aiming to implement a more systematic and efficient data security ap-
proach, enhancing academic and practical discussions in this domain. This work seeks to strengthen the
effectiveness of data security practices by introducing a novel method that integrates high-accuracy cate-
gorization with proactive security protocols.

Povzetek: Predstaviljen je celovit pristop varnosti podatkov, ki integrira napredne klasifikacijske tehnike,
kot so nevronske mreze in podporni vektorji, z najboljsimi praksami za zascito podatkov ter izboljsanje

kvalitete.

1 Introduction

Data security is becoming increasingly important today,
impacting industries, governments, and individuals [1].
These developments have led to an explosion of data given
the use of the internet, cloud storage, and systems, therefore
making data security paramount to risky exercises whose
forms of data need protection against unfair exploitation or
unauthorized access [2]. Computer and internet crimes are
becoming complex, and information security and individ-
uals at all levels of the economy and society are at risk.
Analyses prove that the total cost of cybercrime will be in
the trillions within a few years, thus the importance of ef-
ficient data protection plans [3]. Data protection solutions
are vital in allowing the privacy and confidentiality of data,
but implementations and controls are inadequate and vul-
nerable [4].

Data security can be discussed in terms of data encryp-
tion, access control, monitoring, classification, etc [5].

Each layer has specific functions—to support protection
against unauthorized access and data integrity [6]. Losing
millions of its users and cyber incidents inspired the need
for effective and flexible data protection models that can
address traditional and novel threats [7]. Conventionally
used methods in data protection are based on determinis-
tic models and rule-based systems, which are inadequate
in addressing new threats that evolve to counter security
mechanisms adopted [8]. Therefore, this study aims to fill
these gaps by proposing an enhanced multi-classification
approach that elevates the existing security practices of as-
sessment by integrating classification techniques with best
security practices [9]. As this research feeds into mod-
ern theories on data classification, it is hoped that the gaps
in the currently existing data security frameworks will be
filled and that a solution to the security of sensitive data
will be provided [10] [11]. Several data security methods
exist, including encryption, access control, monitoring, and
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classification. However, classification is a form of secu-
rity designed as the initial stage and not a single method. It
marks and classifies sensitive data implementation as being
the right security measures [12].

1.1 Research gap

Several gaps exist in the current methods, especially in
data classification with sensitivity-based protections. The
framework is essential in defining classification and data
prioritization, which helps determine the security levels that
must be applied to data [13]. However, most conventional
techniques or moves for classification are confining and
bring a high impact of variability, which is ordinary and
can hardly provide a suitable and comprehensive solution
for the large and ever-changing environments today [14].
Most existing models are either prescriptive or unable to
adapt dynamically to new forms of threats, thus posing a
risk for organizations [15]. The second central area is com-
bining classification methods with data security standards.
Thus, the position is that although the classification con-
cept offers the first layer of data security, the idea is far
from complete. Encryption, access control, real-time mon-
itoring, and continually running vulnerability tests are the
complete practices needed to protect data at the advanced
level [16]. However, in many cases, research has been con-
ducted to develop classification techniques and best prac-
tices independently while lacking a coherent one, including
both. This gap implies a lack of integration of classification
data with proactive recurring measures, which will enable
a better systematic response to data security problems [17].

1.2 Limitations of previous studies

Several studies have been done on data security; these
works offer pioneering notions on different interventions
of data security; nevertheless, several downsides hamper
their applicability to contemporary security environments.
Most of the works describing the performance of the classi-
fication techniques focus on the raw classification accuracy
without considering such aspects as interpretability, com-
putational cost, and flexibility [18]. While models trained
in simulation perform well in their specific scenarios, their
applicability sharpens when exposed to field data with intri-
cate structures and dynamic threats. Furthermore, the pri-
mary focus on objective measures such as accuracy could
not fully meet the challenges of protecting data in the real
world [19].

Meanwhile, research that concerns data security mea-
sures and proper protocols based on current and improved
practices involves encoding techniques, security accesses
and policies, and conformance to prescribed rules and laws.
Although these practices are essential, they are used sep-
arately from technical classification techniques, and thus,
security is fragmented. This separation can be problematic
because while technical classification without best prac-
tices means only gaps in coverage, best practice without
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advanced classification techniques provides only best prac-
tice, which is not sufficiently technically sound. Moreover,
research inclined to depict ideal procedures does not con-
sider how rapidly these procedures can be implemented to
counter threats, especially in sectors that experience high
levels of cyberattacks and data breaches [20]. A signifi-
cant limitation of earlier works is the absence of a compre-
hensive framework integrating classification methods with
proactive best practices [21]. In response to these limita-
tions, this research suggests a general framework data secu-
rity solution suitable for various scenarios and best bridges
the technology and practice divide.

1.3 Challenges in data security

Several challenges can be identified, significantly compli-
cating the development and application of measures for
protecting data. First, one of the main trends is the con-
stantly growing complexity and the active response to cy-
ber threats. Unlike ordinary threats, which are more or less
easily recognizable, new threats are much less easy to un-
derstand, and any static measures are useless. Computer
criminals use sophisticated procedures to take advantage of
flaws, with their strategies evolving quickly due to emerg-
ing security methods. This requires a security system that
will address these emerging threats and be proactive to any
other threats that may arise [22].

The next major problem is the ability to classify and
prioritize data depending on its classification requirement.
Companies deal with vast volumes of data, which differ in
sensitivity. That is why proper segregation and protection
of the data are significant. However, the conventional clas-
sification approaches are ineffective when measuring the
amount and variety of information processed in organiza-
tions today. Also, organizations have always encountered
the compelling problem of security and unavailability. Se-
curity policies must protect against invasion by unautho-
rized personnel and allow authorized individuals to get the
required information. Only security frameworks that can
enable differential access controls depending on the sensi-
tivity of the data and the type of user can achieve this bal-
ance, which is typically difficult to do when using conven-
tional security mechanisms.

Using ML and other superior algorithms also poses an-
other problem regarding computations, interpretability, and
model shifts over time. The learning parameters of ML al-
gorithms require constant updates for their efficiency, par-
ticularly when it comes to dynamic threats. These chal-
lenges show the need for an all-encompassing regime in
data security to meet advanced threats that have evolved
over the years without compromising the system’s ease,
adaptability, and robustness.

1.4 Motivations for the study

This research was undertaken due to the absence of an ap-
propriate data security model that would also factor in the
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benefits of better classification systems. Thus, as data is
present in all industries and constantly evolving, new and
more complex threats arise, and a highly detailed and flex-
ible security model is needed. It is known that decision
trees, support vector machines (SVM), and neural networks
improve data classification, which is an integral part of
deploying security resources by making existing methods
more practical. Through these techniques, this study ex-
pects to enhance the precision of data categorization to help
organizations direct their resources and efforts to protect the
most vulnerable data.

This work also recognizes that the principles of data pro-
tection entail other types of data protection, such as encryp-
tion, access control, and real-time monitoring. All these
are essential data security practices and perhaps mandatory
co-features of technical classification schemes. This study
aims to solve both the theoretical and practical problems
of data security by suggesting a more logical and consis-
tent framework for data security than has been used before.
This will be done using complicated classification methods
and step-by-step ways to explain the security solution.

1.5 Novel contributions of the study

This research makes several novel contributions to data se-
curity by presenting an integrated framework that combines
advanced classification techniques with industry best prac-
tices. The unique contributions of this study are as follows:

1. Advanced Classification Techniques: This study
evaluates the effectiveness of various classification
algorithms, including decision trees, SVM, and neu-
ral networks, in accurately categorizing sensitive data
across different sensitivity levels. By rigorously test-
ing these techniques, this study identifies models that
offer high accuracy, with the most effective model
achieving an accuracy rate of 98.83%.

2. Integration with Best Practices: Unlike traditional
studies that focus exclusively on either technical or
procedural aspects of data security, this study inte-
grates advanced classification techniques with secu-
rity best practices, such as encryption standards, ac-
cess control protocols, and continuous monitoring.
This integration provides a holistic security frame-
work that addresses technical and operational security
requirements.

3. Adaptability and Practicality: This study empha-
sizes the adaptability of its proposed model, allowing
it to adjust to evolving threats. This framework is de-
signed to meet the diverse security needs of organiza-
tions operating in rapidly changing environments by
combining flexible classification methods with proac-
tive security protocols.

4. Comprehensive Evaluation and Sensitivity Anal-
ysis: In addition to evaluating model accuracy, this
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study conducts a sensitivity analysis to test the robust-
ness of classification outcomes under various param-
eter settings. This analysis adds depth to the study by
demonstrating the model’s adaptability to different or-
ganizational requirements and security scenarios.

1.6 Structure of the paper

The remainder of this paper is structured as follows. Sec-
tion 2 provides a comprehensive review of existing lit-
erature on data security, focusing on advanced classifica-
tion techniques and best practices. Section 3 details the
methodology, including data collection, model selection,
and the integration of best practices into the proposed se-
curity framework. Section 4 presents the results, including
model performance metrics and sensitivity analysis find-
ings. Section 5 discusses the implications of the study, with
a focus on practical applications and limitations. Finally,
Section 6 concludes the paper and offers suggestions for
future research.

2 Literature review

Thapa and Camtepe, [23], whose work focuses on preci-
sion health systems, discussed the necessity, barriers, and
data security and privacy strategies. Their study also em-
phasized that precision health, which provides care based
on patient-specific information related to genes, microbes,
behaviors, and environment, and digital records, includ-
ing omics, depend on technology like machine learning
algorithms for data processing and electronic gadgets for
data capture. They brought attention to the high risk of
leakage since health data contains susceptible information
about an individual, including identity and medical condi-
tions and interactions between health data centers. This
type of breach can result in personal damage. The indi-
vidual may be bullied at work, face discrimination at the
place of work, or even higher insurance charges, thus mean-
ing privacy and security counts. They examined conform-
ing to government legislation and the ethical concerns and
requirements that ethics committees highlight for protect-
ing healthcare data to keep the public engaged in precision
health efforts. Their study showed that people’s buy-in of
data sharing depends highly on safety, privacy, and proper
use of that data. To address these challenges, they described
multiple secure and privacy-preserving machine learning
techniques for implementing precision health information,
with examples of their usage in related health initiatives.
Finally, the study recommended the best ways to protect
precision health data. The study also provided a conceptual
system model that can be used to check compliance, man-
age consent, and support the ethical requirements needed
for innovation in the healthcare field.

Aslan et al. proposed a systematic evaluation [24] of the
emerging cybersecurity threats, risks, incidence, and coun-
termeasures to address the constant rise of cyber threats,
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such as the usage of the internet as a result of the COVID-
19 outbreak. Their study stressed that with the replacement
of the digital interaction of physical transactions, traditional
crimes have shifted more towards the cyber domain, and
the current and emerging technologies like cloud, IoT, and
cryptocurrencies modify new security dimensions. The au-
thors stressed that in cyber attack campaigns, the adversary
uses automated tools and releases ‘cyber attacks as a ser-
vice’ to achieve maximum effect, and the newly identified
threats exploit hardware, software, and communication lay-
ers. They have reviewed generalized forms of cyber attacks
such as DDoS, phishing, man in the middle, and malware
attacks and noted that traditional layers of protection like
firewalls and antivirus are not very useful in tackling cur-
rent complex threats. They highlighted the emerging need
for new solutions that embrace superior and enhanced de-
tection solutions and preventive measures. They reviewed
the latest trends in technological approaches, including ma-
chine learning, deep learning, cloud computing-based big
data, and blockchain; all of them were suggested as poten-
tial approaches to detect and prevent cyber threats. They
also found that it is possible to develop machine learning
and deep learning to identify new complex threat types,
and through experimentation, the effectiveness of machine
learning and deep learning, when used for detecting mal-
ware and intrusions, can be established. However, they
noted that machine learning and deep learning are suscepti-
ble to evasion techniques and require constant enhancement
to resist intelligent forms of cyber attacks.

Dasgupta and Akhtar [25] systematically reviewed cy-
bersecurity based on ML concerning the growing impor-
tance of protecting data, devices, and user information in
the present interconnected society. They described their
survey regarding how ML has been incorporated into cy-
bersecurity in applications like intrusion, malware, and
biometric-based user identification. However, as they high-
lighted, when used in cybersecurity, the algorithm of ML is
exposed to attacks both during the training and the testing
phases, which in turn does not allow for achieving the de-
sired results and can result in the penetration of the system
into the network. The research has undergone a system-
atic literature review of recent developments in the applica-
tion of ML in cyber-security between 2013 and 2018, with
a general understanding of cyber attacks, the correspond-
ing defense mechanisms, and the commonly used ML algo-
rithm. They also discussed ML and data mining feature ex-
traction, dimensionality reduction, and classification tech-
niques, such as adversarial ML—a subdiscipline that pro-
tects ML models against adversarial attacks. The task of
their survey was to stress the existing weaknesses of current
ML-based security measures related to adversarial threats
and discuss directions for a more extensive investigation of
these risks. Lastly, they presented the existing and poten-
tial problems and concerns in cybersecurity and provided
research recommendations for improving the robustness of
ML applications for this domain.

Sarker [26], in his deep and extensive review article, de-
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scribed DL as one of the critical technologies in the 4IR.
DL, a subset of ML and Al, is receiving widespread recog-
nition from various industries because of its adaptability in
large datasets and its utility in healthcare, vision, natural
language processing, and protection. He also added that DL
has its roots in artificial neural networks and is now crucial
in solving other real-world problems. Due to the dynamism
of data and the complexity of real-world issues, it has been
challenging to develop effective DL models. Additionally,
most deep learning systems are black boxes, which prevents
standardization and widespread use of these systems. The
research described a precise classification of DL methods
for distinguishing between supervised, unsupervised, and
mixed learning methods for determining the practical ap-
plication of DL. Further, he discussed other works that suc-
cessfully applied DL and showed that DL can be effectively
used in various contexts. To inform the next steps in the de-
velopment of DL, the author outlined ten critical directions
for future research that are targeted at enhancing model in-
terpretability, plasticity, and performance. This large-scale
survey is also helpful for academic and industrial audiences
who want to understand the current state and future of DL,
especially by emphasizing the need to increase the distinc-
tiveness and development of DL approaches.

Ahmad et al. [27] also systematically reviewed cyber-
security issues within IoT cloud computing, including how
cloud computing has revolutionized data storage and access
to resources for industrial uses in loT-based cloud comput-
ing. This included making current research on cloud com-
puting by Calegari and Ometto more relevant by noting that
their study found out that over the last decade, industries
shifted to cloud computing due to its flexibility, cost and
performance advantage. However, this has meant moving
applications to cloud platforms, which has created a consid-
erable security problem since conventional security is nor-
mally not sufficient or efficient for new cloud applications.
They noted that the convergence of IoT with cloud com-
puting has compounded these threats as the architecture of
cloud IoT systems offers fresh concerns that necessitate se-
curity appropriate solutions. They classified cloud security
concerns into four key categories: data security, network
and service security, application security and people secu-
rity. They discussed and compared various security mat-
ters in each category they had and discussed the limitation
from a general view, and specifically, they focused on the
DL viewpoint. The study reviewed new trends that involve
DL in dealing with cyber threats targeting loT/cloud busi-
ness models, while also acknowledging different methods
have their limitations when adopted by industrial systems.
Finally, based on their review of the literature, researchers
suggest new ways to strengthen security using Al and DL
within the cloud architecture in order to address research
gaps in loT-based cloud cybersecurity [28].

Admass et al. [29] highlighted the current state, future
trends and advances in cybersecurity and noted the need for
cybersecurity as the world goes digital in different activi-
ties. As they noted to underscore the inherent dynamism
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of threats in cyberspace, more research, participation of
academic institutions, and organizational commitment re-
garding the protection of information systems need to be
promoted. In their systematic review, they focused on re-
cent trends and innovations in the field of cybersecurity and
described new approaches and trends that have emerged
worldwide to capture the dynamism of cyber threats. The
study considered Al and ML as disruptive technologies that
can greatly help improve cyber security by being able to
identify threats and respond to them autonomously. How-
ever, they observed that these remain an issue to some ex-
tent, especially given that threats in cyberspace are equally
evolving. They also stressed the continuity of the stake-
holders’ interaction and suggested that future works are
aimed at combining the use of innovative technologies and
cooperation between members of the cybersecurity envi-
ronment. This work offered directions on how to build
capacity in cybersecurity and emerging developments that
would be necessary for new threats.

Zhang et al. [30] explained various methodologies of ex-
plainable artificial intelligence (XAI) in the context of cy-
bersecurity regarding the massive problems raised by the
“black box” that distinguishes conventional ML and DL.
Given the current evolution of the Internet of Things and
other Al techniques, ML and DL are widely used in cyber-
security, including intrusion, malware, and spam detection.
Despite these recognition-based methods yielding higher
accuracy and more efficiency compared to the signature-
based and rule-based methods as observed by them. They
identified a major drawback of the black-box nature of ML
and DL algorithms. Such explainability often leads to re-
duced user trust and reduced understanding of how these
models detect or address cyber threats, especially as the
kind of cyber threats being witnessed continue to evolve.
So, they looked at the possible weakness that could come
from trying to make things understandable and how XAl
needs to be added to theories of Al-based cybersecurity
models so that people can understand them or manage cy-
bersecurity systems well. Their work also filled in an im-
portant research gap by providing a thorough survey that
was only focused on AI/ML-based XAI in cybersecurity.
This was despite the fact that XAl had been studied in other
fields, like healthcare and finance. They suggested a struc-
tured plan for approaching XAl in the cybersecurity field
and pointed out that cybersecurity machine learning mod-
els should be more explainable without losing performance.
This survey provides the necessary background information
for further studies by those who intend to focus on the chal-
lenge of making cybersecurity Al understandable for the
average user [31].

They found that Al and ML technologies offer viable so-
lutions for filling the new emerging security threats in re-
newable energy. The study also focused on the need for
global cooperation and compliance of countries with inter-
national guidelines on cyberspace security as critical in im-
proving security readiness throughout the renewable power
industry. According to them, industry stakeholders should,
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among other things, implement broad cybersecurity poli-
cies, pursue deployment of robust technologies, and de-
velop a cybersecurity culture. The study’s findings that PPP
and policy intervention are crucial for developing the nec-
essary cybersecurity framework further supported this. In
their conclusion, they also encouraged a future research di-
rection to analyse new technologies and analyse human and
policy factors in cybersecurity for renewable energy. Ta-
ble 1 summarizes the key performance metrics and method-
ologies from referenced works.

3 Methodology

3.1 Overview of the proposed framework

This study proposes a comprehensive framework for data
security, integrating advanced classification techniques
with best cybersecurity practices. The methodology con-
sists of four main phases: data collection and preprocess-
ing, feature extraction, classification using advanced ma-
chine learning algorithms, and integration of best practices.
These phases enhance data security through accurate clas-
sification and adherence to security standards. The over-
all workflow of the proposed framework may be viewed in
Figure 1.

3.2 Research questions and objectives

This study addresses the following key research questions:

1. How effectively can advanced machine learning (ML)
classification techniques integrate with cybersecurity
best practices to enhance data security?

2. Which classification technique—Decision Trees, Sup-
port Vector Machines (SVM), or Neural Networks—
provides the most accurate and robust performance for
cybersecurity applications?

3. What are the benefits of incorporating real-time moni-
toring, encryption, and access control alongside ML
models in addressing modern cybersecurity chal-
lenges?

The primary objective of this study is twofold:

— To evaluate the feasibility and effectiveness of com-
bining ML techniques with robust security practices.

— To compare the performance of the proposed classi-
fication techniques and demonstrate the practical ad-
vantages of the integrated framework.

3.3 Data collection and preprocessing

In the initial phase, data is gathered from diverse publicly
available sources to comprehensively represent real-world
cybersecurity scenarios [32]. Data is anonymized to protect
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Table 1: Comparison of key performance metrics and methodologies from referenced works

Author(s) Focus Area Key Contributions Limitations
Dasgupta et al. [25] ML in Cybersecurity | Surveyed ML applications in intru- | Highlighted vul-
sion detection and adversarial ML. | nerability of ML to
Proposed directions for improving | adversarial attacks;
robustness. lacks integration
with broader security

practices.

Zhang et al. [30] Explainable Al | Reviewed XAI methodologies for | Black-box  limita-
(XAI) in Cybersecu- | cybersecurity, emphasizing user | tions of ML/DL
rity trust and transparency. persist; need for

practical implemen-
tation strategies.

Thapa and Camtepe
[23]

Precision Health

Data Security

Proposed secure ML techniques and
a conceptual model for protecting
health data.

Focused  primarily
on healthcare, not
generalizable to

other domains.

Aslan et al. [24]

Emerging Cyberse-
curity Threats

Reviewed ML/DL for detecting
malware and intrusions. Identified
vulnerabilities in [oT and cloud sys-
tems.

Susceptibility of
ML/DL to evasion
techniques; lacks
comprehensive miti-
gation strategies.

Sarker [26]

Deep Learning (DL)
Applications

Surveyed DL methods for cyberse-
curity, highlighting their adaptabil-
ity and challenges in implementa-
tion.

DL systems often
operate as black
boxes, reducing
interpretability and
standardization.

Ahmad et al. [27]

IoT and Cloud Cy-
bersecurity

Explored AI/DL-based solutions for
IoT-cloud models and proposed se-
curity enhancements.

Limited focus on
integrating Al solu-
tions with policy and

regulatory  frame-
works.

sensitive information. The dataset includes access logs, en-
cryption statuses, and user authentication details. Prepro-
cessing includes:

— Normalization: Scaling data attributes to fit a stan-
dard range [33].
X - Xmin
Xnom = 0—————— 1
o Xmax - Xmin ( )
— Missing Value Imputation: Filling gaps in data
through statistical techniques to avoid misclassifica-
tion.

— Noise Reduction: Using median filtering to reduce
outliers.

This preprocessing step ensures data quality and reduces
computational complexity, allowing the algorithms to per-
form accurately.

3.4 Feature extraction and selection

Feature extraction involves identifying the most relevant
attributes to enhance classification accuracy. This study

employs Principal Component Analysis (PCA) to reduce
dimensionality, retaining only essential components con-
tributing to data variability.

3.4.1 Principal component analysis (PCA)

PCA transforms high-dimensional data into a lower-
dimensional space while preserving variance. The trans-
formation is computed as follows:

Y=X W )

where X is the original data matrix and W represents
the weight matrix of principal components. PCA reduces
computational load while retaining critical information.

3.5 Classification techniques

The core of this methodology is the classification phase,
where advanced machine learning algorithms are employed
to categorize data based on security needs. Three algo-
rithms are used: Decision Trees, Support Vector Ma-
chines (SVM), and Neural Networks. Each algorithm is
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Figure 1: Workflow of the proposed framework

selected for its strengths in specific security scenarios.

3.5.1 Decision trees

Decision Trees are highly interpretable models that use a
tree-like structure for classification. Each node represents a
decision based on an attribute, leading to branches that pre-
dict outcomes [34]. The algorithm’s performance is evalu-
ated using Gini impurity:

Gzlfi:pf
i=1

where p; is the probability of a particular class. Lower
Gini values indicate better classification.

A3)

3.5.2 Support vector machines (SVM)

SVMs classify data by finding a hyperplane that maximizes
the margin between data points of different classes [35].

For data that is not linearly separable, SVM uses a kernel
function to map data to a higher-dimensional space. The
margin is optimized by minimizing:

Lo .
L= 5wl +C;@- 4)

where w is the weight vector, C' is a penalty parameter,
and &; represents slack variables. This approach enhances
the model’s robustness against misclassifications.

3.5.3 Neural networks

Neural Networks are employed for complex pattern recog-
nition, using multiple layers to capture non-linear re-
lationships [36]. The backpropagation algorithm ad-
justs weights based on error rates, minimizing the Mean
Squared Error (MSE):
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1 n
MSE = — i — Ui)° 5
- ;(y ) )
where y; is the actual output, and g; is the predicted out-
put. Neural Networks are particularly effective for high-
dimensional data and provide high classification accuracy.

3.6 Integration of security best practices

This framework integrates security best practices, such as
encryption, access control, and real-time monitoring, to
complement the classification process.

— Encryption: Ensures data confidentiality through se-
cure algorithms, with all data encrypted before pro-
cessing. The encryption-decryption cycle is defined
by:

C=FE(K,P) and P=D(K,C) (6

where C'is the ciphertext, P the plaintext, K the en-
cryption key, E the encryption function, and D the
decryption function.

— Access Control: Restricts data access based on user
roles, employing role-based access control (RBAC).
This model assigns permissions using access matrices,
where the matrix entry A(u, ) defines permissions for
user v and role r.

— Real-time Monitoring: Uses anomaly detection algo-
rithms to identify unusual patterns indicative of poten-
tial threats. Anomalies are detected based on threshold
deviations:

0=z —pl>A (M

where z is the current observation, p the mean, and A
the deviation threshold.

3.7 Algorithm: secure classification
framework

The following algorithm outlines the steps for data security
classification within this framework:

Input: Dataset D, security parameters { P, K }

Preprocessing: Normalize data, fill missing values,
reduce noise

Feature Extraction: Apply PCA to extract relevant
features

Classification:

— Apply Decision Tree for interpretable cases

— Use SVM with kernel function for non-linear
separable data
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— Employ Neural Network for complex, high-
dimensional data

— Best Practices Integration:

— Encrypt data using key K

— Implement role-based access using access matrix

A(u, )

— Monitor for anomalies with threshold §

— Output: Classified secure data, threat identification

This algorithm combines machine learning with best
practices, ensuring data classification and security.

3.8 Validation and evaluation metrics

The framework’s effectiveness is evaluated through stan-
dard metrics:

— Accuracy:
stances.

Proportion of correctly classified in-

TP + TN
TP+ TN + FP+ FN

Accuracy =

®)

— Precision and Recall: Precision measures correct
positive predictions, while recall measures the detec-
tion of actual positives.

TP

Recall = ———
and eca TP TN
©)

P
Precision —
recision TP TP

— F1 Score: The harmonic mean of precision and recall,
indicating the balance between these metrics.

Fl_o Precision - Recall

(10)

Precision + Recall

— ROC-AUC: Measures classification performance
across different thresholds. An area under the ROC
curve close to 1.0 indicates high model performance.

3.9 Comparative analysis and sensitivity
testing

The comparative analysis is aimed at comparing results of
the classification algorithms that are obtained under the in-
fluence of various factors. Sensitivity analysis looks at how
much error a model returns, given that the hyperparameters
are tweaked. The proposed model brings safety and flexi-
bility in managing data, the objectives of the study, where
there is a need to attain high classification accuracy there
should be some level of security measured control.



An Integrated Framework for Data Security...

4 Results

4.1 Overview of experimental setup and
metrics

The findings result from following a data security frame-
work that combines classification measures with cyberse-
curity standards. The key ratios to assess the models are
divided into Accuracy, Precision, Recall, F1 score, ROC-
AUC. All the measurements are related to certain aspects of
the model’s effectiveness, and results are given in graphs,
tables, and confusion matrix for better understanding.

4.2 Model performance across classification
techniques

The framework employed three primary classification algo-
rithms: Decision Trees, Support Vector Machines (SVM),
and Neural Networks, to classify data based on security
needs.

4.2.1 Decision tree results

The Decision Tree model provided an interpretable yet ef-
fective baseline. Figure 2 shows the accuracy, precision,
recall, and F1 score for the Decision Tree model, achiev-
ing a consistent classification accuracy of around 89%.

Accuracy = 89%, Precision = 87%, Recall = 88%,

Model Performance Metrics

Precision

Decision Tree
N SVM
Neural Network

F1 Score

Figure 2: Performance metrics for the decision tree model

The confusion matrix for the Decision Tree model (Ta-
ble 2) displays the model’s classification performance
across different classes, indicating a strong ability to distin-
guish true positives and negatives, though occasional mis-
classifications occurred in borderline cases.
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Table 2: Confusion matrix for decision tree model

Predicted Positive | Predicted Negative
Actual Positive 450 50
Actual Negative 40 460

4.2.2 Support vector machine (SVM) results

The SVM model was optimized using a radial basis func-
tion (RBF) kernel, achieving improved accuracy over the
Decision Tree model. Figure 3 illustrates the metrics
achieved by SVM, with an accuracy of 92%, precision of
90%, recall of 91%, and an F1 score of 90.5%.

100
Decision Tree

. SVM
Neural Network
80 1
60 +
40
204
0

Accuracy Precision Recall F1 Score

Percentage (%)

FFizus€.3%Performance metrics for the SVM model with

RBF kernel

The confusion matrix in Table 3 for the SVM model
demonstrates a further reduction in misclassifications, indi-
cating the SVM’s robustness in handling complex decision
boundaries.

Table 3: Confusion matrix for SVM model

Predicted Positive | Predicted Negative
Actual Positive 460 40
Actual Negative 30 470

4.2.3 Neural network results

The Neural Network, a multilayer perceptron (MLP)
model, displayed the highest performance, achieving
98.83% accuracy, which aligns with the framework’s
novel contribution toward accurate classification. Metrics
for the Neural Network model (Figure 4) include a preci-
sion of 98.5%, recall of 98.6%, and F1 score of 98.55%.

The confusion matrix in Table 4 further validates the
Neural Network’s high classification capability, with min-
imal false positives and false negatives, indicating near-
perfect distinction between classes.
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100

99

98

Accuracy (%)

97 A

96

95 T T T T T T T T T
0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175 0.200

Learning Rate

Figure 4: Performance metrics for the neural network
model

Table 4: Confusion matrix for neural network model

P. Wang et al.

score of 98.55%. This makes it highly appropriate where
it is crucial that both false positives and false negatives
be kept to the barest level possible, especially for applica-
tions such as fraud detection and cybersecurity threat eval-
uation. At a reasonable intersection of the F1 score equal
t0 90.5%, SVM turns into a worthy trade-off option for ap-
plications with a reasonable amount of computational re-
sources necessary for mid-sized datasets’ anomaly detec-
tion. On the other hand, the low Fl-score of the deci-
sion tree of just 87,5% demonstrates the model’s usefulness
in cases where speed and comprehensible decision-making
are valued more than accuracy, such as the preliminary data
sorting in security systems.

4.4 Sensitivity analysis and robustness of
the neural network model

Sensitivity analysis was conducted on the Neural Network
model to evaluate its robustness across different hyperpa-
rameters. Figure 6 shows the effect of varying the learning
rate on model accuracy, illustrating optimal performance

ht a learning rate of 0.01. The model displayed resilience,

Predicted Positive | Predicted Negative
Actual Positive 495 5
Actual Negative 3 497

maintaining high accuracy across learning rates, though mi-
nor fluctuations occurred with extreme values.

4.3 Comparative analysis of classification
algorithms

Table 5 provides a summary of key performance metrics
across all three algorithms. The Neural Network model
achieved the highest scores, indicating its effectiveness for
data security applications. Figure 5 presents a bar chart
comparing the accuracy of all three models.

100 +

80 1

60 1

Percentage (%)

40

20 1

Confidentiality

Integrity Availability
Figure 5: Accuracy comparison for decision tree, SVM, and
neural network models

The F1 scores are used to emphasize practical signifi-
cance of each of the classification models in the evalua-
tion of the given metrics. The neural network has proven
to deliver improved precision as well as recall and an F1

Actual Positive

Actual Negative

I
Pred Positive

Pred Negative

Figure 6: Sensitivity analysis of neural network model with
varying learning rates

4.5 Integration of security best practices

To verify the framework’s effectiveness in a secure envi-
ronment, additional security best practices such as encryp-
tion and real-time monitoring were integrated and tested.
Data was encrypted using AES-256 encryption (Equation 6
in Methodology), ensuring data confidentiality. The access
control measures limited user permissions based on roles,
securing the model against unauthorized access. Real-time
monitoring, implemented through anomaly detection, suc-
cessfully identified potential security breaches with an ac-
curacy of 96%.
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Table 5: Comparative analysis of model performance
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Model Accuracy | Precision | Recall | F1 Score

201

Decision Tree 89%
SVM 92%
Neural Network | 98.83%

87% 88% 87.5%
90% 91% 90.5%
98.5% 98.6% | 98.55%

4.6 Analysis of security metrics

The framework was evaluated based on its ability to main-
tain data confidentiality, integrity, and availability. Fig-
ure 7 presents the security metrics obtained during test-
ing, with encryption providing a data confidentiality rate
of 100%, access control measures ensuring 99% integrity,
and real-time monitoring achieving a 96% availability rate.

100 A

80 1

60 1

Percentage (%)

40 A

20

Confidentiality Integrity Availability

Figure 7: Security metric analysis for data confidentiality,
integrity, and availability.

4.7 Discussion of novel contributions

The results substantiate the framework’s novel contribu-
tions, as outlined in the introduction. The high classifi-
cation accuracy achieved by the Neural Network model
demonstrates the framework’s capacity for accurate threat
detection, with the 98.83% accuracy surpassing traditional
models in complex security scenarios. In addition, secu-
rity best practices pillars including encryption and real time
monitoring gave a security boost to the framework in ad-
dition to guaranteeing the accuracy of data classification.
As anticipated the study proofs that the proposed data se-
curity framework of incorporating machine learning with
security practices not only improves security but also the
accuracy of classification. Table 6 provides a summary of
the core findings. While performing sensitivity analysis, a
scalability problem arose, showing that neural networks are
restricted by GPU memory and SVMs by the kernel calcu-
lation of the big data. These include helping choose models
according to specific available resources and scalability for
a certain application.

S Implications and limitations

5.1 Practical applications

The paper provides a practical outlook on the proposed
framework for data security by incorporating classification
techniques with cybersecurity principles into a heteroge-
neous system. Due to its high accuracy, this framework
is most effective in fields critical to data accuracy and se-
curity, such as healthcare, finance, government, and cloud
services. Table 7 provides a comparison of the proposed
framework with state-of-the-art (SOTA) methods.

— Healthcare Sector: In healthcare, keeping patients’
data and preventing leakage or ensuring safe data
transmission is very important. This framework could
improve the patient’s privacy by making it difficult for
intruders to access the database system and also guar-
antee data security. With an accuracy level of 98.83%,
the proposed neural network model can be considered
suitable for predicting and preventing security threats
in medical data systems.

— Financial Institutions: In this modern world, entities
dealing with cash give cash and deal with people’s fi-
nancial records, such as transaction history and credit
records, and they become targets for hacker attacks.
Hence, the duplication of this framework can help fi-
nancial organizations strengthen their protective mea-
sures against different types of fraud schemes. The
real-time monitoring capability, with an availability
rate of 96%, means the program can immediately iden-
tify such patterns and possible violations.

— Government and Public Sector: This framework can
be implemented into government agencies, which nec-
essarily have large databases containing personal or
nationally important data, thus increasing data protec-
tion. Thus, together with access control based on job
positions, real-time monitoring helps to timely detect
violations in working government databases.

— Cloud Computing and IoT Environments: Cloud
services and Internet of Things (IoT) networks are de-
centralized environments. The monitoring, anomaly
detection, and encryption framework provided in this
work can protect data in such environments and scale
to accommodate the dynamics of the cloud architec-
ture’s application.
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Table 6: Summary of findings
Aspect Result
Highest Classification Accuracy | 98.83% (Neural Network)
Best Security Metric 100% confidentiality through AES-256 encryption
Robustness in Monitoring 96% availability in real-time monitoring
Table 7: Comparison of proposed framework with state-of-the-art (SOTA) methodologies
Author(s) Focus Area Key Contributions Limitations Ad-
dressed by This
Study
Dasgupta et al. [25] ML in Cybersecurity Surveyed ML applications | Improved model
in intrusion detection and | robustness and
adversarial ML. Highlighted | classification ac-
vulnerabilities in adversarial | curacy (98.83%).

scenarios.

Incorporated proac-
tive monitoring to
address evolving
threats.

Zhang et al. [30]

Explainable AI (XAI) in Cy-
bersecurity

Reviewed XAI methodolo-
gies to enhance transparency
and user trust in cybersecu-
rity Al models.

Achieved high per-
formance (98.83%)
while ensuring ro-
bust implementation.
Proposed future
integration of XAI
for enhanced inter-

pretability.
Thapa and Camtepe | Precision Health Data Secu- | Proposed secure ML tech- | Generalized frame-
[23] rity niques and conceptual mod- | work applicable

els for health data.

across domains with
real-time monitoring
for evolving cyber
threats.

rity

Aslan et al. [24] Emerging Cybersecurity | Highlighted the need for en- | Combined AES-
Threats hanced detection measures | 256 encryption
against loT/cloud threats. | with adaptive ML
Reviewed ML/DL methods | methods for robust
for malware detection. security in IoT/cloud
systems.
Ahmad et al. [27] IoT and Cloud Cybersecu- | Explored AI/DL-based so- | Unified classifica-

lutions for IoT-cloud inte-
gration. Addressed security
gaps in cloud environments.

tion techniques with
access control and
monitoring for com-
prehensive loT/cloud
protection.

Sarker [26]

Deep Learning (DL) Appli-
cations

Discussed DL challenges
such as black-box nature
and adaptability in cyberse-
curity.

Enhanced DL robust-
ness with sensitivity
analysis and adapt-
ability in real-time
monitoring.

5.2 Limitations of the study

Despite its strengths, the framework has several limitations

that may affect its application.

— Complexity of Implementation: Implementing this
framework in existing systems involves significant
complexity. Integrating multiple machine learning al-
gorithms with advanced encryption and monitoring
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measures demands substantial resources and expertise,
which may not be available in all organizations.

— Scalability Concerns: However, the neural network
model proposed in this paper had high testing accu-
racy; there may be a problem of scalability when ap-
plying this framework to large systems. However, as
the amount of data and classification types increases,
real-time monitoring and accuracy maintenance can be
demanding on resources in a deficient environment.

— Dependency on Data Quality: Usually, the classifi-
cation models depend on the quality of the given data.
When input data is inconsistent or incomplete, then the
model will not perform effectively. However, main-
taining the quality of the inputs even today poses a
problem, especially in environments where data can be
created perpetually and might not have been checked.

— Adaptability to Emerging Threats: Security risks
concern are never ending and keep changing from time
to time. While using machine learning improves the
spectrum of detection, there are sophisticated attack
tactics that may fail to be modeled. This needs con-
stant update and training to detect new patterns out
there.

— Computational Overheads: Integration of high-
complex models such as neural networks with real-
time monitoring might actually slow down computa-
tion time, thus is not well suited for applications where
response time is critical. The efficient use of available
resources is also desirable in order to propagate lower
powered systems.

— Privacy and Compliance Constraints: Employing
the best of machine learning in data security poses pri-
vacy and regulatory issues because the two fields are
sensitive in motherhood, such as health and finance.
Data protection regulation like GDPR presents a chal-
lenge, especially when it comes to training, handling
the training data, and the general handling of personal
data.

5.3 Future directions

To address these limitations and expand the potential of this
framework, future research could explore:

— Optimization for Scalability: Research focused on
optimizing neural networks and other complex models
to reduce computational costs could improve scalabil-
ity, enhancing adaptability to large-scale systems.

— Incorporation of Emerging Technologies: Emerg-
ing technologies like quantum computing and
blockchain may further enhance security. Quantum
encryption, for example, could offer robust protection
against sophisticated cyber threats.

Informatica 49 (2025) 191-206 203

— Automated Model Updating: Developing automated
methods for periodic model retraining would help the
framework stay effective against evolving threats by
integrating new data patterns into the learning process.

Future research will concentrate on improving scalability
through approaches such as parallel processing, batch nor-
malization, and model pruning to improve large-scale data
management. Emerging technologies will be examined for
secure data sharing and privacy-preserving model training,
including blockchain and federated learning. Furthermore,
systems such as continuous learning pipelines and auto-
mated hyperparameter tuning frameworks will be incorpo-
rated to provide dynamic model updates and maintain per-
formance in changing cybersecurity landscapes.

6 Conclusion

This research offers a strong foundation for data protection
by integrating sophisticated classification systems into cy-
bersecurity fundamentals to provide higher classes of data
confidentiality, integrity, and accessibility. Based on ma-
chine learning algorithms, especially the neural network
model, with an accuracy as high as 98.83 %, the frame-
work’s performance shows that, in principle, text classifi-
cation and anomaly detection can accomplish high accu-
racy. These security measures enhance the proposed frame-
work’s usefulness in organizations requiring high data se-
curity levels, including health, financial, and government
organizations. However, the challenges are still present in
practice, such as difficulty implementing the framework in
an actual setting, concerns for its scalability, and a strong
emphasis on data quality. Further, there is a continually ris-
ing danger of hacks and malicious activities that make up-
dates and retraining of models essential. We can look into
the following possible directions for these kinds of research
advances, as we already talked about the gaps: scaling
up optimization strategies, adding more general technolo-
gies to machine learning for privacy, like quantum encryp-
tion, and seeing improvements in advanced machine learn-
ing practices that protect privacy. This framework protects
data and defines a new horizon for protecting secure data.
As organizations increasingly rely on digital systems, im-
plementing such adaptable frameworks becomes crucial to
countering cyber threats and safeguarding sensitive infor-
mation. This study contributes to the growing field of cy-
bersecurity by providing a practical and adaptable solution
that meets the demands of contemporary data security.
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This paper deeply explores an innovative network anti-mapping security access technology to cope with
the increasingly frequent illegal network scanning behaviors, aiming to build a more robust network
security protection system. First, we analyze the threats of illegal scanning to network infrastructure,
including but not limited to information leakage, service interruption, and the risk of being a springboard
for subsequent attacks. Subsequently, a comprehensive security strategy is proposed, combining dynamic
IP address allocation, port obfuscation, traffic camouflage, and behavior analysis to improve the system's
concealment and anti-detection capabilities.This paper introduc