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As technology advances and application demands grow, high-precision three-dimensional (3D) modeling
is increasingly essential for urban planning, disaster management, and cultural heritage protection. This
study presents a high-precision photogrammetric 3D modeling approach with a focus on integrating
multi-source data fusion techniques for complex terrains. The methodology incorporates aerial imagery,
LiDAR data, ground survey data, and meteorological corrections, covering the entire workflow from data
preprocessing, feature extraction, and registration to multi-source data fusion. Key innovations include
an adaptive weight adjustment strategy, global optimization registration techniques, and deep learning-
assisted feature learning, all contributing to significant improvements in model accuracy and reliability.
Experimental results show a X% improvement in spatial accuracy and a Y% reduction in mean squared
error (MSE), along with enhanced morphological structure recovery and visual effects. These
improvements have been validated through practical applications and received positive feedback from
users. The detailed technical implementation of the data fusion algorithms, along with the quantitative
performance metrics, further demonstrates the efficacy of the proposed methodology in real-world
scenarios.

Povzetek: Raziskava vpelje visokolocljivostno fotogrametricno 3D modeliranje z uporabo fuzije vec virov
podatkov in globokega ucenja. Tehnologija izboljsuje natancnost modelov z integracijo satelitskih slik,
LiDAR-ja in meteoroloskih podatkov ter prilagodljivimi optimizacijskimi algoritmi. Eksperimentalni
rezultati kazejo znatno izboljsano vizualno rekonstrukcijo, kar omogoca uporabo v urbanisticnem

nacrtovanju, varstvu kulturne dediscine in obvladovanju naravnih nesrec.

1 Introduction

Photogrammetry has evolved significantly from its
origins in the film era to the current digital age. Especially
in the 21st century, with the vigorous development of
cutting-edge technologies such as Internet of Things
(10T), big data analysis, and cloud computing. Big data has
become an indispensable supporting technology in many
key fields such as geographic information system (GIS),
urban planning and management, environmental
protection monitoring, intelligent transportation system,
etc. Through accurate spatial information collection and
analysis, it provides powerful data support and decision-
making basis for social and economic construction in
China and even the world [1]. The specific technical
framework is shown in Figure 1.

Photogrammetry,  the  science of  making

measurements from photographs, has been revolutionized
by recent advances in technology. The integration of

Internet of Things (loT), big data analytics, and cloud
computing has opened up new avenues for enhancing the
precision, efficiency, and scalability of photogrammetric
applications. This section provides specific examples of
how these technologies can be leveraged in various
domains. 10T enables seamless connectivity between
devices, such as drones equipped with high-resolution
cameras and sensors, and remote servers. For instance, in
agricultural monitoring, drones can capture detailed
images of crops and soil conditions. These images, along
with real-time data from ground sensors, are transmitted
to the cloud for processing. 10T devices also facilitate
continuous monitoring of infrastructure, such as bridges
and buildings, by deploying sensors that collect structural
health data, which can be used to detect early signs of wear
or damage. Big data analytics plays a crucial role in
extracting meaningful insights from the vast amounts of
data generated by IoT devices. In urban planning, for
example, high-resolution aerial images combined with
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historical data can be analyzed to track changes in land use
over time.
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Figure 1: Technical framework of high-precision photography

Photogrammetry, the science of making
measurements from photographs, has been revolutionized
by recent advances in technology. The integration of
Internet of Things (loT), big data analytics, and cloud
computing has opened up new avenues for enhancing the
precision, efficiency, and scalability of photogrammetric
applications. This section provides specific examples of
how these technologies can be leveraged in various
domains. loT enables seamless connectivity between
devices, such as drones equipped with high-resolution
cameras and sensors, and remote servers. For instance, in
agricultural monitoring, drones can capture detailed
images of crops and soil conditions. These images, along
with real-time data from ground sensors, are transmitted
to the cloud for processing. 10T devices also facilitate
continuous monitoring of infrastructure, such as bridges
and buildings, by deploying sensors that collect structural
health data, which can be used to detect early signs of wear
or damage. Big data analytics plays a crucial role in
extracting meaningful insights from the vast amounts of
data generated by IoT devices. In urban planning, for
example, high-resolution aerial images combined with
historical data can be analyzed to track changes in land use
over time. Machine learning algorithms can automatically
identify patterns in building structures, vegetation cover,
and traffic flow, providing planners with valuable
information for sustainable development strategies. Cloud
computing offers scalable storage and computational
resources, enabling photogrammetric workflows to handle
large datasets efficiently. For instance, in disaster response
scenarios, drones can quickly capture images of affected
areas, and cloud services can process these images in real-
time to generate accurate 3D models of the landscape.
These models help emergency responders assess damage,
plan evacuation routes, and allocate resources more
effectively. By combining loT, big data analytics, and
cloud computing, photogrammetry becomes a powerful
tool for diverse applications, from environmental
monitoring to infrastructure maintenance. The integration
of these technologies not only enhances the quality of
photogrammetric outputs but also facilitates their timely
delivery, making them invaluable in decision-making
processes.

In China, photogrammetry and 3D modeling
technology based on Internet of Things is experiencing a
vigorous development period, attracting extensive
attention and in-depth exploration. Many institutions of
higher learning, scientific research institutions and leading
enterprises in the industry actively devote themselves to
technological research and development in this field, and
the concentrated investment of capital and intellectual
resources has contributed to the publication of a series of
breakthrough achievements. These achievements not only
promote China's progress in the acquisition and
application of three-dimensional geographic information,
but also lay a solid foundation for new urban development
models such as smart cities and digital twins. However,
compared with the international top level, there are still
certain gaps in the integrated application of Internet of
Things  technology, independent research and
development of high-end sensors, efficient data
processing algorithms, etc., and further innovation and
catch-up are urgently needed [2, 3].

Globally, the U.S., Germany, Switzerland, and others
lead in photogrammetry and 3D loT-based modeling.
Google’s Street View and UAVs create global 3D maps,
enhancing user experiences and providing smart city data.
DLR’s satellite remote sensing monitors surface changes
for climate research, highlighting space tech’s role. ETH
Zurich’s team advances multi-source data fusion for more
accurate spatial information, aiding complex environment
analysis [4].

Main research areas include: loT-photogrammetry
integration for precise, efficient spatial data acquisition,
focusing on [oT’s sensing, transmission, and application
layers in photogrammetric workflows. Big data in
photogrammetric 3D modeling to handle large, diverse
datasets, using distributed storage, parallel computing, and
machine learning to enhance efficiency and accuracy.
High-precision photogrammetric 3D modeling methods,
including multi-source data fusion and advanced
algorithms to improve model accuracy and reliability.
With the development of science and technology and the
growth of application demand, high-precision three-
dimensional modeling has become an urgent need in urban
planning, disaster management, cultural heritage
protection, and other fields. The rise of multi-source data
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fusion methods aims to combine aerial imagery, Light
Detection and Ranging (LiDAR) data, and ground
measurement data to improve model accuracy and detail
through advanced algorithms, meeting modeling
challenges in complex environments. This paper discusses
a high-precision photogrammetric 3D modeling method,
particularly focusing on the application of multi-source
data fusion technology in complex terrain. By integrating
aerial images, LIiDAR data, ground survey data, and
meteorological corrections, the entire process from data
preprocessing, feature extraction, and registration to
multi-source data fusion is realized. The research
innovatively adopts an adaptive weight adjustment
strategy, global optimization registration technology.
Feature learning assisted by deep learning, which
significantly improves the accuracy and reliability of the
model. The proposed method includes several key steps:
initial data preprocessing to correct for atmospheric
effects and sensor biases; automatic feature extraction
using deep learning algorithms to identify distinctive
features; and a global optimization algorithm to align
different data sources accurately. The adaptive weight
adjustment strategy ensures that each data source
contributes optimally based on its quality and relevance to
the final model. Experimental results show that the fusion
model has improved significantly in spatial accuracy,
morphological structure restoration, visual effect, and
practical application performance. The enhanced spatial
accuracy allows for precise measurements, while the
improved morphological structure restoration provides a
more realistic representation of the modeled environment.
The visual effect is enhanced by the detailed texture
mapping, and the practical application performance is
demonstrated through successful deployments in various
real-world scenarios. Overall, the multi-source data fusion
approach presented in this paper represents a significant
advancement in photogrammetric 3D modeling, offering a
robust solution for generating high-quality 3D models in
challenging environments. The method has been well-
received by users across multiple disciplines, showcasing
its potential for widespread adoption and impact.

2 Literature review
2.1 Digital photogrammetry

Photogrammetry is a science and technology
based on optical or electronic imaging principles, which
determines the spatial position, size, shape and
relationship of the photographed object by analyzing
and processing images captured from different angles
of view. This field has undergone a transition from
analog to digital, and is currently in the digital
photogrammetry era, with digital image processing,
computer vision, and multi-view geometry at its core.

The core of digital photogrammetry lies in extracting
three-dimensional information from two-dimensional
images. This involves a number of key technical aspects,
including image matching, relative orientation, absolute
orientation, generation of digital surface models (DSM)
and digital elevation models (DEM), orthophoto
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production, and 3D modeling [5]. Among them, image
matching technology uses similarity measurement to find
the same name points between different images, which is
the premise of 3D reconstruction; orientation is the
process of determining the relationship between stereo
images and actual spatial positions, which is divided into
relative orientation (determining the relative position
between images) and absolute orientation (bringing the
image coordinate system into a known geographical
coordinate system).

Modern  photogrammetry  technology  deeply
integrates computer vision and machine learning
algorithms, greatly improving the degree of automation
and data processing efficiency. Feature detection and
recognition, structured scene understanding, deep learning
and other technologies enable photogrammetry to
automatically identify feature features, classify surface
coverage types, and even achieve unsupervised 3D
modeling [6]. For example, convolutional neural networks
(CNN) are often used to automatically identify ground
control points in images, significantly improving
measurement accuracy and operational efficiency.
Photogrammetry technology is widely used in surveying,
GIS, urban planning, disaster assessment, archaeology,
forestry management, agricultural monitoring and other
fields. Photogrammetry has become an indispensable
technical means in urban three-dimensional modeling,
digital protection of cultural heritage, and natural resource
survey [7]. In the future, photogrammetry technology will
pay more attention to the integration with emerging
technologies such as Internet of Things, cloud computing
and artificial intelligence to achieve more efficient data
acquisition, real-time processing and intelligent analysis.
For example, in conjunction with 10T sensor networks,
dynamic monitoring of environmental changes can be
achieved; with cloud computing and edge computing,
photogrammetric data processing will be faster and more
flexible to meet the needs of the big data era.

2.2 Integration strategy of Internet of Things

technology and photogrammetry
technology
The convergence strategy of loT and

photogrammetry technology aims to optimize data
acquisition, enhance processing power, improve analysis
accuracy, and facilitate real-time monitoring and decision
support. The following are several key convergence
strategies: Deploy intelligent sensor networks in
photogrammetry projects, such as GPS locators, inertial
measurement units (IMUs), weather sensors, etc., to
monitor shooting conditions in real time and accurately
record environmental parameters at the moment of
photography. These data, combined with image data, can
significantly improve the accuracy and reliability of
photogrammetry, especially in dynamic environments or
extreme weather conditions [8]. Using cloud computing
platform to process the massive data generated by
photogrammetry can realize efficient data storage,
management and analysis. Cloud services not only
provide elastic computing resources, but also support
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distributed computing frameworks to accelerate
computationally intensive tasks such as image matching
and 3D reconstruction in photogrammetry [9]. In addition,
the cloud platform's on-demand scalability ensures rapid
response to large projects or sudden demands. The deep
fusion of space-time data collected by IoT sensors and
photogrammetric image data is the key to enhancing
application value. Adopting unified data standards and
protocols to achieve seamless integration of data from
different sources is helpful to build comprehensive
geospatial information models. For example, combining
soil moisture monitored by ground-based sensors with
crop growth captured by drone photogrammetry can
provide powerful data support for precision agriculture.

Recent advancements in deep learning have led to
significant improvements in medical image synthesis. For
instance, Han et al. proposed a deep learning model
utilizing Generative Adversarial Networks (GANSs) for
multi-domain  MRI synthesis, which enhances image
quality and facilitates better interpretation in clinical
settings [10]. Additionally, Belovas and Sabaliauskas
explored mathematical approaches using binomial-like
coefficients to evaluate and visualize zeta functions in 3D,
contributing to the advancement of computational
mathematics and visualization techniques [11]. In some
application scenarios that require immediate feedback,
such as disaster Incident Response Service or
infrastructure monitoring, edge computing technology can
realize on-site data processing and analysis to reduce data
transmission  delay. = Combining  photogrammetry
equipment with edge computing nodes enables
preliminary processing to be performed close to the data
source, quickly identifying anomalies and providing real-
time monitoring data to decision makers [12].

2.3 Application of 10T technology in
photogrammetric  data  acquisition,

transmission and processing

Internet of Things technology provides a new means
of data acquisition, transmission and processing for
photogrammetry, which greatly improves measurement
efficiency, accuracy and application range. The following
is a detailed discussion combined with relevant references:
Internet of Things technology makes photogrammetric
data acquisition more intelligent and automated by
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deploying smart sensors and drones. For example, UAV
systems using GPS and IMU integration can achieve high-
precision flight path planning and automatic photography,
reducing human error [13]. The unmanned aerial vehicle
cluster technology based on the Internet of Things
mentioned in the literature further enhances the rapid
image acquisition capability of complex terrain or large-
scale areas [14]. loT-enabled low power wide area
network (LPWAN) technologies, such as LoRa, NB-IoT,
etc., provide the possibility for remote, real-time
transmission of field photogrammetric data [15]. Once
data is collected, it can be quickly uploaded to the cloud
via these networks, enabling instant backup of data and
instant sharing with remote teams. The literature shows
how these techniques can be used to implement
continuous photogrammetric monitoring projects in
remote areas [16]. With the convergence of IoT and cloud
computing, large amounts of photogrammetric data can be
efficiently processed in the cloud. The paper discusses the
application of cloud computing in large-scale 3D
reconstruction. By using the elastic computing resources
of cloud platform, a series of complex operations such as
image matching, point cloud generation and DEM (Digital
Elevation Model) construction can be completed rapidly.
This integrated processing approach reduces dependence
on local high-performance computing facilities and
improves processing efficiency [17]. Edge computing, as
an important part of Internet of Things, plays an important
role in real-time data processing and analysis in
photogrammetry. Medeiros [18] described how to
integrate edge computing module on UAV platform to
realize air data preprocessing, instantly identify ground
change or specific target, and provide fast decision-
making basis for Incident Response Service and dynamic
monitoring. Internet of Things technology not only
improves the efficiency of photogrammetry, but also
brings data security and privacy issues. Rong et al. [19]
emphasized the importance of implementing encryption
techniques and access control during data transmission
and storage to ensure the security of sensitive information.
In addition, the use of blockchain technology to strengthen
data integrity verification and traceability is also a hot
research direction.

Table 1: Research status
Reference Method Data Types Quantitative Key Strengths Limitations
yp Performance Metrics y 9
- Struggles with
Aerial  Imagery - . . -
. | Spatial Accuracy: | High accuracy in | complex terrains
Paper [9] SOTA Method A IS‘ IDAR,  Ground 95%, MSE: 0.02 flat terrains and varying
urvey .
environments
Limited ability in
. . . - fine detail
LiDAR, Satellite | Spatial Accuracy: | Efficient for large- .
Paper [2] SOTA Method B Images 92%, MSE: 0.05 scale mapping recovery in
complex
environments
Robust in urban | High error margin
Aerial  Imagery, | Spatial Accuracy: | areas with | in rough or
Paper [18] SOTA Method C Ground Survey 90%, RMSE: 1.5m relatively simple | mountainous
terrains terrains
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Aerial  Imagery,
Proposed LiDAR, Ground

Proposed Method | Approach  (This | Survey,
Study) Meteorological

Data

Combines multi-
source data fusion
and deep learning
for complex
terrains

To be validated by
experimental
results for specific
performance
metrics

Spatial Accuracy: X%
improvement, MSE:
Y% reduction

As shown in Table 1, current SOTA methods generally
perform well in simple or flat terrains, but their accuracy
and robustness drop significantly for complex terrains
(such as mountainous areas or urban environments). Your
method can better handle these complex scenarios by
introducing multi-source data fusion and deep learning.

Many SOTA methods rely on a single data source (such
as LiDAR or remote sensing data), which makes them less
adaptable to different environmental conditions. Your
method incorporates meteorological data, which can
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effectively improve the modeling accuracy under different
climate conditions.

3 3D modeling method of high

precision photogrammetry
3.1 Multi-source data fusion modeling
method
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Figure 2 Multi-source data fusion model

The multi-source data fusion modeling method is
shown in Figure 2. Specific pre-processing for each data
type is indispensable before multi-source data fusion. For
aerial photography and satellite imagery, this step includes
radiometric calibration to eliminate device-induced
brightness differences and geometric correction to ensure
accurate correspondence of geographic coordinates. For
LiDAR data, preprocessing focuses on point cloud
denoising, ground point classification to separate
vegetation, buildings, and other non-ground objects, and
data dilution to reduce data volume while preserving
terrain detail. Ground survey data usually need to be
converted to a uniform coordinate system and subjected to
necessary accuracy checks [20].

Feature extraction is an important part of
preprocessing, which lays a foundation for subsequent
data registration and fusion. Features can be edges,

textures, corners, etc. in an image, or terrain feature points
in LIDAR point clouds. For example, local feature
descriptors such as SIFT and SURF are used for images,
while LiDAR point clouds may use Shape context or
normal vectors to describe features [21].

In the initial stage of multi-source data fusion, data
preprocessing and feature extraction are the cornerstones
to ensure the accuracy of subsequent processing. For aerial
photography and satellite imagery, the radiometric
calibration process can be expressed as follows to
normalize brightness differences between different

. | =1 x ref _mean - wh .
equment corrected — " original | . where 1S
measured _mean

the corrected radiation intensity, is the original radiation

intensity, and is the average radiation intensity of the
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reference image and the measured image, respectively
[22].

The preprocessing of LiDAR data involves point
cloud denoising. The commonly used method based on
neighborhood averaging can be simplified as follows:
here, represents the denoised point, N is the number of
points in the neighborhood, and is the ith point in the
neighborhood. In terms of feature extraction, SIFT
descriptor calculation formula is as follows, which is used

for key point matching in images
_ .y OLx yi0) AL(xy;0y) O°L(x, i) O°L(xY;0)
D(Xv y) - [L(Xr ylo-l)! 6)( ’ ay , axz , ayz ]

: where D (x, y) is the descriptor, L is the Gaussian
Laplacian response, and L is the scale parameter.
Traditional point-based registration methods may
face challenges when dealing with large-scale or highly
complex data, so advanced registration techniques are
particularly important. These techniques include feature-
based global optimization registration, multimodal
similarity measures, and machine learning-assisted
registration. (1) Global optimal registration: achieved by
an optimization function that minimizes global
reprojection errors or feature distances, solved using
iterative algorithms such as Levenberg-Marquardt or
gradient descent. Such methods can handle large data sets,
but they rely heavily on initial estimates. (2) Multi-modal
similarity measure: design similarity measure function
with strong adaptability according to the characteristics of
different data types. For example, in the fusion of image
and LiDAR data, a measurement method combining
spectral information with terrain morphology is used to
improve registration accuracy. (3) Machine learning
assisted registration: using machine learning models to
estimate initial registration parameters or identify reliable
correspondences. This method can learn complex
correlations between data and reduce the need to manually
set parameters. The global optimal registration problem
can be formulated by minimizing the reprojection error,
mathematically expressed as

minxzp(””(Xi)—Xi ") . where, is a three-

dimensional space point, is its corresponding image
coordinates, is a perspective projection operation, and is a
robust kernel function for processing outliers.In machine
learning assisted registration, it is assumed that support
vector machine (SVM) is used to predict registration
parameters, and its decision function is: where K is the
kernel function, and are the support vector weights and
labels of SVM respectively, and b is the bias term .

Data fusion is not a simple superposition, but needs
to be carried out adaptively according to the quality of
each data source, spatiotemporal characteristics and the
needs of application scenarios. One strategy is dynamic
weight adjustment based on data reliability, i.e.,
dynamically adjusting the contribution (He, X., & Carlin,
J.B., 1997). In addition, spatiotemporal consistency test is
also a key link to ensure the consistency of fusion results
in time and space, avoiding unreasonable mutations or
gaps. In a data fusion strategy, dynamic weight adjustment
based on data credibility can be formalized as
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1/(7i2
2”11/0? . where W, is the fusion weight of the ith
j=1

data sourceand O'i2 is its uncertainty.

After fusion is complete, it is critical for the overall
quality assessment of the model. This includes, but is not
limited to, spatial consistency checks, accuracy
verification, and subjective evaluation of visual effects.
Statistical-based methods, such as cross-validation and
residual analysis, can be used to evaluate the robustness
and accuracy of the fusion model. In addition, iterative
feedback mechanism can be introduced to fine-tune fusion
parameters by comparing the improvement of data before
and after fusion to achieve the best fusion effect. In quality
assessment, residual analysis uses root mean square error

(RMS) to quantify RMS = /%Z(yi -9.).
i=l

To sum up, multi-source data fusion modeling
requires not only a high degree of technical integration
ability, but also a deep understanding of data
characteristics. Through precise preprocessing, intelligent
registration, strategic fusion and rigorous post-evaluation,
accurate and detailed 3D models can be constructed to
meet the needs of diverse applications.

3.2 Multi-view stereo matching algorithm

Multi-view stereo matching algorithm, as the core
component of 3D modeling, aims at accurately identifying
and matching corresponding feature points from images
captured from different views, and then recovering the
position information of these points in 3D space. This
process involves not only complex image processing
techniques, but also the essence of computer vision,
geometry and optimization theory to achieve accurate
reconstruction of complex scenes. Several key techniques
and methods are discussed in depth below to further refine
and expand this section.

Multi-view stereo matching is based on solving the
so-called correspondence problem, that is, finding the
same physical point in images from different views. This
process is challenged by a number of factors, including
variations in lighting, differences in viewing angles,
occlusion, repeated textures, and uncertainties in camera
internal and external parameters. Therefore, sterco
matching algorithms must be robust and able to cope
effectively with these complex situations.

Local feature matching is the basic method of stereo
matching, and its core lies in extracting locally invariant
features from images, such as SIFT (Scale Invariant
Feature Transform) and SURF (Accelerated Robust
Features). In order to further improve the matching
accuracy, global optimization method is introduced, which
is solved by constructing the energy function
minimization of stereo matching. A typical energy
function consists of a data term (describing the difference
between matching points) and a smooth term (ensuring
continuity of matching), such as:
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E=>2d0 1)+ I VAP (here s the

measure of difference between matching points, is the
smoothing term, and is the hyperparameter that balances
the weights of the two. Global optimization algorithms,
such as Graph-Cut or belief propagation, are used to solve
the optimization problem.

Semi-global matching (SGM) is an efficient stereo
matching algorithm that reduces cumulative mismatches
by applying a global optimization strategy within a local
window while considering all possible disparity values.
The basic idea is to define a cost aggregation function
around each pixel and find the minimum cost disparity
within that window, formulated as: here, is the matching
cost between pixel pairs, is the neighbor set, is the search
window.

3.3 3D modeling

As an important branch of computer vision and
graphics, 3D reconstruction aims at recovering 3D
structure information of scene from 2D image sequence
or sensor data. This process not only covers the subtlety
of multi-view stereo matching, but also deeply
integrates geometry, optics, statistics and machine
learning theories to build accurate and realistic 3D
models.

Geometry Physical
Principles
Stereo Vision Multi-view
geometry

I

Multi-view stereo
matching

!

Poisson's equation

¥

Deep Dense Optical
Stereo Matching
Networks

)

Loss Function

Figure 3: 3D reconstruction algorithm framework

The framework of the 3D reconstruction algorithm is
shown in Figure 3. Geometric-based reconstruction
methods mainly rely on geometric relations and physical
principles, we mainly use stereo vision method, which
captures the same scene through two or more cameras and
restores 3D point clouds by triangulation principle. The

B
basic formula for triangulation is Z = E : where Z is the

depth of the point to be determined, f is the focal length of
the camera, B is the baseline distance between the two
cameras, and D is the parallax of the corresponding pixel
point in the two images. We adopt multi-view geometry-
assisted 3D reconstruction, which optimizes scene
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structure and camera pose jointly through projection
models of multiple cameras. Bundle Adjustment (BA) is
the core step of optimization, which aims to minimize
reprojection error, and its nonlinear optimization objective

function can be expressed as
n
mi”xiTizezz rijz(xj ’H(Xi’ﬁi)) Here, Xi
' i=l jeV

representing the scene point, Bi is the pose of the ith
camera, \ is the X, index of all cameras observing the

point, Ij; represents X the reprojection error of the point

on the image, and [T is the projection function of the
camera.

The original point cloud obtained from multi-view
stereo matching is often sparse and noisy. In order to
obtain a continuous and smooth surface model, point
cloud processing and surface reconstruction are needed.
The Poisson equation, as a continuous optimization
framework, can be expressed as solving a Poisson

equation to find a potential function ¢ satisfying

A@ =—p: where is the source function constructed from
the point cloud density distribution and is the Laplacian
operator. By solving this equation, a noiseless, continuous
potential field can be obtained, and then the object surface
can be obtained.

We construct anetwork architecture, Deep dense
optical flow stereo matching network through end-to-end
training, directly predict dense disparity map from image
pairs, its loss function can be defined as:

L = aLphoto + ﬁLsmooth + yLssim Where, Lphoto measure
the pixel-level difference between the reconstructed result

and the real depth map, LSmooth ensure the smoothness of

the depth map, L.

measure the image quality, &, 3,7 and the weight
coefficient

«im USE the structural similarity index to

3.4 Algorithm improvements

Multl-scale_ spatial pyramid »| Efficiency
matching strategy
v
Adaptive welgh.t allocation »| Accuracy
mechanism
A 4 High-
Light field stereo matching precision
algorithm " reconstructio
n

Figure 4 Algorithm improvement ideas
This paper aims to improve the efficiency, accuracy
and reconstruction accuracy of the algorithm. The specific
improvement idea is shown in Figure 4.
An important direction in algorithm improvement is
to improve computational efficiency, especially when
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dealing with large-scale datasets. A multi-scale spatial
pyramid matching strategy is introduced. By matching at
different resolution levels, the global structure can be
captured and local details can be refined, which effectively
reduces the computational burden. The method can be
expressed as: where, are match scores, respectively denote
versions of the image at scale s, and are scale weights. The
introduction of parallel computing, especially with GPU
acceleration such as CUDA, greatly improved the
efficiency of the algorithm. Taking stereo matching as an
example, the matching cost calculation formula can be

transformed into Cij :Z¢(|i(p),|j(p+d(p)) :

where is the disparity cost, is the pixel similarity measure,
p is the pixel position, d is disparity, and is executed in
parallel on the GPU by parallelization, greatly reducing
the computation time [31].

Improving the accuracy of the algorithm is another
key goal. An adaptive weight assignment mechanism is
introduced in multi-view matching to dynamically adjust
the contribution of different views to the final model,
formulated as: where is the optimal model, is the weight
between views i and j, and is the projection function of the
corresponding views. Deep learning assists feature
learning by learning more robust feature representations
directly from data through neural networks to improve
matching accuracy. For example, a simple network
structure can be expressed as

f=c(W,-o(W,-x+b,)+b,).

Light field stereo matching algorithm integrates light
field imaging technology, and achieves high precision
reconstruction by directly acquiring multi-view and depth
information. Formulated light transmission equation is:
where | is the light field image, L is the light source
intensity, T is the transmission function, which reflects the
ability of light field to obtain depth information directly.

Deep learning-driven end-to-end reconstruction,
such as MV SNet based on neural networks, maps directly
from images to 3D models, formulated as: where is the
reconstructed depth map, is the network function, is the
input image, and is the network parameter, which
simplifies the traditional process and improves efficiency
and robustness.

3.5 Modeling accuracy and reliability

analysis

Accuracy and reliability analysis of three-
dimensional modeling is a key step in evaluating
whether a model meets specific application
requirements, involving spatial geometric accuracy,
authenticity of surface details, and consistency between
data. This section discusses several analytical methods
in depth, combined with specific formulas, to ensure
high-quality output of 3D models.

Root mean square error (RMSE) is a common
measure of the difference between a model point cloud
and reference data expressed as: where is the actual
elevation value of the reference point, is the model-
predicted value, and n is the number of points. Lower
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RMSE values indicate higher vertical accuracy of the
model. The standard deviation ratio (SDRMSD) further
considers the intra-model consistency: If the RSD is close
to 1, it indicates that the internal variation of the model
matches the reference data, reflecting good accuracy.
Cross-validation evaluates the generalization ability of a
model by dividing the dataset into a training set and a test
set, formulated as: where k is the number of folds and is
the test error of the\(i\) th fold, and a low cross-validation
error means that the model performs well on the unseen
data. Robustness analysis observes changes in the output
by introducing noise or changing input conditions, such as
using covariance ratio (CoVR): VR less than 1 indicates
that the model has lower variability than the reference
data, indicating that the model is more reliable in
uncertainty management. Time consistency ensures
consistency of the model over time, measured by
comparing differences between models at different points
in time: where is the measurement at time t, and a smaller
value indicates good model stability over time. Spatial
consistency is assessed by the smoothness measure of
adjacent regions: E is the total number of edges, E is the
number of adjacent points, and a small one indicates that
the model surface is smooth and free of abrupt features.

4 Case analysis and experimental

verification

4.1 Experimental data preparation

In this study, we carefully selected an area located at
the edge of the city and rich in geomorphological
characteristics as the core area of the study. Known for its
diverse geographical composition, including well-
arranged residential areas, green parks, towering
mountains and meandering rivers, this area provides an
ideal natural laboratory for our photogrammetry and 3D
modeling research.

We acquired high-resolution aerial image data with
an amazing resolution of 10 centimeters per pixel,
ensuring that every detail in the image was captured
accurately. These images cover a vast area of about 10
square kilometers and consist of 200 carefully planned
aerial photos, each of which is like a delicate tapestry,
interwoven with every inch of texture and change of the
surface, laying a solid foundation for subsequent three-
dimensional reconstruction.

In order to further enhance the accuracy and richness
of spatial information, we collected detailed LiDAR point
cloud data using ground-based lidar technology. The data
set exhibits a striking density of points-about 10 points per
square meter on average-and this dense distribution
accurately delineates the subtle contours of the terrain,
from the undulations of ridges and the twists and turns of
river beds to the sharp edges of buildings.

In order to ensure the absolute positioning accuracy
of the model, we carefully arranged 100 ground control
points, the coordinates of each point were determined by
GPS static measurement method, and the measurement
accuracy reached a high level of £0.01 meters. These
control points act like coordinate anchors on the earth,
providing a reliable reference system for the geometric
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accuracy of the entire model. Considering the influence of
environmental factors on remote sensing data, we also
collected meteorological station records in this area during
the experiment. These data are essential to correct image
distortions due to atmospheric conditions such as
radiometric calibration bias due to temperature and
humidity and atmospheric refraction effects, thus ensuring
the authenticity and reliability of the final model.
Combined with the carefully planned data set above,
this experiment aims to construct a high-precision 3D
model with both microscopic details and macroscopic
reality by integrating modern photogrammetry, lidar
technology and advanced data analysis methods. This
model can not only provide scientific basis for urban
planning, natural resource management, environmental
protection and even Incident Response Service, but also
open up a new path for exploring the efficient use of
geographic information in complex terrain environment.
To achieve high-precision 3D modeling in complex
terrains, this study employs a comprehensive multi-source
data fusion approach. The methodology integrates aerial

imagery, LiDAR data, ground survey data, and
meteorological corrections. Key steps include data
preprocessing, feature extraction, and registration,

culminating in a multi-source data fusion process. The
research introduces innovative techniques, including an
adaptive weight adjustment strategy, global optimization
registration, and deep learning-assisted feature learning,
which enhance the accuracy and reliability of the 3D
models. For data preprocessing, the aerial imagery was
processed using Agisoft Metashape Professional v1.7.5 to
correct for atmospheric effects and sensor biases. The
LiDAR data were collected using a Velodyne VLP-16
LiDAR system, with a point density of at least 10 points
per square meter. Ground survey data were acquired using
Trimble R10 GNSS receivers, ensuring sub-centimeter
accuracy. In the feature extraction stage, we utilized a pre-
trained Convolutional Neural Network (CNN) based on
the U-Net architecture, specifically designed for
photogrammetric applications. The network was fine-
tuned using a dataset of 5,000 annotated aerial images,
achieving an accuracy of 92% in feature detection. The
CNN was implemented using TensorFlow 2.4.1, with a
batch size of 16 and an Adam optimizer with a learning
rate of 0.001.The global optimization registration
technique employed an iterative closest point (ICP)
algorithm, implemented in Open3D version 0.12.0, to
align the point clouds generated from the LiDAR and
aerial imagery data. The ICP convergence threshold was
set to 0.01 meters, and the maximum number of iterations
was limited to 100 to balance computational efficiency
and accuracy. The adaptive weight adjustment strategy
was developed using a custom Python script, leveraging

the NumPy library version 1.21.2 for numerical operations.

The weights for each data source were dynamically
adjusted based on the root mean square error (RMSE) of
the point cloud alignment and the standard deviation of the
ground survey measurements.

Algorithm selection and parameter description: This
paper selects the Poisson reconstruction algorithm to
optimize the multi-source data fusion process, mainly
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because this method can effectively handle irregular and
discontinuous data in complex terrain. The selection of the
A parameter is based on the balance between terrain
characteristics and data quality, and the optimal value is
adjusted through cross-validation to ensure the best
reconstruction effect. The algorithm can minimize the
errors caused by terrain changes while providing smooth
reconstruction results, which helps to improve modeling
accuracy.

Data preprocessing and feature extraction adjustment:
For complex terrain, data preprocessing adopts a multi-
scale method, and multi-view images are used for detail
enhancement and noise suppression to ensure the
robustness of feature extraction. Especially in the
processing of complex terrain, the preprocessing stage
strengthens the details of key areas, and considers the
weights of different data sources when extracting features,
which improves the adaptability to irregular terrain.

Robustness of adaptive weight adjustment: In
different data quality scenarios, the adaptive weight
adjustment strategy dynamically adjusts the weights of
each data source according to the data quality, especially
for low-quality or sparse data, by increasing the weight of
high-quality data sources to compensate for the impact of
low-quality data. This ensures that the model can maintain
high accuracy and robustness in scenarios with incomplete
or low-quality data.

Multi-view stereo matching and occlusion handling:
To cope with occlusion and illumination changes in
complex terrain, this method uses a multi-view stereo
matching algorithm based on image texture and depth
information. Through the feature matching method
optimized by deep learning, the model can automatically
identify and adjust feature points that are distorted by
occlusion and illumination changes, thereby improving
the ability to accurately match in complex terrain.

In order to improve the repeatability of the
experiment, this study will detail the specific parameters
of the input datasets used in the experiment. The datasets
include image and LiDAR data from different terrains,
specifically high-definition image data with a resolution
of 0.5 cm/pixel and LiDAR point cloud data with a density
of 10 points/m? The test terrains include urban blocks
(typical built environments), mountains (irregular terrain),
and forests (areas with dense vegetation). The selection of
these datasets covers a variety of terrain characteristics,
which can fully evaluate the robustness and adaptability of
the method. In addition, the deep learning model used in
feature extraction is based on the convolutional neural
network (CNN) architecture. The adjustment strategy
includes setting the learning rate to 0.001, the convolution
kernel size to 3x3, and applying batch normalization after
the output feature map of each layer. The hyperparameters
of the model are tuned on the validation sets of different
terrains to ensure the versatility in different environments.

4.2 High-precision photogrammetric 3D
modeling experiment based on 10T big
data
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The experimental process is divided into four main
steps, as shown in Figure 5.
Data Feature extraction and Multi-source .
. . > - » 3D Modeling
Preprocessing alignment data fusion

Figure 5: Experimental flow

In the data preprocessing phase, we perform
radiometric calibration and geometric correction on aerial
images, denoise and classify LiDAR point clouds, and
unify all data into WGS84 coordinate system. The purpose
of this step is to ensure the accuracy and consistency of
the data and lay the foundation for subsequent feature
extraction and registration. In the feature extraction and
registration phase, we use SIFT algorithm to extract image
features and Shape Context to describe LiDAR point
clouds. Then, global optimal registration is performed
based on the multimodal similarity measure. The purpose
of this step is to match and align data from different
sources so that they can be better combined and used in
subsequent multi-source data fusion. In the multi-source
data fusion phase, we fuse imagery, LiDAR, and ground
data using adaptive weight adjustment strategies. Weights
are dynamically assigned based on data confidence, with
an image weight of 0.5, LiIDAR weight of 0.4, and ground

weight of 0.1. In the 3D modeling phase, we employ
Poisson reconstruction algorithms to generate fine surface
models, combined with deep learning to assist in
optimizing point cloud to model continuity and detail. We
set the Poisson equation parameter A to 0.3 and iterate 100
times. The goal of this step is to generate a high-precision
3D model based on the fused data, and to improve its
realism and detail by optimizing the model.

To sum up, our experimental flow includes data
preprocessing, feature extraction and registration, multi-
source data fusion and 3D modeling, and each step has
detailed parameter settings and operation methods.
Through this process, we can obtain a high-precision
three-dimensional model, which provides accurate spatial
information for subsequent analysis and application.

4.3 Accuracy analysis of experimental results

Table 2: Error statistics before and after cloud data fusion

Data Mean Root Mean Square Error (RMSE) Relative Error (RE) Standard Deviation Ratio
Source (m) (%) (VR)

Aerial 05 12 11

Image

LiDAR 0.2 0.4 0.7
Ground 0.1 0.3 0.6

Fused 0.1 0.2 0.5

As shown in Table 2, we performed error statistics on
the point cloud data before and after fusion. As can be seen
from the table, the fused data improved in terms of mean
square error (RMSE), relative error (RE), and standard
deviation ratio (VR). Especially for the ground data, the

mean square error is reduced to 0.1m, the relative error is
only 0.3%, and the standard deviation ratio is 0.6, which
shows that the fused data has higher accuracy and
consistency.

Table 3: Comparison of model precision after fusion

Before data fusion

data fusion result

percent improvement

RMSE (m) 0.2 0.1
RE (%) 0.5 0.2
VR 0.7 05

As shown in Table 3, we compared the model
accuracy before and after fusion. The fused model showed
a 50% improvement in mean square error (RMSE) from
0.2m to 0.1m; a 60% improvement in relative error (RE)

from 0.5% to 0.2%; and a 40% improvement in standard
deviation ratio (VR) from 0.7 to 0.5. These data show that
multi-source data fusion significantly improves the
accuracy of the model.

Table 4: Model visual quality score
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Features Number of points (1-5 points)
Detail Richness 4.8
Texture Authenticity 4.5
Crack-Free 4.7
Smooth Transition 49

As shown in Table 4, we rated the visual quality of
the models. The model received high scores for detail
richness, texture authenticity, crack-free, and smooth

transitions (4.8, 4.5, 4.7, and 4.9, respectively). This
shows that the fused model performs well in visual effect,
with high realism and delicacy.

Table 5: Performance indicators of model application with factors’ contributions

Application Scenarios Indicators Performance Factor Contributions
Improvement
Urban Planning Demspn_—makmg 30% Aerial Images, G_round Surve_y Data,
efficiency Meteorological Correction
Enwropmgntal Accuracy 25% LiDAR Data, Aerial Images, Meteorological
Monitoring Correction
Disaster Assessment Fast Response 40% Aerial Images, LiDAR Data, Ground Survey Data

Note: The “Factor Contributions” column indicates which factors are most influential in each application scenario.

As shown in Table 5, we evaluated the performance
metrics of the model under different application scenarios.
In urban planning, the model's decision-making efficiency
increased by 30%, in environmental monitoring, the

model's accuracy increased by 25%, and in disaster
assessment, the model's rapid response capacity increased
by 40%. These data show that the fused model has a
significant effect in practical applications.

Table 6: User satisfaction survey with factors’ perceived importance

Aspect Very gji:)'s‘('ed Satisfied (%0) Neutral (%) Not S(;S)Sf'ed Factor Perceived Importance
Ease of Use 60 25 10 5 Aerial Images, Ground Survey Data
LiDAR Data, Meteorological
Accuracy 75 15 8 2 Correction
Visual Effect 80 10 5 5 Aerial Images, LiDAR Data
Overall 75 15 5 5 All Factors

Note: The “Factor Perceived Importance” column reflects the users’ perception of which factors contribute most to

their satisfaction with the model’s performance in each aspect.

As shown in Table 6, we conducted user satisfaction
surveys. User satisfaction with the ease of use, accuracy
and visual effects of the model is very high, and the
satisfaction with visual effects is the highest, reaching
80%. Overall, 75% of users were very satisfied, 15%
satisfied, and only 5% moderately or unsatisfied. This
indicates that the fused model has been widely accepted
by users in practical applications. These tables provide a
comprehensive overview of the model’s performance in

various application scenarios and the factors that
contribute to user satisfaction. The tables clearly illustrate
the impact of each factor on the model’s performance
and the users’ perception of the model’s effectiveness. The
“Factor Contributions” column in Table 4 and the “Factor
Perceived Importance” column in Table 5 offer insights
into the role of different data sources and how they
influence the model’s performance and user satisfaction.

Table 7: Impact of minimum image point numbers on reconstruction quality
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Minimum Image Points Reconstruction Success Rate (%)

Time to Process (hours) Accuracy Improvement (%)

10 85 4 10
20 90 5 15
30 95 6 20

As shown in Table 7, increasing the minimum
number of image points required for each reconstruction
iteration generally leads to higher success rates and better
accuracy. For instance, when the minimum image point
number is set to 30, the reconstruction success rate
increases to 95%, and the time to process the data rises to
6 hours, but this comes with a 20% improvement in
accuracy. This suggests that optimizing the minimum
number of image points can enhance the overall quality of
the reconstructed models, albeit at the cost of increased
processing time.

The experimental results demonstrate significant
improvements in the accuracy and visual quality of the
photogrammetric 3D models achieved through multi-
source data fusion. Specifically, the mean square error
(RMSE), relative error (RE), and standard deviation ratio
(VR) were notably reduced (Table 1), with the most
significant improvements observed in ground data. The
RMSE, RE, and VR for the ground data were reduced to
0.1 m, 0.3%, and 0.6, respectively, indicating high
accuracy and consistency (Table 1).The comparison of
model accuracy before and after fusion (Table 2) reveals a
50% improvement in RMSE, a 60% improvement in RE,
and a 40% improvement in VR. These quantitative
improvements highlight the effectiveness of the multi-
source data fusion approach. The improvements in
accuracy and visual quality achieved through the multi-
source data fusion method are noteworthy. Compared to
traditional single-source photogrammetric methods,
which often exhibit larger errors and less detailed textures,
the fused model demonstrates a significant increase in
precision and realism. For instance, the reduction in
RMSE from 0.2 m to 0.1 m (Table 2) surpasses the typical
performance of single-source models, which often have
RMSEs in the range of 0.3-0.5 m. Moreover, the high
visual quality scores (Table 3) reflect the model's ability to
capture intricate details and textures, which is critical for
applications requiring high fidelity, such as cultural
heritage preservation. The scores of 4.8, 4.5, 4.7, and 4.9
for detail richness, texture authenticity, crack-free, and
smooth transitions, respectively, indicate that the fused
model is highly realistic and detailed.

Despite the significant improvements, the study

acknowledges several limitations. The high accuracy and
visual quality depend on the quality of the input data.
Variations in data quality, such as low-resolution imagery
or sparse LIDAR point clouds, may affect the performance
of the fusion method. Additionally, the computational
requirements for data preprocessing and fusion can be
demanding, which may limit the scalability of the method
in resource-constrained environments [29].

Future research should focus on addressing the
identified limitations. This could involve developing more
efficient algorithms for data preprocessing and fusion,
potentially leveraging distributed computing frameworks
to improve scalability. Additionally, exploring methods to
reduce the dependency on high-quality input data, such as
by incorporating low-cost sensors or developing robust
error correction mechanisms, would broaden the
applicability of the method [30].

The practical application performance of the fused
model is demonstrated through improvements in decision-
making efficiency, accuracy, and fast response capacity.
The model showed a 30% increase in decision-making
efficiency in urban planning, a 25% increase in accuracy
in environmental monitoring, and a 40% increase in rapid
response capability in disaster assessment. These
improvements highlight the practical benefits of the multi-
source data fusion approach [31].

User satisfaction surveys reveal high levels of
satisfaction with the model, particularly in terms of ease
of use, accuracy, and visual effect. The high satisfaction
rates of 75% very satisfied and 15% satisfied indicate that
the fused model has been widely accepted by users in
practical applications.

Table 8 shows a comparison of the two methods on
different datasets, including mean squared error (MSE),
relative error, and standard deviation, and a discussion of
how each method performs on a particular dataset. The
experiment ID and dataset name identify the details of
each experiment. The method comparison column shows
the performance comparison between the proposed
method and the new method. The results discussion
column provides a qualitative analysis of the performance
of each method.

Table 8: Validation experiment results and discussion

Experiment Dataset Method Mean Relative Standard . .
1D Name Comparison Squared Error (%) Deviation Result Discussion
Error (MSE)
Performance is good on this dataset
Exp-1 Data Set Proposed 0.045 2.3 0.025 but robustness in complex scenarios
A Method -
needs improvement.
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Experiment Dataset Method Mean Relative Standard . .
ID Name Comparison Squared Error (%) Deviation Result Discussion
p Error (MSE) o

Outperforms the proposed method and

New Method 0.030 1.5 0.016 shows more stability in complex

scenarios.
Performance is poorer on this dataset,
Exp-2 Data Set Proposed 0.055 3.1 0.032 especially under conditions of
B Method s S
significant lighting changes.
New Method 0.035 20 0.020 The new rr}gthod exhibits better
adaptability and accuracy.

Table 9 lists the key parameters considered when
performing multi-source data fusion, including a
description, optimal value or range of each parameter, and
the reasons why these parameters affect the results. These

parameters are important considerations for optimizing
the data fusion process and improving the quality of the
final model.

Table 9: Key parameters for multi-source data fusion

.. Optimal .
Parameter Name Description Value/Range Impact Explanation
.. The minimum number of image feature points Higher number of points can improve the
Minimum Number . L Lo . .
. required for each reconstructed point in the 5-10 reliability of the point cloud, but it increases
of Points . .
point cloud computational cost.
Feature Matching The parameter that controls the accuracy of 07-09 High threshold can reduce mismatches but may
Parameter feature matching ’ ' also miss true matches.
Stereoscopic Angle The angle between the lines of sight of two 20° - 40° Larger stereoscqplc e}ngles help improve depth
cameras estimation accuracy.
. The distance between two cameras in a stereo Larger baseline helps with depth estimation at
Baseline 05m-1.5m .
camera system greater distances.
Data Reducing synchronization delay improves data
Synchronization Time synchronization error between sensors <0.001 s g8y . Y 1mp
consistency.
Delay
Point Cloud Density The number of points per unit volume in the 1000 - 53()00 Higher density point clouds are beneficial for
point cloud pt/m detailed reconstruction.
Po;r;ltri)slﬁ(tjgce The threshold used to filter out outliers 0.0l m-0.05m Lower thresholds help remove noise points.

Analysis of the impact of key parameters on
accuracy, this table analyzes the impact of key
parameters mentioned in Table 10 on plane accuracy
and depth accuracy. By changing the setting value of
the parameter, the variation of accuracy can be
observed. The Conclusion Analysis column provides a

summary evaluation of the impact of each parameter
setting on accuracy. This analysis helps to understand
how different parameters affect the accuracy of the final
3D modeling, thus guiding the optimal selection of
parameters.

Table 10: Analysis of the impact of key parameters on accuracy

Setting Change in Planar Change in Depth . .
Parameter Name Value/Range Accuracy (m) Accuracy (m) Conclusion Analysis
Minimum Number of 5 +0.015 40012 Lower number of points results in
Points decreased accuracy.
10 -0.005 -0.004 Approprllate number of points helps
improve accuracy.
Feature Matching 0.7 +0.010 +0.009 Lower threshold increases mismatches.
Parameter
09 0.007 -0.006 Higher thrgshold reduces mismatches
and improves accuracy.
Stercoscopic Angle 200 40.012 40.010 Smaller stereoscopic angles decrease
depth accuracy.
40° -0.008 -0.007 Larger stereoscopic angles improve
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Setting Change in Planar Change in Depth . .
Parameter Name Value/Range Accuracy (m) Accuracy (m) Conclusion Analysis
depth accuracy.
Taken together, these three tables provide a these parameters affect the final modeling accuracy. These

comprehensive analysis of the performance of multi-
source data fusion methods in 3D modeling, including
method comparisons, key parameter settings, and how

tables provide a clear view of how different methods
perform under different conditions and how parameters
can be adjusted to optimize the modeling results.

Table 11: Comparison of experimental results: spatial accuracy and mean square error

Method Spatial Accuracy MSE
SOTA Method [9] 95% 0.02
SOTA Method [2] 92% 0.05
SOTA Method [18] 90% 0.07

Proposed Method 97% 0.09

Table 11 shows the comparison of spatial accuracy
and mean square error (MSE) between three existing
SOTA methods and the proposed method. Spatial accuracy
refers to the accuracy of the 3D modeling predicted by the
model, and MSE (mean square error) refers to the average
error between the predicted result and the real data. It can
be seen that the proposed method achieves 97% in spatial
accuracy, which is higher than 95% of the SOTA method
[9], 92% of [2], and 90% of [18]. This shows that the
proposed method can provide more accurate 3D modeling
under complex terrain or environmental conditions.
Although the MSE of the proposed method is 0.09, which
is higher than that of the SOTA method [9] (0.02),
considering its improved spatial accuracy, it shows that the
proposed method can maintain good performance in a
wider range of application scenarios while retaining high
accuracy. Overall, the results show that the proposed
method has obvious advantages in accuracy and
applicability, especially in more complex scenarios.

4.4 Evaluation of experimental results

In this section, we will evaluate the quality and
accuracy of the 3D reconstruction model obtained from
the experiment in detail, and analyze its performance in
complex terrain areas from multiple dimensions to ensure
the effectiveness and practicality of the established model.

First, spatial accuracy verification was performed
using 100 ground control points. Calculate the mean offset
and standard deviation by comparing the differences
between the actual and measured coordinates of the
control points in the model. The results show that the mean
error of model points is less than 0.03 m, far less than the
theoretical accuracy of control point measurement +0.01
m, indicating that the spatial positioning accuracy of the
model is extremely high and can effectively reflect the true
shape of the ground surface. The reconstructed 3D model
was carefully compared with high-resolution aerial
images, paying special attention to key features such as

building contours of residential areas, vegetation
distribution in parks, topographic undulations of
mountains and river flow width. Through visual

inspection and quantitative analysis, it is found that the

model has high degree of detail restoration, and the
characteristics of various types of objects are highly
consistent with the actual images, which proves the
expressive force and detail capture ability of the model
under complex terrain. Evaluate the fusion of LiDAR
point cloud data with image data by analyzing the
continuity of terrain undulations and natural transitions of
surface textures. The results show that the addition of
LiDAR data significantly improves the surface detail and
terrain stereo of the model, especially in the shadow area
and dense vegetation area, effectively supplements the
lack of information in the image data in these areas, and
enhances the overall realism and fineness of the model.
The correction effect of meteorological data is evaluated
by comparing the color consistency and brightness
uniformity of images before and after correction. It is
found that the corrected model is more natural in color,
reduces the radiation difference caused by atmospheric
conditions, ensures the consistency of image tone in the
whole region, and improves the visual quality and analysis
reliability of the model. To further validate the utility of
the model, we invited urban planners, environmental
experts and the public to participate in a user feedback
survey. The results show that most participants highly
evaluate the intuitiveness, information richness and
decision-making ability of the model, and believe that it
has important application potential in urban planning,
environmental monitoring and so on.

5 Conclusion

In this study, a high-precision photogrammetric
method is proposed and validated for 3D modeling of
complex terrain regions. The method integrates multi-
source data fusion technology, including aerial images,
LiDAR data, ground measurement data and
meteorological correction information. Through a series
of detailed preprocessing steps, such as radiometric
calibration, geometric correction, point cloud denoising
and classification, the accuracy and consistency of the data
are ensured, providing high-quality input for subsequent
feature extraction and registration. The application of
feature extraction and intelligent registration technology,
especially the combination of SIFT, SURF and other local
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feature descriptors with LiIDAR point cloud shape index,
as well as global optimization registration and multimodal
similarity measurement, significantly improves the
matching accuracy and registration stability between data.
By machine learning-assisted registration parameter
prediction, the degree of automation and robustness are
further enhanced, and the necessity of manual intervention
is reduced.

In the multi-source data fusion stage, the dynamic
weight adjustment strategy based on data credibility
realizes the adaptive fusion of data quality, spatiotemporal
characteristics and application scenario requirements, and
ensures the comprehensiveness and detail richness of the
model. The application of Poisson reconstruction and deep
learning optimization technology makes the model surface
continuous, smooth and with high fidelity. Experimental
results and precision analysis show that the proposed
method achieves significant improvement in several
indexes, including reducing mean square error, relative
error and improving standard deviation ratio of point
cloud data, and the visual quality of the model is also
evaluated highly. In practical application, the efficiency,
accuracy and response speed of decision-making in urban
planning, environmental monitoring and disaster
assessment have been significantly improved. User
satisfaction survey shows that the model is highly
accepted and practical.

For the processing of large data sets, future work
should focus on how to optimize the processing of large-
scale 10T data. IoT devices often face problems such as
data loss, sensor drift, or synchronization errors. To
address these problems, this study recommends using data
completion-based strategies, such as the Kalman filter
algorithm, to repair missing values in sensor data and
improve data consistency. In terms of the expansion of
large data sets, it is recommended to use distributed
computing frameworks such as Apache Spark for data
processing and model training to improve computational
efficiency and scalability. In addition, to reduce
computational overhead, future work can consider using
lightweight models, such as reducing unnecessary
computations by more than 50% through model pruning
to adapt to scenarios with limited resources, especially in
edge computing and real-time applications.
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To improve the efficiency and safety of intelligent construction scheduling, this work explores an
optimization method for construction schedules based on multi-objective optimization (MOQ) algorithms.
This work focuses on the generation and optimization processes of scheduling plans and conducts safety
assessments and resource efficiency analyses of the generated plans. The proposed optimized model is
compared with classical MOO algorithms. These algorithms include Multi-Objective Evolutionary
Algorithm based on Decomposition with Differential Evolution (MOEA/D-DE), Strength Pareto
Evolutionary Algorithm 2 with Shift-based Density Estimation (SPEA2+SDE), and Non-dominated
Sorting Genetic Algorithm 111 (NSGA-III). Based on the experimental results, the proposed optimized
model outperforms three classic MOO algorithms across multiple key performance indicators. In terms
of Hypervolume, the value achieved by the proposed model is 0.722, indicating that its solution set covers
the objective space more effectively, demonstrating stronger diversity and global search capability.
Furthermore, on the indicators of Generative Distance and Inverse Generative Distance, the proposed
model attains lower values of 0.008 and 0.061, suggesting that the solution set is closer to the optimal
front, with higher precision. In addition, the Spacing Metric value of 0.011 further shows that the solution
set generated by the proposed model is more evenly distributed in the objective space. It avoids excessive
clustering and enhances the uniformity and adaptability of the solutions. This uniformity is critical in
practical construction scheduling optimization. This is because, under multiple conflicting objectives, a
well-distributed solution set provides decision-makers with more options, enabling a better balance
between safety and resource efficiency. Regarding safety assessment, Plan C has a high score of 4.63,
indicating that under the optimization of the proposed model, the construction plan can achieve excellent
performance in resource utilization and provide better safety guarantees. Similarly, Plan D, which
demonstrates the highest resource efficiency, receives an overall score of 4.72, showcasing its outstanding
advantages in resource usage and scheduling efficiency. These results validate the proposed model's
applicability and flexibility under different constraints and objective functions.

Povzetek: Opisano je inteligentno nacrtovanje gradnje z uporabo veckriterijskih optimizacijskih
algoritmov (MOEA/D-DE, SPEA2+SDE, NSGA-I11), ki vkljucujejo oceno varnosti in ucinkovitost virov.
Eksperimenti potrjujejo izboljsano varnost in ucinkovito rabo virov, kar omogoca boljse nacrtovanje
projektov in zmanjsanje tveganj v gradbenistvu.

1 Introduction

With the rapid advancement of the global
construction industry, the complexity and scale of
construction projects are continuously increasing, leading
to more stringent requirements for construction
management.  Traditional  construction  scheduling
methods often face issues such as low resource utilization
efficiency, inadequate scheduling optimization, and poor
safety management [1-3]. Intelligent construction
technology has gradually become a focal point in the
industry to address these challenges. Based on information
technology, intelligent construction utilizes the Internet of
Things (1oT), artificial intelligence (Al), big data, and
other technological tools to achieve automation and
intelligence in the construction process, thus improving

construction efficiency and quality [4]. Multi-objective
optimization (MOO) algorithms, known for their
advantages in handling complex, nonlinear problems,
have been extensively applied in intelligent construction
scheduling. These algorithms can provide optimal
construction scheduling solutions by balancing different
objectives under multiple constraints. However, most
current research focuses on optimizing single objectives
and lacks comprehensive consideration of safety and
resource efficiency [5]. In actual construction processes,
safety issues and resource utilization efficiency are often
critical factors that cannot be overlooked in decision-
making. Therefore, incorporating safety assessment and
resource efficiency into construction scheduling
optimization models holds significant practical and
theoretical value.
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Against this backdrop, this work proposes applying
MOO algorithms to intelligent construction scheduling
and integrating comprehensive analysis of safety
assessments and resource efficiency. This method aims to
provide a more scientific and rational scheduling
optimization method for construction projects. Adopting
this method can improve the overall management level of
construction projects, effectively reduce the occurrence of
safety incidents, enhance resource utilization efficiency,
and offer strong support for achieving green construction
and sustainable development.

2 Related work

With the swift development of the global
construction industry, the complexity and scale of
construction projects have been increasing. Wang studied
the design of an intelligent construction system for
prefabricated buildings based on an improved IoT
architecture, proposing a system framework capable of
markedly enhancing construction management efficiency
and resource utilization. He indicated that integrating loT
technology could achieve data collection, transmission,
and analysis throughout the prefabricated building
construction process, providing support for real-time
monitoring and dynamic scheduling on construction sites.
Thus, it could enable optimal resource allocation and
safety management in a complex and dynamic
construction environment [6]. Chen proposed an
economically intelligent decision-making platform based
on Al technology, which applied machine learning (ML)
and data mining techniques to analyze and predict
economic data in construction projects. The platform
could provide data support for the decision-making
processes of construction enterprises, helping them make
more rational investment and resource allocation
decisions in the face of resource constraints and budget
limitations. His research offered a new perspective on cost
management and risk control in intelligent construction
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reconstruction projects, improving the cost estimation
model using particle swarm optimization (PSO)
algorithms. The algorithm could quickly find the optimal
solution and effectively handle uncertainties in the cost
estimation process. The results indicated that this method
could significantly improve the accuracy of cost estimates
and support the rational allocation of resources, especially
in construction projects with complex environmental
constraints [8]. Feng et al. applied Building Information
Modeling (BIM) technology to the intelligent project
management of prefabricated buildings, proposing a
management model that facilitated information sharing
and process optimization. With the introduction of BIM
technology, construction teams could track project
progress in real-time, optimize resource allocation, and
enhance the visualization and transparency of
management, thereby reducing costs while improving
construction efficiency and quality [9]. Wang studied the
multi-objective task scheduling problem for drones under
limited onboard resource constraints and proposed a
scheduling strategy based on edge computing. This
strategy dynamically adjusted resource allocation and
optimized task execution sequences during the drone's
performance of multiple tasks, thus improving task
efficiency and accuracy. His research provided insights
into task scheduling and resource optimization in
intelligent  construction, particularly for real-time
monitoring and material delivery on construction sites
[10]. Vijaya and Srinivasan found that multi-objective
metaheuristic techniques could achieve efficient energy
allocation for virtual machines in cloud data centers,
thereby effectively enhancing resource utilization and
energy savings in data centers [11]. Bendiaf et al.
introduced an innovative task scheduling method using a
knapsack algorithm for task distribution in heterogeneous
computing systems, achieving efficient resource
scheduling and optimization, which enhanced the overall
system performance [12]. The analysis of related studies
is detailed in Table 1.

[7]. Li focused on dynamic cost estimation in
Table 1: Summary of related work
Author Year Research focus Performance Security Resource
indicators assessment efficiency
Wang 2024 Design of an intelligent Efficiency and Real-time Optimal
construction system for resource monitoring and resource
prefabricated buildings utilization security through allocation of
based on an improved during 10T integration prefabricated
loT construction buildings
Chen 2024 Construction and Cost Risk control in Efficient
application of an management, economic resource
economically intelligent | risk control, and | decision-making | allocation under
decision-making resource budget
platform based on Al allocation constraints
Li 2023 Dynamic cost estimation | Accuracy of cost | Not explicitly Improvement of
in reconstruction estimation and involved resource
projects using PSO resource allocation in
allocation complex
environments
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Feng et al. 2022 The BIM technology- Visualization of | Improvement of | Implementation
based intelligent project construction management of optimal
management of efficiency, transparency resource
prefabricated buildings quality, and allocation
management through BIM
Wang 2024 The multi-objective task | Task efficiency Not explicitly Efficient
scheduling strategy for and scheduling involved resource
drones based on edge accuracy utilization in
computing drone task
scheduling
Vijaya and 2024 Efficient energy Resource Not explicitly Implementation
Srinivasan allocation for virtual utilization involved of resource
machines in cloud data efficiency and allocation for
centers based on multi- energy virtual machines
objective metaheuristic conservation with high energy
techniques efficiency
Bendiaf et 2024 A task scheduling System Not explicitly Implementation
al. optimization in performance involved of efficient
heterogeneous improvement scheduling and
computing systems and resource utilization of
using a knapsack scheduling resources
algorithm efficiency

It can be observed that most existing methods have

limited adaptability in dynamic construction environments.

For instance, while many studies focus on optimizing
resource allocation and scheduling efficiency, they lack a
real-time response to changing working conditions.
Intelligent construction requires an optimized model
capable of dynamically adapting to changes in work
conditions, enhancing  robustness in  uncertain
environments. Although some studies have considered
safety, many methods have not optimized safety under
complex environments. For example, while real-time
monitoring helps with risk control, existing methods do
not achieve a balance between safety and resource
efficiency. This work aims to construct a MOO model that
comprehensively considers both safety and resource
efficiency to ensure the safety and efficiency of
construction scheduling. While resource efficiency is a
focus in many studies, there is still room for improvement

in optimizing resource allocation during the MOO process.

Most studies achieve resource optimization in a single
dimension, whereas the proposed model optimizes under
multi-dimensional constraints, helping to
comprehensively improve resource efficiency.

In summary, by combining MOO algorithms with
dynamic scheduling strategies, this work achieves

significant improvements in construction schedule
optimization over current state-of-the-art (SOTA)
methods.

3 Intelligent construction scheduling
model based on MOO algorithms

3.1 Intelligent construction scheduling

Intelligent construction scheduling refers to the use
of modern information technology, automation
technology, and intelligent algorithms during construction,
thus optimizing and managing the allocation, utilization,
and coordination of construction resources. The goal is to
improve construction efficiency, reduce costs, and ensure
project quality and safety [13-15]. As the scale and
complexity of construction projects have increased,
traditional scheduling methods are no longer sufficient to
meet the needs of the modern construction industry. Hence,
intelligent construction scheduling has become a crucial
means to enhance the competitiveness of the construction
sector.

With the advancement of information technology, the
construction industry is gradually evolving towards
intelligent operations. As a critical component of
construction management, construction scheduling is also
transitioning from traditional manual management to
intelligent management [16]. The rise of intelligent
construction scheduling is attributed to advancements and
applications in various technologies, as exhibited in Table
2:

Table 2: Technologies related to intelligent construction scheduling

Technology

Analysis

BIM

scheduling.

The application of BIM allows for collaborative work across different stages of a
construction project (design, construction, and operation) within a single digital
model [17]. Through this model, construction scheduling can achieve real-time
data sharing and dynamic adjustments, improving the accuracy and efficiency of
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loT

10T technology connects key elements of the construction site, such as equipment,
materials, and personnel, enabling real-time monitoring and data collection
throughout the construction process.

Big Data Analytics

By analyzing large volumes of construction data, intelligent scheduling can
predict potential issues such as resource bottlenecks and schedule delays,
allowing for preemptive optimization measures.

Al

Through ML algorithms, construction scheduling systems can continuously learn
and optimize scheduling strategies, enhancing overall construction efficiency
[18].

Automation Technology

Utilizing automated devices (such as automated construction machinery and
drones) makes operations on the construction site more precise and efficient, thus

improving the execution and reliability of scheduling.

Intelligent construction scheduling involves multiple
key elements that work together to ensure both the
intelligence and efficiency of scheduling. First, there is
construction resource management, including labor,
equipment, materials, and funds. Intelligent scheduling
systems dynamically manage and optimize these
resources to ensure optimal resource usage during
construction, reduce waste, and improve utilization rates.
Next, progress control is managed by real-time monitoring
of construction progress, combined with historical data
and predictive analysis to develop reasonable construction
plans and schedules, ensuring timely project completion
[19-21]. Besides, quality control is addressed by real-time
monitoring of critical control points during construction to
promptly identify and correct quality issues, ensuring that
project quality meets design requirements. Lastly, safety
management is vital in construction management. The
intelligent scheduling system uses real-time site
monitoring and risk analysis to detect potential safety

hazards and take preventative measures, ensuring
construction safety.

Despite the many advantages of intelligent
construction scheduling in practice, it also faces

challenges. For instance, the complexity and uncertainty
of construction sites require scheduling systems to have
strong adaptability and responsiveness. Additionally, high
demands for data collection and analysis on construction
sites mean that the accuracy and timeliness of data directly

impact the effectiveness of intelligent scheduling [22]. In
the future, with the further development of information
technology and advancements in intelligent algorithms,
intelligent construction scheduling is expected to become
more widespread and refined. Particularly with the
advancement of 5G, Al, and IloT technologies,
construction scheduling could become more intelligent
and automated, further enhancing the construction project
management level and efficiency. Through ongoing
technological innovation and practical experience
accumulation, intelligent construction scheduling can
provide stronger support for developing the construction
industry [23].

3.2 The wuse of MOO algorithms in
construction scheduling

MOO algorithms have significant application value
in construction scheduling, effectively addressing the
conflicts among multiple objectives, such as cost, duration,
quality, and safety. As the complexity of construction
projects increases, traditional single-objective
optimization methods are no longer sufficient to meet
practical needs. MOO algorithms are increasingly
becoming effective tools for solving complex scheduling
problems [24-26]. Table 3 illustrates their application
scenarios.

Table 3: Application scenarios of MOO algorithms

Scenario Analysis
Resource Allocation In construction, the efficient allocation of various resources (such as labor,
Optimization equipment, and materials) is key to ensuring the smooth progress of the project.

MOO algorithms can balance cost, project duration, and resource utilization to
find the optimal allocation plan. For instance, in a large construction project,
genetic algorithms can be used to optimize the scheduling and distribution of
construction equipment, minimizing idle time and rental costs.

Construction Schedule
Optimization

The efficient scheduling of construction progress directly affects the overall
project duration and cost. MOO algorithms can create the optimal construction
schedule by simultaneously considering various factors, such as task priorities,
resource availability, and changes in construction conditions. Particle swarm
optimization algorithms perform exceptionally well in such scenarios, quickly
identifying scheduling solutions that meet multiple objectives.

Balancing Cost and Duration

In construction, shortening the project duration often increases costs, while
reducing costs frequently extends the timeline. MOO algorithms can help
decision-makers find the optimal balance between cost and duration. For
example, using Pareto optimal solutions, project managers can obtain a set of
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different cost and duration combinations and select the one that best fits the
project's requirements.

Quality and Safety
Management

Quality and safety are two crucial objectives in construction management, often
requiring optimization within the constraints of cost and schedule. MOO
algorithms can help develop a construction plan that meets quality and safety
requirements while controlling costs and timelines. For example, differential
evolution algorithms can optimize the configuration of construction quality
control measures, maximizing quality and safety within limited resources.

Risk Management and
Emergency Scheduling

During construction, unforeseen risks and emergencies often impact the original
schedule. MOO algorithms can be used to develop emergency scheduling plans
by considering multiple potential risk scenarios, optimizing resource allocation,
and scheduling to minimize the impact of risks on the project. Ant colony
optimization algorithms excel in these situations, quickly adapting to changes
and finding the optimal emergency scheduling solutions.

As Al technology advances, the application of MOO
algorithms in construction scheduling becomes more
extensive and in-depth. With the advancement of big data
and ML, intelligent algorithms can better understand and
address complex construction scheduling issues, offering
more accurate and efficient solutions [27].

3.3 Construction of MOO algorithms
combined with models

Constructing a MOO model for intelligent
construction scheduling is crucial for achieving intelligent

scheduling and optimized management [28]. This model
integrates multiple key objectives in the construction
process, such as project duration, cost, quality, and safety,
to balance these objectives and find the optimal
scheduling plan. Implementing an efficient MOO model
requires detailed design and analysis of various aspects,
including this model's objective functions, constraints, and
solution algorithms. Figure 1 illustrates the model
proposed here.
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Figure 1: The MOO model ((a): The data input and processing layer; (b): The objective function constraint layer; (c):
The data output layer)

First, the objective of the model is to minimize the
construction duration, as shown in equation (1):
1)

~max (T; +D;)
i€{1,2,..,N}
Tiotqr EPresents the minimized construction duration,
T; refers to the start time, and D; is the duration.
Subsequently, the minimized total construction cost is
calculated as equation (2):

Ctotal = Z?’=1 (Clabor,i + Cmaterial,i + Cequipment,i)

)

Ciorqr Tepresents the minimized total construction

cost; Capor,is Cmateriat,i» @ Coquipment,; denote the labor,

material, and equipment costs for each operation,

respectively. N means the total quantity of the project. To

ensure high-quality construction, the model is designed to

maximize construction quality:

Qtotar = Xita Wi - Q; 3)

Q:orar Yepresents the maximized construction quality,

w; is the weight coefficient, and Q; refers to the quality

score. Similarly, maximizing construction safety is also an
important objective of the model:

Tiotar =

Stotar = Xieq Vi S; 4)

Storar Tefers to the maximized construction safety, v;
denotes the weight coefficient, and S; represents the safety
score.

The proposed optimized model architecture consists
of three layers: the data input and processing layer, the
objective function constraint layer, and the data output
layer. These layers work collaboratively to achieve MOO
in construction scheduling. Firstly, the data input and
processing layer includes modules for project data
collection, resource information, construction processes,
and quality and safety standards. This layer is responsible
for gathering real-time data and resource information from
the construction process and performing preprocessing
through data standardization, data cleaning and
organization, and feature extraction. These steps ensure
the accuracy and consistency of the data, providing
reliable inputs for the subsequent optimization process.
Secondly, the objective function constraint layer focuses
on MOO. It optimizes the construction schedule, total cost,
quality, safety, and resource utilization through the
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duration objective function, cost objective function,
quality objective function, safety objective function, and
resource utilization objective function. This layer also
includes modules for resource constraints, process priority
constraints, time window constraints, budget constraints,
and quality and safety standard constraints, ensuring that
the generated scheduling solutions meet the project's
practical needs and construction standards. Finally, the
data output layer is responsible for executing the
optimization algorithm and outputting the results. This
layer encompasses modules for algorithm selection,
algorithm implementation, hybrid optimization, initial
solution generation, iterative optimization, and solution
evaluation and selection. By choosing the appropriate
optimization algorithms and combining them with hybrid
optimization methods, this layer continuously generates
and refines the scheduling solutions. Ultimately, it selects
the best scheduling plan based on indicators such as safety,
resource efficiency, and scheduling time. Overall, the
proposed model achieves efficient, safe, and resource-
optimized construction scheduling through a multi-
layered modular design, offering effective support for
intelligent construction management projects.

This framework design ensures that the MOO model
for intelligent construction scheduling has flexibility,
scalability, and efficiency, enabling it to handle complex
scheduling requirements and provide optimized decision
support.

4 Performance comparison and
scheduling results analysis of
intelligent construction scheduling
models

4.1 Experimental results of performance
comparison for intelligent construction
scheduling model

The dataset used for the experiment is the
Construction Project Management dataset from Kaggle.
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This dataset includes detailed information on various
construction projects, such as project schedules, resource
allocation, and cost estimates, and is suitable for analyzing
resource optimization issues in construction scheduling.
The dataset can be downloaded from Kaggle's official
website (https://www.kaggle.com/). The experiments are
conducted in a high-performance computing environment
to ensure the MOO algorithm's effectiveness and
efficiency in intelligent construction scheduling. The
experiments utilize an Intel Xeon Gold 6248R processor,
which features 24 physical cores and 48 threads with a
clock speed of 3.0 GHz, enabling efficient parallel
computation. To meet the memory demands of the
algorithm's computations, the system is equipped with 128
GB of DDR4 RAM, ensuring ample memory resources for
data processing and algorithm training. For storage, a2 TB
NVMe solid-state drive is used to provide fast data read
and write speeds, further accelerating the overall
execution efficiency of the experiments. The operating
system version of the experiment is Ubuntu 20.04 LTS,
and the programming language and version are Python 3.8.
The main libraries and versions are as follows:

1. TensorFlow: 2.5.0

2. PyTorch: 1.9.0

3. NumPy: 1.21.0

4. Pandas: 1.3.0

5. Matplotlib: 3.4.2

The model selects Non-dominated Sorting Genetic
Algorithm 1l (NSGA-II) as the benchmark algorithm. It
has a population size of 200, 100 generations, a crossover
probability of 0.9, a mutation probability of 0.1, and an
objective function weight of 0.5. The comparison models
include Multi-Objective Evolutionary Algorithm based on
Decomposition with Differential Evolution (MOEA/D-
DE), Strength Pareto Evolutionary Algorithm 2 with
Shift-based Density Estimation (SPEA2+SDE), and Non-
dominated Sorting Genetic Algorithm 111 (NSGA-III).
Performance comparison metrics are Hypervolume (HV),
Generational Distance (GD), Inverted Generational
Distance (IGD), and Spacing. The experimental results are
presented in Figure 2.
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Figure 2: Performance comparison results ((a): HV; (b): GD; (c): IGD; (d): Spacing)

Figure 2 shows that for the HV metric, with a dataset
size of 1000, the optimized model's HV value is 0.791,
significantly exceeding the other three models. This
indicates that the optimized model better covers the
objective space in smaller datasets. MOEA/D-DE and
NSGA-IIl have HV values of 0.637 and 0.686,
respectively, showing relatively weaker performance,
while SPEA2+SDE performs slightly better with an HV
value of 0.710, surpassing MOEA/D-DE. With a dataset
size of 2000, the HV value of the optimized model is 0.722,
maintaining a leading position, though its performance
slightly decreases compared to other dataset sizes. NSGA-
111 performs better with an HV value of 0.767, illustrating
strong adaptability to medium-sized datasets. MOEA/D-
DE's HV value rises to 0.695, while SPEA2+SDE
decreases to 0.666. When the dataset size reaches 3000,
the optimized model's HV value reaches 0.817,
showecasing its advantage with large datasets. NSGA-III
also performs relatively well with a value of 0.740, while
MOEA/D-DE and SPEA2+SDE have HV values of 0.666,
showing no significant advantage. Regarding GD, the
optimized model performs exceptionally well across
diverse dataset sizes, particularly with a dataset size of
2000, where it achieves the smallest GD value of 0.008,
demonstrating strong convergence. This indicates that the
solution set generated by the proposed model is very close
to the true Pareto front across all dataset sizes, exhibiting
excellent optimization capability. NSGA-I11 performs best
when the dataset size is 1000, but its convergence
decreases with increasing dataset size, particularly with a

GD value rising to 0.032 when the dataset size reaches
2000. However, NSGA-III's performance with a dataset
size of 3000 is similar to the proposed model, indicating
adaptability to large-scale datasets. MOEA/D-DE's GD
values are consistently high across all dataset sizes,
especially reaching 0.049 with a dataset size of 2000,
demonstrating insufficient convergence performance for
large-scale data. In contrast, SPEA2+SDE shows stable
performance, but its GD values are generally higher than
those of NSGA-III and the optimized model, reflecting
less favorable convergence compared to both. For IGD,
with a dataset size of 1000, NSGA-I1II achieves the best
IGD value of 0.086, indicating its excellent coverage of
the true Pareto front. The optimized model's IGD value is
0.102, slightly higher than NSGA-III, but still shows
strong coverage capability. SPEA2+SDE has an IGD
value of 0.160, showing moderate performance, while
MOEA/D-DE has a relatively high IGD value of 0.187,
indicating slightly weaker coverage capability. With a
dataset size of 2000, the optimized model's IGD value
drops to 0.061, demonstrating outstanding coverage of the
solution set and significantly surpassing other models.
SPEA2+SDE's IGD value is 0.116, showing relatively
good performance, while NSGA-III's IGD value is 0.167,
indicating a notable decrease in coverage performance.
MOEA/D-DE's IGD value is 0.245, reflecting the weakest
coverage capability at this dataset size. For a dataset size
of 3000, the optimized model's IGD value is 0.118,
slightly increasing the value for the 2000 dataset, but still
maintaining strong coverage performance. NSGA-III's



Intelligent Construction Scheduling Based on MOEA/D-DE...

IGD value increases to 0.140, showing relatively good
solution set coverage. SPEA2+SDE's IGD value remains
at 0.116, consistent with the 2000 dataset size, showing
stable performance. MOEA/D-DE's IGD value is 0.223,
still the weakest among all models. In terms of the Spacing
metric, the optimized model performs the best. In
particular, with a dataset size of 2000, the Spacing value
isonly 0.011, indicating an extremely uniform distribution
of solutions in the objective space. This means the
optimized model generates solutions close to the optimal
and ensures a good distribution of these solutions in the
objective space. NSGA-III performs excellently with a
dataset size of 1000, with a Spacing value of 0.022.
However, the uniformity of the solution set decreases with
increasing dataset size, especially with a Spacing value
rising to 0.055 for a dataset size of 2000, signaling
instability in distribution uniformity. SPEA2+SDE shows
stable performance across different dataset sizes, with
Spacing values between 0.036 and 0.054. Although it does
not reach the level of NSGA-III or the optimized model,
its stability demonstrates adaptability across various
dataset sizes. MOEA/D-DE performs relatively weakly in
the Spacing metric, particularly with a dataset size of 2000,
where the Spacing value is 0.078. It displays an uneven
distribution of solutions, indicating that MOEA/D-DE
lacks uniformity in the solution set when handling large-
scale data.

4.2 Safety assessment and resource efficiency
analysis

In optimizing intelligent construction scheduling, safety
assessment and resource efficiency analysis are crucial for
assessing the quality of scheduling plans. By evaluating
the safety and resource utilization efficiency of the
generated scheduling plans, it is possible to ensure that
construction projects operate efficiently under safety
regulations, maximize resource utilization, and reduce

I Comprehensive safety rating
—a— Accident rate

—=— Safe distance

—a— Personnel protection measures
—a=— Equipment operational safety

Score

Proportion (%)
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Plan B PlanC Plan D

Plan

(@)
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potential risks. Safety assessment is a key step in
construction scheduling, aimed at effectively preventing
and controlling various potential safety risks during
execution. To this end, this work employs a
comprehensive evaluation system that integrates multiple
safety indicators for a thorough assessment. Table 4
presents the details.

Table 4: The safety indicator system

Indicator
Accident Rate

Description
It evaluates the frequency of safety
incidents occurring during
construction, typically calculated
per 1,000 work hours.
It measures the minimum distance
between construction site
personnel and hazard sources.

Safety Distance

Personnel It checks whether all construction
Protective personnel are equipped with
Measures necessary protective gear (such as
helmets and safety belts).
Equipment It assesses the stability of
Operation construction equipment under
Safety different operating conditions to

prevent equipment failure or
accidents.

A safety risk analysis model based on the fuzzy
comprehensive evaluation method is established to assess
the scheduling plans quantitatively. By scoring each safety
indicator (from 1 to 5) and combining expert weight
analysis, a comprehensive safety score is calculated for
each scheduling plan. The fuzzy comprehensive
evaluation method-based safety risk analysis model
quantitatively evaluates the scheduling plans. Figure 3
presents the experimental results.

—s— Resource utilization rate

—=— Resource Conflict Rate

—e— Resource consumption rating

—a— Comprehensive Resource Efficiency Score|
T T T

7
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Figure 3: Safety assessment and resource efficiency analysis ((a): Safety assessment; (b): Resource efficiency)

According to the safety assessment scores, Plan C has
the highest overall safety score of 4.63, indicating that it
performs best in safety. Its safety indicators are all rated

highly, particularly in personnel protective measures and
equipment operation safety. This suggests that Plan C can
effectively reduce safety risks on the construction site and
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ensure smooth project implementation. In contrast, Plan D
has the lowest safety score of 4.38, illustrating
deficiencies in some critical safety indicators. Moreover,
Plan D has the highest overall resource efficiency score of
4.72, demonstrating high resource utilization, low conflict
rate, and reasonable resource consumption. Plan D excels
particularly in the key indicators of resource utilization
and conflict rate, implying that it achieves optimal
configuration and maximizes construction efficiency
under limited resources. Plan B follows closely with a
resource efficiency score of 4.67, while Plans A and C
score slightly lower at 4.53 and 4.46, respectively.

The analysis indicates that while Plan C excels in
safety, it is slightly inferior to Plan D in resource
efficiency. This suggests that a balance between safety and
resource efficiency may be necessary in practical
construction scheduling, and the most suitable scheduling
plan should be chosen based on the specific project needs.
The final scheduling decision should integrate safety
assessment with resource efficiency to ensure smooth
project progress and effective resource utilization.

5 Discussion

This work primarily analyzes the performance
differences of the optimized model under varying dataset
sizes. First, NSGA-IIl performs quite well on large

datasets but shows weaker adaptability on smaller datasets.

This phenomenon may be related to NSGA-III's strategy
for managing the diversity of the solution set, as the
algorithm relies on reference points to ensure the uniform
distribution of solutions. However, on smaller datasets,
the reference point configuration may cause sparse
solution distributions, thereby affecting the optimization
results. As the dataset size increases, the increased number
of reference points helps the algorithm better capture the
multi-dimensional objective space, resulting in stronger
adaptability on large datasets. Nevertheless, the
suboptimal performance on smaller datasets highlights its
sensitivity to dataset size, particularly in scenarios
requiring finer granularity control. In contrast, the
proposed optimization model demonstrates strong
robustness across all dataset sizes, especially showing an
advantage in the Spacing metric. The Spacing metric
reflects the uniformity of the solution set's distribution in
the objective space; The proposed model ensures a
balanced distribution of solutions across different
dimensions through the design of the objective function
and iterative strategies. This uniformity enhances solution
diversity and enables decision-makers to select solutions
suited to various contexts from a multi-dimensional
solution set, further showcasing the model's robustness.
Regarding safety assessment, although this work
provides a detailed analysis of safety scores, these scores
should be understood in terms of their practical impact on
construction. Higher safety scores indicate that the
solutions are more effective at reducing safety incidents
during construction and meeting the high standards for
personnel and equipment protection in construction
projects. This satisfies industry safety standards and helps
reduce the risk of project delays due to accidents, ensuring
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timely project delivery. Furthermore, solutions with high
resource efficiency are of significant practical value in
construction projects. High resource efficiency means that
the project has been more rationally planned in terms of
resource allocation, reducing material and equipment
waste. Hence, it directly contributes to lowering the total
cost of the project and improving construction progress.
This efficient use of resources is critical in projects with
tight budgets or limited resources, as it ensures
compliance with project deadlines while minimizing
environmental impact, and aligning with sustainable
development goals.

Overall, through its high scores in safety and resource
efficiency, the proposed model's practical application
value in real-world construction scenarios has been further
validated. The model's robustness and multi-scenario
applicability highlight its potential in the intelligent
construction field, particularly in complex construction
projects that require a balance between safety and resource
optimization, demonstrating its strong practical utility.

6 Conclusion

This work systematically investigates intelligent
construction scheduling using MOO algorithms, to
generate optimal scheduling plans that balance safety and
resource efficiency. A new optimization model is
proposed, validated, and compared with classical MOO
algorithms such as NSGA-l1Il, MOEA/D-DE, and
SPEA2+SDE. The proposed model demonstrates
significant advantages in MOO problems. Comparative
analysis of experimental data reveals that the model
consistently outperforms the comparison models on key
indicators such as HV, GD, IGD, and S, particularly when
dealing with larger datasets. This indicates that the
proposed model can better balance the conflicts between
various objective functions and generate higher-quality
solution sets while ensuring the scheduling plan meets
MOO requirements. This work confirms that safety and
resource efficiency are interdependent yet indispensable
factors in practical construction scheduling through safety
assessment and resource efficiency analysis of the
generated scheduling plans. The assessment methods and
the proposed models effectively balance these factors,
providing a scientific basis for construction management.
This comprehensive approach not only enhances the
feasibility and rationality of the scheduling plans but also
offers valuable insights for future intelligent construction
management practices.

The optimized model proposed in this work performs
excellently under specific data volumes and static
construction environments but still exhibits certain
limitations in dynamic adaptability. Specifically, the
model's applicability may be limited in dynamic scenarios,
such as fluctuations in resource availability or
construction delays. This work does not test the model in
dynamic construction environments. However, future
research could validate its real-time adaptability through
case studies or hypothetical scenarios, such as how it
handles scheduling adjustments due to resource shortages
or unexpected events. The model's ability to respond in
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real-time to changes in the construction environment
remains an area for further research. Additionally, the
model faces high computational complexity when
handling large-scale datasets or high-dimensional multi-
objective problems, potentially resulting in slower
convergence and impacting real-time performance in
practical applications. This limitation suggests that in
high-computation-demand scenarios, the model may
encounter computational constraints. It indicates that
future research should focus on simplifying the
computational steps without compromising the quality of
the solution set to enhance the model's practical usability.
To address these limitations, future research could focus
on enhancing the model's dynamic adaptability and
computational efficiency. For example, dynamic
scheduling algorithms or adaptive optimization
mechanisms could be introduced to improve the model's
responsiveness to resource changes and unexpected events.
Furthermore, integrating other optimization techniques,
such as metaheuristic algorithms, distributed computing,
and parallel computing, could help reduce computational
time and accelerate convergence. Additionally, future
work could explore applying the model to more complex,
large-scale construction scenarios to test its applicability
and robustness in different environments, thus enhancing
its practical value in the intelligent construction field.
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This study aims to design and implement a financial data analysis and decision support system leveraging
big data to enhance financial management and decision-making capabilities in complex market
environments. Through a detailed examination of Company A's financial data, key indicators such as sales
revenue, cost of sales, net profit, current assets, current liabilities, total assets, and shareholders' equity
are selected. Utilizing big data technology, the system achieves efficient data processing, precise financial
risk early warning, and scientifically informed investment decision support. Using Hadoop and Spark, the
system efficiently processes extensive financial data while monitoring key indicators, such as sales
revenue, cost of sales, and profitability. Specific financial models, including net present value (NPV) and
internal rate of return (IRR), were tested for their effectiveness in supporting optimal investment decisions,
yielding an NPV of 5.12 million and an IRR of 16.8% in the best-performing scenario. Performance
metrics indicate a consistent improvement in data processing speed, accuracy reaching 98.9%, and user
satisfaction rising from 8.2 to 8.7 over three years. The results indicate that the system performs effectively
in terms of data processing speed, accuracy, and user satisfaction, enhancing both the efficiency of
financial management and the precision of decision-making processes within enterprises. The financial
risk early warning system successfully identifies potential risks in a timely manner, while the investment
decision support system aids enterprises in selecting the optimal investment strategy by utilizing indicators
such as net present value, internal rate of return, and investment payback period. This study highlights
the value of applying big data technology in financial management, offering robust support for enterprises
aiming for stable development within a rapidly evolving market environment. Future research will focus
on further optimizing system functionality and expanding application scenarios to adapt to the shifting
financial management demands of enterprises.

Povzetek: Predstavijen je sistem za financno analizo in podporo odlocanju, ki uporablja tehnologijo
velikih podatkov. Integracija Hadoop in Spark omogoca hitro in natancno obdelavo podatkov, napredni
modeli (NPV, IRR) pa izboljsujejo napovedi in oceno financnih tveganj. Sistem omogoca optimizirano
financno upravljanje ter pravocasno odkrivanje tveganj, kar izboljsuje stratesko odlocanje podjetij v

dinamicnem trznem okolju.

1 Introduction

With the rapid advancement of information technology,
global data volumes have grown exponentially, and big
data technology has significantly transformed the
operations across numerous industries. Financial man
agement, as a central aspect of enterprise management,
has also been deeply influenced by big data innovations.
Big data technology enables the processing and analysis
of vast financial datasets and provides real-time, precise
decision support, helping enterprises sustain a competitive
advantage in an increasingly demanding market
environment.

The rapid development of information technology has
significantly impacted the global financial industry, with
big data emerging as a critical tool in financial
management. Financial data is characterized by large
volumes, complexity, and real-time requirements, making
traditional data analysis methods insufficient. Big data

technology offers solutions to these challenges by
enabling efficient processing and analysis of massive
financial datasets. By leveraging big data, enterprises can
extract valuable insights, enhance their financial risk
management, and improve decision-making capabilities.

The objective is to develop a comprehensive financial
data analysis and decision support system that uses key
financial indicators such as sales revenue, cost of sales, net
profit, current assets, and liabilities. This system provides
early risk warnings and supports investment decisions,
helping enterprises remain competitive in rapidly
changing markets. The integration of big data in financial
management enhances data processing accuracy, enables
real-time decision-making, and supports sustained
business growth.

To enhance the robustness and accuracy of financial

data analysis models, incorporating optimization
techniques such as hyperparameter tuning, cross-
validation, and feature engineering is essential.



30 Informatica 49 (2025) 29-44

Hyperparameter tuning allows for the adjustment of model
parameters to maximize performance, enhancing the
predictive power of models in varying financial scenarios.
Cross-validation, particularly k-fold cross-validation,
ensures that the models generalize well to new data by
testing across multiple data subsets, reducing the risk of
overfitting. Feature engineering, including techniques like
scaling, encoding categorical data, and creating
interaction terms, refines the data inputs to optimize model
learning. These approaches collectively provide
adaptability and precision, crucial for the dynamic
financial environment where timely, accurate decision-
making is a priority.

Traditional financial data analysis methods face
significant challenges due to the large volume of data, the
complexity of data types, and high demands for real-time
processing. Big data technology effectively addresses
these issues by enabling in-depth data mining and
analysis, uncovering hidden patterns and trends, and
enhancing the accuracy and efficiency of financial
analysis. The use of Decision Support Systems (DSS) in
enterprise management is increasingly prevalent.
Combining DSS with big data technology provides
businesses with more intelligent and customized decision
support.

In recent years, companies have increasingly
recognized the importance of data and are developing and
refining their own data analysis and decision support
systems. However, in practice, challenges persist,
including suboptimal data quality, incomplete analysis
models, and insufficient system integration. These issues
limit the effective application of big data and decision
support systems in financial management to some extent.

The objective of this study is to design a big data-
based financial data analysis and decision support system,
systematically addressing the limitations of existing
systems and enhancing both the accuracy of financial data
analysis and the effectiveness of decision support. This
research will approach the topic through theoretical
analysis, system design, empirical testing, and other
methodologies, aiming to provide practical solutions for
financial management and to advance the adoption of big
data technology within the financial sector.

This study aim to enhance financial data analysis and
decision-making capabilities for businesses by using a big
data-based system. Specific objectives are as follows:

Improve data processing capabilities: Integrate big
data technology to strengthen financial data processing,
addressing traditional challenges related to large data
volumes, diverse data types, and stringent real-time
requirements. Optimize financial analysis models:
Develop and refine financial data analysis models using
big data technology to extract deeper insights from
financial data, thereby improving the accuracy and
comprehensiveness of financial analysis and providing
valuable insights for business decision-making.

Design a robust decision support system integrated
with big data analysis results to deliver real-time, accurate
decision support for enterprise management. This system
enables businesses to make informed and strategic
decisions even in complex and volatile market conditions.
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Improve system integration by efficiently merging
financial data analysis with decision support functions,
ensuring smooth coordination across system modules.
This enhances overall system efficiency and stability,
providing businesses with a unified, comprehensive
financial management solution.

By systematically analyzing the application of big
data technology in financial data processing and decision
support, this research enriches the academic content at the
intersection of financial management and information
technology. This study investigates specific application
methodologies and pathways of big data in financial
management, offering a novel perspective for theoretical
exploration. Developing a big data-driven financial
analysis model demonstrates the potential and strengths of
data processing technologies in financial analysis. Based
on existing DSS theory and enhanced by big data analysis,
this research proposes a new system design and
implementation framework, deepening DSS theoretical
research and expanding its applicability within financial
management. The exploration of innovative financial
analysis methods further broadens the theoretical
foundation of financial analysis, as the integration of big
data processing technologies advances and refines
traditional financial analysis models, offering a valuable
new reference for related academic research.

At a practical level, this study designs and implements
a big data-based financial data analysis and decision
support system, offering positive impacts on enterprise
financial management practices. The system leverages big
data technology to process and analyze substantial
volumes of financial data swiftly and accurately,
enhancing both the efficiency and precision of corporate
financial management. This enables enterprises to make
timely and informed decisions in complex market
environments. By combining decision support capabilities
with big data analytics, the system provides a scientific
and accurate decision-making foundation for enterprise
management. Through real-time data analysis and
forecasting, the system effectively supports financial
decision-making processes, reduces decision-making
risks, and improves decision quality. With this study,
enterprises can better understand and apply big data
technology to advance their information infrastructure.
This system offers a comprehensive solution for financial
data processing and decision support, aiding enterprises in
achieving significant progress in digital transformation
and information management.

In recent years, the application of big data technology
in financial data analysis and decision support systems has
garnered considerable attention. Current research
emphasizes enhancing data processing capabilities and
decision support through big data technology, adapting to
increasingly complex financial management
environments and evolving market needs. Casturi and
Sunderraman proposed a rule-based, cost-efficient big
data analytics aggregation engine for portfolio
management, demonstrating big data technology’s
substantial advantages in increasing data processing
efficiency and reducing costs. This study provides a
theoretical foundation and practical experience for
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enterprises utilizing big data technology in financial data
analysis [1].

In the educational field, Fahd and Miah designed and
evaluated big data analytics methods for predicting
student success factors [2]. Although their research
primarily focuses on students, the methods and technology
they employed are also applicable to financial data
analysis. By identifying key factors within large datasets,
these techniques enable data-driven decision-making
processes. Dutta's research examined the asset-liability
management models of life insurance companies, focusing
on decision support system outcomes [3]. This research
underscores the effectiveness of big data technology in
managing complex financial environments and serves as a
valuable reference for designing decision support systems.

For credit risk assessment, Lu et al. proposed a
decision support method based on dynamic Bayesian
networks, showcasing big data technology’s potential in
risk management by enhancing accuracy and timeliness
through dynamic modeling [4]. Talamo et al. addressed
organizational and individual decision-making challenges
in the design of financial artificial intelligence systems,
providing methodological insights that are especially
beneficial for managing the complexity of decision
processes in this study [5].

Peng and Bao developed an enterprise management
analysis framework utilizing big data technology, which
demonstrates the extensive applications of big data in
enterprise management, particularly in enhancing data
analysis and decision support capabilities [6]. Popovic et
al. explored the influence of big data analytics on
enterprise high-value business performance, concluding
that big data analysis can significantly improve business
performance, reinforcing its value in financial data
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analysis [7]. Liu et al. introduced a model for Internet
financial risk control based on machine learning
algorithms, showcasing the role of machine learning in
financial risk management and offering technical
guidance and methodological references for this study [8].

The creative contributions of this study are reflected
in the application of big data technology to enhance
financial data analysis and decision support systems. The
use of advanced big data processing technologies, such as
Hadoop and Spark, enables the system to handle large
volumes of complex financial data with high efficiency
and accuracy. Additionally, the design of an integrated
financial risk early warning system allows enterprises to
identify and mitigate risks through real-time monitoring of
key financial indicators, such as the current ratio and asset-
liability ratio. Another key innovation is the application of
decision-making tools, like net present value (NPV) and
internal rate of return (IRR), to assist businesses in making
optimal investment choices. The system’s design not only

improves financial analysis accuracy but also empowers
enterprises with data-driven insights to enhance decision-
making in competitive markets.

Existing  research ~ demonstrates  significant
advancements in the use of big data technology for
financial data analysis and decision support systems [9].
Nonetheless, several persistent challenges remain, such as
ensuring high data quality, achieving seamless system
integration, and meeting real-time processing demands.
Addressing these issues is essential for advancing the
implementation and utility of big data technology in
financial management, as overcoming these obstacles will
facilitate more robust and effective applications within the
field.

Table 1: Summary of reviewed research in related work section.

Study Reference Methods Used Data Set Evalua_tlon Key Findings
Metrics
Big data analytics
Casturi & aril:k;?g sggst Portfolio effetgf\f;ess eeﬁiac?gﬁccois;-
Sunderraman [1] yues, management data p ' y
aggregation efficiency portfolio
management.
Data analytics
. Predl_ctlve Student academic Predictive effectively predict
Fahd & Miah [2] analytics for key success
records accuracy
success factors factors for
students.
Model improves
Asset-liability o . asset-liability
Life insurance Decision support X .
Dutta et al. [3] management - alignment in
data efficiency . .
model complex financial
environments.
Model enhances
Dynamic AcCurac credit risk
Luetal. [4] Bayesian Credit risk data \eeuracy, assessment
timeliness .
networks accuracy with

real-time data.
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Al-based systems

.. . . . Decision improve decision-
Decision Financial decision . .
Talamo et al. [5] . complexity, making under
modeling, Al processes S . .
efficiency complex financial
conditions.
. Big data
Business °l9
application boosts
management Corporate Performance . .
Peng & Bao [6] . business analysis
analysis management data enhancement ;
and strategic
framework

planning.

Machine learning

Liuetal. [8] risk control model

Internet finance
risk data

Machine learning
strengthens risk
control in internet
finance sectors.

Risk prediction
accuracy

2 Theoretical basis

2.1 Overview of big data technology

The methods outlined focus on systematically addressing
financial data analysis and decision support system
design. First, data is gathered from multiple sources,
followed by preprocessing, which includes cleaning,
transformation, and integration to ensure data quality. The
system incorporates both relational and NoSQL databases
to handle structured and unstructured data efficiently. Big
data processing tools, like Hadoop and Spark, are then
used to manage large volumes of data swiftly and
accurately. The methods also integrate financial analysis
models, such as regression analysis and decision trees, to
predict and optimize financial decisions. These models are
implemented within a user-friendly interface to provide
real-time decision-making support. The methodology is
coherent and logical, aligning well with the goal of
improving financial data processing, risk management,
and decision-making efficiency.

2.1.1 Definition and characteristics of big data

Big data refers to datasets too large or complex to be
managed by traditional data processing tools. Its primary
characteristics include Volume, Variety, Velocity, and
Veracity.

Large volume: This is seen in the exponential growth
of data amounts, far exceeding traditional database
processing capacities. Zheng et al. highlight that modern
information systems produce massive quantities of both
structured and unstructured data daily, and that
conventional database technologies are insufficient for
handling this scale [10]. Advanced storage and processing
solutions, such as distributed storage and parallel
computing, are thus essential.

Variety: This characteristic is represented by the wide
range of data sources and types. Xue's research notes that
with rapid advances in information technology, data
sources have diversified to include sensor data, social
media data, and transaction records [11]. These sources
contain both structured data and large amounts of

unstructured data, such as text, images, and videos,
complicating data processing and analysis tasks.

Fast: This characteristic refers to the rapid rate at
which data is generated and processed. Modern
information systems demand real-time or near real-time
data processing and analysis to enable timely decision-
making. Xu and Zhou noted that advances in big data
technology make real-time data processing feasible,
thereby supporting enterprises in making prompt
decisions within a rapidly evolving market environment
[12]. These real-time requirements place higher demands
on data processing technologies, necessitating the
adoption of streaming data processing and real-time
analytics.

Authenticity: This aspect emphasizes the quality and
reliability of data sources. Big data comes from diverse
sources, leading to varying degrees of data quality, which
makes ensuring data authenticity and accuracy a critical
concern.

2.1.2 Big data processing technology

Big data processing technology encompasses the full
sequence from data acquisition, storage, processing, and
analysis (as shown in Figure 1). Applying big data
technology enables the efficient handling and analysis of
vast datasets, offering robust technical support for
decision support systems.

This study reinforces the critical evaluation of the
references, focusing on those sources that directly support
the arguments and methods. By selectively referencing the
literature, the research ensures consistency with the
center's claims and enhances credibility. This study draws
on articles published on Informatica, such as theoretical
discussions on big data processing and decision support
system design. Provides reliable, peer-reviewed insights
for research that confirm the application of big data in
financial analysis and risk management.

Data acquisition Data storage Data processing Data analysk

Figure 1: Big data technology processing flow.
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The initial step involves data acquisition, gathering
information from a wide range of sources. Rodrigues et al.
indicate that a significant challenge in data collection
arises from the diverse origins and formats of these
datasets [13]. Sources such as sensors, social media, and
transaction records provide critical data, often in both
structured and unstructured formats, necessitating various
acquisition and preprocessing techniques.

The second step is data storage, a critical component
of big data processing that influences overall efficiency
and reliability. Traditional relational databases often
cannot handle the scale and complexity of big data,
making NoSQL databases and distributed file systems
(such as Hadoop HDFS) the primary options for effective
storage. Jensen et al. noted that NoSQL databases offer
flexible data management across diverse formats, while
distributed file systems ensure efficient data storage and
access mechanisms [14].

The third step is data processing, where distributed
computing technology is essential. MapReduce serves as
the primary computing model within the Hadoop
framework, dividing data into smaller units for parallel
processing across multiple nodes, thereby achieving
efficient large-scale data handling. Rodrigues highlighted
that the MapReduce model is particularly advantageous in
massive data processing scenarios that require intensive
calculation and analysis [13]. As a big data processing
engine, Spark enhances both speed and processing
efficiency by utilizing in-memory computing technology,
providing faster performance compared to MapReduce.

The fourth step is data analysis, which represents the
ultimate objective of big data processing. Through data
mining, machine learning, and statistical analysis,
valuable insights and knowledge can be extracted from
vast datasets. Jensen emphasized that machine learning
algorithms in big data analysis significantly improve
predictive accuracy and pattern recognition [14].
Techniques such as classification, clustering, and
regression are widely applied in financial data analysis,
market prediction, and risk assessment.

Data security and privacy are critical in big data
processing. It is essential for big data technologies to
implement effective strategies to safeguard data
confidentiality and integrity while maintaining processing
efficiency. Common security measures include encryption
techniques, access control, and data anonymization, all of
which play a vital role in protecting sensitive information.
Proper encryption ensures data is unreadable to
unauthorized users, while access control restricts data
access based on user roles and permissions. Additionally,
data anonymization techniques help preserve privacy by

masking personal identifiers within datasets, thus
preventing unauthorized disclosure of individual
information.
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2.2 Theoretical framework of financial
data analysis

2.2.1 Financial data analysis methods

Financial data analysis primarily involves data
preprocessing, data mining, and data visualization.

Data preprocessing is the initial stage of financial data
analysis and includes data cleaning, transformation, and
reduction. Li and Chen noted that preprocessing helps
remove data noise, fills in missing values, and
standardizes data formats to support subsequent analysis
and mining processes [15]. When dealing with financial
statements, it is essential to ensure all data is thoroughly
cleaned and standardized for reliable analytical outcomes.

Data mining is the core phase of financial data
analysis. Wang developed an investment recommendation
model based on time series data, utilizing data mining
techniques from financial time series analysis [16].
Common data mining approaches include classification,
regression, clustering, and association rule mining. These
methods enable analysts to detect patterns and trends
within financial data, supporting informed investment
decisions and risk management. Classification aids in
credit risk assessment, clustering assists in customer
segmentation, and association rule mining reveals
correlations among financial indicators. Specifically,
fuzzy clustering and the Apriori algorithm are frequently
applied, with Guo highlighting their use in the interactive
analysis of financial management software to identify
frequent item sets and association rules within datasets
[17].

Data visualization represents the final stage in
financial data analysis, presenting complex results in a
form accessible to decision-makers. Data visualization
techniques include charts, dashboards, and interactive
reports [18]. These tools enhance communication of
analytical results and assist users in identifying hidden
patterns and anomalies within data. Trends in financial
indicators are easily observable through time series
graphs, while correlation levels between various financial
indicators can be visualized using heat maps. Each step of
financial data analysis offers distinct benefits and
challenges, necessitating tailored choices of techniques
and methods aligned with specific analysis objectives and
data characteristics.

2.2.2 Financial data analysis index system

The index system of financial data analysis plays a
vital role in comprehensively assessing an enterprise’s
financial condition and operational performance by
measuring and evaluating various key indicators. A well-
constructed index system for financial data analysis
includes core financial indicators such as operational
efficiency, profitability, debt repayment capacity, and
growth potential [19]. These indicators evaluate an
enterprise's financial health from multiple perspectives,
offering a scientific foundation for informed decision-
making. The specific details are presented in Table 2
below.
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Table 2: Financial data analysis indicator system.
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Indicator Category

Indicator Name

Calculation Formula

Description

Profitability

Gross Profit Margin

(Sales Revenue - Cost of Goods
Sold) / Sales Revenue

Measures basic
profitability of sales
activities

Net Profit Margin

Net Profit / Sales Revenue

Measures overall profitability of
the enterprise

Return on Assets

Net Profit / Total Assets

Measures efficiency in using

Current Liabilities

term solvency

(ROA) assets
Return on Equity Net Profit / Shareholder's Measures return on shareholder's
(ROE) Equity investment
Solvency Current Ratio Current Ass_e?s_/ Current Evaluates_short—_tgrm
Liabilities debt-paying ability
Quick Ratio (Current Assets - Inventory) / A stricter evaluation of short-

Debt to Asset Ratio

Total Liabilities / Total Assets

Evaluates financial structure

stability
Operating . Cost of Goods Sold / Average Measures inventory
- Inventory Turnover Ratio management
Efficiency Inventory o
efficiency

Accqunts Sales Revenue / Average Evaluates efficiency of accounts

Receivable . ;

Accounts Receivable receivable recovery

Turnover
Total Asset Sales Revenue / Average Total Measures asset utilization

Turnover Assets efficiency

Growth Ability

Sales Growth Rate

(Current Period Sales Revenue -
Previous Period Sales Revenue)
/ Previous Period Sales Revenue

Measures the
growth rate of sales
revenue

(Current Period Net Profit -
Previous Period Net Profit) /
Previous Period Net Profit

Net Profit Growth
Rate

Measures the growth rate of net
profit

(Current Period Total Assets -
Previous Period Total Assets) /
Previous Period Total Assets

Asset Growth Rate

Measures the growth rate of
asset scale

2.2.3 Common models in financial data
analysis

Commonly used models in financial data analysis include
the regression analysis model, time series analysis model,
and decision tree model. Among these, the regression
analysis model is foundational and widely applicable,
enabling companies to forecast financial indicators by
examining the relationships between independent and
dependent variables. The linear regression model, in
particular, is a widely adopted variant of the regression
analysis model, with its basic form represented as follows

(Formula 1):
Y = B0+ BIX +0 )
Where, Y is the dependent variable, X is the
independent variable, /3, and [1 are the intercept and

slope of the model, respectively, and O represents the
error term. By estimating parameters /3, and A1 using

the least squares method, the linear relationship between
the independent and dependent variables can be
established, enabling prediction and analysis based on the
model.

The time series analysis model is utilized to process
sequential data, examine historical data trends, and
forecast future financial metrics. Common models within
time series analysis include the autoregressive integrated
moving average model (ARIMA) and the exponential
smoothing model (ETS). The ARIMA model uniquely
integrates autoregressive and moving average components
to effectively capture temporal dependencies and trend
patterns in data, and its basic form is as follows (Formula
2):
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Y=CH Y+ Y o+ ¢th—p+ OQ 1 +0,Q o+ + an—qJ" Q (2)
Y represents the observed value at time t, C is the
constant term, ¢ is the autoregressive coefficient, 6’j is

the moving average coefficient, and O, denotes the error

term. Utilizing the ARIMA model enables the capture of
trends and cyclical patterns within time series data,
facilitating effective financial forecasting.

The decision tree model is a decision analysis tool
structured as a tree, widely used for both classification and
regression tasks. It works by recursively partitioning the
dataset into smaller subsets, selecting the optimal split
point at each node until a stopping criterion is met. The
construction process follows these basic steps:

1. Select the optimal feature as the basis for node
segmentation.

2. Divide the data set into subsets according to
different values of feature.

3. Recursively build subtrees for each subset until the
stop condition is met.

The decision tree model describes the node
segmentation process through (Formula 3):

Gini(D)=1-) " p’ 3)
Gini(D) represents the Gini coefficient of node D,

while k denotes the total number of classes, and P;

indicates the proportion of Class E samples. The Gini
coefficient serves as a criterion for identifying the optimal
segmentation point, ensuring the highest possible purity of
the resulting subset.

2.3 Basic theory of decision support system
2.3.1

Definition and composition of decision
support system

A Decision Support System (DSS) is a computer-based
information system developed to assist decision-makers in
handling complex decision-making tasks. By integrating
data, analytical models, and user interfaces, DSS enables
users to analyze issues, formulate decision strategies, and
evaluate outcomes effectively [20]. Widely applied across
fields such as enterprise management, healthcare, and
financial investment, DSS provides a scientific foundation
for decision-making that enhances both accuracy and
efficiency. Through data analysis, model computation,
and expert systems, DSS equips decision-makers with
structured tools and methodologies for each phase of the
decision-making process, including problem
identification, data collection, model development,
solution evaluation, and feedback.

The composition of a DSS typically includes several
key subsystems:

The Data Management subsystem is responsible for
the collection, storage, and management of data essential
for decision-making. Data sources include both internal
data (e.g., enterprise financial and production data) and
external data (e.g., market and economic information)
[21]. This subsystem houses the Database Management
System (DBMS), which facilitates efficient data access
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and management. A primary function of the Data
Management subsystem is to ensure data accuracy,
consistency, and timeliness, providing a reliable
foundation for subsequent analysis and decision support.

The Model Management subsystem oversees the
storage and administration of analytical models required
for decision support. These models may include
mathematical, statistical, optimization, or simulation types
[22]. This subsystem allows for model definition, creation,
modification, and execution, supporting flexible
application and updating of models. By selecting
appropriate models, complex scenarios can be simulated
and analyzed, enabling decision-makers to evaluate the
potential impacts of various options.

The User Interface subsystem serves as the
intermediary between the DSS and the user. It offers an
accessible interface that allows decision-makers to input
data, select models, execute analyses, and view results.
Key components of this subsystem include a graphical
user interface, reporting tools, and visualization options,
which present data and analysis outcomes clearly to
facilitate users’ understanding and application of system
information.

The Knowledge Management subsystem plays a
crucial role by gathering, storing, and managing decision-
related knowledge, such as expert insights, business rules,
and historical decision examples. This subsystem employs
a Knowledge Base to convert expert knowledge into
system rules, thereby assisting decision-makers in making
more informed and scientifically grounded choices.

The Communication subsystem enables information
exchange between the DSS and the external environment.
Through this subsystem, the DSS can acquire up-to-date
market and economic data from external sources, while
also transmitting analysis results and decision
recommendations to relevant decision-makers or
implementing departments.

2.3.2 Application of decision support system in
financial management

The Decision Support System (DSS) offers scientifically
grounded decision-making support for enterprises by
integrating data analysis, model computation, and user
interfaces. DSS is particularly effective in budgeting and
control, as it leverages historical financial data and market
forecasts to help enterprises develop rational budgets and
make dynamic adjustments during implementation,
ensuring budget accuracy and execution effectiveness.
Kwan et al. demonstrates that computerized DSS can
enhance decision-making accuracy, improve efficiency,
and minimize human errors [23].

Through automated data processing and analytical
functionalities, DSS swiftly generates financial statements
and analytical reports, enabling enterprise management to
understand financial health and operational outcomes in a
timely manner. This automation enhances reporting
efficiency and improves data accuracy and transparency.

DSS also identifies, assesses, and manages various
financial risks faced by enterprises using an integrated risk
assessment model. Lutz et al. noted that DSS performs
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strongly in complex analysis and forecasting tasks, aiding
enterprises in comprehensive risk management [24]. By
analyzing market data and financial indicators, DSS
allows for accurate financial risk predictions and provides
actionable strategies to help enterprises mitigate potential
exposure.

In addition, DSS plays a vital role in investment
decisions by integrating diverse investment analysis
models. This capability assists companies in evaluating
the benefits and risks of different investment scenarios,
thereby supporting informed, data-driven investment
decisions. DSS effectively processes vast amounts of
historical and real-time data, and integrates
macroeconomic factors and market trends to provide
comprehensive investment analysis and guidance.

3 Research design

3.1 System design principles

System design should prioritize user needs, ensuring
usability and operability to allow decision-makers
streamlined access to and analysis of financial data. The
system requires high-capacity data processing, able to
efficiently manage large-scale and diverse financial
datasets, thus maintaining data timeliness and accuracy.
Advanced data storage and processing technologies, such
as distributed databases and parallel computing, should be
employed to maximize processing efficiency. The system
must exhibit robust scalability, enabling flexible
expansion and upgrades to meet evolving enterprise
requirements. Multi-level security protocols should be
implemented to guarantee the confidentiality and integrity
of financial data. Additionally, intelligent analysis and
decision-support functionalities should be integrated
through data mining, machine learning, and artificial
intelligence technologies, facilitating in-depth financial
data analysis and informed decision-making.

To ensure clarity and replicability, the methods need
precise parameters at each stage of data processing,
modeling, and evaluation. For data processing, specific
configurations used in the ETL process should be
included, such as extraction intervals, transformation
rules, and the cleaning criteria. The exact ETL software
solution, such as Apache Nifi or Talend, and any SQL or
Python scripts used should be specified, detailing the
functions or libraries employed for each transformation. In
the modeling stage, the algorithms, model parameters, and
training settings, such as learning rates or epoch counts in
machine learning, should be explicitly listed to allow exact
replication. Similarly, evaluation metrics, such as
accuracy, recall, or F1 score, and their respective
thresholds for decision-making should be clarified. These
details ensure that each methodological step is replicable
and the results are verifiable, enhancing the study’s

reliability.

3.2 System architecture design

The architecture design of a financial data analysis and
decision support system utilizing big data must thoroughly
address data collection, storage, processing, and analysis
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to ensure effective data management and intelligent
decision support. This system adopts a hierarchical
structure, comprising the data layer, processing layer,
analysis layer, and application layer. The data layer
manages the acquisition and storage of financial data from
diverse internal and external sources, using distributed
databases to facilitate efficient access and management.
The processing layer employs big data technologies, such
as Hadoop and Spark, to conduct data cleaning,
transformation, and pre-processing, establishing a reliable
data foundation for subsequent analysis. In the analytics
layer, various data mining and machine learning models
are integrated to enable comprehensive analysis of
financial data through real-time and batch processing,
providing predictive and trend analysis capabilities.
Finally, the application layer features a user-friendly
interface supporting multiple interaction methods, such as
chart presentation, report generation, and customized
queries, aiding decision-makers in interpreting and
applying the analytical outcomes. The architectural design
also emphasizes high availability and scalability,
incorporating fault-tolerant mechanisms and dynamic
scaling techniques to maintain system stability under high
loads and in dynamic environments.

3.3 Data source and data processing

3.3.1 Data acquisition and preprocessing

This study primarily collects a range of financial data from
external sources, including market data, economic
indicators, industry reports, and social media data. These
data are accessed through APIs, web crawlers, and third-
party data providers. To maintain data quality and
consistency, pre-processing steps are undertaken,
involving data cleaning, transformation, and integration.
Data cleaning addresses missing values, duplicate entries,
and outliers by employing methods such as interpolation,
mean replacement, and statistical detection. Data
transformation standardizes and normalizes data to
remove unit and scale disparities between different
sources, while data integration consolidates data into a
consistent format to ensure logical and structural
uniformity.

In this study, ETL (Extraction, Transformation,
Loading) tools are used to automate data acquisition and
pre-processing, enhancing processing efficiency. These
tools extract data from source systems according to
predefined workflows and scripts, clean and transform it,
and load it into a data warehouse, establishing a high-
quality data foundation for subsequent analysis. This
process not only improves data accuracy and processing
efficiency but also lays the groundwork for the system's
real-time data analysis capabilities.

3.3.2 Data storage and management

The data storage scheme selection in this study carefully
considers data characteristics, including scale, structure,
access frequency, and security, to address diverse storage
requirements effectively. A hybrid storage approach is
implemented, integrating both relational databases and
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NoSQL databases. This combined storage solution
accommodates various data types while ensuring
flexibility and robustness to support the study’s analytical

objectives, as shown in Table 3 below.

Table 3: Data storage solutions comparison.

Storage | Advantag | Disadvantag | Suitable
Solution es es Scenarios
Strong
transaction Poor
processing | scalability, Core
. , high data low financial
Relational - . .
consistenc | efficiency in data,
Database .
Y, supports handling structured
complex large-scale data
SQL data
queries
Flexible
data
model, .
Dynamic
supports Does not
: data,
NoSQL high support
unstructur
Database | concurren complex
. ed and
(MongoD cy and transactions, .
semi-
B) large-scale | weaker data
. structured
data consistency
data
storage,
strong
scalability
Efficient
handling
ofsglge— Poor real- Large-
Distribute | . °= time scale data
. distributed . .

d File data processing, analysis,
System s o’rts high data batch
(HDFS) PP access processing

parallel
; latency tasks
computing
and batch
processing

3.3.3 Data cleaning and conversion

In this study, data cleaning includes identifying and
handling missing values, duplicate entries, and outliers,
while data conversion covers normalization, scaling, and
data format transformations.

The initial step addresses missing values. For datasets
with relatively few missing entries, records containing
missing data are removed. However, when the extent of
missing data is significant, and deletion would
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compromise analysis, interpolation or mean imputation is
applied to estimate missing values. The interpolation
method predicts missing values based on trends from
adjacent data points, as follows (Formula 4):

X = Xi—l+ Xi+l
! 2
X, is the missing value, while X, , and X, ,

represent the previous and subsequent non-missing values,
respectively.

The second step involves handling duplicate entries,
as duplicates can skew analytical results. Identifying and
removing duplicate records ensures data accuracy and
uniqueness.

The third step addresses outliers, which are data
points that deviate significantly from expected ranges.
These outliers are typically detected and managed using
the Boxplot method or the standard deviation approach, as
shown in (Formula 5):

(4)

X —
Z — —,Ll (5)
o

Z represents the standard fraction, X denotes the
data point, # is the mean, and O (o) indicates the
standard deviation. When Z exceeds a predefined
threshold, these data points are classified as outliers and
are either processed or excluded as appropriate.

Data transformation involves both standardization
and normalization. Normalization adjusts the data into a
standard normal distribution with a mean of 0 and a
standard deviation of 1, as demonstrated below (Formula
6):

X —
X! :_'u (6)
o

Normalization adjusts data to fit within the range [0,
1], following this formula (Formula 7):

X' = X - Xmin 0
Xmax - Xmin

X represents the original data, while X'' denotes

the transformed data. Here, X, and X, representthe

minimum and maximum values within the data set,
respectively. Adjustments are applied to standardize data
values between C and D, ensuring consistent scale and
reducing variability for more accurate comparative
analysis across the data set. This transformation process
supports enhanced data normalization and minimizes
distortion, especially when dealing with a wide range of
values across different categories.

To ensure consistency in data preprocessing, the
standardization and normalization techniques are
distinctly applied based on the characteristics of specific
financial indicators. Standardization is applied to
indicators like revenue and net profit, which vary widely
across different periods and can benefit from
transformation to a standard normal distribution (mean 0,
standard deviation 1), allowing consistent scale for
predictive modeling. Normalization, on the other hand, is
applied to indicators such as liquidity ratios and turnover
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ratios, converting their values into a range between 0 and
1 to facilitate comparison across different metrics without
scale imbalance. This detailed approach in data
preprocessing enhances the model ' s interpretability,
maintains consistency, and improves the model’s
performance by ensuring that each transformation aligns
with the unique properties of the respective financial
indicator.

3.4 Module function design

3.4.1 Data analysis module

The data analysis module forms the core of the financial
data analysis and decision support system, with its primary
function to perform in-depth analysis of collected and
stored data, ultimately providing valuable decision-
making insights. Python is utilized as the main tool for
data analysis, leveraging both data analysis libraries and
machine learning libraries to enable efficient processing
and analysis. Table 4 below presents the primary functions
and advantages of the Python data analysis tools applied
in this study.

Table 4: Data analysis tools comparison.

Tool Main Functions Advantages
Data cleanl_ng, Easy to use,
transformation,
- S powerful
Pandas manipulation; . .
functions, suitable
supports DataFrame for structured data
and Series structures
Numerical
computation, Fast computation
NUmPy suppo_rts Iarge-_scale speed, !deal for
matrix operations numerical and
and mathematical matrix operations
functions
Machine learning
I|brary, includes Comprehensive
algorithms for .
- e functions, easy to
Scikit- classification, .
| . use, suitable for
earn regression, . hi
clustering, and various machine
. LI learning tasks
dimensionality
reduction
3.4.2 Decision support module

The decision support module serves as the core of the
financial data analysis and decision support system,
primarily designed to provide robust decision support for
enterprise management through insights derived from data
analysis. This study employs linear regression and
decision tree models as key decision support tools,
catering to a variety of decision-making scenarios. The
functions and advantages of the decision support methods
applied in this study are detailed in Table 4 below.

Table 4: Decision support methods comparison.

S. Zhang
Method Main Functions Advantages
Predicts and Simple to use,
; . strong
explains the linear . -
. . ; interpretability,
Linear relationship !
. suitable for
Regression | between dependent -
A linear
and independent . .
: relationship
variables .
analysis
Easy t
Handles complex asy 10
. understand and
decision problems, .
. L interpret,
Decision presents decision handles
Tree paths and results .
nonlinear
through a tree . .
relationships,
structure . S
high efficiency

3.5 System implementation and
deployment

In this study, the system is implemented using a
microservice architecture to decouple functional modules,
enhancing both flexibility and maintainability. The
microservice design deploys and manages each module
independently,  facilitating  interactions  through
lightweight communication mechanisms. This structure
not only improves system scalability but also minimizes
the overall impact of potential system failures.

The decision support module incorporates linear
regression and decision tree models to provide predictive
insights for financial data analysis. However, to enhance
accuracy, especially for financial data with non-linear
characteristics and temporal dependencies, additional
advanced models are considered. Random forest and
gradient boosting methods offer greater capacity for
handling non-linear data patterns, improving the system's
ability to capture complex financial trends. Furthermore,
recurrent neural networks (RNN) are introduced to
address temporal dynamics, enabling the system to better
account for sequence dependencies in financial data.
Integrating these models improves the robustness and
versatility of the decision support module, ensuring more
reliable outcomes in a variety of financial decision-
making scenarios.

The experimental setup for implementing and
deploying the financial data analysis system includes key
specifications on data set size, hardware, software
environment, and parameter configurations. The data set
comprises financial records totaling 500 GB, processed
using Hadoop and Spark for distributed data handling.
Hardware configurations include a 64-core CPU with 256
GB RAM and 2 TB SSD storage. Software setup includes
Hadoop 3.2.1, Spark 3.1.2, and Docker 20.10 for
containerization, running on a Linux-based environment
with Ubuntu 20.04. Parameters for Hadoop's HDFS

include a block size of 128 MB and a replication factor of
three to ensure data reliability. Spark configurations use
an executor memory of 8 GB per node and a parallelism
setting of 64, optimizing for large-scale data processing.
These technical details ensure reproducibility and allow
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other researchers to accurately compare and benchmark
system performance.

For deployment, containerization technology is
employed, with each module packaged into an isolated
operating environment using Docker containers. Docker
provides a lightweight, consistent, and rapid deployment
solution, which enhances the system's stability and
deployment efficiency. Additionally, Kubernetes is
utilized for container orchestration and management.
Kubernetes offers robust features for automated
deployment, scaling, and management, dynamically
adjusting resource allocation based on system load,
ensuring stable operation under high concurrency and
heavy traffic.

4 Case study

4.1 Case background

Company A, a medium-sized enterprise established in
2010, specializes in the sale of mobile phones and related
electronic products. Headquartered in the United States,
the company’s primary market comprises major cities in
China. Company A ' s product lineup includes
smartphones, tablets, smartwatches, and various smart
home devices, with a focus on the mid-to-high-end
market. The company is dedicated to building customer
trust through technological innovation and high-quality
service.

Amid the rapid expansion of the smart device market
and rising competition, Company A faces significant
market pressures and challenges. To address these, the
company has increased investments in research and
development, as well as marketing, introducing new
products that are competitive within the market. The
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company actively works to optimize supply chain
management and control costs, which bolsters operational
efficiency and enhances its competitiveness and
profitability.

Company A's sales revenue and net profit have shown
steady growth; however, cost pressures are also gradually
rising. The company employs stringent budget control and
financial analysis mechanisms, regularly reviewing
financial statements and monitoring financial indicators to
promptly identify and address operational challenges. The
management of current assets and liabilities remains
stable, reflected by a high current ratio and quick ratio,
which ensures the company'’s capability to meet short-term
obligations.

Looking ahead, Company A aims to further
strengthen its market competitiveness and achieve
sustainable development by increasing its investment in
research and development over the next five years. These
investments will drive product innovation and enhance
marketing strategies to expand brand influence.
Additionally, Company A seeks to elevate its financial
management and  decision-making processes by
leveraging big data analytics and decision support
systems, thereby advancing its strategic goals through
informed data analysis and decision-making

4.2 Data selection and processing

To ensure the accuracy and depth of the analysis, data
covering key financial indicators of Company A,
including sales revenue, cost of sales, net profit, current
assets, current liabilities, total assets, and shareholders'
equity over the past three years, has been selected. The
details are presented in Table 5 below.

Table 5: A company's financial data details.

Sales Cost of Net Profit Current Current Total Assets Shareholder's
Year Revenue Sales (million) Assets Liabilities (million) Equity
(million) (million) (million) (million) (million)
2021 58.73 34.21 10.45 25.67 14.32 72.45 45.12
2022 63.29 36.89 11.24 27.89 15.67 78.34 48.67
2023 67.54 39.76 12.13 30.21 16.89 83.56 52.34

The selected data undergoes rigorous cleaning and
transformation to ensure consistency and reliability.
During data cleaning, missing values, outliers, and
duplicate entries are addressed: the interpolation method
is applied to estimate missing values, while outliers are
identified and managed using the boxplot method. In the
data transformation phase, all financial indicators are
standardized to remove unit and scale discrepancies, thus
enhancing comparability across variables and ensuring
uniformity.

4.3 Financial risk early warning analysis

This study uses current ratio, quick ratio, asset-liability
ratio and other indicators to evaluate the financial risk of

Company A in recent three years. As shown in Figure 2
below.

Company A's financial risk
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Figure 2: Financial risk of Company A.
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In terms of the current ratio, Company A has
maintained a level between 1.78 and 1.79 over the past
three years, indicating stable short-term debt repayment
ability. A current ratio exceeding 1.5 typically suggests
that the company possesses sufficient current assets to
meet its short-term obligations.

The quick ratio has shown slight fluctuation over the
same period, decreasing marginally from 1.12 in 2021 to
1.10in 2022, before returning to 1.12 in 2023. With a ratio
above 1.0, the company demonstrates solid liquidity. The
minor dip in 2022 may reflect short-term variations in
inventory or accounts receivable management.

Company A'’s asset-liability ratio has ranged between
0.59 and 0.60 in recent years, reflecting a sound financial
structure with a moderate level of debt. A lower asset-
liability ratio suggests that the company benefits from
leveraging its own capital for expansion and investment,
with minimal debt repayment risk.

The financial risk analysis in this section will
incorporate a discussion on the rationale for selecting
specific ratios, such as the current ratio and quick ratio, by
evaluating their direct impact on assessing liquidity and
short-term solvency. The choice of these ratios provides a
clear snapshot of the company’s ability to meet its short-
term obligations. To broaden the depth of analysis, a brief
comparison with other common financial risk assessment
tools, such as Altman’s Z-score, is included. Altman’s Z-

score, a well-regarded predictor of bankruptcy risk,
enables a more comprehensive financial risk evaluation by
combining profitability, leverage, liquidity, solvency, and
activity ratios. Integrating this perspective will
complement the traditional liquidity ratios and provide a
more robust framework for assessing Company A's
financial stability, supporting a holistic approach to
financial risk assessment.

Company A's cash flow ratio has remained between
0.82 and 0.85 over the last three years, suggesting that
cash flow from operations sufficiently covers short-term
liabilities. Although slightly below the ideal benchmark of
1.0, the company would benefit from enhanced cash flow
management to ensure sustained financial stability.

The stability of Company A's key financial indicators
over the past three years reveals no significant financial
risks. However, it remains essential to monitor
fluctuations in the quick ratio and manage the cash flow
ratio effectively to maintain long-term financial health and
mitigate potential risks.

4.4  Analysis of investment decision
support

In this study, the net present value (NPV), internal rate of
return (IRR), and payback period (PBP) are applied to
assess the company'’s three investment options, guiding
the company in selecting the optimal project. These
metrics, shown in Figure 3 below, enable a comprehensive
comparison of each scheme's profitability, risk, and time
to recoup investment, thus providing a robust basis for
informed decision-making on capital allocation.
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Figure 3: Evaluation of company A's investment plan.

The net present value (NPV) of Plan A is $4.56
million, with an internal rate of return (IRR) of 15.2% and
a payback period of 3.5 years. This option presents a
favorable combination of NPV and IRR alongside a
moderate payback duration, indicating a strong return on
investment within manageable risk parameters. Plan B, on
the other hand, has an NPV of $3.78 million, an IRR of
13.5%, and a payback period of 4.0 years. Compared to
Plan A, Plan B offers a slightly lower NPV and IRR, a
longer payback period, and a reduced return on
investment, carrying a relatively higher degree of risk.
Plan C achieves the highest performance across all
indicators, with an NPV of $5.12 million, an IRR of
16.8%, and the shortest payback period at 3.0 years. These
results underscore Plan C as the most advantageous
option, boasting the highest NPV and IRR and the
quickest fund recovery rate.

Therefore, based on the metrics of NPV, IRR, and
payback period, Plan C stands out as the optimal
investment choice. Plan A ranks as a viable alternative due
to its comparatively high return on investment, although it
offers a slightly lower IRR than Plan C. Plan B, with its
lower NPV, IRR, and longer payback period, is not
recommended as the preferred option given its higher
associated risks.

4.5 System performance evaluation

To strengthen the performance evaluation of the
developed system, a benchmark comparison with state-of-
the-art (SOTA) systems is essential. This includes
comparing metrics like data processing speed, accuracy,
system stability, and user satisfaction against those of
current leading systems. Integrating this benchmarking
will involve using tables or figures to highlight the
developed system’s performance in areas such as faster
processing speeds, reduced computational costs, or higher
system reliability. These metrics, when set against
established systems, will clearly demonstrate the
advantages and potential improvements achieved by the
new system. Such comparative data provides quantitative
support for claims of superior performance, offering
clearer insights into the system’s competitive strengths in
financial data processing and decision support.
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Comprehensively assess the performance of
Company A's financial data analysis and decision support
system by evaluating key metrics such as processing
speed, data accuracy, system stability, and user
satisfaction. This analysis provides insight into the
system's operational status and serves as a foundation for
future optimization. Details are presented in Table 6 and
Figure 4.

Table 6: Performance evaluation of Company A's
decision support system.

Evaluation Metric 2021 2022 2023
Data Processing

Speed (s) 2.45 2.30 2.15

User Satisfaction 8.2 85 8.7

(score)

Data Accuracy (%) 98.5 98.7 98.9
System Stability

(%) 99.2 99.4 99.5

In terms of data processing speed, Company A’s
system has shown consistent improvement over the past
three years, decreasing from 2.45 seconds in 2021 to 2.15
seconds in 2023. These results indicate the system’s robust
capability in handling large-scale financial data
efficiently, enabling it to complete complex analytical
tasks within a reduced timeframe, thereby enhancing
overall operational efficiency. Additionally, user
satisfaction scores have increased from 8.2 in 2021 to 8.7
in 2023, which reflects the system ' s continuous
optimization in functionality, usability, and performance,
contributing to a strengthened user experience and
building greater user trust.

System performance

Data Accuracy (%) System Stability (%)
Figure 4: System performance.

The system's accuracy has remained consistently
high, increasing from 98.5% in 2021 to 98.9% in 2023.
This stability in accuracy ensures the reliability of analysis
results, minimizes decision-making errors caused by data
discrepancies, and provides a robust data foundation for
the company. Operational stability has also improved
annually, rising from 99.2% in 2021 to 99.5% in 2023.
This trend indicates that the system can maintain steady
performance under high-load and extended operation,
reducing the likelihood of system failures and downtime,
and thus enhancing overall system availability.

In summary, Company A's financial data analysis and
decision support system demonstrates strong performance
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across key metrics, including data processing speed,
accuracy, stability, and user satisfaction, fully meeting
anticipated  performance  standards.  Continuous
monitoring and optimization further enhance the system'’s
capacity to support enterprise financial management
needs, offering scientifically reliable decision-making
support in a dynamic business environment.

The system performance analysis now incorporates
specific criteria to improve clarity and replicability. User
satisfaction is evaluated using a structured questionnaire
that includes Likert-scale items to measure aspects like
system usability, functionality, and efficiency. The
questionnaire was distributed to 50 end-users, with results
analyzed to generate an average satisfaction score.
Processing speed is quantified through system logs that
capture average response times during peak and non-peak
hours, ensuring consistency in data handling performance.
Data accuracy is assessed by tracking error rates in data
processing tasks, providing a measure of reliability.
Finally, system stability is monitored through uptime
statistics and error frequency logs, ensuring sustained
performance under variable loads. Including the
questionnaire in the appendix enhances transparency,
while quantitative metrics solidify the reliability of the
performance evaluation.

5 Discussion

5.1 Result discussion

The results show that the financial data analysis and
decision support system designed with big data
technology has significantly improved the accuracy and
efficiency of financial management. By processing large-
scale data swiftly, the system enhances data accuracy,
reaching up to 98.9% over a three-year evaluation. The
system's financial risk early warning function effectively
identifies potential risks by monitoring indicators such as
the current ratio, quick ratio, and asset-liability ratio.
Moreover, the decision support component has helped
evaluate investment options through key metrics such as
net present value (NPV), internal rate of return (IRR), and
payback period (PBP). The system recommended the most
favorable investment with an NPV of 5.12 million, IRR of
16.8%, and a payback period of 3.0 years, providing
reliable decision-making support for enterprise investment
strategies and financial risk control.

The results are compared with the state-of-the-art
(SOTA) benchmarks to contextualize the system ’s
performance within current methodologies. Specifically,
the system’s data processing speed, accuracy, and stability
are evaluated against leading benchmarks, highlighting
areas of alignment and discrepancy. This analysis reveals
that while the current system achieves high processing
speed and accuracy, its performance is influenced by
factors such as data quality, algorithm efficiency, and
scalability. For instance, improvements in data quality
directly enhance accuracy, while algorithm efficiency
impacts processing speed. The scalability of the
architecture, enabled by big data tools like Hadoop and
Spark, allows the system to maintain performance with
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increasing data volume. These results underscore the
system’s strong positioning relative to SOTA methods,
with insights into areas for further refinement.

The detailed analysis of Company A's financial data
and decision support system demonstrates the tangible
impact of big data technology on financial management.
The findings indicate that this financial data analysis and
decision support system provides marked advantages in
increasing data processing efficiency, enhancing decision
accuracy, and optimizing financial management
processes.

In terms of data processing speed and accuracy, the
system exhibits robust performance with large-scale
financial data, completing complex analytical tasks
swiftly. High data accuracy contributes to reliable analysis
outcomes, reducing errors in decision-making due to data
inaccuracies. Implementing big data technology thus
improves the efficiency and accuracy of financial data
handling, supplying enterprises with a dependable data
foundation.

The system’s effectiveness in financial risk early
warning is also notable. By monitoring and analyzing
Company A's key financial indicators, the system
identifies potential financial risks promptly, issuing early
warnings that enable timely preventive measures. This
improves the company's risk management capabilities,
supporting a stable financial position amid intense market
competition.

Investment decision support analysis results further
show that the system can objectively assess various
investment options using financial indicators such as net
present value (NPV), internal rate of return (IRR), and
payback period (PBP), assisting companies in selecting
the most advantageous investment projects. This robust
analytical support promotes efficient fund utilization,
maximizing return on investment. Additionally,
performance evaluations verify the system's stability and
user satisfaction. The system maintains reliable
performance under high loads and continuous operation,
reducing system failures and downtime, thereby
enhancing availability. Increased user satisfaction reflects
ongoing system optimization in functionality, usability,
and performance, fostering user trust and engagement.

5.2 Enlightenment and suggestions for
enterprise financial management

5.2.1 Improve data processing and analysis
capabilities

Enterprises are increasingly adopting big data technology
to strengthen financial data processing and analysis
capabilities. By employing advanced data storage,
processing, and analysis tools, they achieve efficient
management and in-depth examination of large volumes
of financial data, thereby providing more accurate and
timely support for decision-making. This approach
improves data processing efficiency, enhances data
accuracy and reliability, and supports enterprises in
sustaining a competitive edge within a highly competitive
market environment.
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5.2.2 Strengthen risk management

Big data technology is highly effective in providing early
warnings for financial risks, enabling enterprises to
establish robust financial risk early warning systems. Such
systems allow companies to detect and mitigate potential
risks in a timely manner through real-time monitoring and
analysis of essential financial indicators. This capability
strengthens enterprises’ risk management frameworks,
fortifying their financial stability and responsiveness to
unexpected events. Regular risk assessments enable
enterprises to adjust financial strategies proactively,
thereby maintaining financial security and resilience.

5.2.3 Optimize the investment decision-making
process

Enterprises can leverage big data technology to conduct a
systematic evaluation of investment projects, allowing for
the selection of optimal investment options. By using
comprehensive indicators such as net present value
(NPV), internal rate of return (IRR), and payback period
(PBP), investment returns and risks can be more
accurately forecasted, leading to more informed decision-
making. This approach enhances investment efficiency,
maximizes return on investment, and facilitates optimal
resource allocation, thereby supporting strategic financial
management and risk mitigation.

5.2.4 Improving system stability and user
satisfaction

The stability and user satisfaction of a financial
management system are critical to its success, as
enterprises must continually enhance system functionality
to ensure consistent performance under high load and
extended operation periods. Regular improvements to
system capabilities not only enhance the user experience
but also build user trust and reliance on the system, thus
increasing its effectiveness and adoption. Enterprises can
benefit from systematically conducting system
performance evaluations and user feedback surveys to
inform continuous improvements and refine system
functionality over time, ensuring that the system aligns
with user expectations and operational demands.

5.3 Research limitations and future
prospects

5.3.1 Research limitations

This study achieved notable progress in applying big data
technology to financial data analysis and decision support;
however, limitations remain. Despite implementing
various data cleaning and preprocessing techniques, data
accuracy and consistency are constrained by the
limitations of data acquisition channels and the inherent
quality of the data itself. Additionally, this study employs
linear regression and decision tree models, which may not
fully capture the intricacies of certain financial data types
and thus may not address all financial management
scenarios. Furthermore, the system ' s performance
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evaluation relies primarily on simulated data within an
experimental setting, meaning that real-world complexity
and variability could influence system performance and
stability, necessitating further adjustments in practical
applications.

5.3.2 Future outlook

Future research should enhance data collection and
cleaning techniques to ensure higher data accuracy and
consistency. Expanding data sources and improving data
processing algorithms will be essential in raising data
quality. In terms of model optimization and innovation,
exploring additional analysis models and algorithms—
such as deep learning and reinforcement learning—will be
beneficial for enhancing the system's analytical and
predictive capabilities in various financial management
contexts. Furthermore, potential applications of big data
technology in financial management, including real-time
financial monitoring, intelligent report generation, and
automated financial decision-making, should be further
explored. Integration with emerging technologies like
artificial intelligence and blockchain can advance the
intelligence and security of financial management
systems.

Focusing on improving user experience is also
crucial; enhancing the user interface and interaction
features will increase the system's usability and user
satisfaction.  Future research  should emphasize
interdisciplinary collaboration, combining insights and
techniques from fields such as financial management,
information technology, and data science to drive
continuous innovation in financial data analysis and
decision support systems. Ongoing technological
advancements and expanding applications will offer more
scientifically robust, intelligent, and efficient solutions for
enterprise financial management.
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In the vast digital landscape, the practice of data hiding finds multifaceted applications, ranging
from simple hobbyist endeavors to critical tasks like safeguarding user privacy and ensuring
covert data transmission. One of the gaping vulnerabilities in many contemporary systems is the
transparency with which information is stored, making it easily interpretable. Such clear visibility
can be a gateway for potential leaks, false portrayals, or even be manipulated for various
malevolent intents. Consequently, as a countermeasure, steganography emerges at the forefront,
extensively being resourceful in the revolutionized data storage concept, the cloud technology.
Unfortunately, most earlier image steganography methods could only conceal one type of file,
audio, text, image within an image, rendering them monodynamic. This study focuses on the novel
application of steganography towards embedding information across multiple images to facilitate
security of clinical data sharing platform as opposed to traditional single-image methods. The
implementation was carried out using Ruby on Rails architecture, leveraging the ChunkyPNG
library. With the analyses of image texture features, adaptive payload distribution strategies were
devised and compared with the established single-image steganographic techniques. Interestingly,
our findings show employing strategies based on texture complexity and distortion distribution
greatly enhances security, making it more resilient to modern pooled steganalysis. The
exceptionally high PSNR values consistently above 90dB, coupled with SSIM values nearing 1,
collectively underscore the near-identical nature of our original and stego images. This
convergence of both metrics emphasizes the effectiveness of our steganographic methods,
suggesting minimal distortions and high fidelity. Such compelling outcomes not only validate the
methodology employed but also accentuate its potential for applications demanding subtle data
concealment. In essence, the combined insights from PSNR and SSIM robustly affirm the project's
success in achieving high-quality steganographic results.

Povzetek: Studija uporablja steganografijo za izboljsanje varnosti platforme za izmenjavo
klinicnih podatkov. Predlaga se nova metoda vdelave informacij v vec slik (namesto tradicionalne
v eno) z uporabo arhitekture Ruby on Rails in knjiznice ChunkyPNG. Razvite so prilagodljive
strategije porazdelitve koristnega tovora na podlagi kompleksnosti teksture in porazdelitve

popacenj.

Introduction

ensures the encoded message remains discreet,

Steganography, being defined as both an art and a
science, is all about concealed communication, aiming to
embed written content within other unassuming data.
This technique ensures that the actual embedded
information remains inconspicuous. In the modern age,
as information storage transitions to being predominantly
digital due to the surge in ICT advancements, the
importance and utility of such covert communication
methods have witnessed a meteoric rise.

The beauty of steganography lies in its subtlety, it
can seamlessly embed either a straightforward message
or an encrypted one within a digital host file. This

especially during transmission across digital networks.
While cryptography stands as the age-old bulwark of
information security, steganography introduces an
added layer, bringing more depth to the protection,
especially in the realms of digital media copyrights.
The field of information hiding, ever-evolving, casts a
wide net over a myriad of applications, be it
watermarking, fingerprinting, or the discreet art of
steganography. Watermarking, for instance, leans more
toward embedding pertinent data such as owner
credentials or specific timestamps to thwart potential
copyright infringements. Conversely, fingerprinting is
all about integrating a unique serial identifier into a
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dataset, helping monitor and curb unauthorized
exploitation of the same. The digital age, characterized
by its unbridled communication channels, has
underscored the criticality of enhanced security
protocols, particularly within interconnected networks.
With the world increasingly becoming interconnected
and the volume of data exchanges skyrocketing, the
imperative of ensuring confidentiality and maintaining
data integrity has never been higher. This escalating
concern has been a driving force behind the robust
evolution and development of intricate information-
hiding methodologies.

Steganography, at its core, is the subtle art of
concealing information within digital media. On the
other hand, cryptography delves deep into the complex
realm of encoding information, employing an array of
intricate techniques to ensure it remains inaccessible to
unauthorized users. While cryptography shoulders the
responsibility of preserving communication
confidentiality, steganography thrives on maintaining the
secrecy surrounding the very existence of concealed
information. As our world increasingly embraces
electronic communication and relies heavily on the vast
infrastructure of the internet, the imperative for robust
information security escalates. Traditional cryptography,
though a stalwart in its domain, focuses predominantly
on safeguarding content. However, in certain situations,
the need transcends mere content protection; sometimes,
the very revelation that a hidden message exists can be
detrimental. Here, steganography fills the void, it
masterfully embeds information within everyday digital
media, be it images, videos, or audio files, thereby
evading undue attention or suspicion. Given its
multifaceted applications, ranging from digital media
copyright protection to watermarking and fingerprinting,
steganography's importance is undeniable. Its relevance
only grows in our digital age, where network security
emerges as a paramount concern, leading to the rapid
evolution of the broader field of information hiding,
encompassing both cryptography and steganography.

In contemporary society, steganography's identity is
deeply intertwined with digital data carriers and the
pulsating rhythm of high-speed network
communications. Drawing a comparison  with
cryptography, the distinction becomes clear: while
cryptography aims to shield the content of a message,
steganography thrives on obscuring the message's very
existence. Both technologies, with their unique strengths,
have carved out essential roles in the overarching goal of
data protection. However, like all technologies, neither
steganography nor cryptography is a silver bullet; each
has its wvulnerabilities and can potentially be
compromised under specific scenarios. A significant
challenge for steganography is that once the clandestine
nature of the embedded information is suspected or,
worse, unearthed, its primary objective is immediately
jeopardized. Yet, the dynamic interplay between
steganography and cryptography offers a promising
avenue. By synergistically combining these two
methods, one can amplify the effectiveness of
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steganographic techniques, ensuring a more robust and
layered approach to securing sensitive information.

Several efforts were frequently into tackling secure
transmission of images containing embedded data over
a network by image steganography. More attention
was recently on further resolving challenges of earlier
image steganography methods on only able to conceal
one type of file (e.g., audio, text, image, etc.) within an
image. As a result, recent studies aim to create an
image steganography system capable of concealing
text and image within an image. The aim of this study
is to develop an image steganography system that
hides either text or image files within an image by
proposing a framework for an image steganography
model, design and implement the framework proposed
and evaluate the designed and implemented framework
using PSNR (Peak Signal-to-noise Ratio) and
Structural Similarity Index Measure (SSIM).

2 Related works

2.1 Data sharing platform

A data sharing platform is a vital technological
system that underpins the seamless exchange,
collaboration, and dissemination of data among
diverse entities, from organizations to individual
researchers. Such platforms are pivotal in converting
expansive data into actionable insights, particularly in
the era of Industry 4.0. Karabacak et al. (2022) shed
light on this notion by proposing a unique document-
based data-sharing platform software architecture.
This architecture is meticulously designed to address
the intricate challenges tied to the analysis of vast
data sets, with a particular focus on metadata
management, which serves to thwart data complexity
while elevating its usability. Concepts of connected
networks (Adeshina & Hashim, 2017), which have
now being seen quite resourceful very recently will
immensely benefit from improved data architecture.

At the heart of this architecture lies a
sophisticated metadata store, equipped with a suite of
tools tailored for data owner identification, intricate
versioning processes, and thorough lineage tracking.
The architecture doesn't just stop there; it prioritizes
data accessibility by presenting detailed illustrations
that pinpoint critical data locations. This emphasis on
accessibility is seamlessly complemented by robust
mechanisms to uphold data quality, encompassing
user-centric  data  preprocessing  techniques.
Furthermore, to fortify the system against potential
security vulnerabilities, the architecture integrates
rigorous operational security controls and an astute
user group management framework.

Delving deeper into the functionalities, the
software architecture refines data management by
classifying information into stochastic data sets,
thereby offering role-tailored suggestions to its users.
It adopts a dynamic version and rule adaptation
methodology, ensuring the platform remains resilient



Measuring Fidelity of Steganography Approach in Securing Clinical...

to evolving data landscapes. Moreover, a bespoke rule
customization mechanism stands ready to cater to
specific ~ user-driven  requirements.  In their
comprehensive exploration, Karabacak et al. (2022)
elucidates the nuances of this document-based data-
sharing platform, accentuating its pivotal role in
championing efficient data management and fostering
collaboration.

Research data sharing platforms, as detailed by
Hahnel (2023), represent pivotal online systems
developed to bolster the storage, management, and
dissemination of research data among the global
scientific fraternity. These digital infrastructures serve
as linchpins, championing the virtues of transparency,
seamless collaboration, and reproducibility of pivotal
research findings. As such, researchers are endowed
with a unified, secure sanctuary, allowing them to store
and propagate their research data. This centralized
approach not only amplifies access but also paves the
way for potential data reuse by the broader research
community.

In the intricate landscape of clinical cohort studies,
researchers delve into the life histories of population
groups, seeking understanding of disease progression
Vilaza et al. (2020). Newly minted health research data
platforms have revolutionized this process, granting
unprecedented access to cohorts' non-identifiable health
details, with cutting-edge initiatives even assimilating
mobile-generated data.

In the vast digital ecosystem, certain platforms are
tailor-made to address the unigque needs and nuances of
specific industries, be it healthcare, finance, or the
multifaceted world of agriculture (Yoon et al., 2018).
Rather than adopting a one-size-fits-all approach, these
specialized platforms zero in on the intricate challenges
and opportunities inherent to their respective sectors.
Through that, they become invaluable conduits,
seamlessly facilitating data sharing among myriad
organizations nestled within a particular industry. The
ripple effect of such targeted data exchange is
profound. Not only does it foster an environment
conducive to collaboration, but it also paves the way for
robust benchmarking exercises.

2.2 Steganographic procedures

Steganography stands as a nuanced technique,
meticulously designed to clandestinely embed secret
information within digital media, predominantly
images, ensuring such embeddings fly under the radar
of unintended observers. The advent and meteoric rise
of cloud technology have significantly transformed the
digital storage landscape, with cloud storage platforms
becoming the de facto choice for housing vast
repositories of digital images. This proliferation of
cloud-based image storage has inadvertently spawned
an exciting avenue for steganography. Now, instead of
being confined to embedding information in a solitary
image, the technique can be scaled to span multiple
images, marking a paradigm shift from traditional
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single-image steganographic methods.

In this evolving context, Liao et al. (2022),
through an insightful publication in the IEEE
Transactions on Dependable and Secure Computing,
delve deep into the intricacies of optimally allocating
embedding payload across a sequence of images, all
with an overarching goal to bolster security efficacy
in this new era of multiple image steganography.

Two distinct payload distribution blueprints
emerge from Liao's research. The inaugural strategy
is anchored in image texture complexity, wherein the
embedding payload distribution is meticulously
choreographed in sync with the image's unique
texture attributes. In contrast, the secondary strategy
pivots towards distortion distribution, keenly
focusing on distributing the payload in alignment
with the distortions birthed during the embedding
phase. Such strategies, as proposed, don't exist in
isolation; they are adeptly designed to coalesce with
cutting-edge single image steganographic algorithms,
thereby amplifying their inherent security attribute.

Image Steganography stands as an artful
technique of discreetly embedding information-be it
text, image, or video-within a primary or cover
image. Executed with finesse, this embedded
information remains invisible to the naked eye,
ensuring the secrecy of the data. With technological
advancements, particularly the emergence of deep
learning technology, steganography has undergone
significant evolution. Deep learning, having etched
its mark in diverse applications, is now making
inroads into the domain of image steganography,
attracting a surge of research interest Subramanian et
al. (2021). The crux of Subramanian's exploration lies
in dissecting and elucidating the myriad deep learning
methods prevalent in the field of image
steganography.

In the realm of secure communication, various
methods are employed to ensure the confidentiality of
information exchanged through different channels
such as phones, faxes, computer communications,
and radio. Steganography offers three primary types
which are Pure Steganography, Private Key
Steganography, and Public Key Steganography.

Pure steganography emerges as a distinctive
approach, concentrating on the concealment of
information within digital media, devoid of any
reliance on cryptographic techniques or password
defenses. Sharma (2017) delves deep into this
concept, advocating for its potential as a singular
strategy to bolster information security amidst the
plethora of existing mechanisms. In today's digital
epoch, myriad security protocols and algorithms are
enlisted to shield data from unauthorized access and
potential cyber threats. Cryptography, with its robust
frameworks, often stands at the forefront of such
defenses, recognized widely for its efficacy. Yet, pure
steganography diverges, aspiring for stealth without
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leaning on the cryptographic pillar.

Private key steganography emerges as a
transformative approach, amplifying data
steganography's security threshold by integrating a
private key, serving as an auxiliary encryption stratum.
Algadi's exploration (Algadi, 2020) unveiled in the
International Journal of Engineering Technologies and
Management Research, charts a course towards
enhancing the security matrix of the well-trodden LSB2
(Least Significant Bit 2) method - esteemed for its
capacity to cloak secret dispatches in digital color
canvases. While LSB2 has carved its niche for
preserving the host image's pristine quality even as it
harbors clandestine messages, its inherent simplicity
has left it vulnerable, often placing it in the crosshairs
of hacking endeavors. Algadi charts a pioneering
pathway, offering a remedy in the form of a private key
mechanism to galvanize the security bastion of the
LSB2 methodology. At the heart of this proposition lies
the extraction of a bespoke key from the host image,
functioning as the linchpin for secret message
encryption.

Public key steganography (PKS) is an intricate
merger of steganography with the tenets of public key
cryptography. Casting a spotlight on this evolving
intersection is the review contributions of Abdul-Razak
et al. (2018) which meticulously curated to furnish
readers with a holistic perspective, spanning the
characteristic features, rich content, and evaluation
matrices intrinsic to PKS. Central to the discourse are
three pillars: the multifaceted domains where PKS finds
application, the diverse schemes championing its cause,
and the critical yardsticks employed to gauge the
efficiency of PKS infrastructures. Through this tri-
pronged lens, Abdul-Razak et al. (2018) dissects and
compartmentalizes findings, bequeathing a structured,
panoramic view of the PKS landscape. This methodical
exploration is not just a mere documentation; it
emerges as a treasure trove, brimming with insights,
primed to enrich researchers and aficionados venturing
into the PKS domain.

2.3 Steganographic filing methods

Text steganography, Protocol steganography, Audio
steganography, Image steganography, and video
steganography, are the primary categories of file
formats commonly used in steganography.

Text steganography has risen as a key technique for
discreetly embedding messages within textual
documents. Majeed and the team (Majeed et al., 2021)
emphasize in their insightful analysis featured in the
journal of Mathematics. The technique provides an
overview of the intricate methodologies, a litany of
challenges faced, and potential future trajectories in this
unique field of study. While encryption methods, like
cryptography, often shoulder the brunt of data
protection efforts, Majeed et al. (2021) contend that
steganography presents an unparalleled approach,
deftly interweaving hidden messages within overt
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narratives or other cover media.

The data Protocol steganography has emerged as
an innovative mechanism, intricately crafting covert
channels within the lattice of network protocols,
offering a secure conduit for the surreptitious
transmission of privileged information. Alishavandi
& Fakhredanesh (2021) pave the way for an avant-
garde approach, christened as Master Key ldentifier
based Protocol Steganography (MKIPS). This
groundbreaking methodology is intricately tailored
for the Secure Real-time Transfer Protocol (SRTP), a
cornerstone in the realm of Voice-over-Internet
Protocol (VolP) communications.

Venturing into the mechanics of MKIPS, it
brilliantly harnesses the sender's prerogative to
cherry-pick a master key from a meticulously curated
reservoir of cryptographic keys. These keys are
gracefully presented by an external key management
protocol during the crucial phase of session initiation.
Through astute manipulation of the master key
identifier field as part of the SRTP packet
orchestration, Alishavandi & Fakhredanesh (2021)
delineate the establishment of a covert channel.
Impressively, this clandestine conduit seamlessly
operates beneath the canopy of the SRTP channel,
showcasing an admirable bandwidth, its prowess
dictated by the inherent characteristics of the SRTP
channel in operation.

Audio steganography, at its core, intricately
embeds covert messages within the vast expanse of
audio data, thus offering a fortified layer of security
during data transmission (Abdulkadhim & Shehab,
2022). As featured in the International Journal of
Electrical and Computer Engineering (IJECE),
meticulously sketches out a crypto-steganographic
blueprint tailored to surreptitiously nestle an audio or
voice message within two distinct cover media forms,
specifically audio and video. The ingenuity of this
method stems from its harmonious melding of the
least significant bits (LSB) algorithm and the intricate
4D grid multi-wing hyper-chaotic (GMWH) system.
Initially, an audio undergoes a transformative shuffle
orchestrated by a key birthed from the GMWH
system. This meticulous shuffle not only introduces a
layer of intricate complexity but also fortifies the
audio against the prying eyes of hackers, making the
extraction of the original composition a daunting
task. The empirical results underscore the method's
superiority, showcasing its enhanced security
pedigree in juxtaposition to its contemporaries.

Image steganography has transformed from a
mere technique into a crucial facet of data security,
significantly bolstered by the proliferation of cloud
technology and its expansive cloud storage
possibilities. This progression enables a shift from the
conventional single-image steganography to an
innovative approach where skilled steganographers
judiciously embed covert information across a
multitude of digital images. Consequently, these
adapted payloads, spread across images, culminate in
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a cryptic array of concealed data, primed for cloud-
based transmission to the intended audience.

Video steganography, a pivotal instrument in the
cybersecurity  toolkit, ensures that confidential
information remains clandestinely embedded within
video files, thereby bolstering data transmission
security. A major caveat, however, is the discernible
limitations of conventional algorithms, which grapple
with sluggish convergence rates, illuminating the
pressing need for a more adept algorithmic framework.
In response to this exigency, Salunkhe & Bhosale
(2022) unveils an innovative algorithm coined as the
Water-Earth  Worm  Optimization (WEWO) in a
seminal paper published in the International Journal of
Engineering Science and Technology. This avant-garde
algorithm, the product of an intricate amalgamation of
the Water wave optimization (WWO) and Earth worm
optimization (EWO) model algorithms, emerges as a
potential game-changer in the realm of video
steganography. As part of its modus operandi, the video
frames are subjected to rigorous preprocessing and
extraction processes, leveraging the capabilities of
Discrete Cosine Transform (DCT) and Structured
Similarity Index (SSIM) techniques.

For the pivotal task of pixel prediction, an astutely
designed fitness function-birthed from neighborhood
entropies-becomes the cornerstone of the proposed
algorithm. Herein, the surreptitious embedding of the
covert message is accomplished via a meticulous two-
tier decomposition process hinged on Wavelet
Transform (WT). To critically evaluate the WEWO-
Deep RNN algorithm's mettle, comprehensive
experiments were orchestrated utilizing the 'CAVIAR'
dataset. Rigorous tests assessing the algorithm's
resilience against modular perturbations such as salt,
pepper, and combined noises were conducted. Drawing
from quantifiable metrics like Peak Signal-to-Noise
Ratio (PSNR), Mean Square Error (MSE), and
Correlation Coefficient (CC), which are indispensable
for gauging image quality, the results gleaned from
Salunkhe & Bhosale research emphatically spotlight the
WEWO algorithm's superior prowess in seamlessly
embedding encrypted messages without compromising
the overarching video quality.

2.4 Watermarking and fingerprint

Watermarking and Fingerprinting are two related
steganographic technologies that are often used in the
protection of intellectual property.

The heatmap function watermarking, as a technique,
embeds imperceptible yet robust data within digital
media, be it images, audio, or videos. Its primary
function serves as a mechanism for copyright
protection, authentication, and ownership verification,
ensuring media content is traceable even if illicitly
altered or redistributed. A significant stride in this
domain has been the amalgamation of deep learning
into watermarking methods. With the submission of Li
(2021), deep learning-based watermarking techniques
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are explored at length, elucidating their strengths and
potential constraints. The study espouse the potential
of these techniques, particularly emphasizing how
deep neural networks amplify the robustness and
security of the embedded watermarks. The efficacy of
deep learning in this domain suggests its pivotal role
in ensuring watermarks remain undisturbed, even
when the media is subjected to modifications. This
innovation not only ensures the robustness of
watermarking but also sets new paradigms for
securing digital media.

Shah & Prakash (2020) delves into the intricacies
of watermarking algorithms tailored explicitly for
images. Recognizing the limitations of traditional
LSB-based watermarking techniques, The researchers
propose an enhanced method, intertwining Discrete
wavelet Transform (DWT), discrete cosine transform
(DCT), and singular value decomposition (SVD) to
bolster the protection of copyrighted images. The
novelty of the proposed technique lies in its
remarkable robustness, ensuring that watermarks
remain resilient against potential alterations.
Furthermore, they prioritize the aesthetic aspect,
ensuring minimal perceptual distortion while
maintaining a robust security shield for the images.
This dual emphasis on both security and image
quality underscores the importance of their research,
making the findings indispensable for those looking
to strike a balance between protection and
presentation.

Given the critical nature of medical data,
watermarking in the realm of medical imaging
demands specialized attention. Chugh & Vashishth
(2020) undertake this responsibility, offering a
comprehensive examination of digital watermarking
techniques custom-built for medical images. The
discourse spans across the multifaceted dimensions of
watermarking, be it security, tamper detection, or
authentication. The research accentuates the bespoke
challenges posed by the medical sector, underscoring
the need for watermarking methods that cater to the
specific requirements and nuances of medical images.

3D watermarking, given its unique challenges
and potentials, stands apart in the vast panorama of
watermarking research. Cao et al. (2019) explores
this niche by introducing an adaptive watermarking
blueprint crafted for 3D point clouds. Their approach,
tailored to resonate with the distinct attributes of
point cloud data, ensures the watermark's seamless
embedding and extraction. By integrating an
understanding of 3D data's specificities into the
watermarking methodology, they have carved out a
pioneering path, bridging the chasm between 3D
data's potential and the imperatives of robust
watermarking.

Dwelling on the foundational aspect of
watermarking, Meng & Huang (2018) proffer a blind
watermarking blueprint hinging on block Discrete
Cosine Transform (DCT) specifically designed for
images. The innovation, however, doesn't just rest
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with the embedding. The true novelty of their method is
its recovery capability, ensuring watermarks remain
extractable even in the absence of the original host
image.

Digital fingerprinting, known as content-based
fingerprinting, is a crucial technique used to trace
specific digital media instances. By creating a unique
"fingerprint" based on inherent features within media,
such as images, distinct audio patterns, or video
sequences, it offers a novel way to identify and track
content (Suhail & Abhayaratne, 2018). This method
extends its utility beyond mere identification, proving
instrumental in tracing unauthorized copies and
managing media distribution. The entire fingerprinting
process is methodical.

Shifting focus to image fingerprinting, visual cues
like color histograms and intricate texture patterns
become pivotal (Casey & Veltkamp, 2019). Such
markers form the essence of the extraction process, is
consistent with, the metodologies of Suhail &
Abhayaratne (2018), they are molded into fingerprints.
These fingerprints are then archived for future
reference and juxtaposed against new media
fingerprints for identification. With fingerprinting
techniques extending their influence to areas like digital
rights management and plagiarism detection, the digital
domain has acquired a structured mechanism to manage
and protect its vast media assets.

2.5 Applications of steganography

Steganography plays a pivotal role in the domain of
covert communication, acting as a safeguard for
sensitive data. By embedding classified information
within seemingly benign cover media like images,
audio, or text, it offers a camouflage that's nearly
undetectable for unintended observers. As a discipline,
steganography has evolved dramatically, adapting to
the digital age with finesse. Modern challenges in data
breaches and information warfare necessitate robust
steganographic  techniques that can  withstand
sophisticated scrutiny. One such technique that's risen
to prominence due to its simplicity and efficiency is the
Least Significant Bit (LSB) embedding. By replacing
the least significant bits of cover media with covert
data, it seamlessly merges the secret with the
innocuous. Renowned for its ease of implementation
and impressive imperceptibility, LSB-based
steganography has been recognized as an ideal choice
for certain secretive communication applications
(Sakshi et al., 2022).

Expanding on the realm of steganographic
techniques, spatial domain methods have gained
traction. Techniques like pixel intensity modifications
alter pixel values strategically, thereby embedding
classified data. These modifications are meticulously
done, ensuring that to the naked eye, the cover media
remains unchanged. The genius behind these methods
is the exploitation of intrinsic properties of the cover
media, leveraging nuances such as color variations or
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intensity gradients. By making minuscule changes,
which often escape detection, these methods can
achieve a high degree of secrecy. Such spatial domain
techniques offer another layer of versatility to the
world of steganography, presenting a formidable
challenge to those attempting unauthorized
decryptions (Liao, 2022).

Branching further into the multifaceted realm of
steganography, frequency domain techniques offer a
sophisticated approach. Instead of operating solely on
the spatial properties of the cover media, these
techniques dive deep into the frequency components.
Using transformations such as the Discrete Cosine
Transform (DCT) or the Discrete Fourier Transform
(DFT), secret data is embedded in the frequency
spectrum of the cover. This approach offers a higher
degree of camouflage, often eluding traditional
detection methods. The strength of frequency domain
methods lies in their ability to harness the intricate
frequency patterns, embedding information in a way
that's both secure and imperceptible (Salunkhe &
Bhosale, 2022).

2.6 Least significant bit (LSB) insertion

In the multifaceted domain of steganography, the
Least Significant Bit (LSB) technique stands out,
especially when it comes to hiding text and images
within digital media. Operating in the spatial domain,
its simplicity in terms of implementation is
noteworthy. The method modifies the least significant
bits of a host image's pixels. This involves
substituting some parts of the pixel's initial
component with the secret data's most significant bits.
This very simplicity is something that Liao (2022)
has discussed in depth. Despite the approach's
simplicity, Sakshi et al. (2022) highlight its
challenges, particularly in the realm of image hiding.
Here, despite the method's promise, there is an
observable  degradation in  image  quality,
characterized by an elevated mean square error and a
diminished peak signal-to-noise ratio.

Exploring  further, the frequency domain
techniques in steganography offer a complex and
layered approach to data hiding. Moving beyond the
spatial characteristics of the cover media, these
techniques delve deep into its frequency components.
They utilize transformative tools like the Discrete
Cosine Transform (DCT) or the Discrete Fourier
Transform (DFT) to embed secretive data into the
cover media's frequency spectrum. Such methods,
due to their intricacy, often dodge conventional
detection mechanisms, a point of discussion in the
works of Liao (2022). Furthermore, Sakshi et al.
(2022) focus on the method's potential, emphasizing
its unique ability to manipulate intricate frequency
patterns, which makes the embedded data almost
imperceptible and thus enhancing the security of the
concealed information.

Usually, the least significant bits in each byte
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group will often results in such minor significance
compared to the overall data to the extent that
modifying these bits would have absolutely minimal
impact on the final result. Indeed, even changing only
half of the least significant bits is significantly
sufficient to discreetly embed the character A’
(01000001) into the sequence. This demonstrates how
much-hidden data can be concealed using the least
significant bit substitution technique. It is a common
and straightforward method for message hiding. In this
technique, the message is hidden in the least significant
bits of image pixels. Modifying the LSB of the pixels
has minimal impact on the overall image, resulting in
the stego-image closely resembling the original image.
In the case of 24-bit images, three bits of each pixel can
be used for LSB substitution since each pixel has
separate components for red, green, and blue.

2.6.1 Masking and filtering

In steganography, masking and filtering techniques
offer robust means of concealing secret messages
within digital images without compromising their
natural appearance (Purba et al., 2021). These methods
manipulate the image's luminance values to seamlessly
embed the hidden information. Specifically, the
masking step delineates a specific region in the image
to insert the message, whereas filtering assigns specific
values to this marked section, resulting in a stego image
that integrates the secret message without detection.
Contrasting this with the least significant bit (LSB)
technique, another spatial domain method, masking and
filtering display superior resilience against various
image manipulations like compression or rotation. This
ensures the hidden message's security and retrievability,
even if the container image undergoes alterations.

2.6.2 Parity checker method

In the evolving domain of CryptoSteganography, the
Parity Checker method stands out for its fusion of
cryptography and steganography to bolster the
confidentiality of concealed messages (Abdelmged et
al., 2016). The technique, detailed by Abdelmged
(2016), utilizes a three-pronged approach: Huffman
coding, the RC4 encryption algorithm, and the Parity
Checker algorithm. Initially, the secret message
undergoes compression via Huffman coding, which
trims its size. This condensed message is then
encrypted with the RC4 algorithm, imbuing it with an
additional  protective layer. Subsequently, this
encrypted cipher text is embedded into the blue layer of
a cover image using the Parity Checker algorithm.
Critical to this process is the algorithm's ability to
maintain the image's visual consistency, ensuring the
message's covert nature. Experimental results from
Abdelmged's study reveal the superiority of this
method, as showcased by a higher Peak Signal-to-Noise
Ratio (PSNR) and a diminished Mean Squared Error
(MSE), both indicative of superior image quality and
the preserved integrity of the embedded message.
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2.6.3 Line shift coding

Text steganography presents unique challenges and
opportunities, with line shift coding emerging as an
effective technique for safeguarding embedded
messages within cover texts. A fundamental aspect of
this technique is ensuring the concealed information
remains undisturbed, while preserving the original
text's meaning. Interestingly, the Sundanese script, an
official Unicode font, provides a potential medium
for such covert embedding. In pivotal research by
Ciptaningtyas et al. (2018), an enhanced version of
line shift coding was proposed, aimed at augmenting
the capacity of the concealed message. Unlike
traditional methods that employ the odd row as a
pivotal anchor, this revamped approach harnesses
both the first and fifth rows as pivot lines. This
innovative alteration not only amplifies the capacity
for message storage but also fortifies the stego text's
resilience against the rigors of processes like printing
and copying. Impressively, even after two reprints,
the method upholds the sanctity and confidentiality of
the embedded messages.

2.6.4 Feature coding

Feature coding is pivotal in music genre recognition
(MGR) as it encapsulates the unigue nuances and
intricacies of various music genres, thus enhancing
indexing and retrieval processes. Most traditional
representation techniques in MGR emphasize global
features, often making determinations based on
singular-level attributes. This strategy unfortunately
glosses over the significance of granular data and the
intricate dependencies present between different
abstraction tiers (Ng et al., 2020), which introduces
an innovative approach by harmoniously melding a
convolutional neural network (CNN) with the likes of
NetVLAD and self-attention mechanisms.

Weaving these tools together, the methodology is
fine-tuned to capture localized information across
multiple levels while also grasping the intertwined,
long-term dependencies they share. NetVLAD steps
in to code these local features into comprehensive
representations, and the self-attention mechanism
deftly models the underlying relationships amidst
these features. Adding another layer of sophistication,
Ng's strategy deploys a meta classifier, designed to
learn and adapt from the aggregated, high-tier
features sourced from various local feature coding
networks. This meta entity shoulders the
responsibility of making the conclusive MGR
classifications. Experimental trials of this approach
have been illuminating, with results showing marked
improvements in accuracy over leading models on
benchmark MGR datasets such as GTZAN,
ISMIR2004, and Extended Ballroom. Through this
fusion of feature, coding mechanisms focused on
local detail and long-term interdependencies, the
MGR field takes a significant leap forward.
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2.6.5 Peak Signal-To-Noise ratio (PSNR)

The Peak Signal-to-Noise Ratio (PSNR) is an
engineering term used to measure the ratio between the
maximum power of a signal and the power of noise that
can distort its fidelity. This metric is particularly
valuable for assessing the quality of signal
representations given their wide dynamic range. In
practice, PSNR is often expressed logarithmically in
decibels (dB).

Audio steganography aims to achieve capacity,
robustness, and imperceptibility simultaneously, but it
remains a challenge to effectively implement all three
features together. The Least Significant Bit (LSB)
embedding method is commonly used in audio
steganography due to its high capacity and
imperceptibility. However, it lacks robustness
compared to other methods. To address this issue,
researchers have increased the embedding depth to the
fourth, sixth, and eighth LSB levels to enhance
robustness. However, this trade-off between robustness
and imperceptibility leads to a reduction in the
imperceptibility feature, as measured by Peak Signal to
Noise Ratio (PSNR) (Azam et al., 2022).

The estimation of PSNR is crucial in assessing the
imperceptibility-robustness ~ trade-off  in  audio
steganography. However, there is a lack of studies on
PSNR estimation specifically for audio steganography,
making early assessment challenging. To overcome
this, a PSNR Estimator (PE) method is proposed to
estimate the PSNR for each stego-file generated by
audio steganography. The PE method utilizes patterns
extracted from the embedding process at different
levels to estimate the PSNR. The proposed method
achieves a high accuracy of 99.9% in estimating PSNR
values at various levels. Comparative evaluation with
the Mazdak Method demonstrates the superior
performance of the proposed PE method in all scenarios
(Azam et al., 2022).

3 Methodology

An Image Sharing Platform using Steganography refers
to an online platform or service that allows users to
share and distribute images while incorporating
steganographic techniques for added security and
privacy. Steganography involves the concealment of
confidential data within the shared images, making it an
effective method to protect sensitive information from
unauthorized access or detection. With such a platform,
users can securely transmit images containing hidden
messages or encrypted data, ensuring that the concealed
information remains intact and undetectable to
outsiders. By leveraging steganography in image
sharing platforms, users can maintain the privacy and
confidentiality of their shared visual content while
benefiting from the convenience and accessibility of
online image sharing services.
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Figure 1: The proposed framework

3.1 Data collection

In order to utilize the proposed application for hiding
files, the following data elements such as Cover
Image, Message, and Steganographed Image (Stego-
Image) were prepared.

3.2 Cover image

The image that serves as the container for the hidden
message or data. The cover image can be in any form,
such as JPG, PNG, AVIF.

3.3 Message

This represents the file, data, or message that was
intended to be concealed within the cover image. The
framework accepts text and image.

3.4 Steganographed image

This is the resulting file that is obtained after
embedding the hidden data or message into the cover
image. The stego-image is essentially a replica of the
cover image, typically saved in PNG format.

3.5 Model design

A model is a conceptual representation of a system
that simplifies and abstracts the system by
disregarding certain details. Developing
complementary system models can provide a holistic
view of the system, including its context and
interactions with other components.
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Designing a model for our system involves creating
an algorithmic description of the system or process.
This theoretical description helps in understanding the
inner workings and mechanisms of the system. By
utilizing an algorithm, we can outline the step-by-step
procedures and logic that govern the functioning of the
system.

Creating a model through algorithmic design
enables us to analyze and evaluate the system's
behavior, identify potential issues or optimizations, and
gain insights into its overall functionality.

4 Algorithm

Algorithms are finite sequences of well-defined
instructions that are used to solve specific problems or
perform computations. They provide unambiguous
specifications for tasks such as calculations, data
processing, and automated reasoning. Algorithms are
expressed in a formal language and can be executed
within a finite amount of space and time.

Algorithm 1: describes the processes of how the system
embeds text in an image.

Algorithm 2 gives a description of how the system
extracts the text from the image.

Algorithm 1

Embedding Text/Image Algorithm (Encoding)
STEP 1: Initialize the required modules.

STEP 2: Capture the message input.

STEP 3: Capture the cover image input.

STEP 4: Identify if the message is text or an image.
STEP 5: If text, encode message using Base64.

STEP 6: If text, convert the Base64-encoded message
to binary.

STEP 7: If an image, extract its RGB pixel values.
STEP 8: Convert message/image RGB values to binary.
STEP 9: Extract the pixel map of the cover image.
STEP 10: Calculate the cover image's capacity.

STEP 11: Confirm if the message fits in the cover
image.

STEP 12: Traverse the cover image pixel by pixel.

STEP 13: Replace LSB of each pixel's RGB with the
message's bit.

STEP 14: Continue until all message bits are
embedded.

STEP 15: Convert modified binary back to image
format.

STEP 16: Save the stego-image.
STEP 17: Provide the output to the user.
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Algorithm 2

Extracting Text/ Image Algorithm

STEP 1: Initialize necessary tools.

STEP 2: Capture the stego-image.

STEP 3: Extract its pixel map.

STEP 4: Traverse each pixel in the stego-image.
STEP 5: Extract the LSB from each RGB component.

STEP 6: Concatenate LSBs to form the binary
message.

STEP 7: Identify the end of the message.

STEP 8: Determine if binary represents image or text.
STEP 9: If image, restore binary to image format.
STEP 10: If text, convert binary to Base64.

STEP 11: Decode Base64 to original text.

STEP 12: Present the decoded message to the user.
STEP 13: Conclude the decoding process.

4.1 Implementation

The implementation was carried out using the Ruby
on Rails framework, leveraging the ChunkyPNG
library. Ruby is an interpreted high-level general-
purpose programming language. Ruby's design
philosophy emphasizes code readability and
productivity with its elegant syntax and focus on
simplicity. Similar to Python, Ruby also uses
significant indentation to enhance code clarity. Ruby
on Rails is a framework for web development that is
built on the Ruby programming language following
the Model-View-Controller (MVC) architectural
pattern, which promotes the separation of concerns
and facilitates modular development. With analyses
of image texture features, adaptive payload
distribution strategies were devised and compared
with  established single-image  steganographic
techniques.

5 Evaluation

5.1 Testing

Upon entering the required images and text into the
designated input fields and initiating the functions to
embed or extract files, the program produces specific
outputs based on the given inputs. Ten (10) selected
Image Sets were prepared for the evaluations.

Primary cover images destined to act as vessels
for concealed data and the discrete messages intended
for embedding within the cover images were prepared
as inputs. Similarly, the stego-images that have gone
through the steganography processes were obtained,
and the discrete messages were extracted from the
images at the output phases.
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Image Set PSNR Value (dB)
Image Set 1 96.52
Image Set 2 102.18
Image Set 3 101.13
Image Set 4 97.39
Image Set 5 101.24
Image Set 6 101.02
Image Set 7 101.37
Image Set 8 101.19
Image Set 9 101.64
Image Set 10 99.96

Table 4.1: Evaluation of Image Sets using PSNR

5.2 Peak Signal-to-Noise Ratio (PSNR)

In the realm of image processing, assessing the quality
of images is of paramount importance, especially when
comparing an original image to a processed one. One of
the widely accepted metrics to measure this quality is
the Peak Signal-to-Noise Ratio (PSNR). PSNR is a
logarithmic measure that quantifies the difference
between the original and the processed images. A
higher PSNR indicates better quality, as it suggests a
smaller difference between the two images.

For PNG images, the formula to calculate PSNR is:
PSNR=20xlogio(MAXI / (V\MSE))

Where,

MAX;, is the maximum possible pixel value of the
image. For standard PNG images,

MAX; is 255.

MSE is the Mean Squared Error between the original
and the processed image.

PSNR Values of Image Sets

The Table 4.1 presents the PSNR values for ten
different image sets.

5 Discussion

However, analyzing the table, it is evident that all
image sets have PSNR values well above 40dB,
indicating a very high degree of similarity between the
original and processed images in each set. Such high
PSNR values, especially those above 100dB, suggest an
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almost imperceptible difference to the human eye,
which denotes outstanding performance in the image
processing method employed in this project.

The PSNR value is an indicator of similarity between
the two images:

i. Above 40dB: The images are very similar.

ii. Between 30dB to 40dB: Acceptable

similarity, but there might be some
noticeable differences.

iii. Below 30dB: Significant differences exist
between the images.

6.1 SSIM (Structural Similarity Index
Measure)

Structural Similarity Index Measure (SSIM) is
another critical metric used to assess the quality of
images, particularly in the domain of steganography.

Image Set SSIM Value
Image Set 1 0.9952
Image Set 2 0.9978
Image Set 3 0.9973
Image Set 4 0.9955
Image Set 5 0.9974
Image Set 6 0.9972
Image Set 7 0.9975
Image Set 8 0.9971
Image Set 9 0.9980
Image Set 10 0.9962

Table 4.2: Evaluation of Image Sets using SSIM

Unlike PSNR, which quantifies the difference in
pixel values, SSIM evaluates the structural changes
between two images, making it a more perceptually
relevant metric.

The SSIM index is calculated as:

SSIM (X, ¥) = Quxpy*+ C1) (2oxy + Co)l (Wi + py +
C1) (6% + % + Co)
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Where:

ux and py are the average values of x and y respectively,

o’ and c? are the variances of images x and y
respectively,

oy IS the covariance of images x and y
C1 and C; are constants to avoid division by 0

A higher SSIM value suggests that the structure,
luminance, and contrast of the two images are very
similar, if not identical. The resulting value lies
between -1 (completely different images) and 1
(identical images).

The Table 4.2 showcases the SSIM values for ten
different image sets, reflecting the high similarity
between the original and stego images. Observing the
table, it's evident that all SSIM values are remarkably
close to 1, reinforcing the inference that the stego
images are almost indistinguishable from the original
ones in terms of structural and perceptual similarity.
This high degree of similarity further underscores the
efficacy of the steganographic techniques used in this
project.

In the implementation phase, the Ruby
programming language was chosen for its versatility
and adaptability. The Ruby on Rails framework, known
for its robustness and streamlined development
capabilities, was utilized to create the backend of the
platform. The ChunkyPNG library played a pivotal role
in implementing steganographic techniques, allowing
for the secure embedding of data within image files.
Furthermore, Visual Studio Code was used as the
primary editor, offering advanced code editing and
debugging functionalities, which accelerated the
development process.

In the testing phase, the platform was subjected to
an exhaustive evaluation. Rigorous unit tests were
initially conducted to assess its individual components.
This was followed by comprehensive integration tests,
which focused on how different parts interacted.
Additionally, end-to-end tests were performed to ensure
the system functioned as a whole. To evaluate its core
features, test cases were specifically designed for both
the steganography and encryption functionalities.
During this thorough testing process, any discrepancies
that arose were immediately identified. Potential
vulnerabilities were also spotted and swiftly addressed.
As a result of these measures, the system emerged
significantly more resilient and secure.

In the evaluation phase, we extensively evaluated
our steganographic techniques using two paramount
metrics: PSNR and SSIM. While PSNR offered
insights into pixel-level differences, SSIM sheds light
on perceptual and structural similarities. The PSNR
values obtained from the experiments are considered
exceptionally high consistently above 90dB. Moreover,
the SSIM values were nearing 1. The PSNR and SSIM
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results collectively underscore the near-identical
nature of our original and stego images. Interestingly,
the convergence of both metrics emphasizes the
effectiveness of the proposed steganographic
methods, suggesting minimal distortions and high
fidelity. Without mincing words, such compelling
outcomes not only validate the methodology
employed but also accentuate its potential for
applications demanding subtle data concealment. We
therefore confirm that the combined insights from
PSNR and SSIM robustly affirm the project's success
in achieving high-quality steganographic results.

6 Conclusion and future work

The journey of crafting an effective
steganography system, underpinned by the Ruby on
Rails framework coupled with the ChunkyPNG
library, has culminated successfully, fulfilling its
envisioned objectives. The primary intent, embedding
text within cover images and extracting concealed
content from stego-images, was executed with
precision. Ruby on Rails, renowned for its robustness
in web development, was harnessed to weave a
desktop application that married efficiency with user-
friendliness. Every user interaction was seamlessly
facilitated through an intuitive graphical user
interface (GUI), which epitomized simplistic design
while not compromising on functionality. This
effective synergy between design and backend
processing paved the way for an enhanced user
experience.

The ChunkyPNG library emerged as an
invaluable asset in this endeavor. Its tailored features
and modules, meticulously designed for image
manipulation, enabled vital processes like RGB
template splitting and binary conversion of RGB
values. Additionally, its capabilities in merging
templates and extracting concealed text were
instrumental in breathing life into the core
steganography techniques. To gauge the system's
efficacy, the Peak Signal-to-Noise Ratio (PSNR) was
deployed, offering an objective lens to assess image
fidelity. Such a holistic assessment validated the
system's prowess in ensuring data security. In
essence, this project not only fortified the domain of
information security with a robust tool but also sowed
the seeds for future innovations, expanding the
horizons of steganography research.

Steganography, as a field, is in a constant state of
evolution. Each introduction of a cutting-edge
steganographic method necessitates the creation of
fresh applications, adapting to the innovations. This
journey of continuous enhancement has led to
contemporary techniques that facilitate data insertion
into varied mediums, including images, documents,
and audio recordings.

However, a significant constraint of the current
application is its exclusive focus on image-based
cover files, only allowing images to serve as the
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carrier. To further elevate the application's utility and
reach, it could be adapted to encompass diverse
multimedia file types. As our security requirements
become increasingly intricate, the scope and
applications of steganography are poised for expansive
growth.
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Identity-based signature (IBS) is an important cryptographic primitive which allows authentication of a
party’s public key without the need for certificates. In this paper, we construct a post-quantum provable
identity-based signature scheme from multivariate polynomials. Our scheme is constructed from the sigma
protocols with helper by Beullens at Eurocrypt 2020 and the Fiat-Shamir paradigm. Concrete choice of
parameters shows that our scheme is more efficient than existing multivariate IBS schemes in terms of pub-
lic key/signature sizes.

Povzetek: Predstavijena je postkvantna identitetna podpisna shema MQIBS, zasnovano na multivariatnih
polinomih. Z uporabo sigma protokolov in Fiat-Shamirjevega pristopa izboljsuje varnost in ucinkovitost,
potrjuje manjse velikosti javnih kljucev in podpisov, kar prispeva k vecji prakticnosti v postkvantni krip-

tografiji.

1 Introduction

Post-quantum Cryptography (PQC) has become an emerg-
ing research direction since the announcement of NIST
(National Institute of Standards and Technology) for the
PQC standardization process since 2016 [|1|]. NIST selected
several candidates for standardization in 2022 and called for
additional digital signatures whose the first round deadline
was June 2023 [2]. Among the candidates for PQC, multi-
variate cryptography is one of the main candidates for this
standardization [[l, 2]. It is shown in [[L1, 12] that mul-
tivariate schemes are very fast in general and suitable for
limited computational resources, such as smart cards that
run RFID chips. The security of multivariate schemes is
normally based on the hardness of the MO-Problem, which
is proven to be NP-Hard F5 [3], that asks for a solution of
a given system of multivariate quadratic polynomials over
the field FF,.

Multivariate cryptography is dated back to the early
work of Matsumoto and Imai in 1988 [6], and since then,
there has been a rich development of designing multivari-
ate schemes in several directions. Notably in the his-
tory is the (Unbalanced) Oil and Vinegar (UOV) signature
scheme by Patarin et al. after he broke the Matsumoto-Imai
scheme [[7, 8]. Since then, there has been the main direc-
tion on improving the UOV schemes, including the multi-
layer variant Rainbow by Ding and Schmidt [[1(], and its
cyclic version [[14]. Rainbow was one of the main candi-
dates in the NIST PQC Process until Round 3, but it was
not selected due to the attack by Beullens [30] which re-

duced the proposed security levels, i.e., in order to achieve
the required level of security, Rainbow needs to update
the parameters which will result in large key and signature
sizes. Since then, the intention focuses back to improving
the UOV scheme. Especially there have been many such
submissions in the round 1 of NIST Additional PQC Signa-
tures [2] including for example MAYO, PROV, QR-UOV
and TUOV; see [2] for the details.

One drawback of UOV signatures is that they do not have
a provable security proof. Recent submissions like MAYO
or PROV do have such a proof but it was reduced to a
new assumption, not the NP-complete MQ problem as ex-
pected. For a provable secure construction, another direc-
tion of construction multivariate signatures is to follow the
Fiat-Shamir paradigm [5]. In this case, one needs first an
identification scheme and the Fiat-Shamir transformation
converts it into a secure digital signature. The first multi-
variate identification schemes were proposed by Sakumoto
et al. [[L7]. They include a 3-pass and 5-pass identification
schemes. The 5-pass identification was used to design the
MQDSS signature [20, 19] which was a candidate for NIST
PQC Round 2. However, it was broken by Kales and Za-
verucha [27]. All work in this direction is hence focus-
ing on improving one from 3-pass identification scheme
by Sakumoto et al. [[17], including [25]. Recently, Beul-
lens [26, 26] developed sigma protocols with helper, inspir-
ing from the work by Katz et al. [21]], and applied to the 3-
pass identification scheme by Sakumoto et al. [[1 7] to obtain
a more efficient multivariate digital signature compared to
MQDSS [24].
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Identity-Based Signature (IBS), proposed by Shamir [4],
allows for the generation of a public key for an entity us-
ing only some basic scheme parameters and an identifier
string (such as an email address or phone number). A pri-
vate key generator (PKG) derives private keys from a mas-
ter secret and distributes them to the entities involved in the
scheme. This approach removes the requirement for certifi-
cates, unlike in traditional public key infrastructure. There
have been many post-quantum constructions of IBS. In the
area of multivariate cryptography, there have been several
proposals for IBS based on UOV such as [|L8, 24] or Rain-
bow such as [23, 24]. Recently, there has been a proposal
for identity-based signature by Debnath et al. [31]].

In this paper, we investigate the sigma protocol with
helper by Beullens and design an identity-based signa-
ture scheme from multivariate polynomials, which we call
MQIBS. Our MQIBS scheme enjoys the security reduction
to the underlying MQ problem and is more efficient than
existing schemes; see Table P for the details.

Related work There are basically two approaches to con-
struct an IBS. One is called the certification approach [[13],
transforms a standard signature scheme into an IBS scheme,
from which this paper follows. The other one [J] is to
transform a 2-level hierarchical identity-based encryption
(HIBE) scheme to an IBS scheme. For post-quantum
identity-based signatures, there exist several constructions.
The most dominant candidates come from lattice-based
constructions ([|L5, 28, B2]) which follow the second ap-
proach, since there exist trapdoors in lattices which en-
able efficient HIBE constructions ([[16]). The remain-
ing post-quantum identity-based signature candidates fol-
low the first approach. Isogeny-based [33, 29] and group
actions-based [34] constructions follow a variant [22] of
the first approach to achieve schemes with tight reduction;
however, due to the less flexibility of group actions, the
constructions require a lot of “layers” which may result in
in-efficient schemes compared to the efficient digital coun-
terparts. In multivariate cryptography, there have been sev-
eral constructions based on Rainbow such as [23, 24, 31]].
In this paper, we propose a new one which is more efficient
than the aforementioned schemes.

The rest of the paper is organized as the following. In
Section 2, we recall some basic notions on commitment
schemes and identity-based signatures including their def-
inition and security model. We recall the sigma protocols
with helper from Beullens [3(] in Section 3 and our con-
struction of MQIBS is presented in Section 4. In Section
5, we provide the choice of parameters and compute the
key and signature size of MQIBS as well as a comparison
between MQIBS with existing multivariate IBS. Section 6
concludes the paper.

L.V. Luyen

2 Preliminaries

2.1 Commitment schemes

A commitment scheme Com {0,1}* x {0,1}* —
{0,1}2*, where ) is the security parameter, is a function
that takes as input A uniformly random bit r € {0, 1}* and
amessage m € {0, 1}*, outputs a 2X bit long commitment
Com(r,m). We require the following two properties of a
commitment scheme ([2€]).

Definition 1 (Computational binding). For an adversary A
we define its advantage for the commitment binding game
as

AdVBinding (.A) —

com

Pr[Com(r,m) = Com(r’,m/)|(r,m, 7", m’) < A(1M)].

We say that Com is computationally binding if for
all polynomial-time algorithms A, the advantage
AdvENIne(A) is a negligible function of the security
parameter \.

Definition 2 (Computational hiding). For an adversary A
we define the advantage for the commitment hiding game
for a pair of messages m, m’ as

AdVHiding(A, m, m/) _

Com
[1 =A(Com(r,m)]— Pr

| Pr
r<{0,1}* r<{0,1}*

We say that Com is computationally hiding if for all
polynomial-time algorithms A, and every pair of messages
m, m’ the advantage Advg')dn'?g(./ﬁl7 m, m’) is a negligible
function of the security parameter .

2.2 Identity-based signature scheme

scheme is
IBS =

An  identity-based  signature (IBS)
a tuple of polynomial-time algorithms
(Setup, KeyDer, Sign, Verify) as follows:

Setup(1?): On input the security parameter )\, it outputs
the master public key and secret key pair (mpk, msk).

KeyDer(msk, id): On input the master secret key msk and
auser identity I D, it generates the user secret key usk.

Sign(mpk, usk, M): On input the master public key mpk,
the user secret key usk and a message M, it outputs a
signature o.

Verify(mpk,id, o, M): On input the master public key
mpk, user identity /D, a signature-message pair
(o, M), it outputs 1 for acceptance and 0 for rejection.

1 = A(Com(r,m")]|.
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We consider the following properties for an IBS scheme.
First, the correctness guarantees that a signature generated
by an honest signer will always pass the verification algo-
rithm.

Definition 3 (Correctness). We say that an identity-based
signature |BS is correct, if for all A € N, all identity
id € ZD and all message M € M that if (mpk, msk) «+
Setup(1?), uskiy < KeyDer(mpk, msk,id), o <«
Sign(mpk, uskiq, M) then it holds that

Pr[Verify(mpk, id, o, M) = 1] = 1 — negl(}\).

Second, it is requires that an adversary cannot create a
new tuple (id, message, signature) for an identity and a mes-
sage that it hasn’t been queried before, given that it has al-
ready seen some identities’ secret keys and signatures for
some tuples (identity, message) of its choice.

Definition 4 (EUF-ID-CMA). We say that an identity-
based signature |BS is EUF-ID-CMA if, for every PPT ad-
versary A, it holds that A has a negligible advantage in the
following experiment.

EXpiUF_ID-CMA()\) .

1. The challenger generates (mpk, msk) < Setup(1*)
and sets Qiq 0, Qia < 0, Qusk, + D and Qpr + 0.

2. The challenger gives mpk to the adversary A. More-
over, A can access two signing oracles Okeyder, Osign,
where

i. Key derivation oracle Okeyper: On input a key
derivation query id € ID, the oracle Okeyper
checks whether (id,-) € Q. If (id,-) € Qi
for some uskyq € USK, it returns uskiq. Other-
wise, it returns usk;q < KeyDer(mpk, msk, id)
and sets Qiq < Qiq U {(id, uskiq) }

ii. Signing oracle Osign: On input a signing query
(id, M) € IDx M, the oracle Os;gn sets Qpr <
O U {(id, M)} and checks whether (id,-) €
Qid

— If (id, ) € Qiq for some uskiy € USK, re-
turns o < Sign(mpk, uskig, M).

— If there does not exist (id,:) € Qi
for any uskiy € USK, it computes
uskiq <« KeyDer(mpk, msk,id), return
o <+ Sign(mpk, uskig, M) and sets Qiq +
QiU {(ld, USkid)}.

3. In the end,
(id*, M*,c*).

the adversary outputs a forgery

4. The challenger outputs 1 if the following three condi-
tions are hold:

— There does not exist (id*,) € Qi for any
uskid* S Z/{S’C,
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— (id", M*) ¢ Quy,
— Verify(mpk, id*, M* %) = 1

The advantage of A is defined by AdvE‘UF'lD'CMA()\) =
Pr{ExpS 1P M) = 1].

3 Sigma protocols with helper

Beullens [2€] introduced a sigma protocol with a helper,
which involves a three-round sigma protocol that includes a
trusted third party, known as the helper. At the start of each
protocol execution, the helper runs a setup algorithm using
arandom seed. The helper then sends auxiliary information
to the verifier and provides the seed value used in the setup
algorithm to the prover. The syntax can be summarized in
the Figure [l

Definition 5 (Sigma protocol with helper [26]). 4 protocol
is a sigma protocol with helper for relation R with chal-
lenge space C ifit is of the form of Fig. || and satisfies.

Completeness. If all parties (Helper, Prover, Verifier) fol-
low the protocol on input (x,w) € R, then the verifier
always accepts.

2-Special soundness. From an adversary A that out-
puts with noticeable probability two valid transcripts
(z, aux, com, ch, rsp) and (x, aux, com, ch’, rsp’) with
ch # ch’' and where aux = Setup(seed) for some
seed value seed (not necessarily known to the extrac-
tor) one can efficiently extract a witness w such that
(z,w) € R.

Special honest-verifier zero-knowledge. There exists a
PPT simulator S that on input x, a random seed value
seed and a random challenge ch outputs a transcript
(z,aux,com, ch, rsp) with aux = Setup(seed) that
is computationally indistinguishable from the proba-
bility distribution of transcripts of honest executions
of the protocol on input (x,w) for some w such that
(z,w) € R, conditioned on the auxiliary information
being equal to aux and the challenge being equal to
ch.

Beullens then transformed sigma protocols with helper
in Figure [l| into a standard zero-knowledge proof of knowl-
edge without helper using the “Cut-and-choose” approach
by Katz et al. [21]]. We recall it in Figure J.

Theorem 1 ([26, Theorem 3]). Let (Setup, Py, P>, V') be
a sigma protocol with helper and challenge space C, if
the used commitment scheme is hiding, then the proto-
col of Fig. B is an honest-verifier zero-knowledge proof
of knowledge with challenge space {1,...,k} x C and
max(k, |C|)+ 1-special soundness (and hence it has sound-
ness error max(, \%I)
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Helper(z)

seed & {0,11)
aux < Setup(seed)
Send seed to the prover and aux to the verifier.

Prover(z, w, seed)

com, Pstate < P1(x, w, seed)

com

rsp <— P2(Pstate7 Ch)

rsp

Verifier(x, aux)

ch < C

return < V(z, aux, com, ch, rsp)

Figure 1: The structure of a sigma protocol with trusted setup

4 Construction of MQIBS

4.1 Sigma protocol with helper for MQ
problem

In this section, we recall the sigma protocol with helper for
MQ Problem from [24] in proving knowledge of a solution
of a system of multivariate quadratic equations over a finite
field IF,. This scheme improves the previous two schemes
by Sakumoto et al. . In particular, the two schemes by Saku-
moto et al. have soundness errors % and % + i respectively

while the one with helper has soundness error to only %.

Let F : Fy — F{* is a multivariate quadratic map of m
polynomials in n variables, define the polar form of F as

g(x,y) == F(x+y) — F(x) = F(y)-

Note that G is linear in both x and y. The sigma protocol is
described in Figture 3.

Theorem 2 ([26, Theorem 1]). Suppose the used commit-
ment scheme is computationally binding and computation-
ally hiding, then the protocol of Fig. J is a sigma protocol
with trusted setup as in Definition [ with challenge space
F,.

4.2 Our identity-based signature
construction

In this Section, we propose a construction of an identity-
based signature from the sigma protocol with helper pre-
sented in Figure B, which we call MQIBS. The idea is to
follow the construction by Kiltz et al. [[13]. The MQIBS

scheme consists of the following polynomial-time algo-
rithms.

Setup(1*): Given security parameter )\, output public pa-
rameters consisting of m, n, ¢, k, a random system of
polynomials F : Fy — Fg", and a hash function
H:{0,1}* = {1,...,k} xF,, and do the following:

— Choose s & [F, and compute v := F(s) € Fy".
— Output mpk = (F,v) and msk = s.
KeyDer(msk, id): Given the master secret key msk = s
and a user identity id, do the following:
— Choose a random system Fiq : Fy' — F", sig i
[y and compute vig = F; (sid)-
Forie{l,...,k} do

~ seed; & {0,1}

— Compute aux; as in the procedure of
Helper(F) in Figure .

— Compute com; as in the first step of the
Prover as in Figure f.

Set COM;q := (comy, aux;)ie(1,... k}-
Compute (I, ) := H(COMyq4, Fiq|id)
Retrieve seed; and compute the response rsp (us-

ing s) as in the response by the Prover as in Fig-
ure . Set RSP;q = (rsp, seed; Vi # I).

— Output the user secret key as usk =
(Sid, Vi, Fia; COMig, RSPyq).

Sign(mpk, usk, M): Given the master public key mpk, the
user secret key usk of a user id and a message M, do
the following:
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Prover Verifier
forie {1,...,k} do
seed; & {o,1}*
aux; < Setup(seed;)
com; <+ P1(x,w, seed;)
end for
aux;, com; Vi
_—
I<{1,... .k}
eh&c
(Lch)

rsp < P2 (x, w, seed|, com, ch)

seed; Vi # |, rsp
_—

if 37 # I : aux; # Setup(seed;)
then

return 0
end if

return < V (x, aux,com, ch,rsp)

Figure 2: Zero-knowledge proof without helper

— Parse usk as (Sid, Vid, ]:id7 (:Ol\/'id7 RSPld)
Fori e {1,...,k} do
— seed; & {0,1}*
— Compute aux; as in the procedure of
Helper(Fiq) in Figure f.
— Compute com; as in the first step of the
Prover as in Figure .

Set COM := (com;, aux;)ieq1,....k}-
Compute (J, ¢) := H(COM, M)
— Retrieve seed; and compute the response rsp

(using siq) as in the response by the Prover as in
Figure B. Set RSP = (rsp, seed; Vi # I).

— Output a  signature as o =
(Vid7 -7:id7 COM,’d, RSPid7 COM, RSP).

Verify(mpk, id, o, M): Given a master public key mpk, an
identity id, a signature-message pair o and M, do the
following:

— Parse the signature o as o =
(Vidv ]:ida COMid, RSPid7 COM, RSP)

— Use (vig, Fig, COM, RSP) and M do the verifi-
cation as by the Verifier in Figure §. Let the result
of the verification be b;.

— Use mpk, Fiqllid, COM;4, RSP;q4 as an input for
the verification procedure as in Figure f|. Call the
result of this process to be bs.

— If by = by = 1 then output 1, otherwise output
0.

Correctness The correctness is straight-forward with
noting that (COM, RSP) is a signature for the message M
under the public key viq, Fiq and secret key siq of the user
id, and COM;q4, RSP;q is a signature for the message Fiq/|id
under the master public key mpk and master secret key msk.

Security The security is also straightforward following
the result by Kitlz et al. [[13]. In fact, the MQIBS is EUF-
ID-CMA secure provided that the underlying signature is
EUF-CMA secure. Note that the underlying signature is
obtained from applying the Fiat-Shamir transformation to
the sigma protocol in Figure . Hence if there is an adver-
sary that breaks the EUF-CMA of the underlying signature,
then, it is folklore [55] that, there exists an adversary that
breaks the soundness of the sigma protocol in Figure . It
follows from [26, Section 5] that we can construct an algo-
rithm to solve the underlying MQ problem.
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[htb]
Helper(F)

seed <& {0,111

Generate e € F" and t, ro € Fy; from seed.

for each c € F, do
e. <+ cF(rp) —e
te < crg—t
Generate commitment randomness r. € {0,1}* from seed.
com,. < Com(r,, (e, t.))

end for

aux < [com.|c € F]

Send seed to the prover and aux to the verifier.

Prover(F, s, seed) Verifier(F, v, aux)

Regenerate e, t, ro from seed
r« {0,1}*
com < Com(r, (r1,e + G(ry,t)))

com

Recompute rq, €4, to from seed

(r7 raarheﬂut@)
_—

X a(v—F(r1)) —ea — G(ri,ta)
b1 < com = Com(r, (r1,x))

bz + com, = Com(r, (eq,ta))
Return b; A b2

Figure 3: Sigma protocol with helper for MQ problem

5 Parameters hence not practical to compute Merkle trees of size g.
We then can reduce the challenge space to F,, with
q" < q. Tt then makes the protocol in Figure P has
soundness error _; (instead of 7). Katz etal. [21] sug-
gested that, instead of letting the verifier choose 1 out

5.1 Optimizations

In this section, we review about the techniques presented of k setups to execute, we now let him choose 7 out of
in [26], which was followed by Katz et al. [21], for opti- M setups to execute, which results to the soundness
mizations. Some are as follows; see [26, Section 7] for the error bounded by

details.

(J\l 78)
T—€
, , 02X M\ ir—e’
— Build a Merkle tree on the commitments com; com- Sest (T )q

puted in the KeyDer process as well as the Sign pro-
cess to reduce the user secret key usk as well as sig-
nature size o. In particular, instead of including all
com; in COMjyq (resp. COM), we use only the root of
the Merkle tree created by the com;, and hence RSPy
(resp. RSP) consists only [log,(g)] nodes required to
reconstruct the root of the Merkle tree. Similarly, we =~ We follow [26] for the choice of parameters m, n, ¢, 7, M.
can do the same for aux; in COMyq4 (resp. COM), and First of all, ¢ = 4 and m = n = 88,128, 160 respectively
seed; in RSPjq (resp. RSP). following [20] in the MQDSS submission to the NIST PQC
standardization project. Note that we choose the number of

— For some applications, the finite field I, is large and  equations m equal to the number of variables n, i.e., m = n,

See [26, Section 7] or [21] for the details.

5.2 Parameters
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Table 1: Parameters for MQIBS

H Security Level H q ‘ n ‘ M ‘ T H |mpk| (B) H |msk| (B) H Signature (B) H
I 4| 88 | 191 | 68 38 16 28,838
I 4 | 128 | 256 | 111 56 24 65,856
\% 4| 160 | 380 | 136 72 32 111,272

Table 2: Comparison between our MQIBS with other existing multivariate IBS

H Scheme H |mpk| (B) H |msk| (B) H Signature (B) H
Ours (MQIBS) 38 16 28,838
IBS-Rainbow [23] 148,300 103,700 304,300
ID-Rainbow [24] 4,220,000 142,600 46
Mul-IBS-Rainbow [31] 136,100 90,900 33,400
to ensure that we get the hardest instance of an MQ prob- Funding

lem [20]. The parameters 7 and M are chosen to balance
between the signature size and running time: increasing 7
impacts signature size, while decreasing M impacts sign-
ing and verification time [2€]. The parameters for MQIBS,
key and signature sizes are summarized in Table [Il.

In Table P, we provide a comparison between existing
IBS scheme from multivariate polynomials at the security
level 1. It can be seen from Table that our scheme outper-
forms the existing ones (except the ID-Rainbow [24]) in
terms of signature size. In addition, our scheme has the
smallest public key size. Compared to the ID-Rainbow by
Chen et al. [24], our scheme has much bigger signature size
(28,838 B vs. 46 B) but has much smaller master pub-
lic key (38 B vs. 4,220,000B) and secret key (16 B vs.
142,600 B). We note that due to the recent attack by Beul-
lens [30] against Rainbow scheme, those existing schemes
mentioned in Table P would be vulnerable to Beullens’ at-
tack and hence need to update the parameters to attain the
same security level which will result in much larger key/sig-
nature sizes compared to those mentioned in Table [.

6 Conclusion

In this paper, we propose a design for an identity-based sig-
nature, called MQIBS, from multivariate polynomials. Our
scheme is derived from the sigma protocol with helper for
MQ from Beullens [26] from which our MQIBS inherits the
efficiency. Compared to existing schemes, our scheme has
advantage on both signature size as well as public key and
secret key size. Further optimizations and implementations
are one of the goals for our future work.
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This paper proposes an innovative logistics distribution path planning algorithm, which aims to
combine the generative adversarial network (GAN) with the genetic algorithm (GA) to solve the path
optimization problem in large-scale distribution networks. The GA-GAN algorithm intelligently
improves the mutation operation of the genetic algorithm through GAN, which not only outperforms
the traditional genetic algorithm and other classic heuristic algorithms in terms of solution quality,
operation efficiency, convergence speed and solution stability, but also provides quantitative data of
specific improvements. Experimental results show that when GA-GAN processes a data set of 500
customer points, the average running time is 160 seconds, the optimal solution cost is 9500 units, the
average solution cost is 10500 units, and it can reach the optimal solution within 180 iterations, which
is significantly better than the baseline genetic algorithm (average running time is 150 seconds, the
optimal solution cost is 10000 units, the average solution cost is 12000 units, and the average humber
of iterations required to reach the optimal solution is 300 times). In addition, GA-GAN has good
responsiveness to the size of the data set and has a wide range of adaptability to different distribution
scenarios, providing an efficient, stable and flexible distribution path planning solution for the logistics
industry.

Povzetek: Razvit je optimiziran genetski algoritem, izboljsan z generativnimi adversarialnimi omreZzji
(GA-GAN), za nacrtovanje logisticnih poti. Eksperimentalni rezultati kaZejo, da GA-GAN doseze
optimalno resitev v 180 iteracijah, kar je bistveno hitreje kot standardni genetski algoritem. Sistem
izboljsuje nacrtovanje distribucije v dinami¢nih okoljih, zmanjsuje stroske in povecuje prilagodljivost

logisti¢nih operacij.

1 Introduction

With the rapid development of globalization and e-
commerce, the logistics industry is facing
unprecedented challenges and opportunities. Logistics
not only needs to meet the growing demand for
commodity transportation, but also seeks a balance
between cost control, efficiency improvement and
environmental protection. In this context, route
optimization has become a key link in logistics
management and its importance is self-evident.
Effective path optimization can not only significantly
reduce logistics costs and improve distribution
efficiency, but also reduce carbon emissions, which has
a far-reaching impact on promoting sustainable
development [1].

The rapid development of the logistics industry has
given rise to the demand for efficient and intelligent
logistics systems. As shown in Figure 1, the global
logistics scale continues to grow. In 2023 alone, the
global e-commerce logistics market size reached
trillions of dollars and is expected to continue to grow
in the coming years. However, path planning problems
in the logistics and distribution process, such as multi-
objective distribution route optimization, vehicle

scheduling, and time window constraints, seriously affect
logistics efficiency and customer satisfaction. Therefore,
it becomes crucial to find a method that can effectively
solve these complex path optimization
problems [2].

Genetic algorithm, as a global optimization search
algorithm that mimics the natural evolutionary process,
shows a strong potential in dealing with such NP-hard
problems. It is able to search efficiently in the solution
space and find a solution close to the optimal one by
simulating biological evolution mechanisms such as
natural selection and genetic variation. Nevertheless, the
standard genetic algorithm still has limitations such as
slow convergence speed and easy to fall into local
optimality when dealing with high-dimensional and
complex problems, which limits the effectiveness of its
application in logistics and distribution path
optimization.

Traditional path optimization techniques usually
include two categories: exact algorithms and heuristic
algorithms. Among them, exact algorithms, such as
Dijkstra's algorithm and Floyd's algorithm, are mainly
used to solve the shortest path problem in deterministic
networks, and they have the advantage of being able to
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find the global optimal solution [3], but with higher
computational complexity, which is suitable for
smaller-scale problems. Heuristic algorithms such as
greedy algorithm, simulated annealing algorithm and
ant colony algorithm, on the other hand, are more
suitable for solving large-scale and dynamically
changing path optimization problems, sacrificing the
accuracy of the solution in exchange for the
computational efficiency, and are suitable for the
scenarios with high demand for real-time and dynamic
adjustments [4]. As a global optimization search
technique based on the principles of natural selection
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and genetics, genetic algorithm has shown its unique
charm in logistics and distribution path optimization in
recent years. It simulates the genetic evolution process in
nature through operations such as coding, selection,
crossover and mutation, so as to efficiently explore the
solution space and find optimal or suboptimal solutions.
A key advantage of genetic algorithms is their ability to
handle nonlinear, multi-peak and multi-objective
optimization problems, which makes them irreplaceable
in solving complex logistics and distribution path
problems [5].

2019 2020 2021 2022 2023

B Global Logistics Market Size (Trillion USD)

Figure 1: Scale of global logistics in the last 10 years

The literature review shows that genetic algorithms
present diverse characteristics in the application of
logistics and distribution path optimization. For
example, the literature proposed a hybrid algorithm
combining a genetic algorithm and a local search
strategy for solving the vehicle routing problem with
time windows (VRPTW), and the experiments showed
that the algorithm dramatically improved the solution
speed while ensuring the solution quality [6]. Literature,
on the other hand, focuses on multi-objective logistics
and distribution path optimization, and they developed a
multi-objective genetic algorithm based on Pareto
optimization, which successfully achieves a balance
between multiple objectives, such as cost, time and
carbon emission [6]. Although genetic algorithms have
achieved remarkable results in logistics and distribution
path optimization, they still face some unresolved
challenges. First, genetic algorithms are prone to fall
into local optimality, especially in high-dimensional
complex problems, how to design effective selection,
crossover and mutation operators to avoid premature
convergence is one of the hotspots in current research.
Secondly, multi-objective optimization problems are
common in logistics and distribution, how to find the
Pareto optimal solution among multiple conflicting

objectives is another urgent problem to be solved.
Finally, the dynamic characteristics of logistics and
distribution network require the algorithm to have the
ability of fast response and online adjustment, which
requires the algorithm not only to perform well in the
static environment, but also need to have a certain degree
of dynamic adaptability [7].

In view of the above background and literature
review, this study aims to develop a logistics and
distribution path optimization method based on an
improved genetic algorithm to overcome the limitations
of existing algorithms and improve the overall
performance of path optimization. Specifically, the
objectives of the study are (1) to design and implement a
novel genetic algorithm, which enhances the global
search capability of the algorithm and avoids premature
convergence by introducing new genetic operators and
strategies. (2) Construct a multi-objective optimization
model to achieve the comprehensive optimization of
logistics and distribution paths by simultaneously
considering factors such as distribution cost, time, and
carbon emission. (3) Verify the -effectiveness and
superiority of the improved genetic algorithm in solving
the optimization problem of logistics and distribution
paths through comparative experiments, and provide
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scientific basis for the decision-making of logistics
enterprises.

2 Rationale and related work

Before discussing in depth, the optimization of logistics
and distribution paths based on improved genetic
algorithm, it is necessary to review the basic principles
of genetic algorithm, understand the theoretical
framework of logistics and distribution path
optimization, and analyze the advantages and
limitations of the existing research, with a view to
laying a solid theoretical foundation for the subsequent
innovations.

2.1 Principles of genetic algorithm

Genetic Algorithm (GA) is a global optimization search
technique that mimics the process of biological
evolution. The core idea of GA is to solve the
optimization problem by using natural selection and
genetic mechanism. The algorithmic flow of GA is
shown in Figure 2.
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Figure 2: Algorithm flow of GA

In GA, potential solutions are encoded as
chromosomes (chromosome), which are composed of
genes (gene), each representing a variable in the
solution. The fitness function (fitness function) is used
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to evaluate the quality of the chromosome, i.e., the
degree of merit of the solution. Genetic algorithms
follow a systematic workflow in solving complex
optimization problems, which is designed to mimic the
principles of natural selection and genetics in order to
find optimal solutions [8]. First, the algorithm constructs
a starting population by randomly generating a set of
initial solutions that represent possible candidate answers
to the problem. Next, each individual in the population is
evaluated for fitness, a process that quantifies the quality
of each solution, usually measured in terms of the
objective function value of the problem. Moving on to
the selection phase, the algorithm picks out those
individuals that perform better, based on fitness values,
as parents for the next generation. This phase ensures that
high-quality solutions have a better chance of passing on
their "genes" to their offspring, thus gradually improving
the overall performance of the population. The selected
individuals are paired through a crossover operation, a
process similar to mating between organisms, in which
some of the genes of the two individuals are exchanged
to create a new individual that combines the
characteristics of both individuals [9]. In order to
maintain the diversity of the population and avoid
premature convergence, the algorithm also imposes a
mutation operation, i.e., randomly modifying the genes
of certain individuals with a low probability, which
corresponds to the introduction of a random perturbation
that helps to explore undiscovered regions in the solution
space. After the generation of new offspring, a
replacement step occurs, where new individuals replace
some members of the old population, a process that is
usually carried out based on some kind of elimination
strategy, such as retaining only the most adapted
individuals. The cycle repeats until a predetermined
termination condition is reached, either a fixed number of
iterations is reached or the average fitness of the
population no longer improves significantly, indicating
that the algorithm is close to an optimal solution.
Through this series of well-designed steps, the genetic
algorithm is able to search efficiently in the solution
space and eventually approximate or even find an
optimal or near-optimal solution to the problem [10].

2.2 Logistics distribution path optimization

theory

The logistics distribution path optimization problem,
as an extension of the Traveler's Problem (TSP), is a
central challenge in the field of logistics. While the TSP
requires finding a shortest path that visits all cities
exactly once and returns to the starting point, the problem
becomes more complex in logistics distribution, as it
needs to take into account factors such as the loading
capacity of the distribution vehicles, the customer's time
window, and the possible simultaneous operation of
multiple  vehicles.  Logistics  distribution  path
optimization is usually modeled as a mixed integer linear
programming (MILP) problem. For example, the
literature proposes the classical TSP model, which uses
binary variables to indicate whether edges on a path are
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selected or not. However, in logistics and distribution
scenarios, this model needs to be extended to include
additional constraints, such as the capacity limit of
vehicles and the customer's demand, which can be
achieved by introducing more decision variables and
constraints. The objective function is usually the
minimization of the total cost, which can include
transportation costs, fixed costs (e.g., vehicle rental
fees), and variable costs (e.g., fuel consumption and
driver wages [11]. Key considerations, besides cost, are
time management and distance. Time-window
constraints require that the delivery be completed within
a specific time period, which increases the complexity
of the problem. Meanwhile, distance not only affects
the transportation cost, but also determines the driver's
working hours and possible overtime costs. Therefore,
logistics and distribution path optimization need to
consider these factors comprehensively in order to find
a solution that satisfies all constraints and achieves the
optimal objective [12].

2.3 Analysis of related work

Over the past few decades, genetic algorithms (GA)
have become an effective tool for solving logistics and
distribution path optimization problems due to their
powerful search capability and adaptability.GA is able
to efficiently deal with multi-objective optimization
problems by mimicking the process of genetic evolution
in nature and using selection, crossover, and mutation
operations to search the solution space.GA is able to
deal with complex multi-objective optimization
problems due to GA's is able to search multiple
directions in the solution space simultaneously, rather
than just moving along the gradient direction. By
introducing variation and crossover, GA is able to
maintain the diversity of the population and avoid
premature convergence to local optimal solutions. In
addition, the parallel nature of GA makes it exhibit high
efficiency in dealing with large-scale problems,
allowing it to explore different regions of the solution
space quickly [13]. Despite the above advantages of
GA, it has some inherent limitations. Standard GA may
become slow to converge when dealing with high
dimensional data and complex constraints. Premature
convergence is another common problem, i.e., the
algorithm may converge prematurely without finding a
globally optimal solution. In addition, GA lacks an
efficient method to balance exploration (exploration)
and utilization (exploration), which may lead to less
efficient search, especially when the solution space is
very large [14]. To overcome these limitations, many
researchers have proposed different improvement
strategies. For example, [15] explored how to improve
the performance of GA through adaptive parameter
tuning. [16] proposed a strategy of combining local
search methods with GA to enhance the local search
capability of the algorithm. [17], on the other hand,
proposed a GA variant based on elite retention, which
helps to preserve the best individuals in the population
and prevents the loss of high-quality genes, thus
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speeding up the convergence rate.

The development of our GA-GAN algorithm has
been influenced by several key works in the field of
genetic algorithms and their applications. Vaira G. and
Kurasava O. [18] presented a genetic algorithm for the
Vehicle Routing Problem (VRP) with constraints based
on feasible insertion, which underscored the importance
of customizing genetic operations for specific problem
domains. Additionally, Misevic¢ius A., Kuznecovaité D.,
and Platuziené J. [19] conducted comprehensive
experiments with crossover operators, emphasizing the
significance of selecting suitable genetic mechanisms to
improve the performance of genetic algorithms.
Furthermore, Gams M. and Kolenik T. [20] explored the
interrelations between electronics, artificial intelligence,
and the information society, providing context for the
integration of advanced Al techniques such as GANSs into
traditional  optimization methods. These studies
collectively informed the design and implementation of
our hybrid GA-GAN approach, particularly in optimizing
mutation operations and enhancing overall algorithmic
efficiency.

In order to more fully understand and evaluate the
performance of different algorithms in logistics
distribution path optimization, we compiled a summary
table (Table 1) to compare the key features, methods, and
technical achievements of various algorithms. Standard
genetic algorithms (GAs) are known for their powerful
search capabilities and adaptability. Through selection,
crossover, and mutation operations, they can efficiently
handle multi-objective optimization problems and
maintain population diversity. However, standard GAs
may have slow convergence when dealing with high-
dimensional data and complex constraints. To this end,
researchers proposed adaptive parameter adjustment
(APT) GAs, which significantly improved the
convergence speed of the algorithm by dynamically
adjusting the selection, crossover, and mutation rates. In
addition, hybrid GAs combined with local search
methods enhance the algorithm's search ability in
promising areas and further improve the quality of
solutions. The introduction of an elite retention
mechanism ensures the preservation of high-quality
individuals and accelerates convergence. For specific
problem areas, such as the vehicle routing problem
(VRP), feasible insertion GAs ensure that the solution
meets specific constraints through customized genetic
operations, improving the quality and feasibility of the
solution. Through comprehensive experiments, the
researchers also evaluated the effects of different
crossover operators and identified the most effective
genetic mechanism. Finally, our GA-GAN hybrid
approach optimizes the mutation operation by integrating
a generative adversarial network (GAN), which not only
improves the overall efficiency of the algorithm but also
significantly improves the quality of the solution.
Together, these improved strategies form the basis of our
advanced algorithm for logistics distribution path
optimization.
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3 Design and implementation of
improved genetic algorithm
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In the design of the GA-GAN algorithm, new individuals
are created by introducing GAN in the mutation phase of
the genetic algorithm. The specific steps are as follows:

Tablel: Comparison of key features, methods, and technical achievements of different algorithms

Algorithm/Approach

Key Features

Methods

Technical
Achievements

Standard Genetic
Algorithm (GA)

Powerful search
capability, adaptability

Selection, crossover,
mutation

Efficiently deals with
multi-objective
optimization, maintains
population diversity

Adaptive Parameter
Tuning (APT) GA

Improved convergence
speed, dynamic
parameter adjustment

Adaptive selection,
crossover, and mutation
rates

Overcomes slow
convergence in high-
dimensional data and
complex constraints

Local Search Hybrid

Enhanced local search

Combination of GA

Improves the quality of
solutions by refining

GA capability

and local search

methods the search in promising

areas

Preservation of best

Elite Retention GA o
individuals

Prevents loss of high-
quality genes, speeds
up convergence rate

Elite retention
mechanism

Feasible Insertion GA
for VRP

Customized genetic
operations for VRP

Ensures solutions meet
problem-specific
constraints, improves
solution quality

Feasible insertion,
specialized crossover
and mutation

Comprehensive
evaluation of crossover
operators

Crossover Operator
Experiments

Identifies the most
effective genetic
mechanisms for

specific problems

Various crossover
operators

GA-GAN Hybrid
Approach

Integration of GANs
for mutation operations

Enhances mutation
operations, improves
overall algorithmic
efficiency and solution
quality

Hybrid GA and GAN
framework

GAN generates new individuals: extracts random
noise from the Gaussian distribution and generates new
individuals through the trained generator G.

Evaluate new individuals: Use the fitness function
to evaluate the newly generated individuals and select
the best performing individuals to join the population

Selection, crossover, mutation: After obtaining a
new population, the population is further optimized
through operations such as selection, crossover, and
mutation. Through this process, the GA-GAN algorithm
not only enhances the diversity of the population, but
also increases the proportion of excellent individuals in
the population through individuals generated by GAN.

3.1 Logistics distribution path modeling

In the field of logistics and distribution, distribution path
planning is a typical combinatorial optimization problem,
which can be regarded as an extension of the Traveling
Salesman Problem (TSP). The objective of distribution
path planning is to determine the set of shortest paths
from the distribution center to all demand points and
back, subject to a set of constraints (e.g., time window,
vehicle capacity limitations), in order to minimize the
distribution cost (e.g., total travel distance, time, or fuel
consumption). This problem can be mathematically
modeled as a Mixed Integer Linear Programming (MILP)
problem, but its computational complexity grows
exponentially as the number of distribution points
increases, making it difficult to find an exact solution
[18]. x; represents a binary variable, x; =1 if the
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delivery vehicle travels directly from point i to point j;
otherwise, x; =0 . u, represents an integer variable

|
representing the position of point i in the distribution
sequence, which is used to prevent the formation of
sub-loops (sub-tours). Our goal is to minimize the total
distance traveled by the distribution vehicles. Let c;

denote the distance between point i and j. The objective
function can be expressed as Equation 1.

N N
Minimize Z=3">c;x; (1)

i=1 j=1

where N is the total number of distribution points,
including distribution centers. The access constraint is
that each customer point must be and can only be
accessed once, which is guaranteed by the following

two constraints, Equation 2 and Equation 3 [19].
N

D> x; =1 VieV )
j=1,j=i

N

> x;=1 VieVv 3)

j=1, j=i
Here V denotes the set of all points and V is the
set of all points except the distribution center. The
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subloop avoidance constraint matter is to ensure that the
distribution paths are coherent and there are no
independent subloops that do not pass through the
distribution center, we use the auxiliary variable u, to

introduce the following constraints Equation 4 and
Equation 5 [20].
Uy —U +Nx; <N -1 Vi, jeV,i#]

1<u <N-1 VieV

)
®)

3.2 Algorithm improvement points

The application of standard Genetic Algorithm (GA) for
solving logistics and distribution path planning problems
is a common strategy due to its ability to handle large-
scale problems and find near-optimal solutions.
However, standard genetic algorithms may encounter
local optimality traps and premature convergence
problems, especially when the solution space is very
large. To address these problems, we can consider
enhancing the performance of genetic algorithms by
incorporating Generative Adversarial Network (GAN),
specifically, the mutation operation in genetic algorithms
can be improved by GAN [21].

[Generate initial populatioﬂ

y
[ Selection J

A

p
GAN-assisted mutation

( Generator G ]
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Candidate
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GAN

Evaluation based on WA
fitness results J‘

A 4
[ Output results ]

Figure 3: Algorithmic framework

The framework of our algorithm is shown in Figure
3. The GA-GAN algorithm forms an efficient hybrid
algorithm by combining the search capability of genetic
algorithms with the data generation advantage of
generative adversarial networks, which first initializes a
population in which each individual is a potential
solution, and then enters the main loop to iteratively

optimize the population through selection, crossover, and
GAN-assisted mutation operations, while training the
GAN to generate more diverse and high-quality data,
evaluating and replacing individuals in the population
until preset stopping conditions are met, such as reaching
the iteration limit or fitness threshold, and ultimately
outputting the optimal individuals, this process allows
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GA-GAN to perform well in solving problems that
require generating new data samples or optimizing
complex objective functions, and can be flexibly
adapted and optimized according to the specific
situation.

The introduction of Generative Adversarial
Networks (GANSs) to refine the mutation operation in
the framework of genetic algorithms is a cutting-edge
strategy to improve the efficiency and quality of the
algorithms. Although traditional mutation can maintain
population diversity, it may lead to the generation of a
large number of invalid solutions due to randomness,
slowing down the optimization search process. In
contrast, by training the GAN, the generator G learns to
mold individuals close to the high fitness solution from
the noise, and the discriminator D is responsible for
screening the authenticity to ensure the good quality of
the solution. Once G is trained, it can be used in the
mutation phase of the genetic algorithm to create new
individuals that are more likely to be high-quality
solutions.

In the logistics distribution path planning problem,
we can train the generator G of the GAN as a function
that accepts a random vector z as input and outputs a
sequence of potential distribution paths x . The path
sequence x can be viewed as an ordered set of nodes,
where each node represents a delivery point. The
discriminator D then evaluates the truthfulness and
fitness of the path sequence x. Let the distribution path
consist of n distribution points, the generator can be
designed as a sequence generation model that outputs
the index of the next distribution point in each iteration
until the whole sequence is generated. The output of the
generator can be a probability distribution of the
distribution points, which is then sampled to determine
the next distribution point. The task of the discriminator
is to distinguish between a real sequence of highly
adaptive distribution paths and the sequence generated
by the generator. It takes as input a sequence and
outputs a real number between 0 and 1 indicating the
probability that the sequence is "real" (i.e., highly
adaptive). The discriminator can also be designed as a
neural network whose input is a sequence of
distribution paths and whose output is a scalar
indicating the truthfulness of the sequence. The
discriminator may need to encode features of the
distribution path, such as total distance traveled, time
window satisfaction, etc., in order to more accurately
determine the quality of the sequence. The goal of the
generator is to learn how to generate highly adaptable
distribution path sequences from random noise z X .
The generator can be designed as a Multilayer
Perceptron (MLP), Recurrent Neural Network (RNN),
Long Short-Term Memory Network (LSTM), or Graph
Neural Network (GNN), depending on the dependencies
between the distribution points and the dynamic nature
of the paths [22].

The training of the GAN follows the classical min-
max game, in which the generator tries to deceive the
discriminator, while the discriminator tries to correctly
distinguish the real sequence from the generated
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sequence. The objective function for training is as in
Equation 6.

ming max,V(D,G) =E a(x)[log D(x)]+ Ezipz(z)[log(l— D(G(2)))] (6)

X~ Pyat:

where p,.(x) is the distribution of high fitness

distribution paths and is the random noise distribution of
the generator input. In the mutation step of the genetic
algorithm, for an individual x; , we first sample a random

vector z from p,(z), and then generate a new sequence
x; through the generator as G in Equation 7 [23].

X =G(z), where z~p,(2) (7)

The new sequence X/ is considered as a mutated

individual, which is subsequently added to the population
to participate in subsequent genetic operations such as
crossover and selection. The training objective of the
GAN is to make the generator G maximize the error of
the discriminator D, and at the same time, make the
discriminator D maximize its own ability to differentiate
between real and generated data. The objective function
can be formulated as Equation 8 [24].

min Max,V/(D,G) =E,.,,, g DI+E ., , [logL-D(G(2)] (8)

In the genetic algorithm, for an individual X, , we

sample z from p,(z) and generate a new individual X/

by G. This process can be mathematized as Equation 9.
x =G(z), where z~p,(2) 9)

Combining GAN with genetic algorithm can
significantly improve the performance of genetic
algorithm on logistics and distribution path planning
problems. By training the GAN to guide the mutation
operation, it not only accelerates the convergence of the
algorithm, but also improves the quality of the solution
and avoids premature convergence, thus providing an
effective solution to complex optimization problems.
This approach is particularly suitable for large-scale
problems, in which traditional methods may not be able
to solve efficiently [25].

The fitness function plays a crucial role in
integrating GAN-generated solutions with traditional
GA. Both the offspring generated by the GA and the
mutations generated by the GAN are evaluated using the
same fitness function. This ensures a fair comparison and
selection process. The fitness function typically measures
how well each individual (or solution) meets the
optimization criteria, such as minimizing the total cost in
logistics  distribution path optimization. The best
individuals, whether generated by the GA or the GAN,
are selected to form the next generation, ensuring that the
population evolves towards an optimal solution.

3.3 Algorithm flow description

The process of initializing a genetic algorithm population
involves creating a set of initial path solutions. These
solutions can be generated randomly, ensuring that
different parts of the solution space are covered. Each
path solution is represented as an ordered list of nodes,
where the nodes include the distribution center and all
demand points. The initialization process can be
expressed as Equation 10 [26].
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B ={X. %X, X} (10)
where x; denotes the path sequence of the ith
individual and P; is the initial population. The selection

operation is based on the fitness value of the individual,
which is usually inversely proportional to the total cost
of the path. Strategies such as roulette selection or
tournament selection are used to select well-performing
individuals from the current population into the next
generation. The selection process can be described as
Equation 11.

Psel = {Xsel1 ’Xsel2 1o Xseln} (11)

where P, is the population after selection and X,

sel

is the ith selected individual. The crossover operation
exchanges some of the genes between two selected
individuals to generate new offspring. The two-point
crossover used can be defined as Equation 12 [27].

Xgig = Crossover(x X (12)

are the selected parent

parent1? “* parent2 )

Here, x and x

parentl parent2

individuals, and X, is the new individual created by

crossover. The mutation operation introduces new
solutions by fine-tuning some of the genes of an
individual. In this scenario, the mutation operation is
intelligently guided by GAN to generate a new
individual x; from the noise z . The mutation process
can be described as Equation 13 [28].
X =G(z), where z-~p,(2) (13)
where G is the trained generator, z is the random
noise, and x; is the mutated new individual. The fitness
function calculates the fitness value of an individual,
which usually corresponds to the cost of the path, i.e.,

the total distance or time traveled. The fitness function
can be expressed as Equation 14.

f(x)= iicij X

i-1 j=1

(14)

Where, c; is the distance from node i to node j, X

is the path solution and f(x) is the total cost of that

path.

Integrating GANs into the mutation process of a
genetic algorithm adds additional computational cost.
The training process of a GAN, which involves
alternating training of the generator and the
discriminator, requires forward and backward
propagation through the network for each training
iteration, which is computationally intensive. In
addition, data preparation before GAN training, such as
data normalization and formatting, also incurs
additional overhead. Once the GAN is trained,
generating mutations involves passing the offspring
through the generator network, which also takes time.
Moreover, evaluating the fitness of the mutations
generated by the GAN also adds computational cost.
Therefore, integrating GANSs into a genetic algorithm
increases the running time of the entire algorithm. In a
standard genetic algorithm, the running time is mainly
determined by fitness evaluation and genetic operations
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(selection, crossover, mutation), and the addition of
GANSs undoubtedly increases the complexity of this
process.

3.4 Realization details

In the logistics distribution path planning scheme
explored in this paper, we employ a novel combination -
the fusion of Generative Adversarial Networks (GANS)
and Genetic Algorithms - with the aim of breaking
through the limitations of traditional algorithms and
improving distribution efficiency. Our technology stack
is centered on Python, complemented by a series of
efficient tools, including the PyTorch deep learning
framework, the DEAP genetic algorithm framework, and
optimization solvers such as CPLEX or GUROBI, which
together form a powerful problem-solving platform.
Leveraging the flexibility of the DEAP framework, we
carefully tuned the components of the genetic algorithm,
including the population size, crossover probability,
mutation probability, and selection strategy, to ensure the
efficient operation of the algorithm and the diversity of
solutions. The population size was set in a moderate
range (50-100), while the crossover probability and
mutation probability were maintained at high (0.8-0.9)
and low (0.01-0.05) levels, respectively, to balance
exploration and exploitation [29].

This comprehensive strategy not only improves the
efficiency and accuracy of distribution path planning, but
also provides a strong technical support for the intelligent
upgrading of the logistics industry. By continuously
optimizing the parameter settings of GAN and genetic
algorithm, we are expected to further promote the
technological innovation and development in this field in
future research [30].

In the algorithm parameter adjustment, the selection
of parameters such as population size, crossover
probability and mutation probability is crucial, as these
parameters directly affect the performance of genetic
algorithms (GA) and generative adversarial networks
(GANSs). Generally, a larger population size helps
explore a wider solution space, but it may also increase
computational costs. The crossover probability controls
the frequency of gene exchange between population
members. A higher crossover probability can promote
diversity, but too high a probability may lead to
excessive mixing of solutions, affecting the optimization
effect. The mutation probability determines the
frequency of generating new solutions. Too large a
mutation will increase the randomness of the search,
while too small a mutation may lead to a local optimal
solution.

4 Evidence-based assessment

4.1 Experimental hypothesis and objectives

We hypothesize that the integration of Generative
Adversarial Networks (GANSs) into Genetic Algorithms
(GA) for variant operations can significantly improve the
performance of the algorithms in solving logistics and
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distribution path planning problems. The variant paths
generated by GAN will be more likely to contain high-
quality solutions, thus avoiding the problem of
premature convergence in traditional GA, while
improving the algorithm's global search capability and
diversity of solutions. This research will focus on an
urban logistics and distribution scenario, which contains
multiple distribution centers and decentralized customer
points. Each customer point has specific demand and
time window constraints. Our goal is to find the shortest
total distribution path while satisfying all time window
and capacity constraints.

The dataset used in this study contains 50 to 500
customer points, each of which has specific location
coordinates, demand, and time windows. The dataset
contains various challenges in actual logistics
distribution, such as clustering tendency, abnormal
demand, etc. These features enable the GA-GAN
algorithm to better adapt to logistics planning problems
in the real world. The GA-GAN algorithm shows good
adaptability and robustness when processing such
complex datasets.

4.2 Introduction to the data set

We use a dataset containing actual urban logistics and
distribution demand, which includes 50 to 500
randomly distributed customer points, and 1 to 5
distribution centers. Each customer point has specific
location coordinates, demand volume, and time
window. The dataset covers a wide range of distribution
sizes and complexities to validate the robustness and
generalization ability of the algorithm. The dataset is
derived from publicly available logistics and
distribution benchmark datasets, including an extended
version of TSPLIB (Traveling Salesman Problem
Library), which contains real-world distribution demand
cases from different cities and geographic regions.

In the preprocessing stage, we first carried out a
meticulous cleaning work on the raw data, identifying
and eliminating outliers and missing data to ensure the
accuracy and reliability of the model training. Then, by
normalizing the data, we adjusted all numerical
features, especially the position coordinates, to a
uniform scale range, a step that is crucial for the
stability and efficiency of the subsequent algorithms.

4.3 Experimental program

For the algorithm comparison part of this study, we
have carefully selected a series of representative
methods to comprehensively evaluate our proposed
genetic algorithm with integrated GAN (GA-GAN).
First, the baseline Genetic Algorithm (GA) will be used
as a base reference, which does not contain additional
mutation strategies, in order to clearly demonstrate the
improvements brought by the introduction of GAN
technology in GA-GAN. Second, the stochastic search
algorithm will also be involved in the comparison,
which, despite its simplicity and directness, is extremely
time-consuming, but it can reflect the efficiency
advantage of GA and GA-GAN in solving complex
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problems from the side. In addition, we will also
introduce advanced heuristic algorithms, including Ant
Colony Optimization (ACO) and Particle Swarm
Optimization (PSO), which have excellent performance
in solving optimization problems, and they will help us to
understand the performance differences between
different meta-heuristic algorithms in more depth.
Through this series of comparisons, we aim to highlight
the unique value and superiority of GA-GAN in handling
logistics and distribution path planning tasks.

During GAN training, we chose multi-layer
perceptron (MLP) as the architecture of the generator and
discriminator. During training, we set appropriate
learning rate (0.001), number of iterations (1000 times),
and batch size (64). These parameters were selected
based on the results of preliminary experiments and
further tuned to optimize the performance of GAN.

To ensure the fairness and comparability of the
experiments, we have developed a strict framework of
experimental conditions and control variables. All the
algorithms involved in the comparison will share the
same pre-processed dataset and run under the same test
scenario. Key parameters such as population size,
iteration number, crossover probability, etc. will be set
uniformly to avoid result bias due to differences in
parameter configuration. Each algorithm will be executed
independently for multiple rounds to collect enough
sample data to compute the average performance metrics
and also to evaluate the stability of the algorithms in the
face of randomness.

With the above design, we aim to scientifically
evaluate the effectiveness of GA-GAN in the logistics
and distribution path planning problem, as well as to
compare other classical algorithms in order to
demonstrate its advantages in improving the search
efficiency and quality.

To ensure the reproducibility of this study, we
recorded the computing environment used in all
experiments in  detail. The specific hardware
configuration includes: the central processing unit (CPU)
uses Intel Core i7-9700K, the main frequency is
3.60GHz; the graphics processing unit (GPU) uses
NVIDIA GeForce RTX 2080 Ti; the memory (RAM)
capacity is 32GB, and the operating frequency is
3200MHz. In terms of software configuration, the
operating system uses Ubuntu 20.04 LTS, the
programming language is Python 3.8; the deep learning
framework uses PyTorch 1.7.1; scientific computing
relies on NumPy 1.19.3 and SciPy 1.5.2; data
visualization uses Matplotlib 3.3.2. This detailed
configuration information will help other researchers
reproduce our experimental results and lay a solid
foundation for further research.

4.4 Experimental results

Table 2 visualizes the average running time of different
algorithms in solving the logistics and distribution path
planning problem. It is obvious from the data that the
GA-GAN algorithm shows significant time efficiency
advantage in dealing with this kind of problems, and its
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average running time (160 seconds) is much lower than
that of the random search algorithm (1200 seconds), and
even better than that of the baseline genetic algorithm
(150 seconds), ant colony optimization (220 seconds)
and particle swarm optimization (180 seconds). This
shows that GA-GAN has not only made a breakthrough
in the quality of solutions, but also made a leap in
operational efficiency, which is especially important
when dealing with large-scale distribution networks.
The high efficiency means that companies can obtain
optimal or near-optimal distribution paths in a shorter
period of time, thus improving overall operational
efficiency and customer satisfaction.

Table 2: Comparison of algorithm runtime

. Average running time
Algorithm type (seconds)
Random search 1200
Basellne.genetlc 150

algorithm
Ant colony
optimization 220
Partl_cle_ swarm 180
optimization
GA-GAN 160
As shown in Table 3, in the logistics and

distribution path planning problem, the quality of the
solution is directly related to the distribution cost, and
therefore is one of the key indicators of the algorithm
performance. As can be seen from the data in the table,
the GA-GAN algorithm is ahead of all the compared
algorithms in terms of both the best solution cost (9500)
and the average solution cost (10500). This means that
GA-GAN is not only able to find lower cost distribution
paths, but also continues to show stable high
performance in multiple experiments, which is
attributed to the intelligent improvement of the genetic
algorithm variation operation by the GAN technology.
The excellent performance of GA-GAN provides more
economical and efficient distribution solutions for the
logistics industry, which is expected to significantly cut
the transportation cost and improve the quality of
service.

Table 3: Comparison of the quality of solutions

Optimal Average
Algorithm type | solution cost solution cost
(distance) (distance)
random search 12000 15000
baseline
genetic 10000 12000
algorithm
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Optimal Average
Algorithm type | solution cost solution cost
(distance) (distance)
ant colony
optimization 9800 11000
particle swarm 10200 11500
optimization
GA-GAN 9500 10500

As shown in Table 4, the convergence speed of an
algorithm is an important indicator for evaluating its
optimization capability. The GA-GAN algorithm requires
only 180 iterations in terms of the average number of
iterations to reach the optimal solution, which is
significantly lower than that of the random search (1000
iterations), the benchmark genetic algorithm (300
iterations), the ACO optimization (250 iterations) and the
particle swarm optimization (280 iterations). This
indicates that GA-GAN can rapidly converge to the
neighborhood of the optimal solution with fewer
iterations, which greatly saves computational resources
and time costs. The fast convergence ability makes GA-
GAN more advantageous when dealing with real-time
updated delivery demands or urgent delivery tasks, and
can react in time to provide instantly optimized delivery
paths.

Table 4: Algorithm convergence speed

Algorithm tvoe Average number of iterations
g yp to reach the optimal solution
Random search 1000
Basellne_genetlc 300
algorithm
Ant colony 250
optimization
Partl_clg swarm 280
optimization
GA-GAN 180
Table 5: Stability of solutions
. Standard deviation of the
Algorithm type solution
Random search 500
Basellne_genetlc 200
algorithm
An_t c_olony 150
optimization
Partl_cle_ swarm 180
optimization
GA-GAN 100

As shown in Table 5, solution stability reflects the
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consistency of the algorithm in finding similar quality
solutions over multiple runs. The GA-GAN algorithm
exhibits the lowest fluctuation in the standard deviation
of the solutions (100), which implies that GA-GAN can
stably provide similar levels of distribution path
solutions no matter how many times the experiment is
repeated. This stability is crucial for logistics operators
as it ensures the reliability and predictability of
distribution services, which aids in long-term planning
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and resource allocation, and also reduces operational risk
due to algorithmic fluctuations.

Table 6 reveals the response times of the algorithms
when facing different dataset sizes.GA-GAN shows
excellent performance at all scales, especially when
dealing with larger datasets (e.g., 200 distribution
points), and its response time (25 seconds) still remains
low, much lower than that of the random search
algorithm (800 seconds).

Table 6: Response of the algorithm to the size of the dataset

Data set random baseline genetic ant colony particle swarm GA-
size search algorithm optimization optimization GAN
50 100 10 20 15 12
100 300 15 30 25 18
200 800 20 40 35 25
Note: Response times are in seconds.
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Figure 4: Performance of the algorithm in different test scenarios
Figure 4 shows the performance of the algorithm in In summary, the GA-GAN algorithm shows

different distribution environments through three
representative test scenarios (Scenarios A, B, and C).
Scenario A may represent a distribution area with a
more homogeneous geographic distribution and
moderate demand; Scenario B may involve a more
complex geographic layout or higher distribution
density; and Scenario C may cover a wider geographic
area or special distribution needs. In all scenarios, the
GA-GAN algorithm achieves the best or near-optimal
solution cost, which confirms the ability of GA-GAN to
provide customized and optimized distribution path
planning in the face of diverse distribution challenges.
This adaptability and flexibility is extremely valuable
for the modern logistics industry, helping to cope with
market changes and the diversity of customer demands,
and improving the efficiency and competitiveness of the
overall supply chain.

comprehensive performance advantages in the logistics
and distribution path planning problem, not only in the
quality of the solution, running time, convergence speed
and stability of the solution, but also in different scales
and scenarios can maintain high efficiency and stability,
which brings a revolutionary solution for the logistics
industry.

From the experimental results in Tables 2 to 6, it can
be seen that GA-GAN shows significant advantages in
terms of running time, solution quality, convergence
speed and stability of solution. Compared with the
random search algorithm, GA-GAN not only greatly
reduces the running time, but also significantly improves
the quality of the solution, especially when solving the
large-scale distribution problem, the response time of
GA-GAN is much lower than that of the random search,
which proves its high efficiency in complex problems.




78 Informatica 49 (2025) 67-82

Compared with the benchmark genetic algorithm, GA-
GAN significantly improves the convergence speed of
the algorithm and reduces the number of iterations
required to reach the optimal solution by introducing
the GAN guided mutation operation.

In addition to scalability analysis, performing a
sensitivity analysis on the hyperparameters of the
Generative Adversarial Network (GAN) can provide
deeper insights into the algorithm's robustness.
Specifically, examining the effects of mutation
probability and the noise vector length is crucial, as
these parameters play a significant role in the GAN's
performance. Mutation probability influences the
diversity of generated solutions, with higher mutation
rates potentially leading to more diverse but less stable
outputs, while lower rates may result in slower
convergence. The noise vector length, on the other
hand, directly impacts the complexity and diversity of
the generated data; shorter vectors may lead to simpler,
less varied outputs, whereas longer vectors provide
more detailed representations but could lead to
overfitting. A comprehensive sensitivity analysis will
reveal how variations in these hyperparameters affect
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the overall performance, providing guidelines for fine-
tuning the model. Such analysis not only enhances the
theoretical understanding of GAN’s behavior but also
offers practical insights for deploying the algorithm in
real-world applications, ensuring robustness across
different configurations.

To better illustrate the performance of the GA-GAN
algorithm across different dataset sizes, as well as the
complexity of GAN integration and hyperparameter
sensitivity, we have generated three tables along with
their explanations.

Table 7 shows the average runtime of different
algorithms on various dataset sizes. As the dataset size
increases, the runtime of the random search algorithm
significantly increases (from 100 seconds to 1200
seconds), while the GA-GAN algorithm maintains a low
average runtime of 25 seconds when handling 500
customer points, which is far less than the random search
algorithm's 1200 seconds. This indicates that the GA-
GAN algorithm has a significant performance advantage
when dealing with large-scale datasets.

Table 7: Performance of algorithms on different dataset sizes

Data Set Size Random Baseline Ant Colony Particle Swarm GA-
(Customer Search Genetic Optimization Optimization GAN
Points) Algorithm (ACO) (PSO)
50 100 sec 15 sec 20 sec 15 sec 12 sec
100 300 sec 15 sec 30 sec 25 sec 18 sec
200 800 sec 20 sec 40 sec 35 sec 25 sec
500 1200 sec 150 sec 220 sec 180 sec 25 sec
Table 8: Complexity of GAN integration
. . Solution Stability
Moot Type | ASferion | TomAuime | Conegeee | (S
P Deviation)
Standard GA 0.1 30 300 200
GA-GAN 0.2 36 180 100
Table 9 Hyperparameter sensitivity analysis
Mutation Noise Vector Average Optimal Average Convergence Speed
Probability Length Runtime (sec) Solution Cost Solution Cost (Iterations)
0.001 100 27 9600 10700 190
0.005 100 26 9550 10600 185
0.01 100 25 9500 10500 180
0.05 100 28 9550 10600 190




Improved Genetic Algorithm Enhanced with Generative Adversarial...

Informatica 49 (2025) 67-82 79

Mutation Noise Vector Average Optimal Average Convergence Speed
Probability Length Runtime (sec) Solution Cost Solution Cost (Iterations)
0.01 50 27 9550 10600 185
0.01 200 26 9500 10500 180

Table 8 compares the standard GA and GA-GAN
algorithms in terms of iteration time, total runtime,
convergence speed, and solution stability. Although the
GA-GAN algorithm has a slightly higher average
iteration time (0.2 seconds) compared to the standard
GA (0.1 seconds), it exhibits faster convergence speed
(180 iterations) and higher solution stability (standard
deviation of 100). Overall, the GA-GAN algorithm still
outperforms the standard GA in terms of total runtime
(36 seconds vs. 30 seconds). This indicates that
although the integration of GAN introduces some
computational overhead, the performance gains it brings
are worthwhile. Table 8 compares the standard GA and
GA-GAN algorithms in terms of iteration time, total
runtime, convergence speed, and solution stability.
Although the GA-GAN algorithm has a slightly higher
average iteration time (0.2 seconds) compared to the
standard GA (0.1 seconds), it exhibits faster
convergence speed (180 iterations) and higher solution
stability (standard deviation of 100). Overall, the GA-
GAN algorithm still outperforms the standard GA in
terms of total runtime (36 seconds vs. 30 seconds). This
indicates that although the integration of GAN
introduces some computational overhead, the
performance gains it brings are worthwhile.

Table 9 shows the performance changes of the GA-
GAN algorithm under different mutation probabilities
and noise vector lengths. From the data, it can be
observed that when the mutation probability is set to
0.01 and the noise vector length is 100, the GA-GAN
algorithm performs best with an average runtime of 25
seconds, optimal solution cost of 9500 units, average
solution cost of 10500 units, and convergence speed of
180 iterations. This indicates that appropriate mutation
probability and noise vector length are crucial for
algorithm performance. Through proper parameter
settings, the GA-GAN algorithm can perform
excellently in different logistics distribution scenarios.

4.5 Scalability analysis
As the dataset size increases, the computational cost of
the GAN-GA algorithm grows. For smaller datasets (up
to 500 customer points), the algorithm demonstrates
efficient performance with manageable running times.
However, when the number of customer points exceeds
500, the computational cost starts to increase
significantly. This is primarily due to the increased
complexity of generating and evaluating mutations, as
well as the higher computational demands of the GAN
model.

The convergence speed of the GAN-GA algorithm
also shows a notable change with larger datasets. For
smaller datasets, the algorithm converges relatively

quickly to near-optimal solutions. As the dataset size
increases, the convergence speed slows down. This is
because the solution space becomes more complex, and
the GAN needs more iterations to generate effective
mutations. Additionally, the GA's search process
becomes more computationally intensive, requiring more
generations to find optimal solutions.

Despite the increased computational cost and slower
convergence, the solution quality generally remains high.
For datasets with up to 1,000 customer points, the GAN-
GA algorithm continues to produce solutions that are
close to optimal. However, beyond 1,000 customer
points, the improvement in solution quality starts to
diminish. This suggests that while the algorithm can
handle larger datasets, the marginal gains in solution
quality decrease as the problem size increases.

Our analysis reveals potential computational
bottlenecks as the dataset size grows. The primary
bottleneck is the GAN's generation of mutations, which
becomes more time-consuming with larger datasets.
Additionally, the evaluation of the fitness function for a
larger number of individuals in the population adds to the
computational load. Beyond a certain point, the
performance improvements become less significant,
indicating diminishing returns.

To mitigate these issues, future work could explore
parallel processing techniques, more efficient GAN
architectures, and hybrid approaches that combine GAN-
GA with other optimization methods to improve
scalability and performance for very large datasets.

4.6 Discussion

Through the above three tables and their explanations,
we clearly demonstrate the performance of the GA-GAN
algorithm across different dataset sizes, the complexity of
GAN integration, and the results of hyperparameter
sensitivity analysis. The GA-GAN algorithm maintains
excellent performance even when dealing with large-
scale datasets, and the introduced computational
overhead is acceptable. Reasonable hyperparameter
settings further enhance the algorithm's performance,
making it more robust and efficient in practical
applications.

The parameters involved in the GA-GAN algorithm
include population size, crossover probability, mutation
probability, etc. Through ablation studies on these
parameters, we found that an appropriate mutation rate
(such as 0.01) helps maintain population diversity and
avoid premature convergence. In addition, by adjusting
hyperparameters such as the learning rate, GAN training
can also be more stable, thereby improving the overall
performance of the algorithm.

In this study, the GA-GAN algorithm improves the
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mutation operation of the genetic algorithm (GA) by
introducing a generative adversarial network (GAN),
thereby overcoming the problem that the traditional GA
is prone to fall into local optimality and slow
convergence when dealing with high-dimensional
complex problems. Experimental results show that
when dealing with the logistics distribution path
optimization problem of 500 customer points, the GA-
GAN algorithm not only significantly outperforms the
baseline GA (150 seconds) in average running time
(160 seconds), but also performs well in optimal
solution cost (9500 units) and average solution cost
(10500 units). At the same time, the GA-GAN
algorithm can reach the optimal solution within 180
iterations, which is significantly faster than the baseline
GA, which requires 300 iterations.

The reason why the GA-GAN algorithm can
achieve such results is mainly due to the introduction of
GAN in the mutation operation. After the new
individuals generated by GAN are evaluated by the
fitness function, the individuals with excellent
performance will be retained, thereby improving the
overall quality of the population. In this way, GA-GAN
not only avoids premature convergence, but also
improves search efficiency while  maintaining
population diversity. However, the GA-GAN method
also has some potential limitations in practical
deployment, such as high sensitivity to the choice of
hyperparameters, which requires careful tuning to
achieve optimal performance. In addition, as the
problem size increases, the training time of GAN will
also increase accordingly, which may become a
computational bottleneck for the algorithm on larger
data sets.

When solving multi-objective problems, GA-GAN
finds a balance between multiple objectives such as
cost, time and carbon emissions through the Pareto
optimization  method, achieving multi-objective
optimization. The GA-GAN algorithm uses the
generative adversarial network (GAN) to generate new
candidate solutions in the mutation operation of the
genetic algorithm. These candidate solutions not only
consider cost minimization, but also take into account
the control of transportation time and carbon emissions.
Through the concept of Pareto frontier, the algorithm
can identify the set of solutions that achieve the best
compromise between multiple objectives. In practical
applications, this means that GA-GAN can ensure the
time efficiency and environmental performance of
logistics distribution while meeting cost-effectiveness,
thereby showing higher practicality and efficiency in
complex logistics distribution problems.

To evaluate the performance of GA-GAN in multi-
objective optimization, we conducted experiments in
logistics  distribution  scenarios  with  competing
objectives. The experimental results show that GA-
GAN can generate a series of non-dominated solutions
that form a Pareto frontier on objectives such as cost,
time and carbon emissions. Compared with the standard
GA, GA-GAN has a more uniform distribution of
solutions on the Pareto frontier and shows better
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performance balance on multiple objectives. This shows
that GA-GAN can effectively balance conflicting
objectives when dealing with multi-objective problems,
providing decision makers with more diverse options.

5 Conclusion

In this study, a novel logistics and distribution path
planning algorithm named GA-GAN is developed by
fusing Generative Adversarial Network (GAN) with
Genetic Algorithm (GA). The experiments compare GA-
GAN with random search, baseline genetic algorithm, ant
colony optimization (ACO) and particle swarm
optimization (PSO), and the results show that GA-GAN
has a significant advantage in the logistics and
distribution path planning problem. The GA-GAN
algorithm not only reduces the running time significantly,
with an average running time of 160 seconds, which is
much lower than that of 1200 seconds for random search,
but also outperforms the other comparison algorithms. It
also outperforms other comparative algorithms. In terms
of solution quality, the best solution cost of GA-GAN
algorithm is 9500, and the average solution cost is 10500,
which are both better than other algorithms, showing the
excellent performance in cost control. The fast
convergence property of GA-GAN, which can reach the
best solution in 180 iterations on average, reflects its high
efficiency. In addition, GA-GAN's excellent solution
stability, with a standard deviation of only 100, means
that the algorithm is able to consistently provide high-
quality solutions for distribution paths, which for
logistics operators ensures service reliability and
predictability. The responsiveness of the GA-GAN
algorithm to the size of the dataset is also impressive,
with response times remaining low even when dealing
with large-scale distribution networks, demonstrating the
ability to deal with complex problems. demonstrating the
ability to handle complex problems. The GA-GAN
algorithm provides near-optimal or optimal distribution
path planning under different test scenarios, which
demonstrates its high adaptability and flexibility to cope
with changes in the market and the diversity of customer
demands.
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To improve the efficiency of human-machine interaction in complex machining environments and
optimize the accuracy of gesture recognition, a new gesture recognition system is developed by
combining the improved You Only Look Once 5 and Unity 3D software. Firstly, an efficient channel
attention mechanism is introduced to optimize the network structure of the fifth version of the algorithm
to process higher dimensional gesture image data. Secondly, a twin model of complex processing
equipment is constructed, and real-time visualization of gesture data and human-machine interaction
are achieved using Unity 3D. The research results indicated that the designed static gesture recognition
algorithm achieved image signal-to-noise ratio and image intersection to union ratio of 0.95 and 0.98
during the training process. In practical applications, the gesture interaction recognition model
designed using this algorithm exhibited extremely low response time, with a minimum of 0.02s to
complete the recognition task. At the same time, the recognition accuracy of this model reached up to
99.1%, which was much higher than the other three comparative models. In the practical performance
tests, for the different four datasets, the recognition accuracy of YOLOV5-ECA model was 98.5%,
98.7%, 99.1% and 98.8%, with the recognition time as low as 0.07s, 0.02s, 0.11s and 0.08s,
respectively. It can be seen that the gesture recognition system provides a new technical solution for
human-machine interaction of complex processing equipment, which can further improve the
operational efficiency and safety of human-machine interaction.

Povzetek: Razvit je optimiziran YOLOvS z Unity 3D za izboljSano prepoznavo gest v kompleksnih
strojnih okoljih. Rezultati potrjujejo visoko ucinkovitost pri izboljSanju varnosti in operativne

ucinkovitosti ¢lovek-stroj interakcije, kar omogoca napredne resitve v industrijski avtomatizaciji.

1 Introduction

With the development of industrial automation and
intelligent ~ manufacturing, complex  processing
equipment has become particularly important in modern
manufacturing. This equipment has high precision,
multi-functionality, and high automation, which can
handle more complex process flows [1-2]. In recent years,
the development of the Internet of Things and digital
twin technology has provided new solutions for complex
processing equipment [3-4]. Digital twin technology
achieves real-time monitoring, simulation, and remote
control of devices by creating virtual models. However,
how to improve the real-time monitoring and control
efficiency of complex processing equipment, especially
the accuracy and efficiency of human-machine
interaction, is still an important research topic. At present,
gesture recognition technology based on deep learning
has been widely applied in academia and industry,
especially the You Only Look Once (YOLO) algorithm
[5]. This series of algorithms has attracted widespread
attention in the object detection and gesture recognition
due to their high efficiency and real-time performance.
Gestures, as a primitive and natural way of
human-machine interaction, existed before the
development of language and were mainly used for

information  transmission.  Various gestures and
commands can not only convey information concisely,
but also perform complex operations. In human-machine
interaction, gestures provide a highly flexible
communication form, simplifying the interaction process
by avoiding direct physical contact between mechanical
devices and users. In addition, gesture interaction can
provide more intuitive operating methods and a rich
interaction experience, better meeting the needs and
expectations of users for interaction methods. In previous
studies, Zhang proposed three different gesture feature
extraction methods to improve the recognition accuracy
of human-machine interaction gestures, namely scale
invariant feature transformation, local binary mode, and
directional gradient histogram. Three feature extraction
methods combined with backpropagation neural
networks were used to complete gesture classification
and recognition tasks. The research results indicated that
the gesture feature map information extracted from the
directional gradient histogram was closest to the original
image. This method, combined with backpropagation
neural networks, had a faster convergence speed, the
smallest stable error, and the highest recognition
accuracy [6]. Li et al. proposed a gesture recognition
method based on surface electromyography signals for
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human-machine interaction in rehabilitation equipment.
In addition, a gesture classification model combining
convolutional neural networks and long short-term
memory networks was proposed to classify five dynamic
gestures. Finally, tests were conducted on five different
limb positions. It was found that the dynamic gesture
recognition accuracy of this method reached 84.2% [7].
Chakravarthi et al. proposed a gesture recognition system
based on extreme learning to address the gesture
recognition in human-machine interaction. The system
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could quickly and accurately recognize gestures by
displaying hand movements in front of the camera,
which was helpful for people with different backgrounds
to use. The research results indicated that the constructed
gesture recognition system could quickly interpret
different gestures and improve the accuracy of gesture
interaction, which was particularly suitable for fields
such as healthcare, financial transactions, and smart
transportation [8]. The total summary table of related
works is shown in Table 1.

Table 1: General summary of related works

Operational and

Method Accuracy Re_lﬁiprﬁgse Computational Limitations
Efficiency
pro;-)rohs?ac;ns:/hgﬂang 96.1% - Moderate efficiency Limited applicability
The method _ A
proposed by Li et 84.2% - Moderate efficiency Limited to_rehabllltatlon
al. equipment
The method
proposed by 87.5% 0.33s Moderate efficiency Limited applicability
Chakraverthi
General computational Basic model, lacks additional
ssD 84.5% - 0.23s - officienc plon or attention mechanism, lower
88.2% 0.33s Y, ong accuracy in detailed feature
response time o
recognition
Higher computational Basic model, lacks additional
YOLOVS 87.6% - 0.15s - efficiency and shorter attention mechanism, lower
90.3% 0.26s response time than accuracy in detailed feature
SSD recognition
Higher computational .
90.4% - 0.09s - - Fewer feature recognition
EMAFF-Net 93.1% 0.17s efficiency and shorter points than YOLOV5-ECA
response time
May not accurately recognize
High computational extreme or rare gestures;
YOLOV5-ECA 98.5% - 0.02s - eff?cienc pand short significantly affected by
(This study) 99.1% 0.11s y hardware devices and

response time . ;
P environmental factors; higher

model complexity

In summary, although current research has made
some  progress in  gesture  recognition  and
human-machine interaction, most systems still face low
efficiency and insufficient accuracy in processing
high-dimensional data. The research aims to develop an
efficient and accurate gesture recognition system by
combining You Only Look Once version 5 (YOLOvV5)
and Unity 3D software, in order to provide a more

intuitive and efficient way of human-machine interaction.
The innovation of the research lies in optimizing the
YOLOV5 network structure by introducing Efficient
Channel Attention (ECA) and designing a novel gesture
recognition algorithm. Meanwhile, the study combines
Unity 3D software to build a digital twin model of
complex processing equipment, achieving real-time
visualization of gesture data and human-machine
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interaction.

2 Methods and materials

In order to achieve efficient and accurate gesture
recognition in complex machining environments, the
YOLOvV5 algorithm is first optimized. An improved
algorithm combining ECA is proposed. The study aims
to collect gesture data through Kinect 2.0 sensors and
introduce them into Unity 3D software to achieve
real-time visualization and human-machine interaction of
gesture data.
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2.1 Design of twin static gesture recognition
algorithm based on improved YOLOV5

Kinect is a motion sensing input device developed by
Microsoft, first released in 2010. This device uses a
series of sensors and cameras to capture player actions,
voice, and images without the need for traditional game
controllers, allowing users to interact with the game
through body movements and voice commands [9-10].
Kinect 2.0 is an upgraded version of the first generation,
which not only supports higher resolution color
information and can detect infrared images, but also
increases the number of detected joints from 20 to 25.
The structure of Kinect 2.0 and the collected image
information are shown in Figure 1.

sensor

Power indicator
Depth light

Color
camera

Multiarray
microphone

(a) Kinect 2.0 structure

—»| Color image

—| Depth image

(b) Color and depth images captured by Kinect

Figure 1: Kinect 2.0 structure and captured images

In Figure 1 (a), the key components of Kinect 2.0
include a color camera, depth sensor, multi-array
microphone, and power indicator light. Color cameras
are used to capture user's color images, which can
directly display user images in games. Depth sensors use
infrared projection technology to create a 3D spatial
mapping of the player's surroundings, allowing devices
to detect the user's position and actions in space, even in
dimly lit environments. Multi-array microphones are
used to capture sound and enable speech recognition
functionality. Figure 1 (b) shows the color and depth
images captured by Kinect 2.0. When using Kinect 2.0 to
capture image information, the calculation between the
camera and the measured object is shown in equation (1)
[11-12].

Ap
d=c—= 1
2rf @)

In equation (1), g represents the distance between

the measured object and the camera. ¢ represents the
speed of light. A represents the round-trip phase

difference. f represents the given infrared light

frequency. Due to the certain spatial spacing and
different viewing angles between Kinect 2.0 color and
depth cameras inside the device, the correspondence
between the two types of images is not completely
consistent when collecting gesture images. To
successfully complete the static gesture recognition task,
it is necessary to register the color gesture image with the
depth gesture image. The coordinate relationship
between the two images is shown in equation (2).

a' X
b [=Wx|Y |[+U 2
c’ z
In equation (2), w and y represent the rotation
a’
matrix and translation matrix, respectively. |b’| and
o

X
Y | represent the coordinates of corresponding points

z

in color gesture images and depth gesture images,
respectively. The calculation of transferring coordinate
points from deep gesture images to color gesture images
is shown in equation (3).

uf_ fa,xa'/c’ . c?, @)

v f xb'/c Cr
In equation (3), u and v represent the horizontal
and vertical coordinates of a point in the color gesture

image, respectively. f, and f, represent the
proportional parameters corresponding to gz’ and p' .

[C?} represents the center point coordinates in the
Cpr
color gesture image.

In addition to using Kinect 2.0 to process image data,
the study also introduces the YOLOV5 network to design
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a gesture recognition algorithm. The core idea of YOLO
is to view object detection as an end-to-end regression
problem, achieving real-time object detection by dividing
grids on the image and predicting the bounding boxes
and categories of each grid [13-14]. YOLOVS5 inherits the
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core concept of the YOLO series and improves
performance and efficiency by optimizing network
structure and data augmentation technology, as shown in
Figure 2.

Input side

3

Backbone

Neck

r
Y

Prediction

pling

Figure 2: YOLOV5 network structure diagram

Figure 2 shows the main components of YOLOV5,
including backbone module, neck module, head module,
and prediction module. In YOLOvV5, the sub-modules
include a Cross Stage Partial Darknet53 (CSPDarknet53)
with a Darknet53 neural network and a single Cross
Stage Partial (CSP) network. Compared with other
YOLO versions, YOLOv5 adopts a two-stage CSP
structure, which can effectively reduce gradient
information loss, reduce model size, and enhance the
comprehensiveness of information extraction.
Squeeze-and-Excitation Network (SENet) is a special
channel attention mechanism module. In SENet, channel
information can be obtained through global average
pooling, and then the weight values of the channels can
be obtained through learning, ultimately enhancing
attention. The process of taking global average pooling
to compress global spatial information is shown in
equation (4) [15-16].

z:}yimwzzzauxnn (4)

i=1 j=1
In equation (4), (i,j) represents the position

coordinates of the input feature map.  and z

respectively represent the input and output of the SENet
module, and their specific value ranges are shown in
equation (5).

u' e RC’XH’XW’
{ ©)

7e RC x1x1

In equation (5), R represents the set of real
numbers. ¢’, H' and ' respectively represent the

number of channels, feature map height, and feature map
width. In order to efficiently utilize the aggregated
information in the channel, a learnable module is added
to the SENet module to capture channel correlation. Two
fully connected layers and a ReLU activation function
are used to achieve this, as shown in equation (6).

s =0 (W,5(Wz)) (6)
In equation (6), s represents the channel attention
output. w, and w, represent two fully connected

operations, respectively. & represents the Sigmoid
function, which limits the channel weight value between
0 and 1. 5 represents the ReLU activation function.

The range of values for s, w, and w, are shown in
equation (7).

W, eRT (7)

In equation (7), r represents the channel reduction
coefficient. The final output of the SENet module
obtained by combining equations (4) to (7) is shown in
equation (8).

x=sxu’ (8)

In equation (8), x represents the final output of the
SENet module, and o gCxH>W". In the SENet module,

in order to further enhance the prediction ability of
channel attention on detailed features and reduce the
parameters and computational complexity of the fully
connected layer, the ECA module is used for
improvement. The main reasons for choosing ECA are as
follows. Firstly, ECA constructs channel attention
through one-dimensional convolution, avoiding the
information loss caused by dimensionality reduction and
effectively preserving gesture image feature information.
Secondly, it has a fast information processing speed,
which can meet the real-time requirements of gesture
recognition in complex processing environments.
Furthermore, the length value determines the size of the
receptive field, which in turn determines the
effectiveness of attention acquisition, enabling it to
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adaptively extract key features and improve the accuracy
of gesture recognition. It is very suitable for
high-precision human-computer interaction requirements

X

c’

GAP

1x1xC’

1x1xC’
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in complex processing environments. The structure of
ECA is shown in Figure 3.

o Sigmoid
—_— —>®—> H’

Figure 3: Structural diagram of ECA mechanism

In Figure 3, ECA effectively captures the feature
information of local channels and constructs channel
attention by using one-dimensional convolution instead
of fully connected layers. This feature extraction method
not only avoids information loss caused by
dimensionality reduction, but also has faster information
processing speed. The mathematical model of ECA is
shown in equation (9).

s=0(C1D, (GAP(x))) 9)

In equation (9), x' represents the input feature of
ECA. C1D, represents  the  one-dimensional
convolution with a convolution length of k. GAP

represents the global average pooling. The final output of
ECA is shown in equation (10).
y=5xX' (10)
In equation (10), y represents the final output of
ECA. Due to the one-dimensional convolution method
used in ECA, the length value determines the size of the
receptive field, thereby determining the effectiveness of
attention acquisition. A mapping relationship is
constructed between k and ¢’ to achieve adaptive

convolution, as shown in equation (11).

k=g(C')=|tlodd =[292%" Elogg ()
Y

In equation (11), ¥ and ¢ represent two different
hyper-parameters. |t|odd represents the odd number

closest to t. ¢ represents the mapping relationship.

The ECA is integrated into the YOLOV5 network. Then,
a YOLOV5 static gesture recognition algorithm (You
Only Look Once version 5-Effective Channel Attention,
YOLOV5-ECA) is ultimately designed. The running
process of YOLOV5-ECA is shown in Figure 4.

The YOLOV5-ECA static gesture recognition process
in Figure 4 is mainly divided into two parts: gesture
segmentation and gesture recognition. In the gesture
segmentation stage, Kinect 2.0 is mainly used to collect
gesture image data and perform registration and
segmentation operations on the collected images. In the
gesture recognition stage, YOLOv5 and ECA are used to
complete the recognition task. During the training of the

YOLOV5-ECA model, the following hyperparameter
settings are used. The learning rate is 0.01, and the
dynamic adjustment strategy is used to gradually reduce
the learning rate as the training rounds increased, in order
to achieve better convergence. The batch size is set to 32
to balance the memory footprint and training efficiency.
The optimizer selects Adam, which has the characteristic
of adaptive learning rate and can adapt to the model
training. By setting these hyperparameters, the training
process can be effectively controlled, avoiding
overfitting and underfitting problems, and improving the
performance and generalization ability of the model.

Use Kinect to collec gesture image data

N
:' Static gesture

\
Gesture image registration ' recognition i

i [ :

@ fl \_ 1 Attention !}

LN - . 1!
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\___________g_f_g_ ___________ i yoLovs; !
-------- /

Gesture recognition

Identification results

Identification results

Figure 4: Flowchart of YOLOV5-ECA static gesture
recognition

2.2 Construction of twin human-machine
interaction model for complex processing
equipment in gesture recognition

Complex machining equipment usually refers to
mechanical equipment used in industrial manufacturing
processes to perform various complex machining tasks.
These devices typically have high precision, versatility,
and high automation, which can handle complex process
flows and production requirements. Typical complex
processing equipment includes CNC machine tools,
automated production lines, robot processing systems,
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additive manufacturing equipment, etc [17-18]. Digital
twin technology is used to establish twin models for
complex processing equipment. This model not only
reproduces the characteristics of various physical devices
in virtual space, but also achieves bidirectional

Application

N Auxiliary
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information exchange between entities and digital
models by simulating the operational behavior of devices
in real industrial environments. The twin model
framework constructed is shown in Figure 5.
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Figure 5: Framework diagram of twin model system for complex processing equipment

Figure 5 shows the system framework of the twin
model for complex processing equipment, which is
divided into three layers: data acquisition layer, data
processing layer, and application service layer. The data
collection layer forms the foundation of the system,
which not only groups the functions of devices, but also
associates these grouped device functions with
operational gestures. In this layer, Kinect 2.0 sensors are
mainly used to collect gesture data. The collected data
includes depth and color images of static gestures
obtained in diverse backgrounds and lighting
environments. The main task of the data processing layer
is to process the collected data. Due to the unsuitability
of directly collected gesture data for static gesture
recognition, a series of preprocessing is required. After
these preprocessing steps are completed, the dataset can
be used for gesture training and recognition. The
application service layer is located at the top layer of the
system. The processed data can interact with this layer to
implement various functions. Overall, this study aims to
project complex machining equipment into a virtual
space and utilize Kinect 2.0 sensors to achieve diverse

applications of the equipment in the virtual space.

In the field of industrial manufacturing, complex
processing equipment plays an important role [19-20]. Its
operational performance and efficiency have a decisive
impact on product quality and production efficiency. To
improve the operational efficiency and production output
quality of these complex processing equipment, real-time
monitoring and optimized control are two commonly
used key strategies. Traditional monitoring and control
methods rely heavily on human and material resources,
which are often affected by errors and response delays.
The advancement of artificial intelligence technology,
especially the promotion of the Internet of Things and
intelligent manufacturing, has made digital twin
technology a new solution for simulating complex
processing equipment. This study combines the
optimized YOLOvV5 algorithm to design gesture
recognition technology. The human-machine interaction
process and gesture interaction process in the complex
processing equipment twin model after introducing
gesture recognition are shown in Figure 6.
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Figure 6: Flowchart of human-machine interaction and gesture interaction in the twin model

In Figure 6 (a), human-machine interaction based on
the complex processing equipment twin model refers to
creating a virtual model corresponding to the actual
physical equipment. Through reliable communication
technology, the operator's gesture instructions are
transmitted, and the device can adjust its working status
in a timely manner based on these instructions to meet
the operator's requirements and complete production
tasks. When building virtual models, Kinect 2.0 and
Unity 3D software are mainly used. For the details of
building a virtual model, the first step is to import the
gesture data collected by Kinect 2.0 into Unity 3D. By
writing scripts, these gesture data can be mapped to the
corresponding actions of the virtual model. For example,
when the operator makes a gesture, the virtual device in
Unity 3D takes the corresponding action to simulate the
working state of the real device. Secondly, the
communication function of Unity 3D ensures
synchronization between the virtual model and the actual
device. Based on network protocols, operation
instructions are transmitted from virtual environments to
actual devices, enabling them to respond promptly to
operator instructions. Finally, Unity 3D also supports
rich user interface design, providing operators with an
intuitive control panel and feedback interface. In a virtual
environment, operators can understand the status and

operation results of devices through an intuitive interface,

improving the efficiency and accuracy of operations.
Figure 6 (b) shows the flowchart of gesture interaction.
In the gesture interaction, the operator first executes
various gestures, and the Kinect sensor captures this
gesture information and sends it to the computer system.
Subsequently, the computer system parses the data and
outputs the recognized gesture results and corresponding
instructions. Finally, the digital twin model of complex
processing equipment immediately operates based on
these instructions. Throughout the entire gesture

interaction cycle, operators monitor and adjust actions
through visual feedback to ensure accurate execution of
gesture commands and interaction continuity.

3 Results

Firstly, the study selects Single Shot Multi-Box
Detector (SSD), YOLOVS5, and Enhanced Multi-Scale
Attention Feature Fusion Network (EMAFF-Net) as
comparative  algorithms to test the benchmark
performance of YOLOV5-ECA algorithm. Secondly, four
algorithms are used to construct recognition models to
verify the effectiveness of YOLOV5-ECA in practical
applications.

3.1 YOLOV5-ECA algorithm performance
testing

EgoHands is a publicly available gesture recognition
dataset designed specifically for first person perspective
gesture recognition, which is used to test the benchmark
performance of algorithms. The EgoHands dataset
contains various gesture types, such as common gestures
such as pointing, grasping, and clenching, totaling
approximately 3,000 publicly available gesture image
data. In terms of variability, it covers different lighting
conditions, ranging from bright to dim environments, and
user diversity includes people of different ages, genders,
and skin colors. In the preprocessing step, the image is
first subjected to size normalization and uniformly
adjusted to a specific size, such as 416x416 pixels.
Simultaneously, data augmentation operations are
performed, including random rotation of a certain angle
(such as £15°), random horizontal flipping, etc. The
collected 3,000 public gesture image data are divided
into training and testing sets in an 8:2 ratio. Firstly, the
loss values of four algorithms are tested on the same
dataset, as shown in Figure 7.
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Figure 7: Performance of YOLOv5 ECA in gesture recognition: A comparative study of loss function and accuracy

Figures 7 (a) and 7 (b) show the loss function curves
of SSD, YOLOv5, EMAFF-Net, and YOLOV5-ECA in
the training and testing sets, respectively. As shown in
Figure 7 (a), YOLOV5-ECA iterated to a stable state
faster than the other three algorithms. After reaching a
stable state, YOLOV5-ECA had 100 iterations, with a
loss value of 0.40. Similarly, in Figure 7 (b),
YOLOV5-ECA only required 103 iterations to reach a
stable state, with a loss value of 0.36. The p-value of the
accuracy difference between YOLOV5-ECA and SSD
was 0.01 and the t-value was 3.5, indicating that the

difference in performance of the two algorithms was
significant at the significance level of 0.05. For the
comparison of YOLOV5-ECA and EMAFF-Net, with a
p-value of 0.03 and a t-value of 3.2, the differences were
also considered significant. These statistical results
support that the superior performance of YOLOvV5-ECA
in loss function and accuracy is not accidental. Then, the
study tests the Image Ambiguity (IA) and Structural
Similarity Loss (SSL) of the four algorithms during the
training process, as shown in Figure 8.
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Figure 8: Performance statistical analysis of gesture recognition algorithms: 1A, SSL, and accuracy of different
algorithms

Figures 8 (a) and 8 (b) show the changes in IA and
SSL values of the four algorithms during training,
respectively. As shown in Figure 8 (a), when the number
of training samples increased from 100 to 800, the IA
values of SSD, YOLOv5, EMAFF-Net, and
YOLOV5-ECA decreased from 0.52, 0.43, 0.34, and 0.19
to 0.36, 0.28, 0.25, and 0.07, respectively. The 1A value
under the YOLOV5-ECA algorithm was always less than
0.20, indicating that the algorithm had the lowest
ambiguity in recognizing gesture images. As shown in
Figure 8 (b), the SSL values of SSD, YOLOVS5,
EMAFF-Net, and YOLOV5-ECA algorithms also

decreased with the increase of sample size. When the
sample data were 800, the SSL values of SSD, YOLOV5,
EMAFF-Net, and YOLOv5-ECA reached their minimum
values of 0.15, 0.23, 0.18, and 0.03, respectively. It can
be seen that the YOLOV5-ECA algorithm has the
smallest image structural information loss during the
training process, which can better preserve the true
recognition results. Then, the mean and standard
deviation of each model in multiple experiments are
calculated. For example, the YOLOv5 ECA model had
an accuracy of 98.5%, 98.7%, 99.1%, and 98.8% in
recognizing four types of gesture images, respectively.
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After multiple experiments, its mean was 98.75% and the
standard deviation was 0.2%. Similar processing is also
applied to response time. For example, YOLOvV5-ECA
had a minimum response time of 0.02s. The average
value after multiple experiments was 0.06s, the standard
deviation was 0.01s, and the p-value was less than
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0.0001. By calculating the confidence interval, the
significance of model performance improvement can be
more accurately determined. The changes in
Signal-to-Noise Ratio (SNR) and Intersection over Union
(loU) of the four algorithms during the training process
are shown in Figure 9.
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Figure 9: Empirical study on the effect of sample size on SNR and loU values of SSD, YOLOv5, EMAFF-Net and
YOLOV5-ECA algorithms

Figures 9 (a) and 9 (b) show the SNR and loU values
of the four algorithms, respectively. In Figure 9, as the
sample size continued to increase, the SNR and loU
values of SSD, YOLOv5, EMAFF-Net, and
YOLOV5-ECA also showed a gradually increasing trend.
However, the overall increase trend of YOLOV5-ECA
was the gentlest, and the changes in its SNR and loU
values were also the smallest. As shown in Figure 9 (a),
the maximum SNR values of SSD, YOLOV5,
EMAFF-Net, and YOLOV5-ECA were 0.82, 0.84, 0.91,
and 0.95, respectively. As shown in Figure 9 (b), the
maximum loU values of SSD, YOLOv5, EMAFF-Net,
and YOLOv5-ECA were 0.83, 0.86, 0.94, and 0.98,
respectively.  After calculation, the number of
floating-point operations for SSD was 1045 FLOPs.
YOLOV5 was relatively more complex in structure, with
1513FLOPs. Due to its multi-scale attention feature
fusion mechanism, EMAFF Net has a higher
computational complexity of approximately 2120FLOPs.
YOLOV5-ECA introduces ECA mechanism and

interaction with Unity 3D, further increasing the
computational complexity to 2502FLOPs. This indicates
that YOLOV5-ECA faces a relatively high computational
burden while achieving high performance. However, in
complex machining environments, its high-precision
recognition performance may balance performance and
computational costs to some extent.

3.2 Practical application effects of
human-machine interaction models

considering gesture recognition

In addition to testing the benchmark performance of
four algorithms, SSD, YOLOv5, EMAFF-Net, and
YOLOvV5-ECA algorithms are applied to complex
processing equipment twin models. Four different types
of static gesture interaction recognition models are
constructed. Four different static gestures are captured to
detect the performance of the four models in practical
applications, as shown in Figure 10.
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Figure 10: Recognition effects of different models

Figures 10 (a), 10 (b), 10 (c), and 10 (d) show the
recognition performance of SSD, YOLOv5, EMAFF-Net,
and YOLOv5-ECA models for four types of gesture
images, respectively. Based on Figure 10, the
YOLOV5-ECA model had the best recognition
performance. This model fully recognized key points in
different gestures and provided a complete gesture
recognition trajectory. Secondly, EMAFF-Net had better
recognition performance than SSD and YOLOVS5, but its
number of feature recognition points was less than
YOLOV5-ECA model, so its recognition performance
ranked second. The recognition performance of SSD and
YOLOv5 was poor, because both models were basic
models and lack additional attention mechanism
structures to increase the recognition accuracy of detailed
features.

Table 2 shows the accuracy and time of four models
in recognizing four types of gesture images. According
to the data in Table 2, the accuracy of YOLOV5-ECA in
recognizing four types of gesture images was above 98%,
with the highest reaching 99.1%, far higher than SSD
and YOLOV5. In addition, YOLOV5-ECA had a shorter
recognition time for the four types of images, with the
shortest being as low as 0.02s. The interaction effect of
the YOLOV5-ECA model in the twin system of complex
processing equipment is tested, as shown in Figure 11.

Static gesture 1

Raw image

(a) The interface amplifies the interaction
results

B NS A

(b) YOLOV5

h-nmm
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Table 2: Actual recognition accuracy and recognition
time of the four models

Network Accuracy/  Time/
Image number

structure % S
SSD 85.6% 0.33s
Gesture image YOLOV5 88.9% 0.26s
1 EMAFF-Net 91.7% 0.14s
YOLOvV5-ECA 98.5% 0.07s
SSD 86.8% 0.23s
Gesture image YOLOV5 88.9% 0.15s
2 EMAFF-Net 92.2% 0.09s
YOLOvV5-ECA 98.7% 0.02s
SSD 88.2% 0.29s
Gesture image YOLOV5 90.3% 0.22s
3 EMAFF-Net 93.1% 0.17s
YOLOvV5-ECA 99.1% 0.11s
SSD 84.5% 0.31s
Gesture image YOLOV5 87.6% 0.26s
4 EMAFF-Net 90.4% 0.14s
YOLOvV5-ECA 98.8% 0.08s

Static gesture 2

Raw image

The reduced image

(b) The interface Narrows the interaction

results

Figure 11: Static gesture interaction results of YOLOv5-ECA model

In Figure 11 (a), when the operator's gesture was to
open the palm, the image of the complex processing

equipment twin system in Unity 3D was larger. In Figure
11 (b), when the operator's gesture was to merge the
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palms, the image of the complex processing equipment
twin system in Unity 3D shrank. Based on the interaction
results in Figures 11 (a) and 11 (b), it can be concluded
that the designed static gesture recognition model can
effectively complete  human-machine interaction
instructions. Due to its high precision and fast response
time in various gesture recognition tasks, YOLOvV5-ECA
demonstrates excellent foundational performance. For
new types of gestures or industrial devices, the model
can be fine tuned with a small amount of annotated data
to quickly adapt to new application scenarios without the
need for large-scale training from scratch, thus saving
time and resources. In addition, the high efficiency and
low latency characteristics of YOLOV5-ECA make it
particularly suitable for real-time interactive systems,
such as the human-computer interaction scenario shown
in Figure 11. Faced with dynamic gesture recognition,
the model's fast updating ability and robustness can also
ensure smooth transitions and provide stable and reliable
recognition results.

4 Discussion

The study selected SSD, YOLOv5, EMAFF-Net,
and YOLOV5-ECA for comparison. In performance
testing, YOLOV5-ECA reached a stable state faster by
iterating on a dataset of 3,000 gesture images. When the
training set was stable, the loss value was 0.40 after 100
iterations, and reached 0.36 after 103 iterations on the
testing set. The lowest image blur was 0.07, the
minimum structural similarity loss was 0.03, the average
accuracy was 98.75%, and the average response time was
0.06 seconds. The highest signal-to-noise ratio and
intersection to wunion ratio were 0.95 and 0.98,
respectively, but the computational complexity reached
2502FLOPs.

The YOLOvV5-ECA method proposed in this study
shows significant advantages in gesture recognition, and
its performance is significantly improved compared with
baseline methods (SSD, YOLOvV5, EMAFF-Net). Firstly,
from the perspective of performance improvement, the
ECA mechanism has played a crucial role in feature
extraction. Traditional feature extraction methods may
overlook local feature information between channels,
while ECA mechanism effectively captures the feature
information of local channels by one-dimensional
convolution to construct channel attention.

Secondly, Unity 3D has played an important role in
enhancing visualization and interaction. It can map the
gesture data collected by Kinect 2.0 to the corresponding
actions of the virtual model, achieving real-time
visualization of gesture data and human-computer
interaction. Through scripting and communication
capabilities, Unity 3D ensures synchronization between
virtual models and actual devices, providing operators
with intuitive control panels and feedback interfaces, and
further improving the efficiency and accuracy of
human-computer interaction.

However, this method also has some potential
limitations. Although YOLOvV5-ECA performs well in
known datasets and experimental environments, there
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may be issues with inaccurate recognition for some
extreme or rare gesture situations. This is because the
training data may not fully cover all possible gesture
variations and complex scenarios. Meanwhile, the
performance of the model may be affected by hardware
devices and environmental factors. For example, in
extremely poor lighting conditions or in the presence of
occlusion, the image quality captured by Kinect 2.0 may
decrease, thereby affecting the input data quality of the
model and leading to a decline in recognition
performance. In addition, the complexity of the model is
relatively high, and it may face slow running speed on
devices with limited computing resources. In future
research, it is necessary to further optimize the
preprocessing process of the scheme and expand the
scope of data collection to enhance the generalization
ability of the model. At the same time, although this
algorithm increases accuracy, it also increases the
complexity of the model.

5 Conclusion

In order to improve the accuracy of human-machine
interaction gesture recognition in complex processing
equipment, a YOLOvV5-ECA model was designed by
combining ECA and YOLOV5. The experimental results
showed that the model significantly outperformed SSD,
YOLOv5, and EMAFF-Net on accuracy and real-time
performance in gesture recognition. In benchmark
performance testing, the model had a faster iteration
speed and lower IA and SSL values. It also had excellent
performance in SNR and loU, with higher SNR and loU
values. In practical applications, YOLOV5-ECA
exhibited high recognition accuracy and low response
time in digital twin systems of complex processing
equipment, with a maximum recognition accuracy of
99.1% and a minimum response time of only 0.02s. In
summary, the YOLOvV5-ECA model performs well in
basic testing, achieving excellent detection results in
practical applications. Subsequent research can further
test the performance of the YOLOV5-ECA model in
different scenarios and other recognition tasks to
improve the model's generalization ability. However,
there are some limitations to using the Kinect 2.0 sensors
for gesture recognition. Under low-light conditions, the
image quality collected by Kinect 2.0 may decrease,
affecting the accuracy of gesture recognition. In addition,
occlusion problems can also have adverse effects on the
system. When some gestures are blocked, the complete
gestures may not be accurately identified. These
shortcomings may reduce the applicability of systems in
complex environments. For example, in some low-light
industrial scenarios, the accuracy of gesture recognition
decreases, affecting the efficiency of human-computer
interaction. In practical application, these limitations
need to be considered. Some measures such as adding
auxiliary lighting or optimizing the algorithm to cope
with the occlusion situation can improve the stability and
applicability of the system.
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Intelligent production enterprises globally are advancing smart vehicles, necessitating improved
location-transport routing for multi-robot systems. TransCAD allocation and scheduling techniques are
pivotal for this purpose, aiming to enhance stability, speed, and accuracy in routing. This study
investigates multi-robot TransCAD scheduling within a Flexible Manufacturing System (FMS),
focusing on challenges like task distribution, autonomous navigation, and precision in complex multi-
process, multi-workpiece environments. By applying a clonal screening algorithm for multi-robot
allocation and sorting, the study achieved optimal stability and performance in simulated environments.
A novel composite structure for multi-robot transport in FMS is proposed, integrating a Communication
and Information System (CIS) with P2P communication for effective multi-robot coordination. The
study examines the complexity of Locating Route Problems (LRP) by analyzing nodes, vehicle count,
and network size, highlighting increased complexity with additional locations. Using access techniques
for multi-robot transport, the study proposes a minimum delay access strategy, optimizing
communication time efficiency through MAC and RTS/CTS mechanisms. Compared with traditional
algorithms, the proposed method achieved significant performance metrics, with 98.5% accuracy,
97.8% precision, and 98.2% recall, demonstrating its effectiveness in multi-robot transport.

Povzetek: Raziskana je uporaba logisticnih robotov za optimizacijo nacrtovanja poti v TransCAD
sistemu. S pomocjo klonskega selekcijskega algoritma in vecrobotne komunikacije izboljsuje usmeritev
robotov v kompleksnih proizvodnih okoljih, kar povecuje avtomatizacijo in operativno ucinkovitost

logisticnih sistemov.

1 Introduction

In the domestic logistics industry, the rapid
development of the intelligent transportation industry,
and the establishment of a flexible production
workshop logistics system have become an important
trend in the development of the current logistics
industry. Intelligent production workshop logistics is a
kind of logistics system with automation, intelligence,
and intelligence as the core. In intelligent production,
transportation is an important link to realizing
intelligent production. Industry is the industry and
industry introduced at the earliest stage, which is
currently in the greatest demand and whose technology
urgently needs to be improved. This kind of robot
transportation uses the battery as transportation power,
coordinates movement with the chassis gear train, and
realizes autonomous driving through sensors and
controllers such as laser radar. Under the control of the
controller, it operates according to the predetermined
path, transports the material to a specific location, and

carries out a set of handling and auxiliary loading and
unloading TransCAD. The multiple TransCAD
scheduling problems in FMS are discussed. Aiming at
the situation of multi-station, multi-workpiece, multi-
process, and multi-robot in FMS, a mathematical
model of multi-station, multi-workpiece, multi-
process, and multi-robot transportation is established,
and the clonal screening algorithm is used to allocate
and sort the multi-robot TransCAD. The superiority of
the proposed control strategy in terms of stability,
stability, and optimal solution is demonstrated by the
simulation  tests performed on  multi-robot
transportation [1-4].

The route of multiple robot transportation in logistics
distribution is discussed. Based on ROS, the movement
and entity of multiple mobile robots are constructed,
and two planar grid graphs are constructed. A modified
A* method combined with diagonal spacing is
introduced to reduce the number of search nodes in the
path plan, to realize the optimal route. The test results
show that the proposed multi-robot integrated cost and
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multi-robot TransCAD cycle reduce multi-robot
TransCAD cost, reduce TransCAD cost, and reduce
TransCAD cycle.

In the real scenario of the FMS factory, several robot
transportation simulations and scheduling experiments
are carried out. Firstly, the Gazebo algorithm was used
to simulate multiple vehicles, and a multi-path
optimization algorithm was given to reduce the
reliability of vehicle intersection and operation. The
stability, rapidity, and accuracy of the scheduling
system are tested by measuring the time of fixed-point
scheduling, the measurement of fixed point stopping,
the measurement of fixed point stopping, and the
calculation of the handover of vehicles. Over ten years
ago, the logistics business only required mobile
logistics robots with defined nodes and routes. With the
popularity of high-performance chips, controllers, and
high-precision sensors, a variety of sensors can be
supported at a specific price, and various sensors can
be analyzed to achieve a comprehensive judgment of
the surrounding environment and an accurate judgment
of specific transportation targets. Therefore, the
performance of the same price order type robot has
been further improved. This is a patrol machine
consisting of a variety of detectors such as lidar, MU,
RGB-D camera, encoder, thermometer, and gyroscope.
The system has strong performance and can perform
various security monitoring and surveillance work
independently [5]. Traditional robotic transportation
for logistics transportation focuses on environmental
perception, autonomous navigation and localization,
map building, and route selection. However, under
complex work tasks and dynamic external conditions,
the working obstacles of a single robot are gradually
emerging. A single robot has great difficulties in
obtaining information, analyzing the environment, and
executing force, and it is difficult to make new
progress. The number of multiple robots is larger than
a single multiple robots, they can work at the same

C.Tanetal.

time, and can effectively perform more work at the
same time; multi-robot transport can take full
advantage of the synchronization of data, and can also
provide more comprehensive information for the
monitoring of the whole system. Multi-robot
transportation must maintain its stability, speed, and
accuracy in production, logistics, and transportation.
The multi-robots produced in multi-warehouses,
warehouses, and factories are demonstrated. The multi-
robots can not only complete the information exchange
between multi-robots and users but also complete the
assignment and cooperative work of multi-tasks so that
they can accurately and effectively complete various
productions of Trans CAD [6-7]. In some industrial
fields, the work distribution and scheduling of multiple
robots, in some production lines, has achieved a high
degree of automation. For example, in the intelligent
assembly workshop of GAC Yichang Automobile Co.,
LTD., multiple robots work together to install all
components such as car chassis, window glass, seats,
and so on to 100%, and a new car can be pulled off the
production line in 52 seconds at the fastest. In FAW
JiefangHuishan intelligent factory, Aowei heavy-duty
diesel powertrain area of 50000 square meters of
intelligent TransCAD plant, intelligent Trans CAD
proportion is 67%, intelligent Trans CAD proportion is
78%, an engine can be assembled in an average of 110
seconds, compared with 2012 semi-automatic
production line, Production increased by 117%.
However, the level and proportion of mechanization of
the whole society are still insufficient [8]. Due to the
site environment, process requirements, enterprise
capabilities development level, and other factors,
especially in some complex processes, production
rhythm changes, high transformation costs, high
maintenance costs, applicability, and reliability is
difficult to ensure the production process, still relies on
manual labor. Summary of literature survey is
presented in Table 1.

Table 1: Summary of literature survey

References | Methods/Algorithm

Merits

Limitations

[9] The Integrated Logistics Platform
(ILP 4.0), a software architectural
model that this author introduced,
aims to integrate warehouse
logistics with AR and VR while
also pushing warehouse logistics to
new heights of efficiency.

technologies,  warehouse | information needed to
logistics issues including | address certain security
inventory automation, | and safety issues in the
movement  management, | logistic area.

and logical and physical
security of the property can
be lessened.

integrating these | To lessen the lack of
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[10]

One of the more significant
qualitative  changes in  the
automation of transport activities in
the production, assembly lines, and
storages is the introduction of
service  robots, or AGVs
(automated guided vehicles), into
manufacturing processes in this
study.

In addition to uses of AGV
service robots with various
structures in manufacturing
processes, in  restricted
spaces and open regions,
like shipping containers in
ports, this article covers the
annual application of service
robots in logistics.

These robotic systems are
inexpensive to invest in.

[11]

This paper looked at the influence
of transportation revolutions as
well as developments in robot-
assisted mobility systems.

For academics, decision-
makers, and  business
experts interested in
determining the direction of
transportation in the future,
the study is a useful
resource.

Absence of human-robot
cooperation and artificial
intelligence's function in
traffic flow optimisation
data.

[12]

The purpose of this work was to
develop an A-star algorithm-based
intelligent logistics management
system using the ROS robot.

The ROS robot's power
consumption and response
delay performance are good,
and the logistics transit
speed has significantly
increased, according to the
results.

To get more reliable
results, the simulation
experiments should be
split into multiple groups
and compared numerous
times, as the A-star
method is not deep
enough. Therefore, there
is still  room for
improvement in  this

paper.

[13]

This paper shows UAV route
planning architecture that makes
use of the augmented ant colony
technique.

examining the UAV in
person and demonstrating
that even with its lower
weight

, It still needs to meet its
durability standards.

[14]

An A* algorithm was utilised in
this paper to globally direct the path
planning in the large-scale grid
using the heuristic elastic PSO
algorithm.

In order to enable fast
particle convergence, the
elastic PSO method
employed the contraction
operation to find the
globally  optimum  path
formed by the local optimal
nodes.

The A* algorithm's
drawback is that it cannot
generate the shortest
path, but it also avoids the
issue of its inability to
converge to the globally
optimal path because it
lacks heuristics.

[15]

The acquired knowledge results in
the development of linear control
laws and a two-stage Kalman filter-

The effectiveness and low
sensing requirements are the
main  advantages. The

R vision-based
techniques in  larger
robots to enhance flight
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based estimate technique that can
effectively handle an underactuated
leader-payload-follower system.

suggested technique was
validated in both indoor and
outdoor contexts through
flying experiments,
employing two sub-100-g
MAVs  with  severely
constrained computational
power.

performance or as a
fallback in the event of
hardware malfunction or
poor sight.

[16]

This work provides a revolutionary
path planning to guide the self-
reconfigurable sTetro staircase
cleaning robot with optimal energy
consumption. We make use of the
grid-based optimisation method's
temperature gradient.

A Staircase cleaning robot
that can adjust on its own
and uses the least amount of
energy

This system has lower
efficiency when
compared to  other
approaches.

[17]

The indoor environment can be
recreated using SLAM algorithms.
This  study proposed the
intralogistic application of UAVS,
or quadcopter drones.

A sophisticated low-cost
localisation technique along
with usual sensors present
on even low-cost UAVs can
be used to study controller
design and simulation in
order to attain the most
critical goal of navigation
accuracy, which is normally
better than 10 mm.
Triangulation Sensors,
whether  laser-based  or
otherwise, appear to be a
promising  solution  for
small- to medium-sized
industrial systems.

This Case study,
effortlessly avoiding
impediments on the
ground when travelling in
the longitudinal,
transverse, or oblique
orientations at specific
heights inside an
assigned working space
indoors

(18]

fMmTSP method applied for fixed
destination multi-depot multiple
travelling salesman problem

In order to optimise task
allocation and route
planning for many indoor
robots with various
beginnings and destination
depots—where each robot
starts and terminates at the
same depot—this study
suggests a new
methodology.

Inaccuracy in the
techniques.

[19]

Using a topological map as the
unifying representation and
computational model.

Ex-situ  modelling and
analysis of activities are
made possible by this
topological abstraction of

However, this work only
tests a subset of test cases
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the system state,
results in an
representation of large-scale
settings and scalable and
efficient operation for the
entire fleet.

which | for
effective

topology  change

methodologies.

1.1 Motivation

. Logistics robots automate the movement of
goods, which can greatly improve the efficiency of
delivery and transportation operations.

. Businesses may save money by using logistics
robots as part of the LRP solution.
. Sophisticated  methods for  modeling

transportation networks, taking into account variables
like road conditions, traffic patterns, and periods, are
available in TransCAD and related applications.

1.2 Research gap

The lack of investigation into the fusion of cutting-edge
technology like robotics  with  well-known
transportation planning software like TransCAD is the
research gap in the use of logistics robots to resolve
identifying route issues in TransCAD. There aren't
many thorough studies that particularly look into the
use of logistics robots inside the TransCAD
framework, despite the increased interest in
streamlining logistics operations and route planning.
The subject of potential synergies between logistics
robots and TransCAD is frequently overlooked in favor
of standard route optimization techniques and software
solutions. The ways in which TransCAD might be
improved to solve route placement problems by
including logistics robot skills like autonomous
navigation and real-time data collection are not well
understood.

1.3 Contribution of the study

. The paper presents TransCAD scheduling and
allocation strategies as the fundamental approaches for
maximizing the location-transport routing of many
intelligent robots. The limits of single robot operations
are intended to be addressed by these strategies.

. The paper suggests a composite construction
with multi-level and multi-robot capabilities for multi-
robot transportation, based on the experimental results.
The development of a multi-robot transportation
communication system integrating peer-to-peer (P2P)
and Communication and Information System (CIS)
modalities is also suggested.

1.4 Research methods

Localization and transportation route selection are
important issues in the design of mobile logistics
robots. Usually, it obtains the predetermined track of
robot transportation using the shortest route from the
starting point to the end under constraints such as no
conflict with obstacles. At present, it has a wide range
of applications in many fields, such as cargo and
obstacle avoidance of storage AGV, outdoor UAV
flight and collision avoidance, underwater navigation
of unmanned submarines, and missile and fighter
aircraft avoidance. Transportation routing can be
applied to transportation routing problems on various
terrains in various point-line networks.

1.4 Statistical tests

The ANOVA, t-test for trend, was performed to
ascertain if the proportion of infections brought by the
most prevalent solution of locating route problems in
TransCAD throughout the course of the study period
had an independently significant linear trend.

2 Optimization of logistics robot
transportation route based on
Trans CAD

According to the known environmental information,
the transportation route can be divided into a model-
based overall transportation route (that is, all the
information in the Trans CAD context is known) and a
sensor-based regional transportation route (that is,
unknown environmental information). Fundamentally,
there is no difference between global and local routes.
The proposed method can be applied to global route
selection as well as local route selection. Functionally,
the design of local routes should take into account the
influence of the environment, and to ensure the safety
of the robot, they are usually dynamic-oriented. From
the objective point of view, the goal of the overall route
is to produce a route that conforms to a specific optimal
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index, while local route planning focuses on the
practicality and avoidance ability of the route. So, in
practice, to realize their advantages and complement
each other, the combination of global and local is often
used.

The method is mainly divided into three aspects: initial
condition analysis, constraint condition analysis, and
objective function construction. First, we initialize the
subject-object in the following way.

Given the set of robots asR
R={Ry, Ry Ry,

1)
Given the set of stations asM
M = {Ml' MZ' ...’an}
)
Given the set of artifacts asiW
W = {Wl' WZ' e Wn3}
@)
The set of all target tasks isT
T. , T. , o,
S
Ny
(4)
The transportation cost matrix is
Where the matrix's components provide the
consumption numbers for robot movement from the
intended location to the intended

destination.Cc;;Rij(i,j = 1,2---,m)Over the past
decade or so, there have been two main approaches to
road optimization: traditional route optimization
approaches and heuristic approaches. The following is
a brief explanation of both methods. Traditional
transportation route methods include visualization,
simulated annealing, artificial potential fields, etc.
Pseudocode 1 is as follows.

C.Tanetal.

distances[start_node] =0
while unvisited_nodes is not empty:

current_node = node in unvisited_nodes with the
smallest distance

remove current_node from unvisited_nodes
if current_node == end_node:
break
for each neighbor_node of current_node:
if neighbor_node is in unvisited_nodes:

tentative_distance =  distances[current_node] +
distance between current_node and neighbor_node

if tentative_distance< distances[neighbor_node]:

distances[neighbor_node]
tentative_distance

previous_nodes[neighbor_node] = current_node
shortest_path =[]
current_node = end_node
while current_node is not null:
shortest_path. prepend(current_node)
current_node = previous_nodes[current_node]

return shortest_path

Pseudocode 1:
TransCAD

Locating route problems in

function Dijkstra (Graph, start_node, end_node):
distances = {}

previous_nodes = {}

unvisited_nodes = Graph

for each node in Graph:

distances[node] = infinity

previous_nodes[node] = null

2.1 The application of Trans CAD in the
transportation route of logistics robots

The visual graph method is to make the connection
between the robot and the target point, the vertex and
the vertex of the polygonal obstacle body, so that the
connection between the robot and the vertex of the
obstacle, the endpoint, and the vertex become a visual
graph. Since the vertices of any two lines are visible,
all routes from the starting point to the ending point are
conflict-free, and the optimal search method is used to
find the minimum route. Its disadvantages are its poor
flexibility, the view must be reconstructed when the
endpoint obstacle or starting point is changed, and the
calculation is more complex due to the increase in the
number of obstacles. The simulated annealing
algorithm proposed by Kirkpatrik et al in 1982 is an
efficient approximation optimization algorithm. Its
principle comes from the annealing of solid matter in
physics. This method simplifies the optimal solution of
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the optimal problem to different states, approximates
the objective function to the energy or essence of the
material, and arranges the optimal solutions according
to the state under the optimal conditions so that the
optimal solution of the problem can be optimal. The
simulated annealing method has the characteristics of
simple operation, flexibility, and high efficiency, but it
has the disadvantages of slow convergence speed, poor
randomness, and instability. The effectiveness of the
simulated annealing method depends on the parameter
setting.

The artificial potential field method is a simulation
calculation method formed according to the natural
phenomenon of "water flowing downward”. The basic
idea of this algorithm is to transform the moving
process of the robot on the map into the moving process
of the robot in the virtual force field. In this process,
the repulsive force of the obstacle and the starting point
to the robot, and the attractive force of the ending point
to the robot. The driving force together with the
gravitational force affects the action of the robot
transport, which makes it avoid obstacles and makes it
reach the destination smoothly. The artificial potential
field method is simple and practical, with real-time
processing, mobile obstacles, easy to implement the
bottom of the robot motion control, etc, but the
traditional artificial potential field method still has
many shortcomings, such as near the unrecognized
obstacles area, easily in disorder shake in front of, in
the narrow tunnel, etc.

Select locating route problem solutions using clonal
screening algorithm:

The clonal screening algorithm’s steps are described as
follows.

Step 1: Let g be the number of generations and g = 0.
Initialize the robots P(r). The number of route
directions in P(d) is N.

Step 2: Calculate the affinity of each logistics robot in
P(r), and sort all routes allocation in order according to
their affinities.

Step 3: Each route in P(d) clones, and the number of
clones for each robot is proportional to its affinity. N
clones are generated to compose the transCAD Pc(t).

Step 4: Each clone in Pc(t) mutates. The mutation rate
of each clone is inversely proportional to its affinity,
i.e., a clone with a higher affinity will have a lower
mutation rate. N mutated clones are produced to form
logistics Pm(l).
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Step 5: rp antibodies with the highest affinity are
selected from P(r) and Pm(g) to compose the
population S(g).

Step 6: N—ns randomly generated antibodies are added
to S(g). Let P (g + 1) «<S(g), g—g + 1. Return to Step
2 until the stopping criterion is satisfied

Clone operation All antibodies are sorted according to
their affinities. Each antibody clones and the clone
probability of the ith antibody Abi is calculated by
Affinity (Abi) N j=1 Affinity
Abj,ie{1,2,...,N}

2.2 Heuristic route planning method with
optimization performance

The Dijkstra algorithm is a traditional method for
resolving the shortest path issue using a single source.
The Dijkstra algorithm suggests an iteration technique
based on the length of the route's sequence. It is
extensively utilized in several disciplines, including
operating research, graph theory, data structures, and
GIS search. The Dijkstra algorithm's primary principle
is to create a root from a fixed beginning node in the
tree structure, and then find the shortest path between
each node and the root. In the classic Dijkstra
algorithm, there is no negative weight between network
nodes. The distance and nearby relationship determine
whether to add a new node to the spanning tree.
Dijkstra is a classical minimum route optimization
method, which starts from the starting point, gradually
extends to the final goal, and then uses the forward
traversal of nodes to obtain the minimum route. The
algorithm has a higher success rate and better
robustness when the least paths are obtained. However,
its shortcoming is that the algorithm must pass through
multiple nodes to obtain the shortest path, so the search
efficiency is low, the calculation is large, and it cannot
effectively solve the inverse boundary problem.

The A* algorithm comprehensively evaluates the
generation of each extended node and gives the
corresponding heuristic functions. The algorithm
compares each expansion node and expands until it
reaches the target by choosing the node with the lowest
cost. The advantage of A* is that its number of nodes
is small, so the search speed is fast, the calculation is
small, and it also has high real-time performance. The
disadvantage is that in the actual movement, its size
will be ignored.

The Floyd method is also called the interpolation
method. The central concept is to insert one or more
intermediate points between two vertices and compare
the lengths of the intermediate points that pass and
those that do not. The specific implementation process
is as follows: the path network is transformed into the
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weight of the weight matrix, and then the intermediate
turning point method is used to solve the minimum
distance between any node in the weight matrix. This
method is easy to understand and suitable for
calculating the minimum distance between two nodes.
However, it is not suitable for large-scale calculation
due to its large amount of calculation and high time
complexity.

The constraints are divided into three aspects: station
constraints, time constraints, and work constraints. The
following is the analysis of the content of these three
aspects.

Station restrictions: The work of each section is
carried out in a specific section, and the section cannot
carry out the processing of multiple sections at the
same time.

Time limit: after the end of the previous process of the
workpiece, the next process can be carried out, and the
time point of the working process is set as the end time
of the process, i.e

talia) < taUip),a <b
(6)

The station must complete the previous processing task
before it can proceed to the next processing task, i.
eT, T,

{vt, = a,YM; € M, count (Ty;) < 1}
7

The statistical function is represented by the count(-)

The workpiece is not allowed to be transported by the
robot before the process of the station is completed, i.
eW;MJ;;R

vt, < ta(Ji;),VR; € R, count (T;) =0 (8)

Task constraints: complete all tasks and the same task
cannot be executed repeatedly, i. eTT

{T =UL, T, T;NT; = Q,Vi,j € {1,2,--,m},i ¢j}
Urier Tri =T
{T.NT, = @,vi #j € R}

)

(IMTrans CAD limitation: all the work has been
completed and the same Trans CAD cannot be further
carried out, (or)there are two distinct approaches to
route planning: the heuristic method and the
conventional method. The classical route planning
approach has better scalability and is appropriate for
the theoretical study of road planning since it may be
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used for a range of map-carrying methods and because
the challenges involved are more complicated. The
heuristic path planning algorithm based on a two-
dimensional grid graph usually uses a two-dimensional
grid graph to solve, which makes full use of the basic
elements of a two-dimensional grid: starting point,
obstacle point, operable area, etc., so that it has higher
speed and better practicability. Autonomous driving in
the ROS system is implemented based on two methods:
Dijkstra and A*,

The behavior planning level mainly completes the
basic work of autonomous vehicle navigation, behavior
planning, target monitoring, and avoidance. In this
method, the perception layer is used to obtain the local
map of the workshop, the global map, the robot
perception information, and the transportation
TransCAD information, to realize the localization and
trajectory optimization of the robot in the FMS
workshop. Based on the results of route planning, a
corresponding sequence of actions is produced at the
action planning level. To ensure the safety of
TransCAD, a local route-based algorithm can be used
for vehicle power avoidance.

The proposed method uses both sensing and action
control methods. The sensor system includes laser
ranging data collected by lidar, positioning data from
the odometer, and data collected by the camera. The
system can also initialize the collected information and
can realize the mapping in the factory. The system
operates on the data of the vehicle itself and the
external data obtained by the sensors. For example, the
motion parameters of the vehicle can be transmitted to
the motor, to change the direction and speed of the
vehicle.

To achieve the smooth operation of logistics
distribution, the information interaction layer, task
allocation layer, behavior planning layer, and
perception layer four layers of hierarchical structure are
used in the FMS to realize the perception and analysis
of an unknown dynamic environment, as well as
autonomous navigation, avoidance, and other
functions. The behavior planning level mainly
completes the basic work of autonomous vehicle
navigation, behavior planning, target monitoring, and
avoidance. In this method, the perception layer is used
to obtain the local map of the workshop, the global
map, the robot perception information, and the
transportation Trans CAD information, to realize the
localization and trajectory optimization of the robot in
the FMS workshop. Based on the results of route
planning, a corresponding sequence of actions is
produced at the action planning level. To ensure the
safety of TransCAD, a local route-based algorithm can
be used for vehicle power avoidance.

The proposed method uses both sensing and action
control methods. The sensor system includes laser
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ranging data collected by lidar, positioning data from
the odometer, and data collected by the camera. The
system can also initialize the collected information and
can realize the mapping in the factory. The system
operates on the data of the vehicle itself and the
external data obtained by the sensors. For example, the
motion parameters of the vehicle can be transmitted to
the motor, to change the direction and speed of the
vehicle.

(I) Let the operation time of each station be, and the
system duration is determined by the maximum station
operation time.t(x)If the system persistence time is
minimized, then the objective function is
m g; = m[m (t(x))] (10)
(11) Calculate the consumption of each robot to perform
the transportation task, such that the maximum
consumption of a single robot is minimized, then the
objective function isR

m g, = m{m[f (Ry, Try), ", f (Rp, Trn) 1}
- (11)
f(R, Try) = Zh,keTRi Chk
Where, is the consumption value of the robot moving
from the target to the target along the planned path,
which is positively correlated with the transportation
time and can be represented by the transportation
time ¢, R;hk

(1) Let the total consumption value be, such that the
total consumption of all robots is the least, then the
objective function iscost (x)R

mgz; = mcost (x) = mYper f(R;, Tri) (12)
Considering the above three optimization factors, the
total objective function is

mg = m(Cy g, + €29, + C393) (13)
In the complex workshop logistics Trans CAD, there is
obvious communication failure caused by system noise
or equipment failure. This problem can be effectively
solved by using a shared environment instead of a
special communication link. Implicit communication is
the use of sensing devices to collect and process the
required data in the external environment, to realize the
cooperation between multiple robots. Implicit
communication includes perceptual communication
and situational communication. Perception
communication means that in the production process,
the robot can sense the surrounding production
situation, obtain the surrounding information, and
understand and analyze the surrounding situation, to
realize the response to various dynamics. Environment
communication is when robots keep certain
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information in the surrounding environment. After
sensing the surrounding environment, they can also get
other data from other robots, to achieve the purpose of
mutual communication. In dark communication,
because there is no direct and trusted data exchange, it
is impossible to use advanced cooperation methods to
execute some complex commands.

Explicit communication and implicit communication
are two kinds of communication, both of which have
their advantages and disadvantages. By combining
their respective advantages, they can adapt to various
complex and changeable TransCAD in flexible
production workshops. To this end, this paper studies
multiple robots in FMS establishes a communication
model of explicit and implicit communication, and uses
implicit communication in  small, high-level
cooperation between multiple robot transportation. If
there is a conflict that cannot be solved by implicit
communication, explicit communication can be used to
make minor adjustments. The combination of explicit
communication and implicit communication can not
only reduce the system consumption caused by a large
number of explicit communications, but also reduce the
irreconcil conflict caused by implicit communication,
improve the efficiency of communication, and
maintain the stability of the system.

3 Result analysis

Install Network Simulator 2 (NS-2) on Linux.NS-2 has
good simulation performance and provides strong
support for the simulation of TCP, routing, and
multicast protocols. Since WLAN adopts IEEE802.11g
standard, before NS-2 simulation software and
development software of NS-2, we must first decide on
our network environment. Since EEE802.11g has a
data transfer rate of 54 Mbit/s, the simulation must be
performed at a network speed of approximately 54
Mbit/s.

The communication delay performance of multi-robot
transport in WLAN is affected by two aspects: the size
of the robot transport and the communication load (in
this paper, the load). Robot size refers to the number of
robots in the whole system; Communication load is the
length of the load contained in the data packets
transmitted and received when the system is
communicating.

First of all, in the NS - 2, set the number of machineries
t0 2,4,6,8,10,12.16,24,29,34,40,48 20 and 60. Next, we
set the load value, because each wireless node has to
establish a TCP connection and send the same frame
length to each other, so we can set the load value
separately. In real communication, heavy load and low
load are two completely different situations, so they are
divided again. Each small load value is set to 100
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Bytes, 500 Bytes, 1000 Bytes 2000 Bytes; each group
of large load values is set to 10 K, 50 K, 100 K, and
300 K bits.

By comparing and analyzing the communication
efficiency of several DCF access methods, it is
necessary to measure the basic access mechanism and
the latency of the access mechanism. In the same case,
the maximum delay was calculated using 10 separate
simulation trials, and the average of the maximum
delay was obtained. Two access methods are used to
obtain the maximum time delay of multiple robot
transportation under the limit of the number and load
value of multiple robots, and then the mapping is
carried out by these data. The maximum delay of the
entire network is significantly influenced by the load's
size, as evidenced by the variance in load values shown
in Table 2, and Figure 1. The number of robots
deployed and their respective load values have a
considerable impact on the average maximum delay
experienced by the system. The average maximum
delay in milliseconds (ms) for the various settings is
listed in the following Table 1. The findings point to a
number of tendencies. First, the average maximum
latency tends to rise for all load levels as the number of
robots grows. This increase raises the possibility of
resource contention or congestion as more robots for
the same resources in the system. Secondly, there is a
noticeable effect on load value. Increasing the load
levels causes the average maximum delay to climb
continuously. This result shows how much more work
and time the system needs to process to accommodate
larger loads. Furthermore, there isn't necessarily a
linear relationship between the average maximum
delay and the number of robots. In some circumstances,
such as those with a moderate load value and a
comparatively low number of robots, the increase in
delay might not be as noticeable as it would be in
circumstances with greater loads or more robots.
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Figure 1: The maximum average delay
Table 2: The average maximum delay
Number = Small load value
of
robots
100B 500B @ 1000B 2000B
2 9.7 10.6 11.8 14.8
4 32.4 31.7 45.0 50.8
6 77.8 91.0 70.7 118.5
8 121.4 132.6 1059 | 163.6
10 139.8 170.0 146.2 213.2

When the load is large, the average maximum delay of
multiple robots will increase. When the load is very
low, the average maximum delay of multiple robot
transportation is also less. However, under the basic
access mechanism, the load of 1000 Bytes has the best
average maximum latency compared to the other three
low load values. Through the above research, it is
found that too large or too low a load will cause the
robots to compete with each other, resulting in
unfairness and increasing the overall delay.

The variation of the number of robots in transportation
is studied, and it is found that the maximum time delay
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increases when the number of robots in transportation
increases. Especially in the case of more than 50 units,
due to the blocking phenomenon in the network, the
delayed growth of the system becomes very slow, so
the system cannot smoothly carry out the transmission
of data, failing in information exchange. Eventually, a
system of multiple robots will break down, making
communication and cooperation impossible.

Assume that the robot's left wheel's linear velocity is
and its right wheel's linear velocity is, the distance
between the centroids of the two differential wheels be,
and the linear and angular velocities of the whole robot
person be and.v,v,Dvw.According to the motion
analysis of the differential wheel, the equation can be
obtained.

v = +v,)/2

w = —v)/D (14)

At each rotation of the differential wheel, the total
number of pulses that the encoder produces is indicated
as, the left and right differential wheels' encoder
increment in units of time is represented by, the angle
that exists between the coordinate systems of the robot
and the real environment is represented as, and the
radius of the differential wheel is denoted
as.s,Atc,q c.,0r Subsequently, the formula is used to
determine the robot's location coordinates in the world
coordinate system and the total value of the encoder’s
accumulated angle in the world coordinate system's
plane.

Xy = [} AXydt =[] (coy — Cep) - 277 - 55 - cos (6)dt
Yo = fy AYydt =[] (cor — cop) - 2mr - 551 - sin (6)d¢
B= fot Apdt = fot (Cer — Cez) - 2mr - sz 1 - D71dt

(15)

The odometry information of the robot during motion
can be represented by a three-dimensional vector.

Compared with the basic access mode, RTS/CTS
access mode can effectively improve the system delay
performance. Under low load conditions, using basic
access technology can significantly reduce the average
maximum latency and speed up the system response.
Although the RTS/CTS access mechanism can reduce
the collision between multiple robot transports, it will
increase the load of the system at a low load. Therefore,
basic access is a better access mode than RTS/CTS
under low-load conditions. So, for the size of the load,
a limit must be set. When the load exceeds the limit,
the RTS/CTS access mode is adopted. When the load
is below the limit, the basic access mechanism is
adopted. To improve the delay of multi-robot
communication, appropriate constraint values can be
selected according to the scale of multi-robots,
communication requirements, communication load,
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and other factors in WLAN.The type of detecting
technology, vehicle speed, road width, and application-
specific requirements are some of the variables that
affect the separation distance for traffic and road lane
detection. Figure 2 shows the comparison of Traffic
Detection and Road Lane Detection.

s Traffic Dotection
@ RoadlLane Detection

Time (ms)
3

04— T T T T T T T
10 20 30 40 50 60 70 80

90 100
Distance detection in meter

Figure 2: Comparison of traffic detection and road
lane detection

3.1 Traffic detection

The Traffic Detection system has impressive accuracy,
with rates that ranging from 85% to 95%, under a
variety of traffic density and illumination situations.
With delays, ranging from 100 to 300 milliseconds,
depending on the intricacy of traffic patterns and the
processing capacity of the installed hardware, the
system demonstrates effective reaction times in terms
of latency. However, the traffic detection system
consistently maintains a low false positive rate, with an
average of 5% to 10% of cases. This demonstrates how
consistently the system can distinguish moving items
from background noise and identify images.

3.2 Road lane detection

The Road Lane Detection system has strong accuracy
levels, with rates ranging from 90% to 98% under a
variety of weather and road conditions. With reaction
times ranging from 150 to 400 milliseconds, the Road
Lane Detection system, however, has a larger latency
than the Traffic Detection system. The complexity of
lane marker detection and tracking, particularly in
dynamic situations, might be blamed for this delay. The
false positive rate for the Road Lane Detection system
is slightly greater than that of Traffic Detection,
averaging between 7% and 12%, although being
typically low. This suggests that non-lane
characteristics may occasionally be mistaken for lane
markings, which may affect driver assistance systems
that depend on this information.



106  Informatica 49 (2025) 95-108

The findings highlight the intricate trade-offs that are
present in road lane detection and traffic detection
systems amongst accuracy, latency, and false positive
rates. However, each device operates higher in certain
respects than others, maximizing its effectiveness
necessitates employing a balanced approach to
elements including hardware capabilities, algorithmic
complexity, and environmental randomness.

Overall performance of an algorithm:

In this part, the existing algorithm's results were
compared with the application of logistics robot in the
solution of locating route problems in TransCAD.
Here, approaches like Convolutional Neural Network
(CNN)[20], simultaneous localization and mapping
(SLAM) [17], and Proposed method are evaluated
using performance metrics including accuracy,
precision and recall as shown in Table 3.

Table 3: The value of performance metrics compared
with existing and proposed methods

Algorithm | Performance metrics
Accuracy Precision Recall
(%) (%)
(%)
CNN 78.8 77.2 78.3
SLAM 83.7 82.1 83.2
Proposed | 98.5 97.8 98.2
Method

The proposed Algorithm outperforms the logistics
robots using the route problem in transCAD. Figure 3
shows as the algorithm achieves accuracies of CNN as
78.8%, SLAM as 83.7%, and the proposed model
achieves the highest 98.5% its shows the scalability and
adaptability over real-time data.
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Figure 3: Outcome of the performance metrics with
accuracy , precision and recall.

3.3 Discussion

A well-known tool for transportation planning,
TransCAD  offers efficient network analysis,
visualisation, and optimisation features. By combining
logistics robots with TransCAD, route planning may be
enhanced and several problems facing the logistics
sector can be fixed. TransCAD route optimisation can
benefit from the data provided by logistics robots
equipped with sensors and real-time data transfer
capabilities. TransCAD can dynamically adjust routes
in response to changing conditions because to the
robots' capacity to collect data on weather patterns,
traffic congestion, and road conditions. By taking into
account these environment space details and making
use of TransCAD's capabilities, logistics planners can
improve the effectiveness and efficiency of logistics
operations by optimising delivery routes, resolving
route issues, and integrating logistics robots into the
route planning process. Given the complexity and
dynamic nature of the proposed system, which employs
logistics robots to resolve TransCAD route
identification problems, factors pertaining to data
security, stakeholder relations, technology, law, and
the physical environment must be carefully taken into
account. TransCAD wusers may fully utilise the
potential of logistics robots to increase transit
efficiency, design routes more effectively, and promote
long-term growth in the logistics industry by properly
navigating and managing this environment region. To
use the logistics robots inside the TransCAD
framework, a substantial upfront investment is required
for their acquisition and integration with the current
TransCAD systems. In order to develop scalable,
intelligent logistics solutions that satisfy the shifting
needs of modern transportation logistics, future
research into the use of logistics robots to resolve route
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location issues in TransCAD will need to concentrate
on continuous innovation, integrating cutting-edge
technologies, and cooperating across interdisciplinary
domains.The suggested method's efficiency s
demonstrated by the following findings: recall is
98.2%, accuracy is 98.5%, and precision is 97.8%.

4 Conclusion

In this study, the architecture and communication
mechanism of multi-robot transportation in FMS are
discussed in detail, and a clone selection algorithm of
Trans CAD allocation and sorting based on WLAN is
proposed. The main contents of this paper are as
follows: the cooperative trans-CAD in intelligent
production trans-CAD is realized by using a multi-
robot transportation hierarchical four-level mechanism
and multi-robot transportation hybrid mechanism; the
communication performance of multiple mobile
communication systems can be effectively improved
by integrating the communication mode with the
implicit communication mode and the CIS model with
the P2P model. Through the simulation of
IEEE802.11g  WLAN multi-robot  transport
communication system, starting from the number of
multiple robots and communication load two
parameters, through the research of MAC basic access
and RTS/CTS access mechanism, select the shortest
access mode in various circumstances. On this basis,
the grid graph is constructed by using the movement of
multiple robots the simulation of the surroundings, and
SLAM technology. To overcome the diagonal motion
problem which is ignored by the general route planning
method, A new A* method is presented in this paper.
The findings demonstrate that, in the current
scheduling scenario, the suggested method can lower
the overall cost of multiple robots by 18.20% and the
cost of multiple robots by 16.32% when compared to
the traditional Manhattan distance A* method. A
significant upfront expenditure is needed to purchase
the logistics robots and integrate them with the current
TransCAD systems to use them inside the TransCAD
framework.Future research into the use of logistics
robots to solve route location issues in TransCAD will
need to focus on ongoing innovation, integrating
cutting-edge technologies, and collaborating across
interdisciplinary domains to create scalable, intelligent
logistics solutions that meet the changing demands of
contemporary transportation logistics.
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With the rapid development of big data technology, accounting information systems are facing
unprecedented challenges in processing and analyzing massive financial data. In order to improve the
efficiency and accuracy of data processing, this article deeply explores the application of big data mining
algorithms in optimizing accounting information systems. By introducing advanced big data mining
algorithms, accounting information systems have achieved automation in data cleaning, transformation,
and analysis, significantly reducing manual intervention and improving data processing efficiency. This
article compares the performance of different big data mining algorithms in the analysis of accounting
informationization risk transactions. Through practical verification, we found that the selected algorithm
performs well in terms of accuracy, reaching over 95%, which is a significant improvement compared to
traditional methods. Meanwhile, in terms of computation time, the algorithm has also demonstrated
significant advantages, reducing computation time by over 30% when processing datasets of the same
size. These performance improvements not only improve the operational efficiency of accounting
information systems, but also provide enterprises with more accurate and timely financial information. In
addition, this article also conducted a survey on the intelligent management of accounting information
systems. We collected valuable opinions on the current status of accounting information intelligent system
management by distributing survey questionnaires to in-service MBA and MPAcc students. The survey
results show that over 76% of accounting personnel and almost all management personnel (91.18%) agree
with the intelligent features of accounting information systems and believe that establishing a separate
accounting knowledge base or knowledge management system is necessary. This discovery further
emphasizes the importance of optimizing accounting information systems and provides direction for future
research.

Povzetek: Analizirani so algoritmi rudarjenja velikih podatkov za izboljSanje racunovodskih
informacijskih sistemov. Raziskava poudarja potrebo po inteligentnih sistemih v racunovodstvu ter
potrjuje pozitivne ucinke na financno odlocanje in obvladovanje tveganj v podjetjih.

and preparing accounting statements. This not only greatly
reduces the workload of accounting personnel, but also

1 Introduction
The intelligent accounting information system can

display the financial and operational status of enterprises
in different regions through technologies such as
geographic information systems (GIS), providing support
for the global layout and risk management of enterprises.
The system can penetrate into various business areas of
the enterprise, provide targeted financial management and
decision support, and help the enterprise achieve refined
management [1]. By utilizing big data analysis and
artificial intelligence technology, the system can deeply
mine and analyze the integrated data, discover patterns
and trends in the data, and provide scientific basis for
enterprise decision-making. On this basis, researching and
constructing an intelligent agent dynamic accounting
information platform has important practical significance
and future value. In the stage of computerized accounting,
computers are widely used in daily accounting operations.
Such as setting accounting subjects, filling out accounting
vouchers, registering accounting books, cost accounting,

improves the accuracy and efficiency of accounting [2]. It
is not like computerized accounting, where manual
accounting is simply simulated through computer
technology. At present, the existing accounting
information systems in China are mainly used to process
transactions that have already occurred [3].

Data warehouse technology is a special data storage
technology that can extract data from numerous databases
and convert it into a special new format, providing
decision analysis for decision-makers. It is a collection of
data that reflects continuous historical changes. The data
source of a data warehouse is not unique and often
includes multiple sources, including internal and external
data of the enterprise (such as survey reports, documents,
etc.) [4]. It reorganizes, arranges, and stores a large
amount of historical or current comprehensive data as
needed, providing random queries, comprehensive data,
and trend analysis information over time. In the intelligent
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interactive visualization accounting information system,
to establish a big data analysis platform, Hadoop, a big
data processing architecture, can be considered [5].

The emergence of big data mining algorithms
provides strong technical support for the optimization of
accounting information systems. These algorithms are
based on artificial intelligence and machine learning
technologies, capable of automatically extracting valuable
information from massive data, discovering correlations
and patterns between data, and providing decision support
and risk management for enterprises. Through the
application of big data mining algorithms, accounting
information systems can achieve automated and
intelligent data processing and analysis, greatly improving
work efficiency and accuracy, reducing labor costs and
error rates. The application of big data mining algorithms
in optimizing accounting information systems has broad
prospects and profound significance [6]. Firstly, through
automated processing and analysis of data, big data
mining algorithms can significantly improve the
efficiency of accounting information systems. Traditional
accounting information systems require a significant
amount of manpower and time to process data, while big
data mining algorithms can automate these tasks, greatly
shortening the data processing cycle. Secondly, big data
mining algorithms can improve the accuracy of
accounting information systems [7]. Traditional data
processing methods often have errors and omissions,
while big data mining algorithms can ensure the accuracy
and reliability of data through precise algorithms and
models [8]. Therefore, this article designs a big data
mining algorithm to provide predictive analysis and
decision support models for accounting information
systems. By mining and analyzing historical data,
algorithms can predict future financial trends and market
changes, provide valuable information and suggestions for
enterprises, and help them make wiser decisions.

The contribution points of research innovation are as
follows:

1) The innovation proposed in this article lies in the
successful application of big data mining algorithms to
accounting information systems, achieving automation
and intelligence in data processing.

2) This article uses advanced model recognition
technology and data integrity verification algorithms to
verify accounting information data files item by item. This
method not only effectively identifies anomalies and
errors in the data, but also ensures the integrity and
consistency of the data. Meanwhile, by comparing with
other algorithms, the identity verification technology
proposed in this article has been significantly improved,
further enhancing the security of accounting information
systems.

In addition to innovations in data processing and
validation, this article also proposes the application of big
data mining algorithms in predictive analysis and decision
support. By mining patterns and trends in data, big data
mining algorithms can provide valuable predictive
information and decision-making recommendations for
enterprises.

S. Yang

2 Related work

In the field of tax management, the application of
artificial  intelligence  technology is  gradually
demonstrating its enormous potential and value. Some
scholars have explored how artificial intelligence can help
modernize tax management systems, and through deep
learning and data mining, artificial intelligence can
identify potential tax risks. And provide warnings to help
the tax department take timely prevention and control
measures [9]. This can not only reduce the occurrence of
tax violations, but also ensure the security and stability of
national taxation. In terms of auditing, artificial
intelligence can quickly identify potential financial fraud
and violations through data analysis and pattern
recognition. Artificial intelligence can also automate audit
procedures, reduce manual intervention, and improve the
accuracy and efficiency of audits [10]. In terms of
accounting, artificial intelligence can automate daily
accounting and reporting work, reducing the workload of
accounting personnel. Artificial intelligence can also
provide accurate financial forecasts and decision-making
recommendations for enterprises based on historical data
and predictive models [11].

The application of financial technology based on
artificial Internet of Things, especially the development of
big data management algorithms, has brought
unprecedented opportunities and challenges to the
financial industry. It explores the application and
development of big data management algorithms based on
artificial Internet of Things in financial technology [12].
In the field of financial technology, the application of
AloT enables financial institutions to collect and analyze
large amounts of financial data in real-time, improving the
efficiency and accuracy of financial services. In the credit
field, big data management algorithms are used to help
financial institutions quickly assess borrowers' credit
status, achieve accurate risk pricing and risk control [13].
In the investment field, big data management algorithms
can provide personalized investment advice and risk
management solutions for investors by analyzing and
predicting historical data. The application of artificial
intelligence technology in the field of accounting is
becoming increasingly widespread. From automated
accounting processing, intelligent auditing to predictive
analysis, artificial intelligence technology is gradually
changing traditional accounting methods. Automated
accounting processing is one of the earliest applications of
artificial intelligence technology in the field of
accounting. Through machine learning and natural
language processing techniques, artificial intelligence can
automatically recognize, classify, and input financial data,
greatly improving work efficiency and accuracy [14].
Intelligent auditing utilizes artificial intelligence
technology to deeply analyze and mine large amounts of
financial data, helping auditors quickly identify potential
financial fraud and violations, and improve audit
efficiency and accuracy [15].

The management accounting information system
should be a comprehensive system that integrates
budgeting, performance evaluation, analysis and
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forecasting, and decision support. Its core lies in not only
acquiring and processing traditional financial accounting
information, but also incorporating more non-financial
information to meet the diverse decision-making needs of
management [16]. By deeply integrating artificial
intelligence and big data technology, this system can
efficiently extract valuable information from massive data
and provide accurate and timely decision-making basis for
management. Empowered by big data and artificial
intelligence, management accounting information systems
can achieve intelligent analysis of data, reveal hidden
patterns and trends behind the data, and help enterprises
make more informed decisions. At the same time, research
achievements from companies such as Informatica in data
management and integration (such as the application of
platforms like Informatica PowerCenter in data cleaning,
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transformation, and integration). This provides strong
technical support for the management accounting
information  system, ensuring data quality and
consistency, and further enhancing the system's decision
support capabilities [17]. In order to effectively solve a
series of large and complex data problems currently
existing in enterprises, and to effectively handle various
current and historical data distributed inside and outside
the enterprise, it is necessary to establish various themed
database management systems. In this way, accounting
personnel and decision-makers can access the integrated
database system through various front-end analysis
software tools. And make various decisions based on
accurate and comprehensive historical information,
quickly putting the overall solution of the business plan
into practice [18].

Table 1: Key results gap in reference research

Reference Key Results Technological gap The necessity of carrying out this
research work
[9] Artificial intelligence helps modernize | The scalability and accuracy Develop more efficient and accurate
tax management systems and identify of tax risk identification tax risk identification algorithms to
tax risks models need to be improved improve tax management efficiency
[10] Artificial intelligence quickly identifies | The automation level of audit | Enhance the intelligence and real-time
financial fraud and violations, procedures is limited, and performance of audit procedures,
automates audit procedures real-time performance needs reduce manual intervention, and
to be improved improve audit efficiency
[11] Artificial intelligence automates The accuracy and real-time Develop more accurate predictive
accounting and reporting work, performance of the prediction | models to provide valuable decision
providing financial forecasting and model need to be further support for enterprises
decision-making recommendations optimized
[12] The application of AloT in financial The adaptability of big data Exploring big data management
technology improves the efficiency and management algorithms in algorithms applicable to the financial
accuracy of financial services the financial field needs to be | sector to enhance the level of financial
strengthened services
[13] Big data management algorithms are The real-time and accuracy Develop more efficient credit risk
used for credit risk assessment, of credit risk assessment assessment algorithms to enhance the
achieving risk pricing and risk control models need to be improved risk management capabilities of
financial institutions
[14] Artificial intelligence automatically The accuracy and efficiency Optimize accounting automation
recognizes, classifies, and inputs of accounting automation processing flow, improve work
financial data to improve accounting processing need to be further efficiency and accuracy
efficiency improved
[15] Intelligent auditing utilizes artificial The depth and breadth of Strengthen the ability to analyze audit
intelligence technology to deeply audit data analysis need to be data, improve audit efficiency and
analyze financial data and improve expanded accuracy
audit efficiency
[16] The management accounting The integration and Building a more intelligent
information system should obtain intelligence level of management accounting information
relevant information beyond financial information systems need to system to provide comprehensive
accounting information and provide be improved decision support
decision support
[17] Blockchain ensures the authenticity and The application of Explore more application scenarios of
integrity of accounting records, blockchain technology in the blockchain technology in the
improves transparency and audit field of accounting needs to accounting field to enhance the
efficiency be further expanded and transparency and audit efficiency of
optimized accounting work
[18] Establish a thematic database The integration and real-time | Build a more integrated and real-time
management system, provide an performance of database database management system to
integrated database system, and support | management systems need to provide comprehensive information
decision-making be strengthened
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support for accounting personnel and
decision-makers

From the above table, it can be seen that although
artificial intelligence technology has made significant
progress in fields such as tax management, auditing,
accounting, and financial technology, there are still many
technological gaps, such as shortcomings in scalability,
accuracy, and real-time performance. It is particularly
important to carry out this work in order to effectively
solve these problems. By conducting in-depth research on
the application of big data mining algorithms in
accounting information systems, we can further optimize
algorithms for tax risk identification, automation of audit
procedures, financial forecasting, and decision
recommendations. It improves the accuracy and efficiency
of accounting automation processing, strengthens audit
data analysis capabilities, builds a more intelligent
management accounting information system, and explores
more application scenarios of blockchain technology in
the accounting field. These tasks will help improve the
overall performance of accounting information systems
and provide more comprehensive, accurate, and real-time
information support for enterprises.

3 System model construction
3.1. Design of an intelligent accounting analysis

management system

At present, accounting informatization in China has
been around for nearly 40 years, but there has not been a
significant breakthrough in the field of accounting
informatization. This article believes that there are two
main reasons: firstly, the market focuses more on the
construction of accounting business level systems, while
neglecting research on accounting information systems
related to management decision-making; Secondly, due to
the fact that Chinese enterprises often rely solely on
experience to make decisions in the risk management
process, without the support of corresponding data, it
often leads to major mistakes. It can be inferred that
establishing a risk management information system and

Accounting computerization stage

Information Phase

Database

Data phase

Data file

incorporating it into the management accounting
information system is extremely necessary. Based on this,
this article believes that an intelligent modern
management accounting information system should
include four subsystems (Figure 1).

Intelligent Management
Accounting Information
System

Accounting Analysis
Management System

Risk control
system

Accounting decision
supporting system

Performance Management
Information System

Figure 1: Intelligent management accounting information
system

From its functional perspective, it is equivalent to a
traditional accounting information system, with the goal
of improving data processing capabilities. After
introducing data mining technology, this subsystem can
effectively enhance data processing capabilities and
obtain a large amount of accounting information.
Enterprise managers can use performance management
information systems to set effective performance goals for
each employee and connect the enterprise strategy with
each employee.

Accounting Informatization Stage

Information weapo

Data mining

Data warehouse

Figure 2: Different stages of accounting informatization

Figure 2 shows the different stages of accounting
informatization. Data mining techniques can help analyze
historical data, determine which indicators have the

greatest impact on organizational performance, and adjust
the indicators and weights in the balanced scorecard
accordingly. By mining patterns in historical data, future
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performance trends can be predicted, providing a basis for
organizations to set reasonable performance goals. Data
mining technology can monitor organizational
performance data in real-time, detect abnormal situations
and issue warnings, helping managers take timely
measures to make adjustments. Through in-depth mining
and analysis of performance data, problems and
deficiencies in the organization's operations and
management can be identified, providing support for
formulating improvement measures and making scientific
decisions. Accounting decision support systems can help
decision-makers in enterprises better utilize their financial
information to make effective decisions. It is based on
modern management science and information technology,
utilizing techniques such as quantitative economics,
operations research, and control theory to establish
relevant models, while utilizing computer technology to
solve semi-structured and unstructured accounting
problems.

Data warehouse
storage subsystem

Data extraction
subsystem

Keyboard Entry
Online entry

» Data warehouse
big data technology

A

scanning

photograph
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3.2. Overall architecture of intelligent accounting

analysis and management system

The accounting analysis management system can be
divided into four subsystems: data extraction, data
warehouse storage, information processing, and
information visualization display (Figure3). With the help
of these four subsystems, the goal of integrating,
collaborating, sharing, controlling, intelligentizing, and
integrating accounting business management can be
achieved. The task of the accounting data warehouse
storage subsystem is to store accounting data not only in
the database according to the requirements of accounting
transaction processing, but also synchronously in a data
warehouse that is convenient for data mining according to
the theme; The task of the accounting information
processing subsystem is to process accounting data into
accounting information; The task of the accounting
information visualization display subsystem is to provide
the processing results to information users in various
visual ways through human-computer interaction.

4 N\ N\

Information processin ) . R
P 9 allnformation visualizatio

display subsystem

A

subsystem

—

Figure 3: Composition of accounting analysis management system

The data is stored in a standardized format in a
unified Data Warehouse (DW) to achieve effective data
sharing (Figure 4). The data in DW is theme oriented, such
as sales, production, or customers. The data is organized
around a specific theme, and when targeted towards theme
users, it can determine how the business is conducted and
its reasons. Based on DW technology, enterprise managers

can discover the relationships between accounting
information through OLAP technology. With the help of
DM technology, they can understand the hidden value
behind data, discover potential favorable information, and
provide favorable support for enterprise decision-making.

Data warehouse

\"
H

Data warehouse storage subsystem

Data mart

OLAP

Data mining

Data mart

Figure 4: Accounting data retrieval system
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3.3. Construction of accounting information
system model under big data mining
algorithms
In this article, we propose and validate an

optimization scheme for accounting information systems

based on big data mining algorithms, which has achieved
significant results in feature selection and model accuracy.

By comparing the data accuracy and training time before

and after feature selection, we found that the model after

feature selection significantly reduced data complexity
and training time while maintaining high accuracy. This
discovery emphasizes the importance of feature selection
in improving model performance and efficiency.
Compared with classical discrete models and project
response theory models, our model performs well in
accuracy prediction and testing results on three open
datasets. Although classical discrete models may still be
applicable in some cases, our model demonstrates higher
accuracy in most cases. This may be due to our model
adopting more advanced algorithms and a more
comprehensive feature set, which can better capture

S. Yang

complex patterns and relationships in the data. It should
be noted that the accuracy of the theoretical model
reflected in the project is the lowest, which may be due to
certain issues in model design or implementation. In order
to improve the accuracy of the model, it may be necessary
to re-examine its assumptions, parameter settings, or data
processing methods in the future to ensure that it better
adapts to practical application scenarios. In the
preprocessing step, the first step is to remove duplicate
data, process missing values, correct erroneous data, etc.
Convert data of different dimensions to the same
dimension to improve the training effectiveness of the
model. Traditional accounting information systems often
require a significant amount of time and manpower when
processing large amounts of data. And big data mining
algorithms can automatically process and analyze data,
greatly improving data processing efficiency. This enables
accounting personnel to obtain accurate information faster
and provide more timely data support for enterprise
decision-making. Figure 5 shows the data mining process
for accounting and financial management systems.
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Figure 5: Data mining process for accounting and financial management systems

In each sample X; €S, in the minority class

sample S, , we used the Nearest Neighbors class of the

sklearn library to find the nearest neighbors of a given
sample. Then, we randomly selected a point from these
nearest neighbors and calculated the difference in feature
vectors between the sample and this point. Synthesize a

minority class sample X, as:

Xnew:Xi+(Xi_Yj)X5 1)

If it is assumed that the upsampling rate is N, then
N points should be randomly selected from the k nearest
neighbor points found, and then this method is used to
synthesize artificial samples for each minority class
sample.

Real time segmentation of time series data has broad
application prospects in the field of accounting. Through
reasonable testing and validation methods, we can ensure
the accuracy of segmentation and the effectiveness of the
model, thereby providing strong support for financial
management and decision-making in enterprises. The
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application of real-time segmentation of time series data
in the field of accounting is crucial, as it can help us better
understand the changing trends of financial data and make
accurate predictions and analyses based on them. Real
time segmentation is based on certain statistical feature
indicators for time-series data. Time series data is a
collection of data points arranged in chronological order,
usually used to represent the trend of a certain
phenomenon over time. In the field of accounting, time
series data may include daily transaction volume, monthly
revenue, annual profit, etc. The goal of real-time
segmentation is to divide time series data into multiple
data segments, so that the data sequences in each segment
follow the same statistical model. In this way, we can
apply corresponding statistical methods to analyze and
predict each data segment:

X =t )X )Xt )l @

Where t, is the current moment. Data stream
segmentation is the segmentation of X into a series of
consecutive non-empty data segments
{Xl,...,Xj,...,Xs,...},where:

XJ X(Jl)‘ ( ) (1‘ 1)}CX j=12,.. 3)

ettt i 1< JI+1,I_J,z AN (4)

N; is the data sequence length of Xj. X, is the

data segment containing the current data X(tc), which is
called the current data segment.

Let the data in X; be described by a linear
regression model:

x(t)=f(t.6;)+ &, tel..

The linear regression model corresponding to data
segment X ; is:

tin| ()

f(t,6,)=a,t+b, ©)

The model parameter vector is:
0; = [aj,bj]T (7)
o, =(H(i)-u™ ) (®)
CHAL={(i,v,)} )

Generate a unique serial number for each file block.
This serial number can be generated based on a timestamp,
file hash, or other unique identifier. Meanwhile, generate
a corresponding random number for each file block. This
random number can be used for subsequent encryption,
signing, or other security operations. After grouping and
numbering all user file blocks, merge these file blocks in
a certain order into one large file or data stream. This
merging process can be based on the sequence number of
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file blocks or other sorting rules to ensure that the merged
files are ordered.

n
M = Zvimk,i + 4,

i=1

(10)

In the formula: z, represents the random number

generated by the cloud storage server for each user during
each verification process. Compute the signature:

o H1{T1es )

To further improve the reliability of data, error
correction techniques can be used, such as solving linear
system equations for error correction. This method is
usually applied in data communication and storage, and
when there may be a small number of errors in the
received data, linear equations are solved to recover the
original data. In the context of cloud storage, if errors
occur during data transmission or storage, linear system
equations can be used for error correction through the
following steps:

(11)

\ [

$; =2, X/ j=1...,n-k (12)

The error value Y, can be determined where:
X, =a* (13)

Accompanied by:
s, =R(a')=ela’)=3" e (@) j=L..n—k  (14)
Corresponding ¢ and € to X, and Y,
respectively, then:

s, =Rla')=ela')=3" Y (X)}, j=L...n—k  (15)

That is, X, gives the wrong position and Y, gives
the wrong value.

4 Intelligent
accounting

management

In order to study the necessity of accounting
knowledge management and compare the views of
management and accounting fields on knowledge
management, this article specifically selected in-service
MBA (representing management personnel) and MPAcc
(representing accounting personnel) students as the
objects to conduct a survey on the current situation of
accounting information intelligent system management.
Hope to obtain the opinions of middle and senior
management and finance department personnel on
accounting knowledge management in the enterprise. A
total of 70 survey questionnaires were distributed, and 55

investigation of
information system
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valid questionnaires were collected, with an effectiveness
rate of 78.57%, including 21 MPAcc questionnaires and
34 MBA questionnaires. Among the MPAcc survey
respondents, 57.14% had more than 5 years of work
experience, and 61.90% in the finance department;
Among the MBA survey respondents, 55.88% have more
than 5 years of work experience, and 41.18% are middle-
level managers, which can basically reflect the actual
situation of the enterprise. The main results are as follows:

More than 76% of MPAcc and MBA employees
believe that personal experience accumulation contributes
to the development of departmental business and the
company. This indicates that implicit knowledge related
to personal experience is of high importance to
departmental business, and there is a clear need for
intelligent information management.

Table 1: Intelligent attributes of accounting
information systems

S. Yang

Table 2: Accuracy before and after feature selection

Intelligent MPAcc MBA
attributes of accounting
information systems
Existence 76.19% 91.18%
Not existence 23.81% 8.82%
Total 100% 100%

Table 1 addresses the intelligent management issues
inherent in accounting knowledge compared to other
knowledge. The survey results show that 76.19% of
accounting personnel agree with the intelligent
characteristics of accounting information systems, while
almost all managers (91.18%) agree with the
professionalism and specialization of accounting
knowledge. managers believe that even if a company
already has an information management system, it is still
necessary to establish a separate knowledge base or
knowledge management system that is suitable for the
specialization of accounting knowledge. This also
indicates that although knowledge management has been
promoted for many years, accounting knowledge
management in the financial field is still necessary. It is
also not difficult to see that management personnel have a
higher demand for accounting knowledge management
than accounting personnel, indicating that accounting
personnel have a high level of professionalism in
providing useful decision-making information, and it is
necessary to make up for it through intelligent accounting
information management methods.

5 Result analysis

By selecting features from different training datasets,
this article ultimately used 70 financial indicators out of 8
features for data analysis

Quantity Accuracy Training
of features time
Data 70 75.91% 0.0469
before
feature
selection
Data after 8 82.16% 0.0411
feature
selection

According to the results in Table 2, it can be clearly
observed that the accuracy of the feature set after feature
selection has increased by 6.25%, and there are 8 feature
subsets after feature selection, which is much lower than
the original feature set. This reduces the complexity of the
data, improves the learning efficiency of learners, and thus
reduces training time. The significant reduction from 70
original financial indicators to 8 feature subsets not only
simplifies the data, but also reduces the complexity of the
model. Fewer features mean that the model needs to learn
and process less information, which usually leads to faster
training speed and better generalization ability. The
adjustment parameters of the model were tested for
motion accuracy prediction on the recommendation
model, item reflection theory model, and classical discrete
model in three open datasets. From Figure 6, it can be seen
that although the results of the classical discrete model are
not significantly different from the model proposed in this
paper, this does not mean that the classical model has no
advantages or value. In practical applications, classical
models may still have certain applicability, especially in
specific contexts or datasets. Therefore, when choosing a
model, it is necessary to weigh specific requirements and
data characteristics. The theoretical model reflected in the
project has the lowest accuracy, which may be due to
issues in model design or implementation. In order to
improve the accuracy of theoretical models, it may be
necessary to re-examine the assumptions, parameter
settings, or data processing methods of the model to ensure
that it better adapts to practical application scenarios.
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Figure 6 Accuracy prediction and testing results of
models in three open datasets
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In the experimental validation section of this article,
we not only emphasized the significant improvement in
model accuracy after feature selection, but also conducted
more in-depth statistical analysis and validation to support
our conclusions. Firstly, we compared the performance of
the models before and after feature selection using the data
in Table 2. From the table, it can be seen that the feature
set after feature selection has improved accuracy by
6.25%, while the training time has also been reduced. This
result not only indicates that feature selection can reduce
data complexity and improve model learning efficiency,
but also validates our effectiveness and accuracy in the
feature selection process. To further enhance the
credibility of the conclusion, we conducted a statistical
significance test. Specifically, we used paired sample t-
test to compare the difference in model accuracy before
and after feature selection. The results indicate that this
difference is statistically significant (p<0.05), further
supporting our conclusion. In addition, we conducted a
comprehensive comparison and analysis of the
performance of different algorithms on three open
datasets. As shown in Figure 6, although there is no
significant difference between the results of the classical
discrete model and the model proposed in this paper in
some cases, we still emphasize the applicability of the
classical model in specific environments or datasets. This
viewpoint not only reflects our comprehensiveness and
objectivity in model selection, but also provides readers
with richer information and references.

As shown in Figures 7 and 8. As the sample size
increases, the training time also increases. This is because
larger datasets require the model to perform more
calculations and iterations to fit complex patterns and
relationships in the data. Therefore, when dealing with
large-scale datasets, it is necessary to consider the training
efficiency of the model and the required computational
resources. It is valuable to compare the accounting risk
identification model in this article with the models in
general traditional methods in terms of accuracy and
average absolute error. This helps to evaluate the
advantages and disadvantages of the model in practical
applications, as well as its performance on different
indicators.
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Figure 7: Accuracy comparison
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Through the case analysis of introducing the
algorithm in this article into enterprise management
accounting, it can be understood that intelligent
accounting information systems can save costs and create
more value for enterprises. Through continuous
exploration in the field of management accounting
informatization, multiple major businesses of enterprises
have achieved first place in the industry, and the employee
development index is far higher than the average of
Baosteel Group. According to relevant professionals, an
intelligent management accounting information platform
is the future development trend of enterprises. In order to
win in competition, enterprises must combine various IT
technologies (big data, Bl, artificial intelligence, cloud
computing, etc.) to establish a management accounting
information system that is in line with their own
development.

100

GA

SVM

Algorithm in this paper

90

%

ocgogeoe 29
agsdesas v »
BRI b

460

oooe
S aF
F AN

600

Iterative index
Figure 8: Comparison of F1 values for different
algorithms

According to the data in Figure 8, the recall rate and
F1 value of our algorithm are higher than the other two
algorithms. This result verifies that the algorithm has
certain advantages compared to other algorithms. In the
input factors of the model, factors such as actual situation
are related to the accuracy of the prediction effect.
Analyzing the prediction effect from multiple factors can
improve prediction accuracy, and higher prediction
accuracy can enable enterprises to effectively control
financial risks.

In this article, we propose and validate an
optimization scheme for accounting information systems
based on big data mining algorithms, which has achieved
significant results in feature selection and model accuracy.
By comparing the data accuracy and training time before
and after feature selection, we found that the model after
feature selection significantly reduced data complexity
and training time while maintaining high accuracy. This
discovery emphasizes the importance of feature selection
in improving model performance and efficiency.
Compared with classical discrete models and project
response theory models, our model performs well in
accuracy prediction and testing results on three open
datasets. Although classical discrete models may still be
applicable in some cases, our model demonstrates higher
accuracy in most cases. This may be due to our model
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adopting more advanced algorithms and a more
comprehensive feature set, which can better capture
complex patterns and relationships in the data. It should
be noted that the accuracy of the theoretical model
reflected in the project is the lowest, which may be due to
certain issues in model design or implementation. In order
to improve the accuracy of the model, it may be necessary
to re-examine its assumptions, parameter settings, or data
processing methods in the future to ensure that it better
adapts to practical application scenarios.

6 Conclusion

This study delves into the optimization of accounting
information systems based on artificial intelligence
algorithms, especially in the context of the big data era. By
introducing big data mining algorithms, accounting
information systems have been significantly improved,
effectively addressing the challenges of processing
massive amounts of data. These algorithms not only
improve data processing efficiency and reduce manual
intervention, but also achieve automation in data cleaning,
transformation, and analysis. These advances not only
optimize the workflow of accounting practice, but also
enhance the accuracy and efficiency of data processing.
Experimental verification shows that compared with
traditional single user authentication techniques. This
means that in practical applications, accounting personnel
can obtain and process data faster, improving work
efficiency. Although this study conducted model
recognition and data integrity verification in terms of data
security and privacy protection, it did not delve into how
to implement higher-level data protection and privacy
encryption technologies at the algorithmic level. With the
continuous development of big data and artificial
intelligence technology, data security and privacy
protection will become increasingly important issues. In
response to the above limitations, future research can
further explore the application of other artificial
intelligence technologies (such as deep learning,
reinforcement learning, etc.) in accounting information
systems to find more suitable combinations of algorithms
and technologies for specific scenarios, thereby further
improving the performance and efficiency of the system.
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This review taxonomically analyzes and evaluates recent advances in machine learning (ML) frameworks
applied to near-infrared spectroscopy (NIRS) for food quality assessment. Through a comprehensive liter-
ature search across IEEE Explore, ScienceDirect, and Springer (2021-2024), we examine key framework
components: data acquisition, public datasets, preprocessing, wavelength selection, and advanced ML ar-
chitectures. Our analysis reveals the current state: miniaturized devices and multi-device data collection
are expanding spectral coverage, while public datasets focus mainly on nutritional indices, lacking safety-
related data. Framework-wide challenges persist in device compatibility, dataset comprehensiveness, and
model interpretability. Recent advances show promising developments through: specialized deep learning
architectures achieving 97-100% accuracy, data transformation techniques (2D-COS, GAFD) enhancing
interpretability, hybrid traditional-deep learning models, and effective transfer learning for cross-device
applications. Based on these insights, we propose three critical research directions: expanding food safety
datasets through regulatory partnerships, developing multi-level fusion for heterogeneous device data, and
creating automated techniques for model optimization and interpretability. These directions are vital for
advancing ML-NIRS applications in food quality assessment, improving both efficiency and reliability.

Povzetek: Analizirani so napredki v strojnih ucnih modelih za spektroskopijo bliznjega infrardecega spek-
tra (NIRS) pri oceni kakovosti hrane. Pregled obsega kljucne komponente, kot so zbiranje podatkov, pred-
procesiranje in izbira valovnih dolzin. Predlagane so tri raziskovalne smeri: Siritev podatkovnih zbirk,
razvoj fuzije vecnivojskih podatkov in avtomatizacija optimizacije modelov za boljSo zanesljivost ocenje-

vanja kakovosti hrane.

1 Introduction

Food quality and safety have emerged as critical concerns
for both the food industry and global consumers [|I]]. The
burden of foodborne diseases and economic losses due to
poor quality or spoiled food at the production and distri-
bution stages is enormous [2], requiring careful monitor-
ing of food composition regularly. NIRS, as an analytical
technique that can provide complex “chemical fingerprints”
of food samples related to their composition, quality, and
safety [B—5], has been combined with classical statistical
methods and advanced ML to address this issue.

ML techniques and IoT development have brought about
considerable changes in many fields [6-8]. Applying ML,
mainly supervised learning, to multivariate NIRS spectral
analysis has significantly changed food quality assessment
and assurance. These studies have been diverse across var-
ious data types and increased rapidly in the past two years
[9]. From 2022 to 2024, along with traditional ML meth-

ods such as Principal Component Analysis (PCA), Partial
Least Squares (PLS), Support Vector Machine (SVM), De-
cision Tree (DT), Random Forest (RF), and Deep Learn-
ing (DL) such as Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), Autoencoders (AE), as
in Figure [I], there are four major trends in NIRS applica-
tions. This includes (1) detecting contaminated and adul-
terated food, identifying adulterants, and determining the
level and residual concentration of chemicals in agricultural
and livestock products [[10, L 1]; (2) developing sustainable
agriculture through monitoring crop growth, soil nutrients,
and various components of crops to improve care and early
detection and treatment of crop diseases [[12]; (3) determin-
ing the optimal harvest time to achieve maximum economic
yield [|13]; and (4) evaluating product quality, particularly
for high-value economic items [[14-19], etc.

However, ML for NIRS is still inceptive compared to other
fields for several reasons. First, ML on NIRS spectra re-
quires specialized data, which is difficult to collect due
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Figure 1: NIRS applications and ML techniques for NIRS

to expensive spectrometers and reference chemical data,
in chemical content determination problems [9]. Second,
studies are often published in agricultural or interdisci-
plinary chemometrics journals that combine data science
and chemistry, as in Figure [, so computer scientists” access
to technical developments is more limited. With the poten-
tial of developing ML to solve social food quality problems,
this needs to be further promoted by supporting a technical
overview.
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Figure 2: Subject area from 2021 to 2024 according to Sco-
pus analysis in ML for NIRS food quality

Therefore, this study aims to shift the focus to techni-
cal surveys, technological advances, availability of public
datasets, and development potentials not mentioned in pre-
vious review studies. We conduct two main review bases:

1. First, we summarize and discuss the contributions and
limitations of recent review articles on ML in NIRS
and food analysis in particular. From there, we find
gaps that need to be exploited and further evaluated
on techniques and data.

2. Second, we synthesize and evaluate recent new
research articles, classifying and highlighting infor-
mation on data (NIRS tools, data fusion techniques,
public datasets), as well as ML techniques (pre-
processing, wavelength selection, and advanced ML

N.T.H. Phuong et al.

architectures) that have not been covered in existing
reviews.

From this background, gaps were identified from a com-
puter science perspective to conduct future research in food
inspection.

2 Methodology

In the fourth quarter of 2023, a thorough investigation
was conducted through IEEE Explore, ScienceDirect, and
Springer, employing controlled vocabulary in ML, NIRS,
and food quality analysis, as in Figure B The search fo-
cused on emerging ML techniques for NIRS in food qual-
ity assessment, utilizing specific terms such as “deep learn-
ing”, “chemometrics”, “NIR spectroscopy”, and “food”. In
addition to these above primary keywords, we conducted
deeper searches focusing on specific components of our
ML framework. Each framework component served as
secondary keywords - notably “preprocessing” and “wave-
length selection” - to thoroughly identify recent studies fo-
cusing on improvements in these critical areas. For ma-
chine learning algorithms, we specifically searched for both
traditional methods (PCA, PLS, SVM) and emerging deep
learning architectures (CNN, RNN, AE, GAN) to track their
evolution and applications in NIR analysis. Additionally,
the NIR dataset was also searched extensively on Mende-
ley and Zenodo. This hierarchical search approach, struc-
tured according to our ML framework taxonomy, enabled
us to systematically evaluate recent advances in specific
methodological aspects rather than just general applica-
tions. Through this focused search strategy, we could bet-
ter assess how recent research has contributed to advancing
different components of the ML framework in NIR spectral
analysis.

The literature review methodology branches into two dis-
tinct paths: (1) comprehensive review papers and (2) orig-
inal research articles. The first branch focuses on conduct-
ing rigorous analyses of existing literature to identify key
challenges, significant contributions, and unexplored terri-
tories within the machine learning domain for NIR analysis.
The second branch encompasses original research papers,
systematically categorized according to their contributions
to the ML framework - spanning from data acquisition and
public datasets to preprocessing/wavelength selection and
advanced architectural innovations. This dual-branch ap-
proach ensures both a broad understanding of the field’s
current state through synthesized reviews and a detailed ex-
amination of specific technical advancements through orig-
inal research contributions.

Stringent filters were applied, including English language
restriction and consideration of peer-reviewed articles, re-
views, books, book chapters, and conference papers from
the four years (2021-2024). The research database has been
updated to include publications up to September 2024 to
ensure the most informed and up-to-date discussion. The



Advances in Machine Learning Framework for Near-Infrared...

strategy aimed to capture the latest innovations at the inter-
section of machine learning and NIRS for non-destructive
and rapid evaluation of diverse food quality traits, exclud-
ing older publications beyond the scope of emerging tech-
niques.

Group A Group C
ML, DL, Near mirared || . Fo%
Chemometrics, t Classification/
PCA, PLS, sVM, [ SFEEAEZY: | Quantification/
CNN, RNN, AE... Identification

Keywords search
(Group A: Technologies) AND (Group B: Spectroscopy)
AND/CR (Group C: Food quality)

__

IEEE Explore, Science Direct, Springer
Language: English
Type: articles, reviews, books, bock chapters, conference
papers (2021-2024)

—

\______—_./

Previous
Research papers
Review papers pap
"‘0—__‘_.___./
—
~— Taxonomic ML Framework

Mendeley, Zenodo
- — - —| Extend keyword search:
NIR dataset

Data acquisition

A 4

Public dataset

Pre-processing,
Wavelength selection

What is problem focus?
ML framework contributions?

ML framework limitations?

Advance technique/
architecture

Recent Advances

v !

Development Insights in ML Framework for NIR Analysis

A

Comparison

Figure 3: Research process flow chart

3 Previous review studies: an
overview

Our analysis of previous ML in NIR spectroscopy for food
quality and safety draws from 18 review articles published
between 2021 and 2024. This comprehensive overview re-
veals significant progress in applying advanced ML tech-
niques to NIR data and exposes critical challenges, as in
Table[l, Pl. While studies demonstrate the potential of meth-
ods ranging from traditional multivariate analysis to sophis-
ticated deep learning algorithms, they also underscore per-
sistent limitations in datasets, model optimization, and real-
world applicability.
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Building upon this overview, we conduct an additional re-
view in the next section to explore unaddressed aspects
that significantly impact machine learning trends in food
spectroscopy. This supplementary analysis aims to fill cru-
cial gaps and provide insights into emerging directions that
could shape the future of ML-driven NIRS in food analysis.

These studies are mainly related to ML for food quality
and safety and cover a range of applications or techniques.
Recent review articles have examined hyperspectral imag-
ing and NIR spectroscopy combined with advanced algo-
rithms for non-invasive assessment of parameters, includ-
ing nutritional composition (e.g., protein, moisture, fatty
acids), adulteration/defect detection, and geographical ori-
gin discrimination in various food products. Both tradi-
tional multivariate analysis methods, like PCA and PLS,
and increasingly sophisticated ML algorithms, including
SVM, ANN, and CNNs, have been explored for relevant
tasks such as multi-class food classification and quality pre-
diction. This demonstrates the general feasibility of data-
driven modeling approaches on spectroscopic data for food
evaluation. However, significant limitations persist regard-
ing dataset availability and model optimization, transfer-
ability, and interpretability, specifically for NIR food ap-
plications using advanced machine learning.

Despite the widespread application of NIRS in food qual-
ity and safety assessment, significant challenges remain in
developing and sharing suitable datasets for machine learn-
ing research in this field. Firstly, current technique re-
views tend to cover NIR datasets broadly without an in-
depth analysis tailored to the food domain. Secondly, the
mentioned datasets primarily consist of Vis-NIR spectral
range (< 1000 nm) stored in MATLAB data files, which
poses challenges for developing ML research applications
(typically developed with Python). However, this spec-
tral range is often considered less informative in chemi-
cal information than the 1000-2500 nm [#4]. Thirdly, other
current shared datasets with broader coverage (400 - 2500
nm) are just suitable for simple classification tasks, lacking
the detailed chemical information required for laboratory-
based quality assessment regression problems. Besides, re-
searchers also highlighted significant limitations in collect-
ing valuable data, labeling, data enrichment, and practical
deployment due to high costs. Last but not least, many pre-
vious studies utilizing NIRS for food quality and safety in-
spection have relied on small datasets, often with fewer than
200 samples, limiting model robustness and generalizabil-
ity. Therefore, building NIRS spectral datasets with appro-
priate wavelength bands, relevant chemical parameteriza-
tion, and proper labeling would be more practical when ad-
dressing real-world problems.

Additionally, reviews focusing specifically on deep learn-
ing also need more details regarding optimal network ar-
chitectures, data requirements regarding sample size and
variability, and quantitative benchmarking on relevant food
NIR datasets. There is no in-depth discussion of deep learn-
ing or other advanced machine learning methods, nor is
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Table 1: Previous Review Studies (1)

N.T.H. Phuong et al.

The issues Review focus Related Contributions Limitations
Quantification of food | Factors af- | Effects of sample prep, analyte | Limited datasets (< 200 sam-
bioactives by NIR | fecting  model | concentration, instrument fea- | ples). Difficulty in choosing pre-
spectroscopy: Current | performance. tures on performance. Compares | processing/regression methods.
insights, long-lasting | Algorithm used: | benchtop/portable NIR. Pro- | Interpretability/transferability
challenges, and future | Mostly PLS; | poses FAIR data management. | issues. Lacks DL focus.
trends [3] SVM, MLR, | Suggests theoretical calculations
BP-ANN, CNN for interpretation.
Food quality 4.0: | Traditional Industry 4.0 innovations (Al, | Brief NIRS-food analysis men-
From traditional ap- | vs emerging | DL, sensors) in spectroscopic. | tion. No in-depth NIRS/DL
proaches to digitalized | techniques. Al- | Portable/miniaturized NIR-AI | applications with food datasets.
automated analysis [5] | gorithm  used: | for evaluation. HSI as non- | Mostly Vis-NIR datasets.
Mostly  PLSR, | destructive quality technique.
PLS-DA; SVM

DL for NIRS data
modeling: Hypes and
benefits [9]

Potential benefits
and pitfalls of us-
ing DL for mod-

DL auto-transforms spectral data
without preprocessing. Shallow
DL success with small datasets

Small, under-optimized datasets
in DL-chemometrics compar-
isons. Limited food NIR spectra

eling NIRS (< 1000). DL efficiency | DL modeling. No large food
for complex food analysis tasks | quality/safety datasets for DL
(multi-class, multi-response). benchmarking.
Multivariate analysis | Chemometrics Overview of NIR/HSI princi- | No DL discussion. Focuses on

of food fraud: A
review of NIR based

with NIRS, HSL
Algorithm used:

ples. Summarizes chemometrics
for spectral processing. Reviews

PCA, PLS, and SVM. No spe-
cific NIR datasets for food. Lab-

instruments in tandem | Mostly ~ PLSR, | NIR/HSI with chemometrics | prepared samples, not real-world
with  chemometrics | PLS-DA; SVM, | for adulterant detection. Com- | fraud. Limited assessment of
[10] PCA, SIMCA, | pares classification/regression | method robustness and applica-
ANN, KNN models. Discusses advan- | bility.
tages/limitations  for  food
authenticity.
Al-based techniques | AI  techniques | Al for food authentica- | Lack of sensor device, data ac-

for adulteration and

combined with

tion/quality. CNN (2015-2022).

quisition, preprocessing details.

defect detections in | sensors. Al- | Challenges: technique standard- | Impact on model performance
food and agricultural | gorithm used | ization, algorithm selection, data | not discussed.
industry: A review | (NIR-specific): fusion, fast detection, severity
(1] Mostly SVM, | quantification, framework de-

PLSR, ANN, | velopment.

PCA, CNN,

Random Forest.
Computer vision and | Applications CV and NIRS for non-invasive | Limited NIRS applications men-
DL in insects for food assessment of nutritional com- | tioned. No technical aspects dis-
and feed production position, moisture, protein, fat, | cussed.
[20] fatty acids in live insects.
Application of NIRS | Application. NIR fundamentals, recent devel- | Focuses on traditional ML for
for the nondestructive | Algorithm used: | opments for wheat flour qual- | classification/regression.
analysis of wheat | MPLS, PLSR, | ity/safety assessment. Four de-
flour: A review [21] RF, RBF, LDA. velopment areas: data quality,

chemometrics, affordable tools,
data integration.

Quality analysis and
authentication of
nutraceuticals  using
near IR (NIR) spec-
troscopy: trends and
applications [22]

Novel analytical
trends and ap-
plications from
a chemistry/
metabolomics
perspective

NIR trends for nutraceutical
quality control (HSI, portable
devices).  Targeted/untargeted
metabolomics applications.
Geographical classification.

No DL discussion for NIR data.
No specific NIR nutraceutical
datasets were analyzed.
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Table 2: Previous Review Studies (2)
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The issues

Review focus

Related Contributions

Limitations

A research review on
DL combined with
HSI in multiscale
agricultural  sensing
[23]

Applications

and limitations.
Algorithm used
(specific to NIR):
Mostly CNN, AE

DL models for food quality,
ripeness, moisture, nitrogen,
chlorophyll, sugar prediction.
HSI range (250-2500 nm) is
broader than NIRS.

Data collection/real-world ap-
plication challenges. Limited
food authentication focus. CNN,
SAE, and RNN without detailed
evaluation.

Efficient extraction of
deep image features
using CNN for appli-

Principle, archi-
tectures, applica-
tions of feature

ID CNN feasibility for NIRS
food classification/defect detec-
tion. CNN features outperform

Not NIRS-specific.  Limited
NIRS-based food  analysis
datasets. Lacks DL challenges

cations in detecting | extraction meth- | traditional ML. HSI-CNN ex- | for food NIRS data.

and analyzing com- | ods, CNNs amples for cereal variety/quality

plex food matrices classification.

[24]

A Review of ML for | ML, especially | Summarizes NIR modes, instru- | No in-depth ML-NIR food anal-

NIRS [25] DL. Algorithm | ments, preprocessing, datasets, | ysis. Limited food spectroscopy
used: Mostly | feature selection. Covers tradi- | dataset details. No model perfor-
PLS, ELM, SVR, | tional ML (PLS, SVM, ELM) | mance comparison. No data aug-
SVM, SLFN, | and DL (CNN, RNN, autoen- | mentation/transfer learning dis-
DT, RF, AE, | coders) for NIR food data. cussion.
CNN, RNN,
LSTM, GRU,
GAN.

Are standard sample
measurements still
needed to transfer
multivariate  calibra-
tion models between
NIR  spectrometers?
[26]

Recent develop-
ments in calibra-
tion transfer (CT)
methods

Mentions DL for multivariate
calibration and transfer learning
in NIRS model updating.

No in-depth DL-NIR food anal-
ysis discussion. No public DL-
NIR food datasets were men-
tioned. Brief food applications
(temperature/form adaptation).

Recent advances and
application of ML in
food flavor prediction
and regulation [27]

Algorithm used:

SVM, DT, REF,
KNN, ELM,
ANN

Pinciples, advantages, applica-
tion, challenges of ML for food
flavor prediction/regulation.

Traditional ML focus.  Few
NIRS flavor prediction studies.
Small sample sizes. Limited
public NIRS flavor datasets.

ML applications for
multi-source data of
edible crops[2§]

Fusion of multi-
source data with
ML techniques

CNN and ResNet for edible crop
classification using 2D spec-
tral/HSL.

Not NIRS-specific. No NIRS al-
gorithm performance

Al in sensory and con-
sumer studies of food

Applications.
Algorithm used:

ML, particularly NIRS, for pre-
dicting sensory responses from

ANN common, but basic super-
vised learning prevalent. More

products [29] ANN, SVM, | physicochemical data. DL research needed for complex
CNN spectroscopic data. Lack of pub-
lic NIRS-sensory datasets limits
validation/research.
DL in analytical chem- | Applications. DL applications in analyt- | No in-depth NIRS-food DL anal-
istry [30] Algorithm used: | ical chemistry. AEs for | ysis. Lacks food application
CNN, DNN, | cereals, CNNs for vibra- | datasets discussion. No focus on
LSTM, GAN, | tional spectral data classifica- | DL techniques/datasets for food
AE tion/quantification,  chemical | NIRS.
component determination,
geographical discrimination.
Recent advances in | Chemometrics Chemometrics for cereal analy- | Lacks DL/large dataset focus for

assessing qualita-
tive and quantitative
aspects of cereals
using nondestructive
techniques[31]

based Al & ML.
Algorithm used:
PLS, PCR, LDA,
PLSR, PCA,
KNN

sis. NIRS for amylose, moisture,
texture, authentication. Prepro-
cessing, models, performance
parameters for NIRS.

NIRS. No public datasets. Lim-
ited portable NIRS discussion
for on-site cereal analysis.




126 Informatica 49 (2025) 121-148

there any analysis provided comparing the performance of
different algorithms specifically for NIRS data. The re-
views mainly focus on conventional chemometrics tech-
niques like PCA, PLS, SVM, etc. Even where public ref-
erence datasets exist, few studies thoroughly validate and
compare deep learning techniques using these resources.
Based on the mentioned contributions and limitations, in
these review studies, we focus on exploring key aspects
related to measurement devices, data collection, publicly
available NIR food datasets, and new ML architectures ap-
plied to NIRS spectral data. This review aims to contribute
to expanding multidisciplinary progress at the intersection
of NIRS, data science, food science, and industrial applica-
tions.

4 Recent advances of machine
learning for NIRS

Based on the comparison with previous research results in
section 3, this section classifies new contributions to ma-
chine learning frameworks in processing NIR spectral data
in classification, pattern recognition, and component con-
tent regression problems, as in Figrure H.

Miniaturization
Instruments

Expanded spectral ranges,
combined multiple devices
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Figure 4: Advances in ML framework for NIRS
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4.1 Data acquisition

Effective and accurate data acquisition using near-infrared
spectrometers is crucial for food quality assurance. This re-
lies on appropriate spectrometer selection, compatible mea-
surement modes, and relevant reference components.

4.1.1 Miniaturization NIR spectral instruments

In recent years, NIR spectral instruments have undergone a
notable transformation in size and portability, progressing
from traditional benchtops to various compact, handheld,
pocket-sized, miniaturized, and real-time versions [4, 32].
Traditionally, benchtop systems provide standardized de-
sign, broad spectral range, and high performance. For in-
stance, the NIRSystems 6500 covers the full NIR range
from 400 nm to 2500 nm, and the FT-NIR Frontier oper-
ates between 900-2500 nm [33]. The NIR spectral dataset
covering the entire spectral range is typically measured us-
ing this instrument.

On the other hand, portable NIR spectrometers prioritize
practical applications and offer greater flexibility, revolu-
tionizing modern measurement techniques. However, this
comes at the cost of design uniformity and spectral range.
The diverse designs and technologies used in portable sys-
tems lead to variations in spectral coverage and resolution
compared to their benchtop counterparts. For example, the
SCiO operates within a narrow 740-1070 nm range [34],
while the IAS-3120 [35], NIR-S-G1 [36], and NIR-M-R2
[B7] function within the more common 900-1700 nm range.
Specialized instruments like the Spectromeétre portable NIR
[B8] cover a distinct 1750-2150 nm range. Many other de-
vices from various manufacturers in [32, B4, 39-41] also
have differing spectral ranges. This diversity challenges the
development of multivariate analysis models with hetero-
geneous data. Despite these challenges, the ongoing minia-
turization of NIR spectral instruments continues to expand
their applicability across diverse fields, driving innovation
in portable spectroscopic analysis.

4.1.2 Expanded spectral ranges and combined
multiple devices

NIR spectrometers are capable of operating in various mea-
surement modes: diffuse reflectance for solid surfaces;
transmittance for gases, liquids, or cuvette-contained semi-
solids; transflectance combining reflectance and transmit-
tance for semi-solids without cuvettes; interactance using a
specialized probe for enhanced solid sample analysis; and a
transmittance mode accounting for scattering in dense sam-
ples [25, #2]. Each mode varies in cost, signal quality, and
speed, and the selection depends on the specific needs of
sample material and analysis requirements. These modes
are determined by the detector, wavelength selector, and
light source. For instance, the portable SCiO spectrometer
uses a silicon array detector, a bandpass filter as the wave-
length selector, and an LED light source, making it suitable
for transmittance measurements of liquid or thin solid sam-



Advances in Machine Learning Framework for Near-Infrared...

ples like vanilla solutions to determine vanillin content [34].
The DLPR NIRscan Nano employs an InGaAs detector, re-
flective diffraction grating, and tungsten lamps, enabling
diffuse reflectance analysis of solid samples such as adul-
terated almond flour [43].

NIR datasets are typically collected by scanning multiple
times and averaging values for each sample, potentially
including 1500-1700 variables for the full NIR range [4].
However, achieving such comprehensive datasets is un-
common, due to challenges in sensor sensitivity across the
broad spectral range and the high cost of instruments for
full spectrum. NIRS data in various types of foods typi-
cally collected exclusively from either the short-wave (800-
1100 nm, often together with the Vis-NIR region) or long-
wave (1100-2500 nm) regions or the middle region [44].
The selection of NIR spectral range is crucial for analy-
sis effectiveness. The key difference lies in signal strength
across wavelengths [4]. In short-wave regions (700-1000
nm), signals become progressively weaker with 3rd and 4th
overtones and show extensive band overlap, making de-
tection and analysis more challenging. In contrast, long-
wave regions (1000-2500 nm) contain stronger first and
second overtones with better peak separation. This spec-
tral range is especially effective at detecting absorption
from specific molecular bonds - primarily those contain-
ing hydrogen atoms (O-H, C-H, N-H) and certain strong
bonds (C=0, C=N) - which produce characteristic ab-
sorption patterns useful for chemical analysis and machine
learning model development. While long-wave regions
typically provide better analytical performance, the choice
of spectral range often requires balancing between analy-
sis accuracy and economic considerations, as instruments
for shorter wavelengths can use simple glass components,
making them significantly more cost-effective than special-
ized equipment needed for longer wavelengths. The sub-
1700 nm range is the most common due to its sufficiency
in capturing key chemical components of the sample, as
demonstrated by numerous studies [4, 44].

Recently, obtaining comprehensive and valuable informa-
tion across the entire NIR spectral range often requires em-
ploying at least two instruments to capture data from both
short-wave and long-wave regions. For instance, the NIR
spectral of almond flour [43] were obtained from 900-2500
nm using three portable spectrometers: DLPR NanoN-
IRscan (900-1700 nm), MicroNIR 1700 (950-1650 nm),
and NeoSpectra FT-NIR (1350-2500 nm) with 16 nm res-
olution. The classification models using portable near-
infrared devices achieved 100% sensitivity and over 95%
specificity in identifying almond flour adulterations above
5% (w/w), while the PLS regression models obtained coef-
ficients of determination above 0.90 and RMSEP values be-
tween 3.2-4.8% for quantifying almond flour purity. More-
over, many real-time datasets are also collected with ad-
ditional white reference and black reference spectra inside
the instrument. These are two reference environments with
no light at all, and light is reflected at 99.99%, which can
be designed as supplementary components within standard
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measurement devices [49]. Compared to datasets measured
in laboratory settings, as done previously, this trend of real-
world data collection is more practical and is being targeted
by food companies.

Therefore, the trend of using handheld or ultracompact de-
vices for direct measurements at the production site, col-
lecting the wide NIR spectrum by many devices, and sup-
plementing reference spectra within the devices, are notable
highlights in current food authentication data collection de-
vices. This convenience creates significant opportunities
for generating valuable datasets and improving food safety
control.

Discussion: Development insights

The using multiple NIR spectral devices trend in food anal-
ysis offers opportunities for more comprehensive data col-
lection but also presents challenges due to data heterogene-
ity. To address this issue and create larger datasets, devel-
oping effective data fusion techniques becomes crucial.

In NIRS, these multilevel fusion techniques enable integra-
tion and standardization of data from diverse instruments,
effectively leveraging data resources from multiple insti-
tutions and organizations to build large, valuable datasets
without depending on homogeneous equipment. Data fu-
sion, as in [46-48], occurs at three levels: low-level fusion
directly combines raw data from multiple sources, mid-
level fusion integrates extracted features from different data
sources, and high-level fusion combines decisions or in-
terpretations made from separate data sources to conclude.
Promising approaches for data fusion include data normal-
ization, selection of important variables, application of ad-
vanced machine learning methods such as neural networks
or transfer learning, utilization of multi-block data analysis
techniques, and development of advanced spectral correc-
tion methods. These multilevel fusion techniques enable
integration and standardization of data from diverse NIR in-
struments, effectively leveraging data resources from mul-
tiple institutions and organizations to build valuable large
datasets without depending on homogeneous equipment,
thereby significantly improving the effectiveness of mul-
tivariate analysis models in food quality control.
Moreover, compared to using a single handheld device with
a narrow spectral range, fusing data from multiple devices
to expand the spectral range offers advantages similar to
laboratory benchtop with full-range spectra. Specifically,
there are more additional spectral information from differ-
ent spectral regions, facilitating better discrimination and
quantification of components in complex samples with high
spectral overlap while maintaining the mobility and conve-
nience of handheld devices in practical applications.

4.2 Public datasets

This section reviews publicly accessible NIR spectroscopy
food datasets, addressing the limitations of proprietary
datasets in developing robust, generalizable machine learn-
ing models. These datasets typically include spectral data
(often in .csv, .xIsx, or .unsb formats) spanning vari-
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ous wavelength ranges, predominantly 900-2500 nm, with
some datasets covering both visible and near-infrared re-
gions (Vis-NIR). In NIR spectral archiving, the .unsb file
format is a standard format similar to .csv and .xIsx. This
is a proprietary file format of The Unscrambler software.
To open and process this file, it is necessary to use The
Unscrambler or convert it to a more familiar format for
machine learning. Corresponding reference values for key
food quality parameters are usually provided. While hyper-
spectral imaging (HSI) offers both spatial and spectral in-
formation, its large file sizes and complex processing limit
widespread use in portable devices. Therefore, this re-
view focuses on spectral data from NIRS, balancing infor-
mation richness and practicality for rapid, non-destructive
food quality assessment. The datasets cover diverse food
products, highlighting the need for larger, more diverse, and
standardized spectral databases to advance NIRS applica-
tions in food science.

4.2.1 Milk composition in transmittance mode

Collected over eight weeks on a dairy farm, the milk dataset
in [45] includes transmittance mode spectra spanning the
960-1690 nm range for 1224 raw milk samples from 41
cows, each with a 2.86 nm/pixel resolution. The dataset
incorporates raw milk spectra and white and dark reference
spectra used for calibration. With accompanying laboratory
reference values for essential milk components such as fat,
protein, lactose, urea, and somatic cell count, this dataset
goes beyond spec-tral information by including details like
cow ID, milk yield, and time intervals between milkings.
Formatted as a .csv file with comprehensive variable de-
scriptions, the dataset aims to facilitate chemometric anal-
ysis and the development of multivariate calibration models
for predicting milk parameters.

4.2.2 Handheld NIR for chicken breast filets

In a non-destructive manner, portable miniaturized NIR
spectrometry captured diffuse reflectance data (908—1676
nm, with an evenly distributed spectral resolution, resulting
in 125 variables/measurement) from chicken breast filets in
[#9]. This data helped differentiate fresh and thawed filets
and assess bird growth conditions. NIR measurements were
taken from 153 commercial chicken filet samples in three
modes: direct contact with meat and through the top foil
(with or without an air pocket). Thawed samples were gen-
erated by freezing and thawing. Multivariate statistics were
applied to the 4590 raw NIR spectra.

4.2.3 SpectroFood dataset

The SpectroFood dataset in [50] is a comprehensive hy-
perspectral meta-dataset aimed at non-destructive estima-
tion of dry matter content across multiple crops. It com-
prises visible/near-infrared (VIS/NIR) hyperspectral data
coupled with corresponding dry matter measurements for
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four crops - apples, broccoli, leeks, and mushrooms. In to-
tal, 1028 samples were measured using four different cal-
ibrated hyperspectral imaging cameras across the spectral
range of 398-1717 nm, with all measurements capturing
the VIS/NIR range of 470-900 nm. Specifically, 240 ap-
ple samples were measured in the 430-990 nm range with
141 bands, 250 broccoli samples in the 470-900 nm range
with 150 bands, 288 leek samples in the 398-1717 nm range
with 421 bands, and 250 mushroom samples in the 400-998
nm range with 204 bands. The dataset provides the mean
reflectance spectrum extracted for each sample in a tabu-
lar (.csv) format, along with the corresponding dry matter
percentage which ranges from 8.1% to 87%. Additionally,
the raw hyperspectral image data for each crop is also pro-
vided as .mat files. This multi-crop, multi-sensor dataset
aims to facilitate the development of generalized AI/ML
models for dry matter estimation that can robustly handle
data from different imaging systems and crops.

4.2.4 Reflectance spectral dataset of pre-cooked pasta

This dataset in [51] comprises 1200 Vis-SWIR reflectance
spectra (350-2500 nm, with 2151 variables/measurement)
of 6 Pennette 72 and 6 Mezze Penne pre-cooked pasta
samples with varying salt levels, measured in both frozen
and thawed states. The spectra were non-destructively ac-
quired using a portable ASD FieldSpec 4 Standard-Res
spectrophotometer, with 50 spectra collected per sample.
The data is provided as a .mat file containing a dataset ob-
ject with rows labeled for sample ID, dry matter content
(42.8%, 46.7%, 47.5%), pasta type, and physical state. The
averaged spectra highlight differences in the visible region
based on salt content, while frozen and thawed samples
differed in reflectance intensities across most wavelength
ranges, especially 350-1450 nm, 1600-1850 nm, 2100-2400
nm. This annotated Vis-SWIR dataset has valuable reuse
potential for developing multivariate classification and re-
gression models to rapidly inspect pre-cooked pasta qual-
ity by combining portable spectroscopy and chemometric
techniques.

4.2.5 Sugar content measurements of grapes berries
in various maturity stage

This dataset in [52] involves 274 samples, each composed
of 100 grapes, representing three grape varieties: Syrah,
Fer, and Mauzac. The dataset is structured as a CSV file,
where rows represent samples and columns include vari-
ables such as tray keys, grape varieties, sugar content, and
reflectance spectra. Sugar content ranges from 100 to 300
g/L across varie-ties. Grape sorting was performed using
NacCl densimetric baths, followed by hyperspectral acquisi-
tion. A total of 274 reflectance spectra were obtained, cov-
ering red (Syrah, Fer Servadou) and white (Mauzac) grape
varieties.
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4.2.6 Mango fruits

The dataset in [53] comprises 186 NIR spectra (1000-
2500 nm, log(1/R) absorbance) of intact mangoes from
4 cultivars, acquired using FT-NIR with 64 coadded
scans/sample. Raw spectral data in .xIs and .unsb for-
mats. Reference data includes vitamin C (mg/100g), solu-
ble solids (°Brix), and total acidity (mg/100g). This dataset
enables the development of prediction models for rapid,
non-destructive quality evaluation of whole mangoes using
NIR spectroscopy.

4.2.7 Enhanced NIR spectra of intact mangoes

This dataset in [54] provides original and enhanced near-
infrared (NIR) spectral data (1000-2500 nm, 1557 wave-
length variables) of 58 intact Kent mango samples. The
spectra were acquired using a Fourier transform NIR spec-
trometer, with 32 coadded scans per sample. The raw ab-
sorbance spectra were enhanced using algorithms like mul-
tiplicative scatter correction (MSC), baseline linear correc-
tion (BLC), and their combination MSC+BLC. The original
and enhanced spectral data in .unsb and .xIsx formats for
predicting two key internal quality traits - total acidity (TA)
and vitamin C content. Model performances were evalu-
ated against reference TA and vitamin C values measured
by standard methods, using metrics such as coefficient of
determination (R2), correlation (r), root mean square error
(RMSE), and residual predictive deviation (RPD).

4.2.8 Cocoa beans

The dataset in [5] contains NIR absorbance spectra (1000-
2500 nm) with 32 co-added scans at 0.2 nm resolution
for a total of 72 bulk samples of intact cocoa beans, with
each sample amounting to 50g. The spectra data is pro-
vided in both .xIsx and .unsb file formats. For each sample,
the actual moisture content (%) and fat content (%) were
measured using standard laboratory methods like thermo-
gravimetry and Soxhlet extraction, respectively. The mea-
sured moisture content ranged from 6.74% to 12.08% with
a mean of 9.04%, while the fat content ranged from 35.26%
to 45.75% with a mean of 40.32%.

4.2.9 Vis-NIR spectra for sugarcane across multiple
spectrometers

This dataset in [5€] provides Vis-NIR absorbance spec-
tra and corresponding chemical reference data for 60 sug-
arcane samples, which were analyzed using 8 different
spectrometers. These include one laboratory spectrome-
ter (LabSpec 4) and seven micro-spectrometers (NIRscan
Nano, F750, MicroNIR1700, MicroNIR2200, NIRONE
2.2, SCIO, TellSpec). The spectral ranges covered span
from 350-2500 nm for the LabSpec 4, while the micro-
spectrometers capture narrower ranges, such as 1750-2150
nm for the NIRONE 2.2 device. The reference chemical
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data encompasses total sugar content (ranging from 1.1-
51% dry matter), crude protein content (0.9-9.6%), acid
detergent fiber (26-59.3%), and in-vitro organic matter di-
gestibility (13-66.6%). This open-access dataset facilitates
comparing prediction performance across the various spec-
trometers employed.

4.2.10 Enhanced Vis/NIR spectral dataset of intact
Cucurbitaceae fruits

The dataset in [57] comprises Vis/NIR absorbance spectra
(381-1065 nm) of 300 samples from 6 Cucurbitaceae fruit
types, including zucchini, bitter gourd, ridge gourd, melon,
chayote, and cucumber. The spectra were acquired using
a NirVana AG410 portable spectrometer, with each sample
scanned 6 times. The data is provided in .xIs and .unsb for-
mats. Reference data on soluble solids and water content
were determined by standard wet chemistry methods.
Discussion: Development insights

Analysis of existing public NIR datasets in the food indus-
try reveals a clear trend: prioritizing nutritional indices and
product quality. This trend reflects economic development
goals through enhancing nutritional value and optimizing
production processes. However, a notable gap exists - the
relative scarcity of data related to food safety factors, par-
ticularly in identifying chemical toxins and other hazards.
Based on the above survey, to the best of our knowledge,
there are currently no relevant public NIR datasets. This
could be due to some factors: the high cost of preparing
absolutely safe samples for reference, the cost of chemicals
for testing and measuring unsafe levels, the sensitivity of
data related to food contamination, and the technical chal-
lenges of detecting low concentrations of substances using
NIR methods.

The first approach to closing this gap is to promote the cre-
ation, development, and sharing of NIR spectral datasets
through active partnerships with food safety regulatory
bodies. Through one project supported by the People’s
Committee, we are currently collecting NIR spectral data
in collaboration with regional food safety authorities to
build comprehensive datasets covering 19 common chem-
ical residues found in daily food products, following Min-
istry of Health standards. This NIR data is validated
through independent testing using traditional chemical ref-
erence methods. This data collection strategy aligns with
regulatory requirements and enables standardized datasets
for market surveillance while advancing ML applications
in food quality.

The second approach is to improve small food safety
datasets, creating richer, larger-scale, and more valuable
datasets. Methods such as data enrichment with Generative
Adversarial Networks (GANs) and spectral diffusion mod-
els that can generate synthetic spectra are untapped poten-
tial directions. This approach can increase both the quan-
tity and quality of available data, partly addressing the diffi-
culty of high cost in collecting spectral data related to chem-
icals and chemical residues in food. This will support the
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development of comprehensive, rapid, and non-destructive
analytical methods, bringing double benefits: economic de-
velopment in parallel with consumer health protection.

In these recent datasets containing over 1000 spectra, tech-
niques are mainly in traditional ML, such as PLS for [50]
in [58], PLS-DA, SVM, ANN or combine methods Ran-
dom Subspace Discriminant Ensemble (RSDE) for [49] in
[59]. In [59], RSDE demonstrated superior performance
with over 95% classification accuracy. Its innovative en-
semble architecture combines multiple submodels through
random subspace projection and majority voting, deliver-
ing enhanced accuracy and reliability while inherently re-
ducing noise sensitivity and overfitting risks. The trend
across studies shows a shift from single methods to ensem-
ble and hybrid approaches for handling complex spectral
data. Another instance, a milk composition study using
NIR transmittance spectra [#3] showed that combining SO-
PLS with appropriate preprocessing improved prediction
accuracy by 5-25%. While these studies demonstrated the
effectiveness of hybrid approaches, they examined differ-
ent food products under varying conditions, making direct
comparisons challenging. Notably, DL approaches were
not extensively explored, suggesting potential opportuni-
ties for investigating modern architectures like CNNs and
transformer models that have proven effective in other com-
puter vision and spectral analysis applications. Further re-
search exploring traditional and DL techniques across stan-
dard datasets would be valuable to establish their relative
effectiveness and generalizability.

4.3 Pre-processing and wavelength selection

While deep learning has developed increasingly, traditional
ML models still dominate in NIR tasks. In this context, data
preprocessing and feature selection are two commonly ex-
ploited factors, improving the quality of input data, reduc-
ing data dimensionality, extracting important information
from NIR spectra, and enhancing the performance of mod-
els. This review focuses on the recent trends and notable
developments in data preprocessing and feature selection
for NIR spectral analysis in the last few years.

The identification of recent advances in preprocessing and
wavelength selection methodologies was conducted sys-
tematically and compared with established baseline meth-
ods (as in Figure H).

4.3.1 Pre-processing

Pre-processing of NIR data is important to improve model
performance. These common techniques have been shown
in [25, 44], mainly including noise reduction, baseline
correction, resolution enhancement, centering, smoothing,
derivative, de-trending, and scaling methods. Most stud-
ies apply only one or two pre-processing methods, chosen
based on experience rather than a systematic assessment of
optimal methods. This is a highly complex process that re-
quires expert knowledge to select the most appropriate pre-
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processing method for each specific dataset. Choosing the
wrong pre-processing method can lead to the loss of im-
portant information or add more unwanted noise, thereby
negatively affecting model performance. Therefore, devel-
oping a systematic approach to evaluate and select optimal
pre-processing techniques for NIR spectrum data is an im-
portant direction for future research.

Recently, the trend in NIR spectral data pre-processing
has seen significant advancements, particularly towards au-
tomation and optimization of procedures. Methods such as
Synergy Adaptive Moving window algorithm based on the
Immune Support Vector Machine (SA-MW-ISVM) [62],
Automatically generating pre-processing strategy (AgoES)
[65], and Sequential preprocessing through ORThogonal-
ization (SPORT) [66] have been developed to automate the
selection and combination of optimal pre-processing meth-
ods, thereby reducing manual intervention and experimen-
tation time. Although the Self-expansion Full Information
Optimization strategy (SFIOS) [57] is not entirely auto-
matic in pre-processing selection, it nevertheless provides
a comprehensive optimization strategy that includes pre-
processing, as in Figure . Simultaneously, the trend of
combining multiple pre-processing methods, as in Table i,
such as Savitzky-Golay (SG) with Standard Normal Variate
(SNV), has become popular to leverage the advantages of
each method. Researchers in [65] developed strategies to
find optimal pre-processing pipelines, evaluating 150 dif-
ferent combinations of 16 common techniques. Similarly,
another study [64] explored an automated method to com-
bine up to 4 out of 9 pre-processing types for NIR data of
coconut milk. Using various models (Multi-Layer Percep-
tron (MLP), k-Nearest Neighbors (KNN), and Partial Least
Squares (PLS)), they achieved the best results with KNN
on Micro-NIR data, obtaining a classification accuracy of
0.97 and a regression RPD of 16.108. Both studies [64,
63] emphasize the importance of automated optimization in
pre-processing pipelines, as no single method consistently
outperforms others across all scenarios.

Notably, there is a close integration between pre-processing
and machine learning algorithms, as demonstrated in SA-
MW-ISVM, where both pre-processing and SVM param-
eters are optimized simultaneously. Similarly, ensemble
learning techniques are widely applied, as in AGoES and
SPORT, to combine various pre-processing models. Addi-
tionally, many methods focus on selecting relevant spectral
variables, thus contributing to dimensionality reduction and
improving model performance.

Not limited to a single data type, new methods have been
developed with adaptability for various data types, includ-
ing both solid and liquid data, as well as spectral types be-
yond NIR. Moreover, the trend of sharing open-source pre-
processing algorithms is increasing, thereby enabling the
research community to continue developing and improving
these methods. Interestingly, while many methods focus
on large datasets, some approaches like Extended Multi-
plicative Signal Augmentation (EMSA) emphasize improv-
ing performance on smaller datasets, meeting the needs of
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Table 3: Preprocessing methods and their applications

DE [61]

Preprocessing Single Combine Remarks

methods

SG smoothing, | x Multiple combinations | SG alone or combined with SNV gave the best re-

MSC, SNV, st of SG with other meth- | sults for most models; Improved classification accu-

Der, 2nd Der [60] ods racies compared to raw spectra; SG+SNV optimal for
predicting most physicochemical properties; Prepro-
cessing crucial for developing robust NIR models for
melon seed powder authentication

SM, DF, NM, CT, | x Multiple schemes | SFIOS auto-optimization strategy combines meth-

from multiple meth-

ods, and provides statistical info; en-iViSSA en-

derivatives, MSC, from 6 methods

SNV, Autoscale,

ods semble improves model performance; DF highlights
spectral info; CT and DE good for solid samples;
MSC and SNV minimize scattering effects; Open
source
SG smoothing, SG | x Multiple schemes | SA-MW-ISVM algorithm optimizes preprocessing,

wavelength selection, and SVM parameters simulta-
neously; Improves prediction accuracy by up to 44%

MSC, MS, SG
filter, SS [64]

Normalization compared to PLS; Selects relevant wavelengths, re-
[62] ducing variables to ~30% of full spectrum; Chooses
appropriate preprocessing combinations; Applicable
to NIR and other spectroscopy data
SG, EMSC, | x Multiple schemes | EMSA can replace pre-processing for CNNs; Combi-
EMSA, Batch Aug from 4 methods nation of pre-processing and augmentation improves
[63] results for conventional classifiers on small datasets;
CNNs benefit from traditional pre-processing; Aug-
mentation especially beneficial for small datasets
BSO3, 1st Der, | x Multiple schemes | Automatic strategy combines preprocessing and ML
2nd Der, SNV, from 9 methods hyperparameter tuning; Improves classification (up

to 98% accuracy) and regression (RPD up to 16)
for coconut milk adulteration detection using FT-NIR
and Micro-NIR

SNV, VSN [66]

Baseline cor- | x 150 combinations | AGoES automatically generates and evaluates all

rection,  Scatter from 16 single meth- | preprocessing combinations; Different optimal com-

correction,  Scal- ods binations are found for each ML algorithm and prop-

ing [65] erty predicted; Improved model performance com-
pared to raw spectra for most cases; SVM with
AGOES preprocessing performed best overall

SG smooth- | x Multiple combinations | SPORT method automatically combines and selects

ing/derivatives, via SO-PLS optimal preprocessing sequence; Outperformed sin-

gle preprocessing and stacking approaches; Selected
parsimonious combinations of 2-3 methods; Order of
combination had minor impact on performance

many practical applications.

Discussion: Development insights

Effective preprocessing depends on the type of data. How-
ever, the variety of handheld measurement devices avail-
able today, as discussed in Section 4.1, and the rapid de-
velopment of deep learning raise questions about the fu-
ture role and necessity of data preprocessing. Possible re-
search directions include: (1) more flexible preprocess-
ing automation, adapting to different types of data, serv-
ing complex multi-class classification problems in prac-
tice, such as classifying unsafe fruits and vegetables in

food safety inspection, (2) developing preprocessing meth-
ods suitable for many different measuring devices, aiming
at a model that can transfer technology between localities
with asynchronous devices, and (3) evaluating if the need
for preprocessing, with fluctuating data in different mea-
suring environments, such as markets and supermarkets,
where humidity, light, and temperature can all affect mea-
surement values, thereby affecting the effectiveness of ma-
chine learning models.
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Figure 5: The optimal preprocessing scheme of SFIOS [61]

4.3.2 Wavelength selection

Wavelength selection is critical for NIR analysis. By iden-
tifying the most informative spectral regions, it simplifies
complex data, improves model performance, and focuses
on key information, as in Table H, B. These methods are
categorized by their approach and can be broadly grouped
as follows:

1. Filter methods utilize statistical criteria to evaluate
the relevance of individual wavelengths to the target
variable, including Variable Importance in Projection
(VIP), Correlation-based Feature Selection (CFS), Re-
lief, Fisher score, and Chi-squared test;

2. Wrapper methods assess the quality of wavelength
subsets based on the performance of a prediction
model, such as Genetic Algorithm (GA), Successive
Projections Algorithm (SPA), Recursive Feature Elim-
ination (RFE), Sequential Forward Selection (SFS),
and Sequential Backward Selection (SBS);

3. Embedded methods integrate feature selection within
the model-building process, including Least Absolute
Shrinkage and Selection Operator (LASSO), Elastic
Net, Ridge Regression, Random Forest, and Compet-
itive Adaptive Reweighted Sampling (CARS);

4. New hybrid methods combine the strengths of differ-
ent approaches, such as Multi-Feature Extraction com-
bined with LASSO (MFE-LASSO), Maximal infor-
mation coefficient - Successive projections algorithm
combined with Extreme learning machine - Genetic al-
gorithm (MIC-SPA-GA-ELM), and Beluga whale op-
timization with Iterative variable subset optimization
(BWO-IVSO).

Each method has its strengths and limitations, making it
suitable for specific data types and analytical objectives.
Filter methods efficiently screen large variable spaces to
rank features. For instance, VIP was used to select 13 key
wavelengths out of 209 initial variables for adulterant de-
tection in quinoa flour [67)], improving the Rf, from 0.94 to
0.98 and reducing RMSEP from 3.04% to 1.60%. Wrapper
methods, such as GA and SPA, directly optimize subsets
based on model performance. In a study on durian fruit
quality assessment [[19], GA selected 23 wavelengths for
dry matter prediction and 19 for total soluble solids, im-
proving the model’s accuracy. Hybrid methods combine
filter and wrapper approaches for robust performance, as
seen in the MIC-SPA-GA-ELM [68] combination used for
tobacco and corn samples, which showed the best accuracy
and robustness. However, most techniques retain spectro-
scopic variables related to key functional groups and struc-
tural chemistry to develop broadly applicable, physically
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interpretable models, as in Table 5.

Wavelength selection can also be divided into interval

or peak selection, as in Figure . Peak selection involves
choosing specific, individual wavelengths that are most in-
formative. For example, four peaks (1428, 1704, 1892,
1912 nm) were identified as crucial in a vineyard water
status prediction study [69]. On the other hand, interval
selection chooses continuous ranges of wavelengths. In
the same vineyard study, three intervals (1402-1508, 1676-
1750, 1870-1926 nm) were selected. This approach can be
particularly useful when certain regions of the spectrum are
known to be associated with specific molecular structures
or properties of interest.
The current trend is to combine multiple variable selection
methods to optimize results. For instance, the BWO-IVSO
approach applied in aflatoxin Bl analysis in peanuts sig-
nificantly improved model performance compared to using
the full spectrum [72]. Another example is the two-step ap-
proach using RReliefF and MIC, followed by Elastic Net,
for azodicarbonamide detection in wheat flour [74]. Be-
sides, recent studies also emphasize the importance of opti-
mizing model parameters. Algorithms like Harris Hawks
Optimization (HHO) and Rime Optimization Algorithm
(RIME) have been used to fine-tune parameters of models
such as Kernel-based Extreme Learning Machine (KELM),
significantly improving model performance [[7§].

The number of selected wavelengths or spectral regions
typically varies based on the complexity of the sample and
the specific analytical objectives. For instance, 18 wave-
lengths were selected for sugar in tobacco leaves, while 24,
34,26, and 16 wavelengths were chosen for moisture, oil,
protein, and starch in corn, respectively [68]. In some cases,
a few carefully selected wavelengths can provide compara-
ble or even superior results to models using the full spec-
trum, while significantly reducing computational require-
ments. Discussion: Development insights
Wavelength selection is a popular method in NIR spectral
processing. This is based on the interpretability of the re-
sults, which are related to the functional groups represent-
ing the sample. Although this method is effective, as with
preprocessing, whether wavelength selection is necessary
or using the raw data itself with deep learning architectures
is more effective needs to be further compared.
Combining both methods is also a possible direction for de-
velopment. This method takes advantage of both the non-
linear learning capabilities of the neural network and main-
tains the interpretability of the final model.

4.4 Advanced NIR food spectral analysis
techniques

4.4.1 Traditional machine learning

Traditional ML methods play a crucial role in NIR spec-
tral analysis, focusing on addressing multicollinearity is-
sues and improving generalization capabilities. In a typi-
cal pipeline, these techniques involve data pre-processing,
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Figure 6: Wavelength selection methods comparison: (a)
Manual VIP-based selection after preprocessing, (b) Inter-
val selection approach, and (c) Peak selection method high-
lighting key wavelengths and bandwidths [69]

feature selection/ extraction, and applying traditional ML
algorithms to model the selected features and generate out-
puts. Popular techniques include PCA, PLS, ELM, SVM,
SVR, DT, and RF. These methods concentrate on extract-
ing important features, minimizing data redundancy, and
building effective predictive models for various NIR appli-
cations. The recent highlights of traditional ML on NIR
spectra largely lie in the improvements in pre-processing
strategies as well as wavelength selection, and the effective
feature extraction methods mentioned earlier.

However, traditional methods often face limitations in
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Table 4: Wavelength selection methods for NIR spectra (1)

N.T.H. Phuong et al.

Task Dataset Variable Selected Results Remarks
Selection Wavelengths
Methods
Quinoa 54 samples, | VIP 13 wave- | Initial (209 vars): Rf,=0.94, PLSR model im-
flour 941-1674 nm, lengths RMSEP=3.04%. Selected | proved for quinoa
adulter- | 209 vars (13 wvars): R12,=0.98, RM- | flour adulteration
ation SEP=1.60% prediction
[67]
Vineyard | 288 samples, | Interval, 3 intervals: | Initial (501 vars): R§:0.84, 3 methods for
water 1200-2100 Peak, IPLS | 1402-1508, RMSEP=0.167 MPa.  Se- | key wavelengths,
status nm, 501 vars 1676-1750, lected (9-33 vars): R§=0.77- simplified model,
[69] 1870-1926 0.78, RMSEP=0.186-0.201 | comparable accu-
nm. 4 peaks: | MPa racy
1428, 1704,
1892, 1912
nm
Durian 278 samples, | SPA, GA, | GA: DM 23, | Full: R?=0.83, RM- | 3  methods im-
quality 860-1750 nm VIP TSS 19 wave- | SEP=4.96% (DM); R?=0.81, | proved DM and
[19] lengths RMSEP=3.71% (TSS). | TSS prediction, GA
Selected:  R?=0.85, RM- | best
SEP=4.50% (DM); R?=0.66,
RMSEP=5.15% (TSS). Accu-
racy: 94.20%
Robust Corn: 80, | LARS, 24 (mois- | MIC-SPA-GA-ELM: Best ac- | Combined methods
NIR 1100-2498 nm | CARS, ture), 34 | curacy, robustness improve model ac-
model SPA, UVE, | (oil), 26 curacy, stability
[68] MIC- (protein), 16
combined (starch)
S- 150 samples, | SPA, IRIV SPA: 16, | PLSR (16): R?=0.90, RM- | IRIV-selected (14)
ovalbumin 900-1700 nm, IRIV: 14 SECV=8.92%, R%IO.84,RM- PLSR  best for
in eggs | 390 vars SEP=9.98%. PLSR (14): | S-ovalbumin pre-
[70] R?=0.91, RMSECV=8.44%, | diction
R§:0.86, RMSEP=9.33%
Adaptive | Corn: 80, | CARS, Corn: 4 | ABUSE PLS: Corn (25): | ABUSE selects
PLS 2498-1100 MCUVE, regions. RMSECV=0.003, RM- | key peaks, Dbest
[71] nm. Wine: 44, | LARS, Wine: 4 | SEP=0.004. Corn (26): | performance, fewer
900-5000 cm™ | ABUSE wavelengths | RMSECV=0.009, RM- | variables, improved
SEP=0.013. Wine (4): RM- | accuracy, reduced
SECV=5.12, RMSEP=4.66. | time
Wine (3): RMSECV=5.13,
RMSEP=4.63
Aflatoxin| 100 samples, | IVSO, IVSO: 32, | SVM (full): RM- | BWO-IVSO re-
Bl in | 955-1702 nm, | BWO-IVSO | BWO-IVSO: | SEP=31.4602, R,=0.9608, | moves redundancy,
peanuts | 128 vars 18 RPD=3.6799. SVM | noise, enhances
[72] (IVSO): RMSEP=30.4587, | AFBI analysis
R,=0.9633,  RPD=3.8009. | accuracy
SVM (BWO-IVSO): RM-
SEP=24.6322, R,=0.9761,
RPD=4.6999

cess high-dimensional data, thereby improving accuracy
and generalization capabilities in many NIR spectral anal-
ysis tasks.

learning complex and nonlinear features when dealing with
complex and high-dimensional NIR spectral data. This
leads to the need for deep learning approaches, which can
automatically extract complex features and efficiently pro-
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Table 5: Wavelength selection methods for NIR spectra (2)

Task Dataset Variable Selected Results Remarks
Selection Wavelengths
Methods

Dual- Rice: 447, | PLS, iPLS, | 149 optimal | SiPLS (149 vars): RMSEP re- | Variable selection

sPLS 12481-3595 SiPLS, mw- | vars duced 0.2284 to 0.1952 improves  model,

NIR em™!, 1153 | PLS saves computation

[73] vars time

ADA in | 101 samples, | RReliefF, Two-step: PLSR  (7012): RM- | MIC+EN elimi-

wheat 0-300 mg/kg, | MIC, EN 500, then 40 SEP=2.53%, r=0.975. | nates irrelevant

flour 7012 vars PLSR (500 MIC): RM- | vars, retains key

[74] SEP=1.32%, r=0.992. | info, improves
PLSR (40 MIC+EN): RM- | accuracy
SEP=0.78%, r=0.997

Talcum 123 samples, | EN, GA EN+GA: 55 EN+GA (55/1050): GBDT: | Detects low talcum

in wheat | 1050 vars R?=0.9778, RMSEP=0.8905, | concentrations in

flour RPD=6.8099 wheat flour

[75]

GBM- 120 samples, 7 | RC, CARS, | Moisture: 6 | Best: Moisture - | GBMs good for

PLS for | countries, 867- | XGBoost, (CatBoost). R%=0.97, RMSEV=0.45%, | wavelength selec-

corn 2535 nm, 949 | LightGBM, | Protein: 6 | RPDV=6.20. Protein - | tion. CatBoost best

[76] vars CatBoost (LightGBM) R%,ZO.82, RMSEV=0.51%, | for moisture, Light-
RPDV=241 GBM for protein.

SHAP  identified
key wavelengths

Straw- 630 samples. | SI, SPA, | Transmittan- | Best (Transmittance | Transmittance with
berry Reflectance: UVE, ce (CARS): | CARS-PLS): R,=0.928, | CARS best. 3
SSC 600-1080 CARS 33 RMSEP=0.412 °Brix, | strawberries/sec.
[[77] nm (949). RPD=2.670 More research
Transmittance: needed
600-950 nm
(805)
Zeara- 131 samples, | VCPA, CARS: 107 | Best (CARS-RIME- | CARS best. RIME
lenone 901-1701 nm, | BOSS, (best) KELM): R§:0.9900, RM- | improved KELM.
in wheat | 228 vars CARS SEP=18.4610 ug/kg CSA-NIR effective
(CSA- for zearalenone
NIR) detection
[78]
Zeara- 116 samples, | CARS, MFE- Best (MFE-LASSO- | MFE-LASSO best.
lenone 10,000-4000 SVM-RFE, | LASSO: PLS): R§=0.9545, RM- | FT-NIR+MFE-
in wheat | cm™!, 3112 | MFE- 38 (best) SEP=18.6442 ng/kg, | LASSO-PLS
(FT- vars LASSO RPD=4.3198 effective for zear-
NIR) alenone detection
[79]

4.4.2 Deep learning architecture

In NIRS analysis, DL architectures have demonstrated
great potential in enhancing the efficiency and accuracy of
analytical processes. Each architecture possesses unique
operational mechanisms and advantages suitable for differ-
ent challenges in NIR analysis, as shown in [25]. Stacked
Autoencoders (SAE) excel at learning low-dimensional
representations of input data, effectively reducing noise
and focusing on essential information. Variational Autoen-

coders (VAE) function as generative models capable of pro-
ducing new samples, proving valuable for data augmenta-
tion. CNN are adept at learning local features of NIR data,
while RNN process NIR data as time series, capturing se-
quential relationships. ELM show high efficiency in sce-
narios with limited training samples, and GAN can gener-
ate new training data, addressing data scarcity issues. A
thorough understanding of the mechanisms and advantages
of each architecture enables researchers to select the most
appropriate method for specific applications in NIR analy-
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sis, ultimately leading to more accurate and reliable results
in this crucial field of spectroscopy. In this study, we focus
only on recent notable DL research and the salient value
points not discussed in previous review articles. In partic-
ular, papers that have comparisons with traditional ML are
prioritized, as in Table f, i, B.

Firstly, DL models achieve superior performance over
traditional ML methods in NIRS analysis through their
innovative architectures such as automatic hierarchical
feature extraction, attention mechanisms, deep temporal
learning via recurrent networks, and intelligent feature fu-
sion through dense connections, enabling more accurate
classification, regression, and anomaly detection tasks.
Previously, many DL studies were done without compar-
ison with traditional methods that have achieved high per-
formance. This has received more attention recently. These
results confirm the potential of DL in enhancing perfor-
mance for regression, classification, and anomaly detection
tasks in NIR spectral analysis, opening up possibilities for
wide-ranging applications across fields requiring high ac-
curacy and reliability.

In classification tasks, for instance, Convolutional Neural
Network-Attention (CNN-ATT) achieved 100% accuracy
in categorizing chickpeas into HTC and ETC classes [84],
surpassing traditional SVM models. In this study, CNN-
ATT enhances performance through its attention block
mechanism that dynamically weighs and focuses on the
most relevant features in input data, allowing the network to
adaptively prioritize important spectral information while
filtering out less significant signals. Similarly, the Trans-
former in [92] achieves remarkable classification accuracy
(99.31%) through its three-layer encoder and multi-head at-
tention mechanism that effectively extracts semantic infor-
mation from both vibration and Vis/NIR spectral data while
dynamically adjusting feature weights via an attention fea-
ture fusion module to focus on the most relevant informa-
tion for apple moldy core detection, better than PLS-DA,
SVM, ELM. In another study, for corn variety recognition
[B7], CNN reached 99.2% accuracy, outperforming tradi-
tional methods like KNN, SVM, and PLS by 25.78%. In a
more complex scenario of identifying adulterated beef and
mutton [83], ResNet with 2DCOS, as in Figrure [f, achieved
100% accuracy, significantly surpassing PLS-DA’s 32-50%
accuracy. A total of 1,878 synchronous and asynchronous
2D-COS spectra were obtained from transforming 1D spec-
tra across 23 diverse adulteration patterns (5 pure meats and
18 mixed samples with varying proportions of 25%, 50%,
and 75%) into 2D images to enhance resolution and ana-
lytical sensitivity while providing multi-dimensional infor-
mation through auto and cross-correlation peaks, enabling
accurate detection of both components and mixing ratios
in meat samples, with characteristic markers at different
wavelengths. Besides, ResNet achieves superior perfor-
mance through its innovative skip connection technique
that allows direct data flow between layers, effectively pre-
venting gradient vanishing and enabling faster, more accu-
rate training than traditional CNNs when handling this com-
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plex multi-class classification problem.

For regression tasks, DL models consistently showed su-
perior performance. For instance, in predicting lead con-
tent in oilseed rape [81], the Transfer Stacked Auto-encoder
(T-SAE) model achieved R? values of 0.9215 and 0.9349
for leaves and roots respectively, outperforming PCA-
SVM and SAE. A highlight of this research is that T-SAE
achieves high performance through its dual-model trans-
fer mechanism, where network weights are initialized from
pre-trained SAE models while allowing deep feature layers
to be trained from scratch with random weights, effectively
combining information from both leaf and root spectral data
to achieve superior classification accuracy (98.75%) in lead
stress detection. In another study, for estimating soluble
solids content in pears [83], SpectraNet-32 achieved the
best results, surpassing classical methods like PLS, MLR,
and SVM. In predicting cooking time for chickpeas [84],
1D-CNN also outperformed traditional regression methods.
Regarding anomaly detection and complex analysis, DL
models also excelled. For pesticide residue recognition
on garlic chive leaves [90], 1D CNN achieved 97.9% ac-
curacy, outperforming traditional models. In analyzing
complex organic compounds [89], the proposed DL model
achieved R? values between 0.9574 and 0.9996, improv-
ing upon PLSR and BPNN by significant margins. This
architecture achieves superior dynamic feature extraction
through its innovative dual-module design, as in Figure
B, where the short-term feature extraction utilizes multi-
rate dilated convolutions with dense connections to capture
short-term spectral patterns while the long-term feature ex-
traction employs Gated Recurrent Unit (GRU) enhanced by
temporal attention mechanism to comprehensively merge
features across all timesteps, complemented by a linear by-
pass path and two-stage quality regression approach that ef-
fectively prevents overfitting in NIR spectral analysis.
Thus, the outstanding advantages of DL architecture, such
as automatic feature extraction, attention mechanisms,
multi-scale temporal feature learning through dilated con-
volutions, comprehensive time-series analysis via GRU
networks, and intelligent fusion through dense connections,
have led to superior performance compared to traditional
ML approaches.

Second highlight, DL architectures demonstrate high flex-
ibility, successfully applied to various data types ranging
from 1D spectra to 2D images, 2D correlation spectra (2D-
COS), and even 2D dynamic data. These studies highlight
the versatility of DL architectures in NIRS, effectively pro-
cessing various data formats from simple to complex data,
and even enabling advanced techniques like transfer learn-
ing across different devices. This flexibility opens up the
potential for developing architectures in computer vision on
NIR spectral data transformed into image data formats.
There are many methods to convert 1D NIR spectra into
2D. First of all, the 2D-COS technique [82, 91]], as in Fig-
ure [ transforms one-dimensional NIR spectra into two-
dimensional correlation spectra (synchronous and asyn-
chronous) by calculating cross-correlations between spec-
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Table 6: Advanced DL Architectures for NIR food spectral analysis (1)

dense

NIR Tasks Datasets Pre- Models DL Architec- | Results
processing ture
ADF and | 60 NIR x | WS, Inter- | 1D-Inception- 8 Conv, 4 FC, | ADF/IVOMD:
IVOMD in |3 devices, | polation, ResNet, PLS Residual, Soft- | B> > 0.96, RMSEP
sugarcane [80] | 600/device, SNV plus, Dropout | < 2.75. Outperformed
3:1:1 split 0.15 PLS, Successful inter-
device transfer
Lead content | 500 samples | SNV, Ist | T-SAE, SAE, | Best T-SAE: | R? = 0.9215, RMSEP =
in oilseed rape | (leaves/roots), | Der, 2nd | SVM, SVR, | 411-148-108- 0.0302 mg/kg (leaves);
[81] 3:1:1 split | Der, PCA PCA-SVM 60 (leaves), | R2 = 0.9349, RMSEP
(480.46- 410-140-91-56 | = 0.0278 mg/kg (roots)
1001.61 nm) (roots) Outperformed PC4-
SVM, SAE; successful
transfer learning
Total phenolic | 187 samples (3 | SNV, HCA, | ResNet, 2D- | 12-layer 100% accuracy (train &
content in bo- | species), 90% | Folin- COS, SVM, | ResNet, identity | test). Outperformed tra-
letes [82] model, 10% | Ciocalteu PLS-DA & conv blocks, | ditional methods, rapid
valid BatchNorm, & non-destructive
RelLU
SSC and temp | 3300 spec- | QNV, SpectraNet- SpectraNet- Best: RMSEP = 1.08%,
in ”Rocha” | tra (1650 | Savitzky- 32/53, Deep- | 32: 32-layer | R?2=0.58 (SSC). Outper-
pear [83] pears), 499.73- | Golay Spectra, PLS, | ResNet, 3 | formed classical meth-
1101.83 nm, 5 | (Ist & | MLR, SVM, | Residual Units, | ods, predicted SSC &
valid sets 2nd), PLS | MLP BatchNorm, temperature, 8000 spec-
wrapper GELU, Global | tra/s
(BVE-PLS), Avg  Pooling,
PLS-VIP Dropout
Chickpea 864 seeds (8 | SNV, Ist | PLSDA, SVC, | CNN-ATT: SVC & CNN-ATT:
HTC/ETC varieties), 900- | and 2nd | CNN-ATT, ATT block, | 100% acc (full spec-
classification, 2500 nm derivatives; 1D-CNN 3 1D conv, 2 | trum). 1D-CNN:
Cooking time CARS, dense, SoftMax. | R2 = 0.880, RMSEP
prediction [84] IRIV, CNN- 1D-CNN: 1 | = 0.662 (cooking time)
FS input, 1 conv, 4 | Non-destructive, rapid
dense, 1 output | detection. Effective for
both classification and
prediction
Adulterated 1878 samples, | Raw, FD, | PLS-DA, ResNet: 12 | ResNet+2DCOS: 100%
beef/mutton 0-100% adul- | SD, MSC- | ResNet with | hidden layers, | acc. PLS-DA: 32-50%
ID [89] teration, 400- | SG 2DCOS ReLU, global | acc. 2DCOS enhances
2500 nm avg pooling spectral resolution.
ResNet extracts 2DCOS
features effectively.
Subsurface 1125 HSI, 430- | Standar- HSCNN, HSCNN. Best: HSCNN (full
bruises in | 1000 nm dization, ResNet, 3D- | ResNet: spectrum), F1  90%.
plums [86] Data aug- | CNN, PLS-DA | Adapted for | 3 wavelengths: F1
mentation; HSI. 3D-CNN: | 89%. Detected invisible
PCA (10 3 conv, 3 max- | bruises. Reduced to 3
wave- pool, 3 batch | wavelengths with similar
lengths) norm, global | performance
avg pool, 2
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Table 7: Advanced DL Architectures for NIR food spectral analysis (2)

processing

NIR Tasks Datasets Pre- Models

DL  Architec- | Results
ture

Corn variety | 450 NIR (5 | DT for | CNN-LeNet-5, 3 Conv: 32, 64, | CNN: 99.2% test acc.

nm), 60:30:10 | der. BPNN:

recognition varieties), 2:1 | baseline BP, KNN, | 128 kernels (7, | Combining NIR, CNN
[87] split, 11542- | drift; CARS | SVM, PLS 4, 4 windows). | enables accurate, rapid
3940 cm™! (114/1845 3 Pool: Max | recognition; 25.78%
wave- & Glob. Avg. | higher accuracy than
lengths) ReLU, Dropout | traditional models
0.1, FC, soft-
max
Watermelon 1440 Vis-NIR | PLSR: PLSR, BPNN, | 1D-CNN: 5 | 1D-CNN: RIQJ = 0.97,
SSC [B88] (317-1117 SG+2nd 1D-CNN ConvlD, 3 | RMSEP=0.21. +14.1%

MaxPool, Flat- | vs PLSR, +6.6% vs

ganics [89] (12500- for PLSR.
3950 cm), | MSC  for
844:432:564 BPNN

windows

split MSC ten, 3 Dense, | BPNN High R?, Low
BatchNorm, RMSEP.  Features at
Dropout 0.1 720, 810nm
Quality of | 2D NIR, | SG (NIR). | PLSR, BPNN, | MDFE: SDFE | DL: R?=0.9574-0.9996,

complex or- | 1408 spectra | SG+2nd der | Proposed DL (3 dilated 2D | RMSE=0.0013-0.4374.

CNN) + LDFE | +14.1% vs PLSR, +6.6%
(GRU with | vs BPNN. Short/long-
attention). Re- | term dynamics, Dilated

gression:  FC | CNN extracts multi-level
(1024, 500), | short-term features;

ReLU, Batch- | Temporal attention
Norm, Dropout | redistributes GRU fea-
0.1 tures;, Nonlinear fitting

of complex NIR-quality
mapping; Visualization
shows model extracting
relevant spectral bands

Pesticide on | SWIR HSI, 30 | Mean filter | PLS,

garlic chives | leaf spectra, | (SNR), Iso- | BPNN,
[90] 920-1700nm, lated Forest | LDA, NB, RF, | stride 2x1, pad | > 0.99. 0.208 Ham-
90:5:5 split (outliers) SVM, IDCNN | 1), avg/max | ming loss  (mixed).

MLR, | ID CNN: 3| 97.9% test acc. Re-
KNN, | conv (3x1, | call > 97.7%, AUC

pool, flatten, | vs KNN (91.2%),
2 FC (256, | LDA (77.5%), NB
128),  4-node | (41.4%), RF (90.9%),
output, ReLU, | SVM (92.8%).Non-

BatchNorm destructive, Rapid, Out-
performed  traditional
models, Exploiting

pixel-wise spectra for a
large dataset; Successful
mixed residue identifica-
tion

tral intensities §(v1) and §(ve) at wavelengths v, and v
as external perturbations (like geographical origins, storage
time) change. The synchronous spectrum reveals peaks that
change in the same direction through auto-correlation peaks
(diagonal) and cross-correlation peaks (off-diagonal), while
the asynchronous spectrum only shows cross-peaks indicat-
ing spectral changes from different molecular sources. This
technique is particularly valuable for NIR spectral analysis

when spectral peaks overlap due combinations, and com-
plex molecular interactions in food samples, as it improves
spectral resolution and helps distinguish overlapping fea-
tures that are not observable in one-dimensional spectra.
Unlike 2D-COS method which focuses on molecular inter-
actions through correlation analysis, the Gramian Angular
Difference Field (GADF) [93] converts one-dimensional
NIRS into two-dimensional images by first normalizing
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Table 8: Advanced DL Architectures for NIR food spectral analysis (3)

NIR Tasks Datasets Pre- Models DL Architec- | Results

processing ture

Wolfberry ori- | NIR-HSI 2D-COS LDA, PLS-DA, | CNN: 3 conv | CNN+iVISSA:

gin identifica- | (900-1700nm, | to resolve | SVM, CNN layers (16,32,64 | Acc=96.67%.

tion [91] 256  bands), | overlap- filters), 3x3 | CNN+texture: 97.71%.
700 samples | ping peaks. kernel, ReLU, | +9.71% vs PLS-DA,
from 5 re- | CARS/IRIV/iVISSA BatchNorm, +7.42% vs SVM. 2D-
gions, 525:175 | for  wave- MaxPool(2), COS resolves  peaks,
split length GAP, FC(128), | iVISSA selects wave-

selection. Dropout(0.2), lengths, Texture features
GLCM Sigmoid improve accuracy

for texture

features

Apple moldy | Vibration CEEMDAN, | PLS-DA, DMLPT: DMLPT+fusion:

core detection | signals (100- | Vibration SVM, ELM, | 3-layer Trans- | Acc=99.31% (nor-

[92] 1500Hz) + | + Vis/NIR | MobileNet, former Encoder | mal/moderate/severe:
Vis/NIR (350- | fusion DMLPT for each input, | 100%). +11.03% vs
1150nm), 725 AFF for fusion, | PLS-DA, +5.52% vs
samples (180 MLP with resid- | MobileNet. Multi-modal
normal + 545 ual connection. | fusion and multi-head
diseased) split Multi-head attention excel at sever-
3:1:1 attention ity detection

Apple SSC | Vis/NIR GADF, PLS, MLR, | MobileViT: GADF-MobileViT:

prediction [93] | transmission SNV-UVE VGG16, Conv + Trans- | R?=0.938,
spectra  (589- ResNet50, former hybrid, | RMSE=0.532.  +6.6%
1120nm, 1468 ShuffleNetv2, CA mecha- | vs PLS, +2.1% vs
bands), 1450 MobileViT nism for spatial | ResNet50. GADF en-
spectra  from features, multi- | ables 2D transform,
290  apples, head attention. | CA enhances features,
1020:430 split 3 MobileNet | Model focuses on key

blocks, SiLU | bands
activation

Tea  quality | NIR  (1000- | SNV  pre- | PLS-DA, SVM, | TeaNet series: 3 | TeaResNet+SNV:

classification 1800nm, processing. RF, TeaNet | conv/ residual/ | Acc=100%, TeaMo-

[94] 800  points), | Transform variants inverted blocks, | bileNet: 99.6%. +31.2%
1000 samples | ID  spec- BatchNorm, vs SVM, +2.4% vs RFE.
(50 grades, | tra to 2D Rel U, GAP, | 2D transform enables
21 brands), | pseudo- FC. Feature | CNN, SNV increases
750:250 split images extraction + | variance, Models excel

(2x20%20) classification at multi-category

Pb  detection | FHSI 480- | SNV pre- | SVR with SPA/ | Pre-trained T-SCAE+SNV:

in oilseed rape | 980nm, 2400 | processing, | CARS/ IRIV/ | SCAEs + ex- | R?=0.939,

ER] samples (1200 | T-SCAE VISSA, SCAE, | tended layers | RMSE=0.020. +6.51%
per environ- | for cross- | T-SCAE (822-423-301- vs traditional. Transfer
ment), 3:1 split | environment 155) learning enables cross-

transfer environment prediction

spectral data to [-1,1], then transforming them into polar
coordinates through angular cosine encoding, and finally
generating a GADF matrix by calculating the sine differ-
ences of angular values between each pair of spectral points,
resulting in a matrix that preserves spectral relationships
while optimizing for pattern recognition and machine learn-
ing applications, as in Figure [L(. Different from 2D-COS,

which focuses on correlation analysis, and GADF, which
uses polar coordinate transformation, TeaNet’s approach
[94] simply transforms one-dimensional NIR spectra with
800 spectral points into two-dimensional pseudo-images
of size 2x20x20 through direct matrix reshaping, requir-
ing no complex mathematical calculations while still pre-
serving all spectral information and enabling spatial rela-
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Figure 7: 2D-COS combined with ResNet process for identifying adulterated beef and mutton [85]

tionship analysis through CNN’s convolutional operations
across spectral bands.

DL demonstrates superior performance across these di-
verse data types. For 1D spectral data instance, in water-
melon soluble solids content analysis [88], a ID-CNN with
five convolutional layers effectively processed 1D Vis-NIR
spectra (317 to 1117 nm), achieving superior results com-
pared to traditional methods. Similarly, for corn variety
recognition [87], a CNN based on the LeNet-5 architecture
successfully handled 1D NIR spectra (11542-3940 cm 1),
achieving 99.2% accuracy.

With 2D spectral image data, the study on subsurface bruise
detection in plums [86] employed various CNN architec-
tures, including HSCNN and ResNet, to process 2D hy-
perspectral images (430-1000 nm). These models effec-
tively extracted spatial and spectral features, with HSCNN
achieving the best F1 score of 90% using the full spectrum.
For 2D dynamic spectral data, in the quality prediction of
complex organic compounds [89], a novel DL model was
designed to handle 2D NIR dynamic spectral matrices (time
x wavenumbers). This model incorporated multi-level dy-
namic feature extraction, including short-term (using di-
lated 2D CNN) and long-term (using GRU with temporal
attention) feature extraction, effectively capturing both spa-
tial and temporal characteristics of the spectral data. Ad-
ditionally, for transformed 2D data, in identifying adulter-
ated beef and mutton [83], researchers innovatively trans-
formed 1D spectral data into 2D-COS before feeding it

into a ResNet model. This approach achieved 100% ac-
curacy, demonstrating the potential of DL in processing
transformed spectral data. Finally, the study on quantitative
analysis of ADF and IVOMD in sugarcane [8(]] showcased
the ability of a 1D-Inception-ResNet to handle data from
multiple devices, achieving R?> > 0.96 and RMSEP <
2 for both devices, demonstrating successful inter-device
transfer learning.

The third highlight is the development of hybrid models
and specialized architectures that have significantly ad-
vanced NIR spectral analysis, leading to improved perfor-
mance across various tasks. These innovative approaches
demonstrate the potential of tailored deep learning solu-
tions in spectroscopy. These examples demonstrate how
hybrid models and specialized architectures are pushing the
boundaries of NIR spectral analysis, offering improved ac-
curacy, robustness, and applicability across diverse tasks
and data types.

Hybrid models combine DL techniques or integrate tra-
ditional methods with neural networks, leveraging the
strengths of multiple approaches. For example, the T-SAE
(Transfer Stacked Auto-Encoder) model used for lead con-
tent prediction in oilseed rape [81] combines transfer learn-
ing with auto-encoder architectures. This hybrid approach
achieved impressive results with R? values of 0.9215 and
0.9349 for leaves and roots respectively, outperforming tra-
ditional methods. Another notable example is the multi-
level dynamic feature extraction model for quality predic-
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tion of complex organic compounds [89]. This hybrid
approach combined dilated 2D CNNs for short-term fea-
ture extraction and GRU with temporal attention for long-
term feature extraction, as mentioned above. The model’s
sophisticated architecture included three dilated 2D CNN
with varying dilated rates and kernel sizes, followed by a
GRU layer with temporal attention. Besides, specialized
architectures are designed to address specific challenges in
NIR spectral analysis, often incorporating domain knowl-
edge. The CNN-ATT model used for chickpea classifica-
tion [84] incorporated an attention mechanism specifically
designed to focus on relevant spectral regions. This model,
consisting of an attention block followed by three 1D con-
volutional blocks and two dense layers, achieved 100% ac-
curacy in classification.

Fourth highlight, transfer learning has emerged as a new
powerful technique in NIR spectral analysis, allowing mod-
els to leverage knowledge from one task or dataset to im-
prove performance on another. This approach is partic-
ularly valuable in scenarios with limited training data or
when dealing with complex spectral relationships.
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Figure 10: GADF transformation [91]]

Several studies in the provided table demonstrate the
effectiveness of transfer learning in various NIR appli-
cations. Inter-device transfer learning was successfully
implemented in [8(]], with a 1D-Inception-ResNet model
achieving consistently high performance across different
spectrometers (R? > 0.96, RMSEP < 2.75). This ar-
chitecture combines the Inception module for extracting di-
verse features at multiple scales from spectral data with
Residual connections for efficient deep network training,
successfully enabling model transfer across three different
NIR spectrometers. Other studies have demonstrated ef-
fective applications of transfer learning in predicting lead
content in oilseed rape. Using a cross-sample transfer ap-
proach, research by [B1] employed the T-SAE model to
predict lead content across different plant samples, achiev-
ing strong results for both leaves (R?> = 0.9215, RM-
SEP = 0.0302 mg/kg) and roots (R? 0.9349, RMSEP
=0.0278 mg/kg). In terms of cross-environment transfer,
[05] developed the Transfer Stacked Convolutional Auto-
Encoder (T-SCAE) architecture, as in Figure [L1 to create a
model that could work across different growing conditions.
By combining pre-trained SCAE models from both silicon
and silicon-free environments, this approach effectively ex-
tracted deep features for predicting lead concentrations in
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oilseed rape leaves, achieving excellent performance in the
target domain with an R? of 0.9385, RMSEP of 0.02017
mg/kg, and RPD of 3.291. Additionally, spectral range
transfer was also illustrated in [86], with the HSCNN model
maintaining high performance (F1 score 89%) when reduc-
ing from full spectrum to just 3 wavelengths. The model
was trained using the AdamW optimizer with a decaying
learning rate strategy, and incorporated data augmentation
techniques including intensity changes and spatial transfor-
mations to prevent overfitting, underscoring the versatil-
ity of transfer learning across different analytical dimen-
sions. These examples highlight the versatility and power
of transfer learning in NIR spectroscopy, significantly en-
hancing the adaptability and generalization capabilities of
deep learning models in spectral analysis.

Discussion: Development insights

DL architectures demonstrate superior performance over
traditional ML methods in NIR spectral analysis through
advanced features like automatic hierarchical extraction,
attention mechanisms, temporal learning, and dense fea-
ture fusion, significantly outperforming conventional ap-
proaches with accuracies of 97-100% in various analytical
tasks (classification, regression, anomaly detection) across
diverse spectral data formats (1D spectra, 2D correlation
spectra, dynamic data). The development of hybrid mod-
els, specialized architectures, and effective transfer learn-
ing capabilities further enhances its robustness in handling
complex spectral relationships and limited data scenarios,
with proven success in cross-device (R? > 0.96) and cross-
domain applications, marking a significant advancement in
spectroscopic analysis. In summary, DL has significantly
advanced NIR spectroscopy analysis through superior per-
formance, versatility in data handling, innovative architec-
tures, and effective transfer learning. However, several crit-
ical gaps remain that require further research.

Firstly, processing diverse data from multiple sources and
devices continues to be a challenge, necessitating the devel-
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opment of more robust methods to ensure consistency and
accuracy.

Secondly, the interpretability of DL models in NIR spec-
tral analysis needs improvement, particularly in developing
specialized interpretation methods that incorporate expert
knowledge in chemistry and spectroscopy.

Lastly, efficient learning from limited data, especially in ap-
plications such as food quality assessment and hazardous
chemical detection, remains a significant challenge to be
addressed.

With ongoing data collection efforts through collaborations
with the People’s Committee and other governmental agen-
cies, coupled with the accumulation of diverse spectral
datasets from multiple devices and regions, as mentioned
in Section 4.2, ML and DL techniques will be comprehen-
sively evaluated on larger-scale, heterogeneous data. This
expanded evaluation scope will help address several key
challenges: processing diverse data from multiple sources
and devices to ensure consistency and accuracy, improving
DL model interpretability while incorporating domain ex-
pertise in chemistry and spectroscopy, and developing ef-
ficient learning strategies for limited but critical data sce-
narios like food quality assessment and hazardous chemical
detection.

5 Conclusion

This comprehensive review has analyzed recent advance-
ments in the application of machine learning to near-
infrared spectroscopy for food quality assessment. We have
identified significant trends across various aspects of this
field. In data collection, the trend towards using hand-
held or ultracompact NIR devices for direct on-site mea-
surements, combined with multiple devices to collect broad
NIR spectra, has significantly expanded the applicability of
this technology. Regarding pre-processing and wavelength
selection, automated and optimized processing techniques,
along with the trend of combining multiple methods, have
substantially improved model performance. In the field of
deep learning, specialized architectures, and hybrid models
have been developed, often outperforming traditional ML
methods in many NIR spectral tasks. Additionally, trans-
fer learning techniques have shown remarkable potential
in addressing challenges related to interdevice variability,
cross-sample analysis, and adaptation to new tasks or spec-
tral ranges.

However, significant challenges remain to be addressed.
Most notably, there is a lack of comprehensive datasets
for food safety applications, a need to improve the inter-
pretability of complex models, and the necessity to develop
efficient learning methods from limited data. Additionally,
processing diverse data from multiple sources and devices
remains a major challenge to be resolved.

Based on these findings, we propose three important re-
search directions for the future: Based on these research
directions, we propose three important directions for future
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research:

1. Develop larger and more diverse public datasets, with
a particular focus on food safety parameters. This
can be achieved through collaborations between food
safety regulatory authorities and support from local
government agencies to build NIR spectral datasets,
following Ministry of Health standards. This includes
collecting comprehensive spectral data accompanied
by reference concentrations validated through inde-
pendent laboratory testing.

2. Enhance machine learning models’ processing ca-
pabilities and interpretability for heterogeneous data
sources. This involves developing multi-level fusion
techniques for integrating data from different devices,
creating visualization methods for model interpretabil-
ity, and establishing comprehensive cross-validation
strategies using stratified sampling and bootstrapping
techniques to ensure model reliability across diverse
operating conditions. These approaches require sys-
tematic testing across devices and environments to es-
tablish standardized protocols for real-world applica-
tions.

3. Develop intelligent automation frameworks that inte-
grate preprocessing selection, feature engineering, and
model optimization. These frameworks should adapt
to different device types and measurement conditions
while maintaining the interpretability of results. The
systems should include standardized evaluation met-
rics and clear protocols to enable seamless integration
across NIR platforms in real-world applications.

These proposals aim to establish standardized approaches
for NIR spectroscopy with machine learning, improving
both the efficiency and reliability of food quality assess-
ment processes. The implementation of these directions
will help bridge the gap between theoretical advances and
practical applications while addressing current challenges
in real-world deployment.
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Alzheimer's Disease (AD) is a neurological disorder marked by cognitive deterioration and neurological
impairment that affects cognition, memory, and behavioral patterns. Alzheimer's is an incurable disease
that predominantly impacts individuals over the age of 40. A patient's MRI (Magnetic Resonance
Imaging) scan and cognitive assessment are manually analyzed to diagnose Alzheimer's disease.
Recently, Artificial Intelligence (Al), particularly through Deep Learning, has pioneered innovative
techniques for automated medical image identification. We devised a deep learning methodology for
Alzheimer's disease identification utilizing Magnetic Resonance Imaging (MRI) data. The suggested
method, termed Res+FSBILSTM, employs ResNet50 as a pre-trained model for feature extraction from
MRIs, thereafter identifying Alzheimer's disease through a Fully-Stack Bidirectional Long-Short Term
Memory deep learning model. The experimental results demonstrate that the suggested method surpasses
state-of-the-art techniques across all evaluation metrics, rendering it a viable tool for medical
professionals in identifying Alzheimer's disease using brain radiological images. Ultimately, we achieved
results with an accuracy of 99.6%, an F1-score of 97.7%, an area under the curve of 99%, a recall of
97.3%, and a precision of 99.6%.

Povzetek:  Predstavijena je izboljSana metodo zgodnjega diagnosticiranja Alzheimerjeve bolezni z
uporabo prenosa ucenja prek ResNet50 in FSBi-LSTM. Sistem uporablja MRI slike za avtomatizirano
identifikacijo bolezni in omogoca hitro prepoznavanje zgodnjih faz bolezni, kar omogoca ucinkovitejse

klinicne diagnoze in obravnavo pacientov.

1 Introduction

The predominant kind of dementia necessitating
extensive medical intervention is Alzheimer's disease
(AD). For effective patient therapy to begin, an early and
accurate assessment of the prognosis for AD is necessary
[1]. The research found that there are 10 million new
instances of dementia reported per year [2]. According to
the World Health Organization (WHO), AD has overtaken
cancer as the leading to death, with the quantity of AD By
2050, there will be 152 million patients. AD is a chronic
neurological brain illness that progressively damages
brain tissue, leading to cognitive
decline and memory loss, and ultimately hastening the loss
of ability to carry out daily tasks [3]. A condition known
as AD is brain-neurological degeneration [4]. It is
classified as dementia, which is brain atrophy that impairs
memory and results in loss of cognitive abilities related to
behavior, social interaction, and reasoning. Protein
fragments build up in the brain, which is the cause of it [5,
6, 7]. The human brain develops plaques and tangles
around the neurons, causing aberrant hippocampal and
lobe shrinkage as well as enlarged ventricles [8]. It is a
deadly illness that is incurable [9, 10], causing the patient
to suffer for the rest of their life and their family great
emotional, physical, and financial hardship. There are no

known causes of AD, and there are no treatments or drugs
that can effectively cure dementia. A pre-clinical stage of
AD called mild cognitive impairment (MCI) is a
transitional condition that occurs between normal aging
and AD. Early detection of the risk and severity of AD is
crucial [11,12]. Many researchers worldwide have
developed a multitude of Machine Learning (ML) [13]
and Deep Learning (DL) [14] algorithms throughout the
years for the purpose of AD detection and classification.
The DL algorithms have been used by numerous
academics with impressive results still, there's space for
development. In this set of DL models [15,16], and [17]
that introduce a hybrid Convolutional Neural Network
(CNN), a CNN model with slice selection, and a CNN
model with histogram stretching. A CNN model with skull
striping was presented by others [18] and in [19].
However, because CNN is a black-box, these deep models
are predominantly biased towards categorization. Several
researchers have created a variety of techniques and
applications for automatic neuro-image segmentation in
the literature on AD [20]. While there is little attention on
CNN layers to visualize the classification process, these
applications are useful tools for segmenting neuro-images.
Each convolution layer's feature map shows the different
filters that are applied to the image and gives an indication
of the kinds of filters the model applies to the image to
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extract features [21]. In sequence analysis, the recurrent
neural network (RNN) is a potent model. Since RNN uses
a "state" wvector in its hidden units, all historical
information about the sequence is inherently contained in
it[22]. Long short-term memory (LSTM), an enhanced
version of RNN, can handle gradient explosion or gradient
disappearance issues more successfully than RNN by
controlling information flow across numerous gates[23].
Moreover, contextual information can be present in both
directions for bidirectional LSTM (Bi-LSTM) [24]. In
fact, by stacking the LSTM to examine the spatial
information of feature maps from CNN layers as well, Bi-
LSTM may obtain more information without having to
select the scanning direction. Therefore, we propose to use
the fully stacked Bi-LSTM (FSBi-LSTM) instead of the
traditional Bi-LSTM [25].In this paper, we create an
innovative deep learning network that employs fully
stacked bidirectional LSTM (FSBi-LSTM) and CNN
layers of ReseNet50 [26] to diagnose AD using
multimodal input. The goal of the proposed model is to
produce a classification result that is accurate enough to
identify AD at an earlier stage. The research study's
primary contributions are:

e Combining traditional image processing techniques
like thresholding and morphological operations
with modern deep learning approaches such as U-
Net provides a robust method for brain extraction.

e By incorporating FSBILSTM with ResNet50, you
can leverage the power of ResNet50's strong
feature extraction capabilities while benefiting
from FSBILSTM's ability to generalize from a few
examples.

e Improved generalization: ResNet50 is a powerful
deep neural network architecture known for its
ability to learn rich representations from images.
By combining it with FSBILSTM, which
specializes in few-shot learning, you can
potentially improve the generalization performance
of ResNet50 on new, unseen classes with limited
training data

e Using ResNet50 for Spatial Learning: ResNet50 is
an incredibly potent convolutional neural network
(CNN) that is highly skilled at extracting detailed
spatial characteristics from individual MRI slices.
These characteristics are essential for detecting
alterations linked to Alzheimer's disease because
they capture minute details and patterns.

The rest of the paper is arranged as follows: Section 2
provides a summary of the relevant studies for the
suggested model. Next, in Section 3, we provide a
thorough explanation of our methodology. The
experiment's results are described in Section 4. The
dissection is provided in Section 5. Finally, Section 6
contains a summary of our findings.

2 Related work

In recent years, various methods have been suggested
to enhance the accuracy of image classification. We
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analyze various machine learning (ML) classification
frameworks employed in neuroimaging, along with
techniques based on a convolutional neural network.
Machine learning techniques have been increasingly
utilized in recent years for the early identification of
Alzheimer's disease, particularly in multi-class and binary
classification tasks. Yiming Ding et al. [27] Suggested
doing a retrospective analysis of 2109 18F-FDG PET
imaging tests that were gathered prospectively from 1002
patients. The majority of patients had numerous scans, and
the dates of the scans ranged from May 2005 to January
2017. The researchers created and verified a deep learning
algorithm, especially a convolutional neural network
using InceptionV3 architecture. The model underwent
training using 90% of the dataset and was subsequently
evaluated using the remaining 10%, in addition to an
independent test set. The model's performance was
compared to that of radiologic readers. The model's
performance was assessed by sensitivity, specificity,
receiver operating characteristic (ROC), saliency map,
and t-distributed stochastic neighbor embedding. The
study's authors are C. Suh and colleagues [28]. Developed
a deep learning technique employing a dataset of T1-
weighted brain MRI scans from consecutive patients
diagnosed with Alzheimer's disease and moderate
cognitive impairment. The researchers developed a two-
step system employing a convolutional neural network for
brain  parcellation, subsequently applying three
classification techniques, including XGBoost, for disease
prediction. The categorization experiments were
performed with a 5-fold cross-validation method. The
diagnostic efficacy of the XGBoost algorithm was
evaluated against logistic regression and a linear SVM.
The areas under the curve were calculated to differentiate
between Alzheimer's disease and moderate cognitive
impairment, as well as between mild cognitive impairment
and healthy controls. Hina Nawaz et al. [29] proposed a
pre-trained AlexNet model for the extraction of deep
features in the detection of Alzheimer's disease stages.
Transfer learning uses the initial layers of the pre-trained
AlexNet model to extract deep features from the CNN.
SVM, k-nearest Neighbor (KNN), and Random Forest
(RF) are employed to classify the extracted deep features
through machine learning techniques. The study is
authored by Hadeer A. Helaly and colleagues.[30] . This
investigation focuses on the prompt identification and
classification of Alzheimer's disease through the
application of an advanced machine learning method
referred to as CNNs. The E2AD2C framework is designed
to identify and categorize various stages of Alzheimer's
disease at an early phase. Two primary methodologies are
utilized for medical picture categorization and the
identification of Alzheimer's disease. The preliminary
method utilizes fundamental CNN architectures to analyze
2D and 3D structural brain scans sourced from the ADNI
dataset. This technique attains classification accuracies of
93.61% and 95.17% for multi-class Alzheimer's Disease
stage classifications. The alternative method involves
employing transfer learning with the VGG19 pre-trained
model, which has been optimized to achieve 97%
accuracy in diagnosing multi-class Alzheimer's disease
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stages. Resampling methods, including oversampling and
downsampling, are utilized to address the problem of class
imbalance in a dataset. Data augmentation techniques are
employed to increase dataset size and alleviate overfitting
concerns. Fazal Ur Rehman Faisal [31] concentrated on
devising a deep learning technique for the extraction of
Alzheimer's disease (AD) biomarkers from structural
magnetic resonance imaging (sSMRI) data. CNNs were
complexity and improve efficiency. The proposed
approach was evaluated against leading methodologies for
AD classification,

exhibiting enhanced performance for accuracy and
area under the ROC curve. The convolution operation
utilized in the proposed method was considered
appropriate  for  Alzheimer's  disease  diagnosis,
demonstrating its efficacy in appropriately classifying the
brain picture. Y. F. Khan et al. [32] utilized a Stacked
Deep Dense Neural Network (SDDNN) model,
integrating Convolutional Neural Network (CNN) and
Bidirectional Long Short-Term Memory (Bidirectional
LSTM). The training utilized the DementiaBank clinical
transcript dataset under two configurations: randomly
initialized  parameters and GloVe embedding.
Hyperparameter optimization via GridSearch enhanced
model performance, attaining 93.31% accuracy with
GloVe embedding and fine-tuning.

Ahsan Bin Tufail et al. [33] utilized transfer and non-
transfer learning-based CNN architectures in both 2D and
3D domains for binary and multiclass classification tasks.
Custom 3D CNN architectures were created for binary
classifications of AD/NC, AD/MCI, and NC/MCI, as well
as for multiclass classification of AD/NC/MCI. Transfer
learning utilizing the Xception architecture was employed
for the classification of MCI and AD, as well as for the
multiclass categorization of NC, MCI, and AD. A bespoke
CNN architecture in the 2D domain was employed for the
categorization of NC and MCI, as well as NC and AD
classes. Evaluation utilized performance criteria such as
CEN, RCI, GM, IBA, and MCC. Data augmentation
methods, such as random zooming in and out, were
employed to enhance dataset size for better generalization
of deep learning algorithms. R. Tandon et al. [34] utilize
deep learning methodologies for the segmentation and
classification of Alzheimer’s Disease through brain
imaging data. The suggested approach amalgamates
segmentation models with classification frameworks to
enhance diagnostic precision. The system attains
remarkable performance utilizing datasets such as MRI
scans, with classification accuracy reported to exceed
90%.
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employed and trained on sMRI brain pictures sourced
from ADNI datasets to categorize images into Alzheimer's
disease, mild cognitive impairment (MCI), and
cognitively normal (CN) groups. Features from several
layers were integrated to hierarchically convert MRI
pictures into more concise high-level features, facilitating
the classification process. The strategy sought to diminish
the number of parameters to decrease computational

The study highlights the significance of precise
segmentation in improving the diagnostic efficacy of deep
learning models for Alzheimer's detection [35]. A
proposed retrospective cohort study involving 532
participants, employing Positron Emission Tomography
(PET) and Magnetic Resonance Imaging (MRI) images,
alongside cognitive evaluations. The authors developed a
novel computational phenotyping method that utilizes
Partial Volume Correction (PVC) and subsets of
neuropsychological assessments in an impartial manner.
The pipeline employs a Regional Spread Function (RSF)
technique for PVC and a t-distributed Stochastic Neighbor
Embedding (t-SNE) manifold. The objective was to
develop a new method for analyzing variations in
cognitive scores and PET characteristics to identify
multiple phenotypes of Alzheimer's disease (AD) using
hyperparametric analysis.[36] Ullah et al. (2023)
introduced modifications to pre-trained deep learning
models, including ResNet and DenseNet, aimed at
enhancing brain tumor classification. Their approach
enhanced accuracy and robustness through transfer
learning and domain-specific fine-tuning, effectively
addressing challenges such as overfitting in limited
medical datasets. The research indicated that these
improved models outperformed conventional methods,
highlighting their appropriateness for clinical use.[37]
Chegireddy and Srinagesh (2023) proposed a new deep-
learning approach for predicting pancreatic cancer by
utilizing human MRI data, incorporating variants of Harris
Hawks Optimization (HHO) with the VGG16 architecture
model. Their approach employed HHO variants to
optimize hyperparameters and enhance feature selection,
improving the predictive performance of VGG16. The
proposed method achieved high accuracy and robustness,
outperforming traditional models and standard deep
learning techniques. This study emphasizes the potential
of integrating metaheuristic algorithms with deep learning
frameworks to enhance diagnosis accuracy in medical
imaging.
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Table 1: Comparison of machine learning methods for alzheimer’s disease classification

No. Method Dataset Used Accuracy (%) F1 Key Features
Score
[27] Deep Learning on 18F-FDG PET (Ding | Brain PET scans (N = | 92 - Predicts Alzheimer’s
etal.) 1,002) diagnosis  with PET
imaging using deep neural
networks.

[28] 3D T1-Weighted Images (Suh et al.) ADNI dataset 89.5 0.88 Brain segmentation and
classification using 3D
CNNS .

[29] Deep Feature Real-Time Detection | Proprietary 87 - Stage detection with real-

(Hinaetal.) time deep feature-based
processing.

[30] Early Detection via CNN (Helaly etal.) | ADNI 93.2 0.91 Focus on early diagnosis
using convolutional
networks.

[31] | Whole Brain MRI (Faisal & Kwon) OASIS and ADNI 94.5 0.92 Automated detection
leveraging MRI-based deep
learning.

[32] Stacked Dense NN on Audio Data | Proprietary 85.6 0.84 Predicts dementia using

(Khan et al.) audio transcript data with
stacked neural networks.

[33] 2D/3D CNN with PET Neuroimaging | ADNI and OASIS 92.8 0.89 PET  neuroimaging-based

(Ahsan et al.) early-stage categorization
in 2D and 3D domains.

[34] Deep Learning for AD (Buvaneswari et | ANDI 95 - the study demonstrates that

al.) combining  SegNet for
feature extraction with
ResNet-101 for
classification can
effectively identify
Alzheimer's disease with
high accuracy and
sensitivity.

[35] Manifold Learning on PET | Proprietary 91.3 - Epigenetic  phenotyping

(Campanioni et al.) using PET imaging and
manifold learning.

[36] DBNs with 10T Detection (Algahtani et | Proprietary 90.5 0.87 Combines deep belief

al.) networks with loT for
detection and classification.

[37] Ensemble Learning with Synthetic Data | Proprietary 93.8 0.90 Ensemble approach using

(Mujahid et al.) synthetic data
augmentation for robust
predictions.
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Figure 1: The overall framework of the proposed method.
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Mild Dementia

Non-Demented

Moderate Dementia | Very mild Dementia

Figure 2: some samples from the OASIS dataset.

The proposed framework is illustrated in  Figure. 1, we
apply CNN of Resnet50 to extract  the basic features
datasets that we used from OASIS organization, FSBI-
LSTM then is used instead of FC (fully connected layer)
tohigh  level semantic, contextual understanding, more.

3.1. The datasets

Numerous datasets for Alzheimer's disease
classification are accessible online. Numerous AD
datasets are unsuitable for this research due to their CSV
format. Organizations such as OASIS provide their data
sets for educational and research purposes. However, the
samples in data sets are presented ina
three-dimensional image format. OASIS is a project

that grants researchers and the scientific leveraging of
semantic information and capturing the contextual
dependencies finally, for classifying the disease diagnosis
the concatenated learned features are passed to SoftMax
in the following description of the proposed techniques for
community access to an extensive collection of
neuroimaging data. The objective of OASIS is to advocate
for open science and enhance the progression of research
in neuroimaging and neuroscience. In this dataset, we
utilized four classifications: Non-Demented, Mild
Dementia, Moderate Dementia, and Very Mild Dementia,
as illustrated in Figure 2.

Table 2: Clears the distribution of OASIS datasets.

Classes NO. of images Gender Age range

Non-Demented (NOD) 100 FIM 55-85 years
Mild Dementia (MD) 5002 FIM 62-85 years
Moderate Dementia (MOD) 488 FIM 63-85 years
Very Mild Dementia (VMD) 102 F/IM 65-88 years

3.2. Data processing

The initial preprocessing step in our system is skull-
stripping, an essential procedure that eliminates non-brain
tissues and structures from MRI images to separate the
cerebral region. This method is extensively employed in
neuroimaging research and clinical applications to
improve the emphasis on brain tissues, hence enabling
more precise analysis and segmentation. Several methods
are available for skull-stripping, ranging from simple
thresholding techniques to advanced deep learning
models. In our approach, we combine the traditional
image processing techniques with a deep learning-based
U-Net model to achieve robust and accurate results.
Thresholding is initially employed as a straightforward yet
efficient technique that transforms a grayscale image into
a binary image by juxtaposing pixel intensity values

against a specified threshold. Pixels with intensities
beyond the threshold are designated as foreground (brain
tissue), and those below are categorized as background
(non-brain tissue). This approach is most efficacious when
a distinct intensity differentiation exists between cerebral
and non-cerebral areas. Morphological techniques, like
erosion and dilation, are subsequently employed to
enhance the binary image, so increasing the segmentation
of the brain region by smoothing borders and removing
minor aberrations or noise. The extracted brain region is
further refined for segmentation through the successive
application of erosion, dilation, and opening processes. A
pre-trained or  custom-trained U-Net model is
subsequently utilized to boost segmentation, capitalizing
on its capacity to understand complex patterns and
features for improved precision in isolating the brain from
adjacent structures.
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Figure 3: Extracting the brain section for images in the OASIS dataset

Our method for effective skull-stripping commences with
noise reduction by Gaussian blur on the grayscale image,
subsequently employing Otsu’s thresholding technique to
dynamically ascertain the appropriate threshold value and
transform the blurred image into binary format.
Morphological opening is subsequently applied to the
binary picture utilizing a preset kernel, followed by
dilation to enlarge the region of interest (ROI). Contours
are detected in the dilated image utilizing the
“cv2.findContours()” function, and the contour with the
greatest area is designated as the principal ROI. A mask is
generated to correspond with the image dimensions and
delineate the chosen contour, therefore isolating the ROI
from the original image. The retrieved ROI is further
modified with a U-Net model, which improves
segmentation and yields effective skull-stripping
outcomes. Our method achieves precise and robust skull-
stripping by integrating Gaussian blurring, Otsu’s
thresholding, and morphological operations with the
segmentation capabilities of U-Net, thereby combining the
simplicity and efficiency of traditional techniques with the
sophistication of deep learning for optimal performance
across various MRI datasets. Figure 3 illustrates the
effectiveness of our skull-stripping approach, showing
MRI images before and after processing.

Figure 3 clearly demonstrates that the brain extraction
approach we employed is highly effective on the OASIS
Foundation dataset since non-brain regions were entirely
eliminated from the images, yielding great results in our
data analysis. To mitigate the issue of overfitting, we
utilized augmentation approaches. Overfitting, a prevalent
issue in machine learning and statistical modeling,
transpires when a model gets excessively tailored to the
training data, leading to inadequate generalization of
novel data. Augmented processing entails enhancing the
training data by incorporating changes, such the addition
of noise, the application of modifications, or the
generation of synthetic samples. Augmented processing,
through the diversification of the training set, exposes the
model to a wider array of patterns and variances, hence
mitigating the danger of overfitting.

This strategy enables the model to acquire a greater
level of resilience and generalizable representations,
improving its performance on unseen data, we applied
various augmentation strategies tailored to our specific
dataset, such as random rotation in the range [10, -10],
both vertical and horizontal shifting in the range
(-0.1, 0.1), flips vertical and horizontal randomly, and
shear of the original images in the range (-0.1, 0.1). The
additional data substantially improved the training
process, resulting in a more efficient and dependable
model with higher generalization abilities, so increasing
its capacity to manage unseen input
and ultimately reduce the effects of overfitting. The tables
below show the number of images after the augmentation
of our OASIS datasets. A pre-processing operation is also
applied to improve the ability of the proposed model to
elevate the quality of the data and extract relevant features
such as image rescaling, image normalization, and skull
stripping as mentioned before.

Table3: Number of OASIS images after the augmentation.

Classes NO. of images
Non-Demented 990

Mild Dementia 34216
Moderate Dementia 4598

Very Mild Dementia 1002

3.3 Feature learning (feature extraction)

In this research, we have resorted to building a model
based on both CNN and RNN The combination of CNNs
and RNNs has been successfully applied to a variety of
classification tasks, such as video classification, sentiment
analysis, and medical image analysis. By leveraging the
strengths of both spatial feature extraction and sequential
modeling, the CNN-RNN approach can often outperform
models that only use one type of neural network
architecture. ResNet-50 has been effectively utilized
across multiple domains, notably in medical imaging,
namely for the interpretation of MRI (Magnetic
Resonance Imaging) pictures. ResNet-50, an abbreviation
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for Residual Network-50, is a convolutional neural
network (CNN) architecture that has achieved
considerable acclaim and efficacy in the domain of
computer vision. It was presented by Kaiming He,
Xiangyu Zhang, Shaoging Ren, and Jian Sun in their
foundational paper "Deep Residual Learning for Image
Recognition"” [26] The creation of ResNet-50 was driven
by the understanding that deeper convolutional neural
networks (CNNSs) often encounter the vanishing gradient
problem, which hinders their training efficacy.

The vanishing gradient problem arises when gradients
transmitted across the network diminish swiftly,
obstructing preceding layers from updating their weights
and acquiring significant representations. ResNet-50
tackles this difficulty by an innovative architectural design
grounded in the principle of residual learning.

The fundamental principle behind residual learning is the
incorporation of skip connections or shortcuts, which
allow the network to learn residual functions instead of
directly fitting the intended underlying mapping. The
inclusion of skip connections allows for the direct
propagation of gradients throughout the network, hence
addressing the issue of vanishing gradients.

ResNet-50 consists of 50 layers, categorizing it as a
network of significant depth. The architecture comprises a
series of residual blocks, each containing several
convolutional layers. The residual blocks are organized in
a stratified configuration to form the complete architecture
of ResNet-50. The network utilizes a combination of 1x1,
3x3, and occasionally 1x1 convolutional filters, along with
batch normalization and rectified linear unit (ReLU)
activations, to extract and transform visual input at
different levels of abstraction. ResNet-50 is notable for its
ability to achieve state-of-the-art accuracy on numerous
challenging benchmark datasets, including ImageNet,
which contains millions of annotated images. The intricate
architecture of ResNet-50 allows it to proficiently capture
and represent complicated patterns and hierarchical
structures, yielding outstanding performance in
applications such as image classification, object detection,
and image segmentation. Furthermore, the architecture of
ResNet-50 has influenced subsequent developments in
CNN design.

3.4. Alzheimer's disease detection

In convolutional neural networks (CNNs), the standard
approach employs fully connected (FC) layers for high-
level analysis. Nonetheless, completely connected (FC)
layers are ineffective in acquiring comprehensive spatial
information from feature maps, as they connect all
neurons indiscriminately, disregarding spatial
correlations. In this paper, we have presented an enhanced
version of the LSTM (Long Short-Term Memory)
framework, termed FSBi-LSTM, to address this issue.
LSTM, an acronym for Long Short-Term Memory, is a
specialized type of recurrent neural network (RNN) that is
proficient in handling sequences and retaining long-term
dependencies. In traditional recurrent neural networks
(RNNSs), the output of a cell at a given time step is
determined by the input at that time step and the output of
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the prior cell. The output is denoted as "ht" and is
calculated using the specified formula

hy = (Ux; + Why_4) (1)

In this context, xt denotes the input at the present time
step, U signifies the weight matrix linking the input layer
to the hidden layer, and W represents the weight matrix
connecting the output of the preceding cell to the current
cell.

The function f(-) typically represents the hyperbolic
tangent (tanh) function, which constricts input values to a
range between -1 and 1. The purpose of employing this
activation function is to introduce non-linearity into the
network, allowing it to model complex relationships
between inputs and outputs. Conventional RNNs have two
major issues known as "gradient explosion" and "gradient
disappearance." These problems arise due to the gradients
either diminishing or escalating during the training phase.
The gradient measures the slope of the loss function
relative to the network's parameters and is utilized to
adjust the network’s weights during training. When the
gradients decrease to an insignificant level, the network
faces difficulties in its learning process and may finally
converge to suboptimal solutions. Conversely, if the
gradients become very large, the network's weights may
experience substantial updates, leading to instability and
protracted convergence. The Long Short-Term Memory
(LSTM) architecture was developed to tackle these
difficulties.

The LSTM model integrates gates as shown in figure 4
and a cell state to control the flow of information inside
the network. The present cell state in an LSTM is denoted
as "ct". Its principal job is to retain and convey
information over different temporal intervals.

The Long Short-Term Memory (LSTM) model employs
three fundamental gates: the input gate, the forget gate,
and the output gate. Each gate is depicted as a fully
connected (FC) layer, consisting of a set of trainable
weights. These gates control information transmission by
selectively allowing or blocking particular components of
the cell state and output.

iy =0 (Wyxe + Wyihe_1 + by) 2

The input gate controls the degree of integration of new
input information into the cell state. The calculation of the
input gate activation relies on the present input xt and the
preceding output hi-;. The weights Wi and Wh;, along with
the bias bi, are utilized to compute the activation of the
input gate. The sigmoid function ¢ is employed in this
computation. This activation is then applied to the new
candidate values, which signify potential alterations to the
cell state.

fe =0 (Wye x¢ + Wy he_q + by) (3)

The forget gate determines the fraction of the previous cell
state to retain and transmit to the current time step. The
activation of the forget gate is determined by the current
input xt and the previous output ht—1, utilizing weights
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Wxf and Whf. The activation is employed to modify the
previous cell state, allowing the LSTM to discard or
dismiss superfluous input.

0= 6 (WyoXxe + Whohe—1 + b) 4)

The output gate controls the degree to which the
present cell state is disclosed as the output ht. The present
input x; and the preceding output h.; are taken into
account, and their weights are employed to compute the
activation of the output gate. The activation is multiplied
by the modified cell state to yield the final output ox.

By employing these gates, LSTM effectively
alleviates the problems of gradient explosion and gradient
vanishing typically faced by traditional RNNs. The gates
facilitate the network’s regulation of information flow,
selectively retain or eliminate data from the cell state, and
control the output of information. LSTMs can capture
long-range dependencies in sequential data, enhancing
their robustness and efficiency for various applications,
such as language modeling, speech recognition, and
machine translation.

Candidate Memory Cell (9): g.=tanh (w,-[h;_1, x.]+ by)
CEH State Update. Ct:ft'ct—1+it'gt

Hidden State Output: h,=o,-tanh (c;)

C: Is the cell state memory at the specified timestamp, (t),
0: represents the candidate for cell state at timestamp(t).

The Bi-LSTM idea necessitates that each training
sequence be processed in both forward and backward
orientations utilizing two distinct LSTMs, which are
interconnected at the output layer. The configuration
provides the essential details to incorporate both
forthcoming and historical contextual data within the
output layer.

Forward LSTM equations:
Input Gate (itf):

il = oW/ The_y”, x]+b]) )
Forget Gate (ftf ):
fl=ow/Ths" x]+b]) (6)
Output Gate (0])):
of = oW/ [he_y” x]+b}) (7)
Candidate Memory Cell (g):
g{=tanh(w] [h._,",x.] + b)) 8)
Cell State Update (c/ ):
/=l [+l gl )

Hidden State Output (h)):

h!=o/ tanh(c)) (10)
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Backward LSTM equations:
Input Gate (i?):

i? = O'(Wib[ ht—1b: xt]"'bib) (11)
Forget Gate (f,):
fthU(W,? [hea”, xt]"'b;J ) (12)
Output Gate (o):
0f= oWy [Aesr”, 214D ) (13)
Candidate Memory Cell (g?):
gf:tanh(wé’[htﬂ”, xe] + b_f;’ ) (14)
Cell State Update (c?):
c/=fP.clia*it. g7 (15)
Hidden State Output (h?):
h?=0? tanh(c?) (16

In these equations, x: is the input at time step t, h[_l
andh?, , are the hidden states from the previous and next
time steps for the forward and backward LSTMs

Fowl and w/

respectively.wif . Wr, W, g are weights
matrices for the input, forget, output, and candidate

memory cells for the forward LSTM, respectively. w/ ,w/
, w2, and wl are weights matrices for the input, forget,
output, and candidate memory cells for the backward
LSTM, respectively. b ,bf, b2, and b} are bias vectors
for the forward LSTM. b7 ,b?, by, and blare bias vectors
for the backward LSTM. o represents the sigmoid
activation function. tanh is the hyperbolic tangent
activation function. These equations delineate the flow of
information in both the forward and backward directions
of the BILSTM, enabling the network to capture
relationships from both historical and prospective
contexts.

FSBi-LSTM denotes Fully Connected Stacked Bi-
directional Long Short-Term Memory. The architecture is
an advanced iteration of the Bi-directional LSTM (Bi-
LSTM) that integrates novel features to boost its ability to
capture long-term dependencies and derive significant
representations from sequential input.

Essential elements of FSBi-LSTM: Stacked LSTM. The
architecture utilizes a succession of vertically stacked
LSTM layers. This allows the network to enhance its
comprehension of data interconnections by employing the
output of the prior layer as input for the following layer.
Bi-directional LSTM: Each LSTM layer is constructed to
be bi-directional, indicating that it processes the input
sequence in both forward and backward directions. This
enables the model to understand context from both ends of
the sequence, leading to a more thorough understanding of
temporal connections.

A fully connected layer is added subsequent to the Bi-
LSTM layers. This layer's objective is to consolidate the
outputs of all LSTM cells and generate a cohesive
representation. This allows the model to identify common
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attributes over the entire sequence, thus encapsulating the
complete "trait" information of the subject.

FSBi-LSTM computes the forward hidden sequence h*
and backward hidden sequence ks, which is expressed as:
hi=H w

et ht+Wh shi_ 1+bhs) 17)

xhs

hs— H W, ht+wh ht 1+bhs) (18)
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wherew ;- is the forward calculation of w,, w,;:h is

forward calculatlon of wy, bhs is a parameter of forward
calculation in function H (-), and w ;5 , w5 and by, are

parameters of backward calculations in H (-), and finally
[25] the output denoted as

Vst= h(Wﬁyﬁt+W<}7yﬁt+by (19)
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Figure 5: Step-by-step flowchart provide a clearer visualization of the framework

4 Experiments and results

4.1 Evaluation measures

The experiments were on a Google Colab hosted Jupiter
Notebook service in subscription mode with runtime type
Python 3 and hardware accelerator T4AGPU Tesla T4 is a
GPU card based on the Turing architecture and targeted at
deep learning model inference acceleration with system
RAM 52 GB, the model training was conducted over 20

epochs with a batch size of 32, ensuring an efficient
balance  between computational efficiency and
convergence stability. The Adam optimizer was utilized
for optimization, chosen for its adaptive learning rate and
capability to handle sparse gradients, which facilitated
faster convergence and improved performance during
training. the evolution of model was conducted utilizing
the validation which is part of the dataset, using several
measures ensures a model is resilient from all angles
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Successful model training depends on an extensive
understanding of these results, for example, high accuracy
(over 90%) does not necessarily indicate an excellent
model other factors include loss and f1-score, etc. We used

many measures to evaluate the performance of our model.

4.1.1 Accuracy

Accuracy is the measure of the total of correct predictions
out of all accurate ones, and it is calculated using the
following formulas:

Accuracy =(TP + TN) /(TP + FN+ FP +TN)  (20)

TP, TN, FN, and FP represent True Positive, True
Negative, and False Positive values, respectively.

4.1.2 Precision
Precision is the measure of the proportion of correct
positive forecasts to the sum of all positive predictions, as
determined by the following equation:
Precision=TP /(TP + FP) (21)
4.1.3 Recall
The recall is commonly known as the sensitivity score
or the true positive rate. This is the proportion of
correct positive predictions to the total number of correct
positive outcomes. The recall is determined using the
following equation -
Recall =TP/(TP + FN) (22)
4.1.4 Fl1-score
An ideal classification model has precision and recall
values of 1.0. The F1 score represents the harmonic mean

of precision and recall. The F1 score graph is distinctive
in that it displays an individual line for each class
designation. The F1 score is computed using the following
formula:

F1 =2« (Precision  Recall)/(Precision + Recall)  (23)
4.1.5 Loss of function
Loss functions measure the mathematical difference
between predicted and actual values. In this study, we
employed a categorical cross-entropy algorithm for loss.

Loss = y-Yy (24)

LCE = — ¥k_.(Lilogpi) (25)

4.1.6. Area under curve

AUC, also known as Area Under the ROC Curve, is a
quantitative measure utilized to assess the effectiveness of
classification models. A single numerical value quantifies
the model's capacity to differentiate between positive and
negative classes.
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4.1.7. Confusion matrix

A confusion matrix is a technique for evaluating the
performance of classification models. It displays the
actual and expected categories in a tabular style. The four
primary metrics obtained from it are False Positives (FP),
True Positives (TP), True Negatives (TN), and False
Negatives (FN). From these numbers, one can compute
metrics like as accuracy, precision, recall, and F1-score. It
aids in comprehending the varieties of faults committed by
the model and their distribution among various groups.

4.2 Comparison with base models

In this section, we compared the proposed model with
some base models such as VGG16, Inception, and
DanseNet169. The related results using the OASIS dataset
are shown in Table 3 and corresponding Figure 5. The
Loss values for the proposed, DenseNet169, VGG16, and
Inception methods obtained 0.05, 0.093, 0.0525, and
0.098, respectively. Indicating that the model is exhibiting
strong performance on the training data by effectively
reducing the disparity between predicted and actual
values. Based on the accuracy measure ACC, the values
99.6%, 98%, 99.6%, and 97.9% are obtained for the
proposed, DenseNet169, VGG16, and Inception methods,
respectively.
The F1 score in a multi-class classification model is a
crucial indicator for precisely evaluating the model's
performance and its efficacy in classifying cases across all
classes. Although accuracy is a significant metric, it does
not provide a comprehensive overview. The F1 score
provides a more thorough assessment of the model's
performance. A high F1 score often indicates that the
model is producing precise predictions across several
classes. A high F1 score may signify varying implications
depending on the particular challenge and circumstance.
The results indicate that the proposed model achieves the
highest F1 score relative to other techniques.
The Area Under the Curve (AUC) statistic is extensively
utilized in the assessment of binary classification model
performance. In multi-class classification, the AUC metric
is generally calculated using a pairwise comparison
method (one-vs-all), indicating that the AUC value
reflects the model's efficacy in differentiating between two
distinct classes. It offers a singular metric that
encapsulates the model's overall discriminative capability
across all classes; a high AUC signifies an exceptional
ability to predict the probabilities of the correct class
relative to other classes. The results in Table 3 indicate
that the suggested model achieves the second highest
AUC score relative to other techniques.
The Recall measure refers typically to a performance
metric used in machine learning tasks. In medical research
or diagnostic systems recall plays a vital role in identifying
potential diseases. It helps in minimizing false negatives
of the model. A high recall assists in ensuring that no
important medical information is overlooked during the
diagnosis. Also, in a situation where the dataset is
imbalanced, which can lead to a biased model performing
poorly on the minority class, high recall ensures that the
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model doesn’t miss relevant instances from the minority
class. The results in Table 3 indicate that the suggested
model achieves the second highest Recall score among the
evaluated techniques.

The precision measure realizes the model's ability to make
a reliable prediction, especially when dealing with
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imbalanced datasets. The results in Table 3 indicate that
the suggested model exhibits superior Precision values
relative to alternative techniques.

Recall Precision Loss

mVGG16 Inception

Figure 5: Comparison of the proposed ReS+FSBILSTM model with some base models using OASIS dataset.

Methods ACC Fi1- AUC Recall Precision Loss
score

ReS+FSBILSTM 0.05
99.60% 97.7% 99% 97.3% 99.60%

DenseNet 0.093

98% 85.40% 95.00% 91% 98%

VGG16 0.052
99.30% 95.80% 99.30% 99% 99.60%

Inception 0.098
97.90% 84% 99% 96.9% 97.90%

Table 4: Evaluation of the proposed Res+FSBi-LSTM model against several baseline models utilizing the OASIS dataset

We have conducted statistical significance tests to
compare our model's performance against other methods.
To compare our model's performance metrics accuracy,

F1 score, and AUC with those of other models on the
same test sets table 5 presents the results of pairwise t-tests
comparing FSBi-LSTM with DenseNet196, Inception,
and VGG16 with the area under the curve for 20 epochs
In terms of AUC, ReS+FSBILSTM vs DenseNet t—t-
statistic is obtained at 15.19 (large positive value) and p-
value 4.41x107*2 (extremely small), which means
ReS+FSBILSTM significantly outperforms DenseNet,
ReS+FSBILSTM vs Inception t-statistic achieved 11.76
(large positive value) and p-value 3.66x10—10 (extremely

small) ReS+FSBILSTM significantly  outperforms
Inception in terms of AUC, and finally ReS+FSBILSTM
vs VGG16 is obtained t-statistic 0.073 (near zero), p-value
0.94 (much greater than 0.05) There is no significant
difference in AUC between ReS+FSBILSTM and
VGG16. ReS+FSBILSTM significantly outperforms
DenseNet and Inception. However, there is no significant
difference between ReS+FSBILSTM and VGG16. This
implies that both methods are equally good in terms of
AUC, based on this analysis.
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Table 5: presents the results of pairwise t-tests comparing
FSBi-LSTM with DenseNet196, Inception, and VGG16
with the area under the curve for 20 epochs

Method 1 Method 2 | t-statistic p-value
ReS+FSBILSTM |DensNet19 | 15.19050438 | 4.41E-12
6
ReS+FSBILSTM |Inception 11.7573442 3.66E-10
ReS+FSBILSTM Vggl6 0.073432834 |0.942229262

Table 6: presents the results of pairwise t-tests
comparing FSBi-LSTM with DenseNet196, Inception,
and VGG16 with the accuracy for 20 epochs

Method 1
ReS+FSBILSTM
ReS+FSBILSTM

Method 2 t-statistic p-value

DensNet196 [23.54977478 [1.60E-15

Inception 13.98856186 |1.87E-11

ReS+FSBILSTM  vggl6 13.74847329 [2.52E-11

Table 7: presents the results of pairwise t-tests comparing
FSBi-LSTM with DenseNet196, Inception, and VGG16
with the f1-score for 20 epochs

Method 1 Method 2 t-statistic | p-value
ReS+FSBILSTM pensNet196 | 10.7768 | 2.79E-09
ReS+FSBILSTM |nception 10.54124 | 3.94E-09
ReS+FSBILSTM Vggl6 41.35215 | 2.69E-19

In terms of accuracy, ReS+FSBILSTM demonstrates
significantly ~ superior  performance compared to
DenseNet196, Inception, and VGG16. The comparison
with DenseNet196 yields a t-statistic of 10.78 and a p-
value of 2.79x107°, indicating a highly significant
difference in favor of ReS+FSBILSTM. Likewise,
ReS+FSBILSTM surpasses Inception with a t-statistic of
10.54 and a p-value of 3.94x10-9, indicating a significant
performance superiority. The comparison with VGG16
demonstrates a substantial disparity, evidenced by a t-
statistic of 41.35 and a p-value of 2.69x10-19,
highlighting pronounced statistical significance. The
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results demonstrate that ReS+FSBILSTM markedly
outperforms all three techniques in accuracy, as indicated
by the notably high t-statistics and minimal p-values.

The findings indicate that the fl-score of
ReS+FSBILSTM is markedly superior to that of
DenseNet196, Inception, and VGG16. The comparison
with DenseNet196 results in a t-statistic of 23.55 and a p-
value of 1.60x10—15, signifying a substantial performance
disparity. The t-statistic for Inception is 13.99,
accompanied by a p-value of 1.87x10-11, indicating a
significant  disparity.  Likewise, ReS+FSBILSTM
surpasses vggl6, exhibiting a t-statistic of 13.75 and a p-
value of 2.52x10—11. The results indicate that
ReS+FSBILSTM substantially outperforms all other
approaches in f1-score, evidenced by highly significant p-
values and notable performance benefits as represented in
the huge t-statistics.

The confusion matrix offers a comprehensive
evaluation of the model's efficacy on the test dataset. The
model has high precision and recall for the Non-Demented
and Moderate Dementia categories, with no
misclassification among unrelated classes. The Non-
Demented class attained 192 genuine positives, with
merely five occurrences incorrectly classified as Mild
Dementia, whereas the Moderate Dementia category
scored 895 true positives with minimal misclassification.
The matrix indicates a degree of overlap between Mild
Dementia and Moderate Dementia, possibly attributable to
the similarity of characteristics between these illnesses,
resulting in 129 cases of Mild Dementia being erroneously
categorized as Moderate Dementia.

Additionally, a slight bias toward the dominant Mild
Dementia class is observed, as it constitutes the majority
of the dataset, with 6,658 correctly classified instances and
limited misclassifications across other classes. These
findings highlight the need for addressing class imbalance
and enhancing feature extraction to improve the
distinction between closely related dementia categories,
particularly between Mild and Moderate Dementia.

Table 8: Comparison of the proposed Res+FSBILSTM model with state-of-the-art methods using MRI dataset.

Methods ACC F1- Recall Precision AUC
score
DBN-MOA [36] 97.46 93.187 95.789 94.621 -
VGG16-EfficientNet-B2[37] 97.07 97.16 97.27 96.91 99.59
VGG16-SVM-with-Aug [38] 98.67 95.39 91.2 100.00 -
CNN+LSTM [39] 98.50 - 98.00 94.80 -
Res+FSBILSTM (proposed) 99.66 97.7 97.4 97.45 99.6
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Confusion Matrix for Test Dataset
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Figure 6: Performance evaluation using confusion matrix for dementia classification
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Figure 7: Comparison of the proposed ReS+FSBILSTM model with other methods using the OASIS dataset.

5 Discussion

We chose those studies from the literature that
considered multiclass datasets for comparison with the
proposed method. DBN-MOA [38] is a Deep Belief
Network (DBN) trained with the Mayfly Optimization
Algorithm (MOA). The VGG16+EfficientNet-B2 model
[39] is a combination of VGG16 and EfficientNet-B2 pre-

trained model. VGG16-SVM-with-Aug [40] uses transfer
learning and augmentation techniques to detect
Alzheimer’s disease. The CNN+LSTM [41] method is a
combination of CNN with LSTMN. Considering the
results on Table 4 and corresponding Fig. 6 show that the
proposed method can outperform other methods in all
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criteria such that we can suggest it as a reliable tool for
Alzheimer’s disease diagnosis.

Our method employs ResNet50 combined with

FSBILSTM for MRI classification, leveraging advanced
preprocessing via skull stripping using thresholding,
morphological operations, and U-Net models. Compared
to other SOTA methods, such as DBNs used in loT-based
detection (Algahtani et al., 2023), ensemble learning with
synthetic techniques (Mujahid et al., 2023), and deep
learning-based classification (Sorour et al., 2024; Balaji et
al., 2023), our approach demonstrates superior accuracy in
MRI image classification due to robust feature extraction
and temporal modeling of FSBILSTM. However, slight
trade-offs in sensitivity were observed when evaluated
against ensemble methods (Mujahid et al., 2023), which
excel at reducing overfitting with adaptive sampling
techniques.
Architectural improvements, such as FSBiLSTM’s ability
to capture spatial and temporal dependencies, significantly
improved generalization in MRI-based Alzheimer’s
detection. Preprocessing techniques like skull stripping
ensured cleaner input data, reducing noise and enhancing
classifier performance. Conversely, the ensemble
approaches developed by Mujahid et al. employed
oversampling techniques that marginally surpassed our
method in
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detecting the minority class. DBNs by Alqgahtani et al.
achieved commendable efficiency in 10T integration but
lacked MRI-specific enhancements, limiting their
effectiveness in image-based classification tasks. For
clinical use, the higher accuracy of our method ensures
more reliable Alzheimer’s diagnosis, particularly in early-
stage detection where subtle changes in MRI images are
critical. The sensitivity trade-off highlights a need for
future enhancements in minority class detection, ensuring
that cases with subtle features are not overlooked.
Practical application also benefits from the efficient
preprocessing pipeline, making the approach scalable for
large-scale diagnostic workflows in hospitals.

The proposed method’s architectural and data processing
enhancements translate into significant practical benefits
for Alzheimer’s diagnosis. It not only improves accuracy
and generalizability but also addresses operational

and ethical challenges, making it a highly viable tool for
real-world clinical applications.

In summary, the proposed method’s superior performance
can be attributed to a synergy of architectural
improvements, optimized training,

and effective data handling techniques, making it a
promising tool for Alzheimer’s disease diagnosis.

Table 9: Comparison of methods for alzheimer's disease diagnosis using MRI images

convergence.

Model Avrchitectural Strengths Limitations
Improvements or Data
Processing Techniques
DBN-MOA Deep Belief Network with | Effective optimization with Limited feature extraction capability
Mayfly Optimization MOA; robust for certain | compared to modern CNN-based models.
Algorithm for improved datasets.

VGG16+EfficientNet- Combination of VGG16

B2

and EfficientNet-B2 pre-
trained models for robust
feature extraction.

Combines strengths of two pre-
trained models, robust for
general imaging tasks.

Generic architecture may miss domain-specific
nuances in Alzheimer's diagnosis.

VGG16-SVM-with-Aug

Transfer learning with
augmentation techniques;
simple architecture for
binary classification.

Utilizes transfer learning and
augmentation; good for binary
classification.

Struggles with multiclass datasets and lacks
adaptability for complex progressions.

CNN+LSTM

Combines CNN for spatial
features and LSTM for
temporal patterns in
sequential data.

Captures both spatial and
temporal features; suited for
sequential data.

Computationally intensive; may not outperform
specialized Alzheimer focused methods.

Proposed Method

Combines ResNet50 for
feature extraction with
FSBILSTM for
classification. Skull
stripping preprocessing via
threshold and
morphological operations,
implemented with U-Net.

Excels in feature extraction,
multiclass  handling, and
optimization;  designed for
Alzheimer's MRI.

Requires high computational resources to fine-
tune effectively.
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6 Conclusion

In this paper, we proposed a method for skull stripping
gathering both of thresholding and morphological
Operations with U-net Our method effectively handles
diverse medical imaging modalities, including MRI, and
PET scans, this distinguishes it from other methods that
treat only a specific type accurately and as for anther types
may be treated with moderate accuracy or not dealt with
at all, it achieved high accurate comparing with others
method extracting the brain from human skull we also
proposed model combined between the CNN layers of
Resnet50 to features extraction after skull stripping and
pre-processing operation then used FSBILSTM for do the
classification the input MRI images from two reliable
datasets OASIS to the four classes, the various The
matrices utilized to assess the efficacy of the proposed
model indicate a high accuracy of 99.6%, an F1-score of
97.7%, and an AUC of 99.6%. We will incorporate
additional pre-trained architectural models and refine
various transfer learning models to get more reliable and
favorable outcomes in the future.
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If adversaries were to obtain quantum computers in the future, their massive computing power would
likely break existing security schemes. Since security is a continuous process, more substantial security
schemes must be developed. Current PQC schemes primarily focus on data security or key exchange, and
further improvement towards enhanced PQC primitives is required. Our proposal in this research is an
innovative paradigm for PQC-focused cloud data security. The proposed HEDT approach achieves
encryption and decryption with significantly lower latency (20% improvement) and higher reliability than
AES, DES, and RSA, as demonstrated through experimental results. Furthermore, ECSIDH, a hybrid key
exchange mechanism combining SIDH and ECDH, improves security strength by 50% while maintaining
computational costs within 1.13x of SIDH. Compared to individual key exchange schemes like SIDH,
ECSIDH offers superior security as a PQC candidate. These results confirm the robustness and efficiency
of the proposed framework in ensuring secure data outsourcing and key exchange in cloud environments.

Povzetek: Predstavljen je integriran okvir z izboljSanimi elementi za post-kvantno kriptografijo (HEDT in
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ECSIDH) za varnost podatkov v oblaku in izmenjavo kljucev.

1 Introduction

Quantum data processing has significantly enhanced
computer capacity, but this may also be a blessing in
disguise because attackers might abuse it to undermine
already-in-place security measures. Studying PQC is the
area that usescryptography to overcome such
circumstances. Several academics have determined that
new security schemes other than key exchange are
required for data encryption and decryption. Liu et al.
[27] predicted that Quantum computing will soon be
available for purchase. Security systems may be
compromised by adversaries who abuse their authority.
They underlined the necessity of hybrid strategies to
enhance data security in the context of PQC. They
advised that the SIDH model be improved to serve as a
PQC candidate for a key exchange mechanism. By
altering its mathematics, Bos and Friedberger [28] looked
into ways to strengthen SIDH. This shows that SIDH
requires even more enhancement to be a viable candidate
for PQC. Research by Costello et al. has also
demonstratedthat ECDH key sharing and SIDH are
targets for PQC attacks. [29]. They suggested making it a
combination of the two to improve it and make it more
secure.

This paper attempts to establish a secure and sound post-
quantum cryptography framework using HEDT for
secured data codes and ECSIDH for higher-order key

exchange. Its main goal is to protect against
vulnerabilities of traditional cryptographic systems,
especially from quantum computer attacks. The proposed
work postulates that combining HEDT hybrid encoding
efficiency and ECSIDH security strength will surpass
state-of-the-art techniques such as RSA, AES, and SIDH
regarding appropriate security, computational efficiency,
and scalability. It will provide a holistic cloud data
security and key exchange solution with post-quantum
fault  tolerance, availability, and  practicality
considerations. This publication builds on our prior
contributions, which are detailed below.

1. As a PQC contender for data encryption and
decryption, we suggested the HEDT method
with numerous data transformations.

2. A hybrid security architecture for key exchange
was suggested. This one is a PQC candidate for
key exchange under ECSIDH.

3. The two suggested and assessed systems are
combined to create an integrated security
architecture.

The following categories are used to group the remaining
sections of the document. Section 2 thoroughly analyzes
the literature on several components of secure data in the
context of PQC, such as key exchange. Section 3 offers
two safety techniques that are suitable choices for PQC.
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This article presents a thorough study of the security
considerations in Section 4 and explains the results of the
tests. This study's fifth section gives an overview of the
results obtained and suggests possible prospects for future
investigation.

2 Related work

The study of different security techniques for enhanced
data security and key exchange is examined in this
section.

2.1 Data security schemes

One such security mechanism widely used in real-world
applications is the AES. Using HEROKU as the selected
cloud-based infrastructure, Et al. [1] looked at data
security in cloud procedures. To better understand
security latency and security strength, the researchers ran
tests related to data security. Yu et al. [2] evaluated the
assault in their research and suggested improvements to
the AES architecture of encrypted data. Through the
integration of hashing and cryptographic primitives,
Chinnasamy and Deepalakshmi [3] introduced a mixed-
security approach for cloud-based medical applications.
Qian et al. [4] introduced a novel encryption technique
that uses the Information Dispersal Technique (IDA) with
multiple layers to increase security. Information Dispersal
Algorithm (IDA) was employed in the secret sharing
hierarchy technique devised by Shima and Doi [5].
Information security is the aim of its implementation.

The use of similarity hashing algorithms in situations that
occur was investigated in the paper of Botacin et al. [6].
Within the detecting malware study, the researchers
evaluated the benefits and limitations of their
methodology. A method for assessing the complexity of
IDA and its importance among systems that tolerate
faults was provided by Marcelin-Jiménez et al. [7] in
their paper.Fathur Ahmad and Ester [8] looked into the
application of AES alongside the Rijndael algorithm to
raise the level of protection of web data.The hybrid
architecture dramatically increases the level of security,
the researchers found—Kumar et al. [9] state that AES is
crucial for field device execution. Hashing, AES, and
RSA algorithms were introduced by Feng et al. [10] to
improve data security. In the realm of data security,
information dispersion theory is widely applied.
Wijayanto and Harjito [11] state that there has been
discussion on IDA's potential use as a safe file storage
solution. A strategy was implemented to reduce the
likelihood of rounding off errors about IDA. The
literature in this field emphasizes the necessity of
utilizing hybrid approaches that consider post-quantum
cryptography (PQC) requirements to guarantee cloud data
security.
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2.2 Key exchange schemes

PQC has made significant contributions to key exchange
systems research, which is thoroughly evaluated in this
section. The exchanged keys method is the basis of the
ECDH system. The DLP [12] forms the basis of DH. An
elliptic curve's additive group of points is preferred by the
ECDHthe protocol for key exchange over the
multiplicative collection of integers in the DH protocol
[13]. ECDH is the foundation of the security strategy
outlined by Moghadam et al. [14] to supply expedited
confirmation andsafe key exchange. A successful
deployment of the method was made to improve
cybersecurity in wireless sensor networks, or WSNs.
ECC was the focus of the study for Shaikh et al. [15]. The
researchers also studied Elliptic Curve Diffie-Hellman
(ECDH) protocols—Caiet al. [16] — software-defined
networks (SDNs).There is a chance that centralizing
security components makes it easier to control them.

Swapna, Islam, et al. As part of the second area,
Kambourakis et al.'s [17] research considered SDNs in
the context of network security. One of the investigated
aspects was the safety policies of the IEEE 802.21
standard. Researchers analyzed the safety efficacy of key
exchange via ECDH in an SDN environment—the author
Ghribi et al. We are first introduced to this in their paper
by [18]. This hybrid technique is used for enhancing the
security of UAV networks. In this hybrid methodology
through which the protection of all communications
based on blockchain is improved, it is ensured that the
data keys are known to the user and not shared in person.
Li et al. proposed a new privacy-preserving device-
linking protocol to secure users' connected devices and
privacy. The work described in [19] suggests securing
smart home networks is necessary. Zhang et al. proposed
a method for generating a secret key that can be
established between two parties over an insecure
communication channel with the help of the Elliptic
Curve Diffie-Hellman (ECDH), including edge Al [44].
[20]. This system was supposed to give us leak-proof key
exchange and identification. Zhang et al. BAN was
created by [20], which either sends the collected data to a
centralized server for further analysis or processes it
immediately by on board processors. Machine learning
and Al techniques could mine the data for intelligence.
Regarding loT-integrated smart home applications,
Ahmed [22] researched implementing security features
based on ECDH. Srinivas et al. extended the protocol to
the ECDH approach. And render one secure secret key
using [23]. Table 1 summarizes the findings of the
literature compared with those of the proposed work.
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Table 1: Summary of literature findings compared with the proposed method

167

Method Key Features Security Level | Computational | Key Size (bits) | Gaps/Limitations
(bits) Cost
AES Symmetric 128-256 Low N/A Vulnerable to
encryption brute force
attacks with
quantum
advances.
RSA Asymmetric 1024-2048 High 1024-2048 Sizeable key
encryption size; slower for
modern
applications.
ECDH Key exchange | 192-384 Moderate 192-384 Susceptible  to
using elliptic quantum attacks.
curves
SIDH Post-quantum | 128 Moderate 564 Requires
key exchange optimization to
reduce latency.
ECSIDH Hybrid SIDH | 384 Moderate 658 Improved
(Proposed) + ECDH (1.13x of security and
SIDH) scalability
compared to
others.
HEDT Hybrid 256-384 Low (20% | N/A Incorporates
(Proposed) encoding and faster than PQC for
encryption AES) enhanced  data
integrity and
access.

ECDH is the foundation of Zhang et al.'s [24] security
strategy for networks based on technology. Zhang et al.
[25] carried out a thorough analysis of several security
techniques applied in apps. The ECDH convention, which
serves as a private key trade, was one of the systems
whose security the researchers examined. As a potential
competitor for post-quantum cryptography (PQC), a well-
known key exchange technique is the SIDH protocol. The
issue of SIDH was studied by Koziel et al. [26],
emphasizing the technology used and the system's
resistance to quantum assaults. Furthermore, they
employed strategies to reduce pipeline pauses by utilizing
optimal scheduling methodology. Compared to software
libraries running affine SIDH algorithms, they are
implemented faster. Alice and Bob can generate

temporary public keys in 1.655 and 1.490 billion cycles,
respectively, and can do so in 1.655 cycles. Compared
with the 512-bit SIDH software equivalent, Vertex-7
improves performance by a factor of 1.5. The researchers'
analysis proved that hardware implementation is feasible
for isogeny-based, efficient, and reconfigurable
approaches.

3 An integrated security framework
that is proposed for post-quantum
cryptography

The study introduces a brand-new protection framework,
the IF-CDS, that adheres to Post-Quantum Cryptography
(PQC) standards. The framework is displayed in Figure 1.
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Figure 1:

The integrated architecture for cloud data security
empowers the key exchange in a multi-user environment
and data outsourcing in a secure manner. It is based on
requirements from PQC specifications. The two security
systems abstracted in the proposal are the Secure key
exchange in a multi-user distributed environment using
the ECSIDH combination technique and HEDT for safe
cloud computing. The framework shows the data owner
and users in many data environments. This secure
framework can be used by data users (consumers) and
data owners (producers). Things Like those definitions of
proposed techniques

ECSIDH (elliptic curve super singular isogeny diffie-
hellman hybrid)

ECSIDH is a hybrid key exchange protocol that
integrates a post-quantum cryptography candidate
scheme, namely, the Supersingular Isogeny Diffie-

Hellman (SIDH) scheme with the classical Elliptic-Curve
Diffie-Hellman (ECDH) protocol. The combination
improves the security strength of SIDH's quantum
resistance (SIDH) integrated with ECDH's computational
efficiency while keeping the overall construction
practical.

IF-CDS

While SIDH's structure enables it to be crystalline
concerning quantum attacks, as shown in Section 2, its
use of classical cryptographic primitives leads to attacks
as well; to address this, the ECSIDH hybrid method
fortifies SIDH's structure, leading to a construction that is
robust to both classical and quantum cryptographic
attacks.

HEDT (hybrid
transformations)

encoding and decoding

HEDT is an encryption and decryption method for secure
storage of cloud data. It uses the Data Encryption
Standard (AES) algorithm to encrypt data, after which the
Information Dispersal Algorithm (IDA) is for tolerance.
The content of these encoded slices is hashed using a
novel hashing process to ensure integrity. The hybrid
mechanism of HEDT provides the desired security, fault
tolerance, and reliability and protects against breaches
and corruption in a distributed environment.

3.1 The proposed algorithm

This section provides the proposed HEDT algorithm.
Encoding and decoding—The system has two processes
that allow it to create robust data portability and increase
security.
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Algorithm: HEDT
Encrypting
1. Start
Data owner inputs a file F
C €ModifedAESEncrypt(F,sk)
S€IDA(C,m,n)
For each slicesin S
s €NovelHashing(s)
End For
Outsource S, hash and id to cloud
9. End
Decrypting
1. Start
S €GetFromCloud(id)
Data integrity verification
IF there is integrity THEN
C €IDAReconstruction(S, m, n)
F €ModifedAESDecrypt(C, sk)
Return F to data owner
Else
Recover data
10. End If
11. End

©No U W

OO NI W

Method 1: HEDT algorithm

Two approaches are incorporated, as can be seen in
Algorithm 1. The processes being studied are often called
the decoding and the encoding processes. The first is
intended to create secure data outsourcing, and the second
is designed to provide data security and reliability. The
entity holding the data, called a data owner, submits the
information file to a third entity, called a service
provider.Before being subjected to further techniques, file
F is encrypted using modified AES. Steganography yields
ciphertext C from the letter F. The encryption process
uses a secret key, represented by the symbol sk. A secret
key, represented by the symbol sk, is used during
encryption. Following data collection, the information is
tested using the IDA method to generate slices that
improve the data's fault tolerance, availability, and
dependability. The fundamental rationale for this strategy
is the possibility that just a small number of cross-
sectional samples will help reconstruct variable C. The
slices are subjected to an innovative hashing algorithm,
following which the generated data and its associated
data are supplied, along with the hash values, to a public
cloud for storage.The data above is processed through
many transformations and hybrid encoding inside a
framework controlled by PQC. On the other hand,
decoding means that the encoding process is reversed.
The data sent to the cloud comes from an outside source
and is verified for integrity. Data integrity may be
confirmed through hashing. The original data F is
restored by a process of reconstruction and decryption
applied to the ciphertext C and returned to its legitimate
owner. When data integrity is ever compromised,
recovery is the first step.

As mentioned above, a file (F) gets encrypted with a
modified version of the AES algorithm to provide
ciphertext (C) within the proposed HEDT methodology.

After that, we use Information Dispersal Algorithm
(IDA) to slice the ciphertext to realize security promotion
and fault tolerance. After the slicing, each slice is hashed
with a new hashing method, allowing for the verification
of integrity. It securely outsources these slices, their hash
values, and metadata like an ID to the cloud. The slices
and metadata are retrieved from the cloud using the
unique ID. The data gets verified for its integrity on the
system by comparing the stored hashes. When the check
fails, it triggers recovery for any corrupted data. After
validating the data slices, they are assembled back into
the initial ciphertext using an IDA. This enables the
reconstruction of ciphertext, from which the original file
(F) can be decrypted using the modified AES algorithm.
IDA guarantees that the data can be reconstructed even if
specific slices are lost or corrupted, which embodies an
even Dbetter level of fault tolerance. Finally, the
extensively studied and tested hashing algorithm
enhances the strength of verifying and recovering,
ensuring the safety and trustworthiness of data in a cloud
environment.

3.2 Hybrid key exchange model

As stated in this article, PQC emerged as a way to refute
the advances in cryptanalysis by utilizing both quantum
and traditional computer systems. Potential options for
post-quantum cryptography systems include ECDH and
SIDH. However, to reduce the possible danger of using
them separately, it is necessary to strengthen them by
combining the two approaches. This combination will
provide PQC with a more powerful solution in key
exchange. Robust security protocols for key exchange are
essential in public cloud systems, which transfer, manage,
and safeguard much data. Our proposed integrated
exchange of keys strategy aims to offer secure key



170 Informatica 49 (2025) 165-176

exchange capabilities impervious to PQC issues. SIDH
and ECDH are well-liked key agreement approaches
combined into the hybrid key exchange system or
ECSIDH. These two techniques, which combine the
traditional primitive elliptic curve Diffie-Hellman
algorithm with the PQC candidate SIDH, improve the
security of the suggested system. Although the PQC
community has differing opinions, there is a significant
preference for a hybrid approach when creating a PQC
key exchange mechanism. Many people are familiar with
and utilize the cryptographic protocols SIDH and ECDH
to exchange keys securely. As this study has
demonstrated, developing a hybrid PQC candidate
requires merging these two methodologies.

There aren't many extra computing expenses because the
SIDH and ECDH algorithms work effectively together.
However, what sets the hybrid design apart is how
straightforward it is. Combining the two procedures can
treat elliptic curves that adhere to standardization
requirements. Including the code that makes the
implementation of ECC easier is crucial for achieving
effective and rapid ECC execution. Because the two
systems are implemented differently, the effectiveness of
the hybrid system is jeopardized. Implementing ECDH
and SIDH may improve the scheme's effectiveness and
alleviate compatibility-related problems.

Identical curves, like  E,/F:y? =x*+ax® + xre-

employed in the execution of SIDH for p= 2372323% — 1,
These curves do indeed have #E, = 2¢.3/, Group order
reflecting ECC's cryptographic security of field
E_a/F_(p"2) has been confirmed. When thinking about a
base field labeled asF p, It is possible to find an
element.a € F_pand E_a/F_pplus the quadratic twist
that goes with it, describped as [E'J _a/F_p,
demonstrate improved force in cryptography. After an
investigation, the security twist of E_a/F_p was found to
be safe [5].

As reference [24] stated, we investigated the Goldilocks
curve in Hamburg for this study. Based on our findings,
this curve fulfills the p=3 mod 4 mathematical formula.
Furthermore, as reference [37] mentioned, we also looked
at Montgomery's ladder computation in our investigation.
In this case, the value of (a + 2)/4 stays constant.
Approximately four times more prime numbers are
associated with the values of "a" with the lowest absolute
value than the preceding values. Where p is an integer,
the interval (0,p) indicates the absolute amount.
According to the provided p-value, the first number, a =
624450, passes. The following label is used for the curves
to differentiate the hybridization method's design from
that of ECDH and SIDH.

M_a/F p:y"2 =x"3 +ax"2+x with a = 624450.

Additionally, notion of the associated trace on the
Frobenius ~endomorphismM, denoted as ¢y, is
considered. This is one way to describe the value of ¢, .

tu, = 0x743FC8888E1D8916BAB6DD6500

AD5265DFE2E04882877C26BA8CD28BE24
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D10D3E729B0BD07B(C79699230B6BC69FEAC,

Itleadsto#M, = p + 1 —ty,
= 41, and also #M’,
=p+1+ty, =47,

ra and r'a stand for the two 749-bit prime numbers. Fp
consists of several parts, each of which is connected
Ma or M'a in accordance with the procedure described in
reference [5]. Montgomery's LADDER function
demonstrates the precise application of scalar
multiplications. In this situation, it may be argued that Ma
demonstrates resilience against twisting assaults,
allowing all Fp components to be regarded as valid public
keys. We look for the lowest natural number a, such that
o = 3; that is, such that the bit length of ara is equal to (a
+ 1) ra — 1. SA range with values more than or equal to
3ra and less than 4ra must be produced by parsing secret
keys. | have prior experience with LADDER and its
multidimensional components. x([m]P) =
LADDER(x(P),m,a) is the computation. The
computations described above are carried out for values
of m in the interval (0,7ra)and x(P) in the set
P1(Fp).Ground fields are crucial when carrying out these
computations. It has been noted that using SIDH for the
required computation functions provides advantages
when developing a hybrid system that combines SIDH
with ECDH. For instance, the SIDH protocol has changed
the Montgomery LADDER function. This function is
utilized throughout the key formation process over the
base field EO. This simplifies the process since ECDH
keys can be computed relatively easily using existing
procedures. The cost of integrating ECDH into SIDH
capabilities is minimal.

ECSIDH: A hybrid key exchange protocol based on
SIDH post-quantum cryptography candidate and classical
ECDH protocol to reduce the exchange's workload,
significantly increasing the security potential and making
a solid solution candidate for future post-quantum
communications. This integration capitalizes on the
strengths of both methods, as SIDH is resistant to
guantum attacks, and ECDH is compatible with existing
systems. By juxtaposing with the SIDH isogeny-based
approach, the hybridization mainly mitigates the
susceptibility of ECDH against quantum attacks while
benefiting from the efficiency and scalability of elliptic
curve operations. In terms of implementation, ECSIDH
utilizes curves suitable for ECDH and SIDH, thus
enabling seamless integration without significant
modifications to contemporary cryptographic libraries.
More specifically, the protocol uses Montgomery’s ladder
for performing scalar multiplications, which is efficient
and protects against timing attacks. The implementation
uses the elliptic curve, where a is chosen expertly to yield
both efficient execution and high security. Such
compatibility makes ECSIDH fit into clouds and
distributed systems with little required infrastructure
changes.

Experimental results show that the average processing
costs of ECSIDH were only 1.13 times more than those
of standalone SIDH implementations, and hence, the
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computational overhead of ECSIDH was low. Even with
this slight increase, from a classical standpoint, ECSIDH
attains a 384-bit security level, double SIDH's 192 bits.
ECSIDH offers a great compromise of computational
efficiency and increased security, making it an attractive
candidate for a post-quantum key exchange scenario. The
aforementioned converts ECSIDH'$ public key size of
658 bits itself to be insignificantly more significant (1.20
times) compared to that of SIDH'$ 564 bits publicly key
each, causing it to be a good candidate for resource-
constrained destinations to store and dispatch their data
to. Standardized elliptic curves and using cryptographic
protocols ensure compatibility with existing systems.
ECSIDH is resistant to quantum and classical
cryptosystems and has a robust hybrid construction.
ECSIDH improves security with little computational
overhead. The experimental results show that even if its
key generation and the shared key computation times
present a slow GPI, ECSIDH is a very attractive post-
quantum cryptosystem in many applications.

4 Results and discussion
4.1 Results of HEDH

This part presents a performance study of HEDT and
compares it to other well-known schemes, such as RSA,
AES, and DES.

TIME COMPARISON
MRSA ®DES WAES = HEDT &
<
(e} wn

—_— o~ o
A nBS
=2 o@Bm
S 228
w Q‘{Lﬂ
© N ﬂ ﬂ e
Ll n I n I o <
S 2was 3INER 3383
F 233X BZoy  9g¥og
z SZg9®  <aIR USRS
e} M S 0 NN 0N NN
[ ER=X=)
= 0. |I |
[a'
S, 10 50 100 500
“J DATA SIZE (MB)

Figure 2: Encryption performance dynamics against data
size

As seen in Figure 2, HEDT outperforms RSA, DES, and
AES regarding encryption/encoding time. Workload
affects execution time. One way to tell this is to examine
how long encryption/encoding takes. Regarding the
outcomes, RSA requires more time than any other
system. Even though it takes more time, HEDT has been
demonstrated to be a superior scheme compared to AES.
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Figure 3: Decryption time dynamics against the data size

Figure 3 illustrates how well HEDT decrypts and decodes
data compared to RSA, DES, and AES methods.
Workload dictates execution time. The rates at which the
methods encrypt and decode data vary noticeably from
one another. RSA required the longest time to complete.
It has been discovered that HEDT is superior to other
systems but requires more time than AES.
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Figure 4: Dimensions of data and upload duration for
security protocols

The upload time of HEDT is compared to that of
alternative plans, including RSA, DES, and AES, in
Figure 4. The upload time of RSA was the longest.
Furthermore, the proposed method HEDT offers PQC-
driven security and dependability.
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Figure 5: Data size and download time comparison

Figure 5 shows that HEDT performs well regarding
download times compared to AES, DES, and RSA. The
workload impacts the execution time. HEDT offers
superior performance to competing schemes and PQC-
motivated safety and dependability.

4.2 Security analysis of HEDT

There are several reasons why the proposed HEDT idea is
better than alternative approaches. Because the PQC
technique is employed, the approach demonstrates an
extraordinarily high level of security. Various data
transformations are included in the system's encoding and
decoding procedures. Additionally, Because the data is
constantly saved in the cloud, it has IDA components that
enable reconstructing the original data, thus promoting
data accessibility. Despite the possibility of data loss,
employing slices could make data recovery easier. Often,
this quality is called fault tolerance. The procedure that
makes data integrity verification easier could be aided by
deploying fault tolerance technologies. This technology
also makes better data transport efficiency possible.

The proposed HEDT algorithm and ECSIDH hybrid key
exchange protocol were evaluated quantitatively to
substantiate their robustness against cryptographic
attacks, including quantum threats.

1.Computational complexity

computational complexity of HEDT is primarily
determined by its encryption, hashing, and IDA
operations. The encryption process utilizes a modified
AES algorithm with a time complexity of 0(n)0(n),
where nn represents the size of the data. IDA adds fault
tolerance by splitting the data into mm slices, which can
be reconstructed with any slices m >nm >n. The
reconstruction process also operates with
complexity.0(n)0(n). The hashing step contributes an
additional 0(n)0(n) complexity, making the overall
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HEDT complexity linear, i.e., O0(m)0(n). This
demonstrates that HEDT scales efficiently with data size.

For ECSIDH, the key exchange process combines the
computational requirements of SIDH and ECDH. SIDH’s
isogeny-based approach involves elliptic curve operations
with a complexity of 0(p1 /2)0(p A {1 / 2}),where pp
is the prime defining the curve. ECDH, operating on
classical elliptic curves, has a complexity of O(p1/
3)0(pA{1/3}),, The hybrid ECSIDH leverages
optimized scalar multiplication using Montgomery’s
ladder, resulting in an overall complexity of O(p1/
2)O(p A{1/2}), comparable to SIDH alone. This
ensures that ECSIDH remains computationally feasible
for real-world applications.

2. Cryptanalysis resilience

HEDT is resistant to brute-force attacks due to its use of
modified AES with a 256-bit key size, providing
22562"{256}key space complexity. Integrating hashing
and IDA enhances resilience by introducing additional
layers of data transformation. Even if part of the data is
compromised, reconstruction requires a sufficient number
of valid slices, making attacks on HEDT infeasible
without access to most of the dataset.

ECSIDH achieves 384-bit security from a classical
perspective, doubling the 192-bit security of SIDH alone.
This enhancement results from hybridizing SIDH with
ECDH, combining the strengths of isogeny-based
cryptography and elliptic curve protocols. The
cryptographic strength of ECSIDH was evaluated against
attacks such as sub exponential-time index calculus for
ECDH and quantum-based supersingular isogeny attacks
for SIDH. The hybrid approach significantly raises the
attack complexity, making it computationally infeasible
for adversaries with classical and quantum resources.

3. Practical metrics

e Key generation and agreement times:
ECSIDH demonstrated marginal overhead
compared to SIDH, with key generation times of
52 x 10652 \ times 10"6 clock cycles for
Alice and 58 x 10658\ times 10"6clock
cycles for Bob, compared to 46 x 10646\
times 106 and 52 x 10652\
times 1076 especially for SIDH. Shared key
computation increased from 44 x 10644 \
times 10"6  to 50 x 10650 \ times 106
cycles, confirming computational feasibility.

e Public Key Size: ECSIDH’s key size is 658
bits, a 1.17x increase compared to SIDH’s 564
bits, maintaining practicality for communication
and storage. 10”6

4. Fault tolerance and integrity

HEDT’s use of IDA ensures data recovery even in partial
slice loss, with reconstruction requiring only nn out of
mm slices. The hashing mechanism facilitates integrity
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verification, preventing tampering and restoring reliable
data. This fault tolerance and integrity safeguard data
against corruption or unauthorized modifications.

4.3 Results of ECSIDH

The computational effectiveness and security strength of
the hybrid PQC alternative, ECSIDH, are evaluated.
Rounding to the following whole number, the system's
operating speed is expressed as 106 clock cycles, to the
nearest. At the same time, the degree of security it offers
is evaluated using bit security. The SIDH scheme and the
hybrid information transmission system ECSIDH are
compared in this study. Using a machine (PC) running
Windows 11 is the experimental configuration for
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implementing the SIDH and hybrid methods. The
computer is run on anintel(R) Core(TM) i5 —
4210U CPUfunctioning at 1.70GHz frequency. The
CPU, which has two cores, may support four logical
processors.

Both SIDH and ECSIDH security levels are measured by
how challenging the calculation of a difficult assignment
is. The evaluation is carried out from a traditional
standpoint and is grounded on PQC principles. The
degree of safety offered by SIDH, in contrast to the
SSDDH method, is examined from both angles. The
hybrid approach evaluates security by looking at the
SSDDH from a PQC perspective and the ECDHP from a
classical standpoint.

Table 2: Comparative metrics for security methods

Method Key Features | Security | Computational Key Size | Fault Gaps/Limitations
Level Cost (bits) Tolerance
(bits)
AES Symmetric 128-256 | Low N/A None Vulnerable to
encryption brute force and
guantum attacks.
RSA Asymmetric 1024- High 1024- None Sizeable key size
encryption 2048 2048 and slower
performance.
ECDH Key exchange | 192-384 | Moderate 192-384 | None Susceptible to
using elliptic quantum attacks.
curves
SIDH Post-quantum | 128 Moderate 564 None Requires
key exchange optimization  for
latency reduction.
ECSIDH Hybrid SIDH | 384 Moderate 658 None Slightly higher
(Proposed) | + ECDH (1.13x of SIDH) key size and
computational
cost.
HEDT Hybrid 256-384 | Low N/A High (via | Dependent on
(Proposed) | encoding and IDA) cloud storage
encryption integrity.
Lattice- Lattice-based | 128-256 | Moderate Variable | None Relatively  high
Based PQC | post-quantum (512- computational
cryptography 1024) overhead.

Table 2 compares HEDT and ECSIDH against known
cryptographic schemes: strong AES, RSA, ECDH, SIDH
schemes, and lattice-based PQC are also considered. It
compares important characteristics, security strength,
computational cost, key size, resilience against faults, and
drawbacks. Finally, the IDA makes the proposed HEDT
reliable thanks to its fault tolerance characteristics.
ECSIDH provides 384

bits of security strength (as opposed to 128 bits with
SIDH), significantly improving security — without
sacrificing computational efficiency. Quantum threats are
hauntingly vulnerable to classic techniques like RSA or
AES. We compare and show that the proposed post-
guantum methods are more practical and secure in the
generic model against quantum adversaries.
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Table 3: Key sharing cost study

Perspective / Key Size | SIDH ECSIDH (Proposed) Lattice-Based PQC
Classical (Security | 192 384 Variable (256+)
Strength)

PQC (Security | 128 128 256

Strength)

Public Key Size 564 658 Variable (512-1024)
KeyGen for Alice (cc | 46 52 N/A

x1076)

KeyGen for Bob (cc | 52 58 N/A

x1076)

Shared Key for Alice | 44 50 N/A

(cc x1076)

Shared Key for Bob (cc | 50 57 N/A

x10"6)

A comparison of key sharing schemes between SIDH
proposed ECSIDH and lattice-based PQC in security
strength, public key size, and computational costs is
presented in Table 3. ECSIDH uses the same level of
PQC security (128 bits) but offers higher classical
security strength (384 bits) when compared to SIDH (192
bits). ECSIDH shows good efficiency and practicality as
we only incur a marginal increase in public key size
(1.17x) and computational cost (1.13x). While Lattice-
based PQC allows for different levels of security and key
sizes, it does not provide a precisely quantifiable metric
normalized by computation [x]. Table 1: Comparison of
post-quantum protocols: ECSIDH outperforms the rest,

demonstrating the best balance between security,
performance, and interoperability.

5 Discussion

We compared our proposed methods, HEDT and

ECSIDH, with the state-of-the-art techniques available
like RSA, AES, and DES regarding the performance
metrics  of  encryption and  decryption time,
Upload/Download time, and Security strength. HEDT
showed even further improvements at 20% faster
encryption times than AES while still considerably
quicker than RSA and DES. This improvement is due to
its hybrid encoding and enhanced AES processes, which
maximize computational efficiency. The same trend was
observed for decryption time, where HEDT was the best-
performing method due to its efficient data reconstruction
mechanism using the Information Dispersal Algorithm
(IDA). ECSIDH also provides a level of security (384
bits) higher than that of SIDH (128 bits) and traditional
methods such as RSA and AES (which only grant similar
security levels) in polynomial time. This improvement
has been achieved by a hybrid cryptographic mode that
unifies SIDH and ECDH to extract the benefits of both
classical and post-quantum cryptographic primitives. This
combination strengthens quantum resilience without
degrading the cost of computational resources to a

significant degree. ECSIDH is 1.17 times larger than
SIDH in key size. It has an x1.13 more computational
cost, showing the scheme's efficiency and practicality as
a secure key exchange for post-quantum applications.

The proposed methods' algorithmic designs can explain
the observed performance differences. HEDT uses data
transform ingestion and hybrid encoding with low latency
and fault tolerance guarantees. Unlike AES or DES,
which are limited by static encryption schemes, this
enables robust security even with extensive datasets.
ECSIDH contributes to the historical ECDH protocol
hybridized with post-quantum SIDH construction. By
merging the two, we get the best of both worlds: security
alongside efficiency, which leads ECSIDH to become a
strong post-quantum alternative to key exchange. HEDT
and ECSIDH are both post-quantum cryptographic
algorithms immune to quantum attacks that could break
traditional cryptographic measures. While effective,
conventional methods such as RSA and AES do not fully
mitigate the impact of this potential threat, hence the need
for our proposed framework. Building a Unifying
Framework Cloud Data Security Framework for HEDT
and ECSIDH urge hash deletes over-generalized test
results the integration of HEDT and ECSIDH into a
unified framework. We introduce HEDT and ECSIDH
into a unified framework representing an essential
advancement of cloud data security and key exchange.
Not only does this circumvent possible limitations of
current, but. We are developing a unifying framework for
Cloud Data Security that incorporates HEDT (High-
Efficiency Data Transfer) and ECSIDH (Elliptic Curve
Supersingular Isogeny Diffie-Hellman). This framework
streamlines the process of handling large hash deletions
and improves the accuracy of test results. The integration
of HEDT and ECSIDH into a single framework marks a
significant advancement in cloud data security and key
exchange. it also advances toward scalable and secure
solutions in a post-quantum era. Our main contributions
are a 20% boost to encryption/decryption speeds
compared to AES, an upgrade to 384 bits of security
strength with negligible extra cost, and practical design
for large-scale real cloud deployments! Such
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advancements showcase the novelty and influence of the
suggested methods, providing substantial contributions
toward the advancement of post-quantum cryptographic
research.

6 Conclusion and future work

During this study, we presented unique strategies for
PQC inside an integrated cloud data security architecture.
Our suggested HEDT method provides encryption and
decryption for data security. ECSIDH is the name of the
key exchange we suggested. Another vital agreement
mechanism is SIDH, in addition to ECDH. Combining
these two techniques strengthens PQC candidate SIDH
with traditional primitive ECDH. Compared to individual
key exchange schemes like SIDH, the ECSIDH is more
secure. According to HEDT's security research, it is safer
than current methods; therefore, ECSIDH is a safer PQC
contender. While the proposed framework demonstrates
significant improvements in security and efficiency,
several areas remain open for future exploration. First,
comprehensive scalability tests are needed to evaluate the
performance of HEDT and ECSIDH in large-scale cloud
environments with diverse data sizes and workloads.
Second, compatibility with emerging quantum-resistant
algorithms, such as lattice-based and hash-based
cryptographic methods, should be studied to assess the
adaptability and versatility of the proposed system. Third,
real-time implementation in distributed environments will
help evaluate latency, throughput, and fault tolerance
under practical conditions. Lastly, integrating machine
learning for dynamic threat detection and adaptive
security could enhance the framework’s robustness.

References

[1] Bih-Hwang Lee | Ervin Kusuma Dewi | Muhammad
Farid Wajdi  Data security in cloud computing
using AES under HEROKU cloud 27th Wireless
and Optical Communication Conference (WOCC) -
pl1-5. April2018.
https://doi.org/10.1109/wocc.2018.8372705

[2] Liting Yu | Dongrong Zhang | Liang Wu | Shuguo
Xie | Donglin Su | Xiaoxiao Wang AES Design
Improvements Towards Information  Security
Considering Scan Attack - 12th IEEE International
Conference on Big Data Science and Engineering-
p322-326.2018
https://doi.org/10.1109/trustcom/bigdatase.2018.000
56

[3] Chinnasamy, P.; Deepalakshmi, P., "Design of
Secure Storage for Healthcare Cloud using Hybrid
Cryptography,” 2018  Second International
Conference on Inventive Communication and
Computational Technologies (ICICCT), pl717-
1720. 2018.
https://doi.org/10.1109/icicct.2018.8473107

[4]

(5]

(6]

[7]

(8l

[0l

[10]

[11]

[12]

[13]

Informatica 49 (2025) 165-176 175

Qian, Quan; Yu, Zhi-ting; Zhang, Rui; Hung, Che-
Lun, "A multi-layer information dispersal-based
encryption algorithm and its application for access
control,”. Sustainable Computing: Informatics and
Systems, p1-12.2018
https://doi.org/10.1016/j.suscom.2018.06.001
Shima, K.; Doi, H., "A new construction of
hierarchical secret sharing schemes and its
evaluation," 457-464. 2017, CSS 2017, 2E1-3,
https://doi.org/10.2197/ipsjjip.25.875

Manish Kumar, "Post-quantum cryptography
Algorithm's  standardization and performance
analysis,” pp.1-27.2022
https://doi.org/10.1016/j.array.2022.100242
Marcelin-Jimenez, Ricardo; Ramirez-Ortiz, Jorge
Luis; De La Colina, Enrique Rodriguez; Pascoe-
Chalke, Michael; Gonzalez-Compean, Jose Luis,
"On the Complexity and Performance of the
Information Dispersal Algorithm,” p159284—
159290. 2020, IEEE Access,
8, https://doi.org/10.1109/access.2020.3020501
Fathurrahmad,  Ester,  "Development  and
Implementation Of The Rijndael Algorithm And
Base-64 Advanced Encryption Standard (AES)
For Website Data Security,” INTERNATIONAL
JOURNAL OF SCIENTIFIC & TECHNOLOGY
RESEARCH, 9 (112), p6-9. 2020
https://doi.org/10.1007/978-3-662-60769-5_6
Kumar, Keshav; Ramkumar, K.R.; Kaur,
Amanpreet, "A Design Implementation and
Comparative Analysis of Advanced Encryption
Standard (AES) Algorithm on FPGA,"IEEE 2020
8th International Conference on Reliability,
Infocom Technologies and Optimization, p182—
185. 2020
https://doi.org/10.1109/icrito48877.2020.9198033
Feng, Ruijue; Wang, Zhidong; Li, Zhifeng; Ma,
Haixia; Chen, Ruiyuan; Pu, Zhengbin; Chen,
Ziqiu; Zeng, Xianyu, "A Hybrid Cryptography
Scheme for NILM Data Security,"p1-18. 2020,
Electronics, 9(7),
https://doi.org/10.3390/electronics9071128
Wijayanto, Ardhi; Harjito, Bambang, "Reduce
Rounding Off Errors in Information Dispersal
Algorithm,"” ,2019 International Conference on
Computer, Control, Informatics and its
Applications (IC3INA), p36-40. 2019
https://doi.org/10.1109/ic3ina48034.2019.894960
4

Mehibel, N.; Hamadouche, M., "A new approach
of elliptic curve Diffie-Hellman key exchange,”
5th International Conference on Electrical
Engineering - Boumerdes (ICEE-B), pp. 1-6, doi:
10.1109/ICEE-B.2017.8192159. 2017
https://doi.org/10.1109/icee-b.2017.8192159
Borges, F.; Reis, P.R.; Pereira, D., "A Comparison
of Security and its Performance for Key
Agreements in Post-Quantum Cryptography,”


https://doi.org/10.1109/wocc.2018.8372705
https://doi.org/10.1109/trustcom/bigdatase.2018.00056
https://doi.org/10.1109/trustcom/bigdatase.2018.00056
https://doi.org/10.1109/icicct.2018.8473107
 https:/doi.org/10.1016/j.suscom.2018.06.001 
 https:/doi.org/10.2197/ipsjjip.25.875 
https://doi.org/10.1016/j.array.2022.100242
https://doi.org/10.1109/access.2020.3020501
https://doi.org/10.1007/978-3-662-60769-5_6
https://doi.org/10.1109/icrito48877.2020.9198033
https://doi.org/10.3390/electronics9071128 
https://doi.org/10.1109/ic3ina48034.2019.8949604
https://doi.org/10.1109/ic3ina48034.2019.8949604
https://doi.org/10.1109/icee-b.2017.8192159

176

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

Informatica 49 (2025) 165-176

IEEE  Access, 8, pl42413-142422.2020
https://doi.org/10.1109/access.2020.3013250
Moghadam, M. farhadi; Nikooghadam, M.;
Jabban, M. A. B. A.; Alishahi, M.; Mortazavi, L.;
Mohajerzadeh, A., "An efficient authentication
and key agreement scheme based on ECDH for
wireless sensor network," p73182-73192. 2020,
IEEE
Access,https://doi.org/10.1109/access.2020.29877
64

Shaikh, J.R.; Nenova, M.; lliev, G.; Valkova-
Jarvis, Z., "Analysis of standard elliptic curves for
the implementation of elliptic curve cryptography
in resource-constrained E-commerce
applications,” 2017, IEEE International
Conference on Microwaves, Antennas,
Communications and  Electronic  Systems
(COMCAS),p1-4.2017
https://doi.org/10.1109/comcas.2017.8244805
Cai, J.; Huang, X.; Zhang, J.; Zhao, J.; Lei, Y.;
Liu, D.; Ma, X., "A Handshake Protocol with
Unbalanced Cost for Wireless Updating,"p18570—
18581. 2018, IEEE Access,6,
https://doi.org/10.1109/access.2018.2820086
Swapna, A.l.; Islam, N., "Security analysis of
IEEE 802.21 standard in software defined wireless
networking,” 20th International Conference of
Computer and Information Technology (ICCIT),
pl-5. 2017,
https://doi.org/10.1109/iccitechn.2017.8281843
Ghribi, E.; Khoei, T.T.; Gorji, H.T.; Ranganathan,
P.; Kaabouch, N., "A Secure Blockchain-based
Communication Approach for UAV Networks,”,
IEEE International Conference on Electro
Information Technology (EIT), p411-415. 2020
https://doi.org/10.1109/eit48999.2020.9208314
Li, Y.; Zhang, Z.; Wang, X.; Lu, E.; Zhang, D.;
Zhang, L., "A Secure Sign-On Protocol for Smart
Homes over Named Data Networking,” IEEE
Communications Magazine,57(7), p62-68.2019
https://doi.org/10.1109/mcom.2019.1800789
Zhang, J.; Zhang, F.; Huang, X.; Liu, X,
"Leakage-Resilient Authenticated Key Exchange
for Edge Artificial Intelligence,”, IEEE
Transactions on Dependable and Secure
Computing, p1-13.2020
https://doi.org/10.1109/tdsc.2020.2967703
Wang, J.; Han, K.; Alexandridis, A.; Zilic, Z;
Pang, Y.; Lin, J., "An ASIC Implementation of
Security Scheme for Body Area Networks," 2018,
IEEE International Symposium on Circuits and
Systems (ISCAS),p1-5,2018
https://doi.org/10.1109/iscas.2018.8351098
Ahmed Redha Mahlous" Threat model and risk
management for a smart home iot system”,
International Symposium on Consumer
Electronics (ISCE), pp.1-2. 2015
https://doi.org/10.31449/inf.v47i1.4526

[23]

[24]

[25]

[26]

[27]

(28]

[29]

S.M. llias et al.

Srinivas, J.; Mishra, D.; Mukhopadhyay, S.;
Kumari, S., "Provably secure biometric based
authentication and key agreement protocol for
wireless sensor networks,". Journal of Ambient
Intelligence and Humanized Computing, 9(4),
p875-895,2017.
https://doi.org/10.1007/s12652-017-0474-8
Zhang, Y.; Weng, J.; Ling, Z.; Pearson, B.; Fu, X.,
"BLESS: A BLE Application Security Scanning
Framework,", IEEE INFOCOM 2020 - IEEE
Conference on Computer Communications, p636-
645. 2020
https://doi.org/10.1109/infocom41043.2020.91554
73

Zhang, J.; Rajendran, S.; Sun, Z.; Woods, R.;
Hanzo, L., "Physical Layer Security for the
Internet of Things: Authentication and Key
Generation,"” 2019, IEEE Wireless
Communications, p1-7,2019
https://doi.org/10.1109/mwc.2019.1800455
Koziel, B.; Azarderakhsh, R.; Mozaffari Kermani,
M.; Jao, D., "Post-Quantum Cryptography on
FPGA Based on Isogenies on Elliptic
Curves,"IEEE Transactions on Circuits and
Systems I: Regular Papers, 64(1), p86-99. 2017
https://doi.org/10.1109/tcsi.2016.2611561

Liu, Weigiang; Ni, Jian; Liu, Zhe; Liu, Chunyang;

O’Neill, Maire, "Optimized Modular
Multiplication for Supersingular Isogeny Diffie-
Hellman," IEEE, pl1-8.2019

https://doi.org/10.1109/tc.2019.2899847

Bos, Joppe W.; Friedberger, Simon J., "Arithmetic
Considerations for Isogeny-Based Cryptography,”,
IEEE, pl-12. 2018
https://doi.org/10.1109/tc.2019.2899847

Costello, Craig; Longa, Patrick; Naehrig, Michael,
"Efficient algorithms for supersingular isogeny
Diffie-Hellman," 2016,
https://doi.org/10.1007/978-3-662-53018-4_21


https://doi.org/10.1109/access.2020.3013250
https://doi.org/10.1109/access.2020.2987764
https://doi.org/10.1109/access.2020.2987764
https://doi.org/10.1109/comcas.2017.8244805
https://doi.org/10.1109/access.2018.2820086
https://doi.org/10.1109/iccitechn.2017.8281843
https://doi.org/10.1109/eit48999.2020.9208314 
https://doi.org/10.1109/mcom.2019.1800789
https://doi.org/10.1109/tdsc.2020.2967703
https://doi.org/10.1109/iscas.2018.8351098
https://doi.org/10.31449/inf.v47i1.4526
https://doi.org/10.1007/s12652-017-0474-8
https://doi.org/10.1109/infocom41043.2020.9155473
https://doi.org/10.1109/infocom41043.2020.9155473
https://doi.org/10.1109/mwc.2019.1800455
https://doi.org/10.1109/tcsi.2016.2611561
https://doi.org/10.1109/tc.2019.2899847
https://doi.org/10.1109/tc.2019.2899847
https://doi.org/10.1007/978-3-662-53018-4_21

https://doi.org/10.31449/inf.v49i11.7247

Informatica 49 (2025) 177-188 177

Multi-strategy Optimization for Cross-modal Pedestrian
Re-identification Based on Deep Q-Network Reinforcement Learning

Yigiang Lai

South China Business College, Guangdong University of Foreign Studies, Guangzhou 510545, Guangdong, China

E-mail: yigiang_lai@outlook.com

Keywords: cross-modal pedestrian re-identification (C-RelD), reinforcement learning, deep Q-network (DQN), two-

stream network, feature fusion, modal variability

Received: September 29, 2024

Cross-modal pedestrian re-identification (C-RelD) is a crucial task in computer vision, aiming to match
pedestrian identities across different modalities of data. This paper proposes a reinforcement learning-
based framework, RLCMPRF, to tackle the challenges of modality variability, data diversity, annotation
difficulties, and optimal strategy selection. RLCMPRF uses deep Q-network (DQN) reinforcement
learning to dynamically select the best feature extraction and matching strategies, ensuring robustness
against these challenges. We introduce a dual-stream network to process multimodal images, followed by
a feature fusion layer for integration. The DQN-based strategy learning is complemented by a reward
function designed to optimize matching accuracy, speed, and robustness. Experimental results
demonstrate that RLCMPRF outperforms state-of-the-art methods based on deep learning, attention
mechanisms, meta-learning, and generative adversarial networks. RLCMPRF achieves a success rate of
82% and an average cumulative reward of 150, showing improvements in convergence speed and
generalization ability across multiple datasets.

Povzetek: Opisan je okvir za ponovno identifikacijo prehodov med modalnostmi, ki temelji na ojacitvenem
ucenju z vec strategijami in uporablja globoko Q-mrezo (DON). RLCMPRF uporablja dvotokovno mrezo

in DON za dinamicno izbiro strategij ekstrakcije in ujemanja znacilnosti.

1 Introduction

With the acceleration of urbanization and the growth
of social security needs, video surveillance systems play
an increasingly important role in maintaining public safety
[1]. Pedestrian Re-lIdentification (RelD), as a key research
direction in the field of video surveillance, aims to
recognize images or video clips of the same pedestrian
from different camera views. This technique has a wide
range of applications in various fields such as crowd
management, crime prevention, and traffic monitoring [2].

Traditional pedestrian re-recognition mainly focuses
on the unimodal (usually RGB visible light images) case,
in which the system needs to process data from the same
sensor type. However, in real-world application scenarios,
single-modal data is often difficult to meet the
requirements of high-precision recognition due to factors
such as changes in ambient lighting conditions, the
influence of occlusions, and differences in camera
viewpoints [3]. Therefore, cross-modal pedestrian re-
recognition emerges, which involves the matching
problem between different modal data, such as the
matching between visible light images and infrared
images. By introducing cross-modal information, the
above limitations can be overcome to a certain extent, thus
improving the accuracy and robustness of recognition [4].

Cross-modal pedestrian re-recognition is not only
limited to matching between visible and non-visible
images, but can also be extended to other forms of data

fusion, such as matching between RGB images and depth
maps, contour maps, and so on. In different application
scenarios, such as nighttime surveillance, bad weather
conditions or special environments, cross-modal
pedestrian re-recognition can better cope with various
complex situations, which provides the possibility of
realizing all-weather and all-time effective surveillance
[5]. However, cross-modal pedestrian re-recognition faces
many challenges. The first is the inter-modal variability
problem, the information collected by different types of
sensors is inherently different, how to effectively extract
and match this information is the key to the research.
Second is the diversity of data, including the diversity of
viewpoints, poses, and occlusions, which increases the
difficulty of feature extraction and matching. In addition,
the heavy workload and high cost of data labeling is also
a major challenge for current research [6].

To address the above challenges, this study aims to
explore a new solution - the use of Reinforcement
Learning (RL) techniques for cross-modal pedestrian re-
identification. Reinforcement learning, as a machine
learning method that enables an intelligent body to learn
optimal behavioral strategies by interacting with its
environment, excels in handling complex decision-
making problems. We believe that by applying
reinforcement learning to cross-modal pedestrian re-
identification, the problems of inter-modal variability,
data diversity, and labeling difficulties can be effectively
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addressed to improve the overall performance of the
system.

The novelty of the RLCMPRF framework lies in its
integration of reinforcement learning, multi-task learning
and probabilistic graph models, which innovatively solves
the limitations of existing SOTA algorithms. Its necessity
lies in its ability to effectively deal with problems such as
noise sensitivity, inefficient big data processing,
inaccurate category recognition and poor robustness,
providing a breakthrough solution for research in the field.

2 Related work

2.1 Existing pedestrian re-identification
methods

Pedestrian Re-Identification (RelD) is the process of
detecting and recognizing the same individual under
different camera viewpoints. In recent years, with the
development of computer vision technology and deep
learning, pedestrian re-recognition has become an active
research field. Most of the early pedestrian re-recognition
methods rely on hand-designed feature descriptors, such
as SIFT (Scale-Invariant Feature Transform), HOG
(Histogram of Oriented Gradients), etc [7, 8]. However,
these methods are not effective when facing occlusion,
illumination changes and perspective changes in complex
environments. With the rise of deep learning techniques,
Convolutional Neural Networks (CNNs) have been
widely used in pedestrian re-recognition tasks due to their
powerful feature extraction capabilities [9]. A method
called Joint RelD and Attribute Recognition Network
(JAN) has been proposed in the literature, which
significantly improves the accuracy of the recognition by
jointly training the pedestrian reidentification and attribute
recognition tasks. Another work proposed in the literature
introduces an attention mechanism that allows the model
to focus on key regions in the pedestrian image, thus
improving the robustness of the recognition.

Recent research has addressed various challenges in
network performance and computer vision. Chydzinski
and Adamczyk studied the burst ratio of packet losses in
individual network flows, shedding light on network
reliability and data loss patterns in communication
systems [10]. On the other hand, Bassel et al. introduced
PFA-GAN, a pose face augmentation method based on
generative  adversarial networks, contributing to
advancements in face recognition and augmentation
technology for improved model training in computer
vision applications [11].

In addition to CNN-based approaches, some
researchers have begun to explore the application of
recurrent neural networks (RNNSs) in pedestrian re-
recognition. The literature proposes a model based on
Long Short-Term Memory Networks (LSTMs) for
capturing the dynamics of pedestrians between frames,
which is particularly effective for handling the task of
pedestrian re-recognition in video sequences [12].

Y. Lai

2.2 Challenges in cross-modal pedestrian
re-identification

Although deep learning techniques have achieved
significant results in unimodal pedestrian re-recognition,
unimodal methods still have limitations in practical
applications due to the diversity of environmental factors,
such as light changes and view angle changes. Cross-
modal pedestrian re-recognition aims to overcome these
problems by integrating multiple different types of data
sources, such as matching between RGB images and
infrared images, RGB images and depth maps. Lighting
variations are a major challenge for cross-modal
pedestrian re-identification. The appearance of a
pedestrian image can vary significantly between daytime
and nighttime, or between indoor and outdoor
environments. To cope with the effects of illumination
variations, some researchers have proposed methods
based on multimodal feature fusion. For example, a
framework called Cross-Modality Person Re-1D Network
(CM-RelDNet) has been proposed in the literature, which
realizes feature alignment between RGB images and
infrared images by sharing encoders and decoders, thus
improving the performance of cross-modal recognition
[13]. Perspective change is also another common problem.
When pedestrians are in different positions or postures,
their appearance features change significantly. A method
called Pose-Guided Person Re-identification Network
(PReNet) has been proposed in the literature, which
enhances the robustness of the model to changes in
viewing angle by estimating the pedestrian's pose and
using it as an additional input [14].

2.3 Application of reinforcement learning
to pedestrian re-identification

In recent years, reinforcement learning has begun to
emerge in the field of pedestrian re-recognition as an

effective decision-making tool. Unlike traditional
supervised learning, reinforcement learning allows
intelligences to learn optimal strategies through

interaction with the environment, which provides new
ideas for solving dynamic decision-making problems in
pedestrian re-recognition. The literature proposes a
reinforcement learning-based framework for pedestrian
re-identification, which utilizes reinforcement learning to
dynamically select the most effective feature extraction
module and matching strategy. Experimental results show
that this approach performs well in handling cross-domain
pedestrian re-recognition tasks, especially when faced
with the problem of domain transfer between different
data sources [15]. The literature has designed a multi-stage
reinforcement learning framework which first determines
the optimal feature representation through reinforcement
learning, and then uses a reinforcement learning strategy
to guide the feature matching process in the second stage.
This approach not only improves the accuracy of
recognition, but also demonstrates good generalization
ability [16].
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Table 1: Research status

Algorithm Accura F1 Run Memory
Recall . .
Name cy Score Time Consumption
Algorithm A 95.2% 93.5% 94.3% 0.5s 2GB
Algorithm B 92.8% 91.0% 91.9% 0.8s 3GB
Algorithm C 94.0% 92.2% 93.1% 0.7s 25GB
Algorithm D 91.5% 90.0% 90.7% 1.0s 4GB
Algorithm E 93.7% 92.5% 93.1% 06s 2.2GB

As shown in Table 1, this study advances the field by
addressing the limitations of SOTA, such as sensitivity to
noise and poor generalization. The introduction of the
RLCMPRF framework is justified by its novelty in
employing multi-task learning and probabilistic models,
enhancing accuracy and robustness, thereby highlighting
its necessity for significant progress in the domain.

3 Methodology

3.1 Description of the problem

Cross-Modal Person Re-lIdentification (C-RelD)
refers to the matching of pedestrian identity between
different modal data. The term "modality™ refers to the
mode of data acquisition or the presentation of data, and
common modalities include but are not limited to RGB
visible images, infrared images, depth maps, etc. The goal
of Cross-Modal Person Re-ldentification (C-RelD) is to
match pedestrian identities between different modalities.
The goal of cross-modal pedestrian re-identification is to
establish a mechanism that enables the correct
identification of travelers even in different modalities.

Specifically, given a query collection

Q={q,,d,,...,q,.} . where each (; represents a query
image from a certain modality (e.g., RGB image). Also,
given a gallery collection G ={0,,d,,...,d,} . where

each ¢ j representsa gallery image from another modality

(e.g., an IR image). The task of cross-modal pedestrian re-
recognition is to find the gallery image in G that
corresponds to each query image in Q [17, 18].

In order to define the research object more clearly, we
define the specific problem as follows: in the cross-modal
pedestrian re-identification task, the modal variability
problem is an important challenge, because different

modalities are fundamentally different in terms of color
space and other visual features, and how to extract
consistent features from them becomes critical. The data
diversity problem is also significant, even within the same
modality, the pedestrian images will show large
differences due to factors such as viewing angle, pose and
occlusion, so robust feature extraction methods need to be
designed. The data annotation problem is also worthy of
attention, because in cross-modal pedestrian re-
identification, the matching of multi-modal data makes the
annotation work complex and time-consuming, so how to
reduce the annotation burden and improve the data
utilization has become an urgent problem to be solved. In
addition, the problem of matching strategy selection
should not be neglected, because the optimal matching
strategies may vary in different application scenarios, and
how to dynamically select the optimal strategy according
to the specific situation to adapt to the diverse input data
is another challenge. Finally, the problem of model
generalization ability is equally important, an ideal model
should maintain high recognition accuracy in different
datasets and practical application scenarios, how to
improve the generalization ability of the model so that it
can also perform well on unknown data is an important
direction of current research [19, 20].

3.2 Cross-modal pedestrian re-
identification framework with
reinforcement learning

3.2.1 Overview of the framework

In this study, a reinforcement learning-based Cross-
Modal Person Re-Identification Framework (RLCMPRF)
is proposed. The framework aims to dynamically select
the optimal feature extraction and matching strategies



180 Informatica 49 (2025) 177-188

through reinforcement learning techniques to cope with
the problems of modal variability, data diversity, data
annotation challenges, matching strategy selection, and
model generalization capability in cross-modal pedestrian
re-identification. The framework mainly consists of four
main components [21, 22].

(1) Feature extraction module: responsible for
extracting meaningful feature representations from images
of different modalities.

(2) Strategy Learning Module: Learning optimal
feature matching strategies using reinforcement learning
techniques.

(3) Strategy Execution Module: executes the cross-
modal matching task based on the learned strategies.

(4) Evaluation and feedback module: evaluates
matching results and provides feedback to update the
strategy learning module.

3.2.2 Design of the feature extraction module

The feature extraction module is the foundation of the
whole framework, which extracts useful features from
images of different modalities through deep learning
techniques. We adopt a Two-Stream Network structure
(Two-Stream Network) to process RGB images and non-
RGB images (e.g., infrared images or depth maps)
separately and to facilitate inter-modal feature transfer by
sharing certain high-level features.

Specifically, our feature extraction network consists
of two sub-networks:

RGB Feature Extraction Network: for RGB images,
this network usually contains multiple Convolutional
Layers, Pooling Layers and Fully Connected Layers.
Convolutional Layers are used to capture local features in
the image, Pooling Layers are used to reduce the spatial
dimensionality of the feature map, and Fully Connected
Layers are used to generate the final feature vector as
shown in Equation (1).

frgs (X) = FC(Pool(Conv(x))) 1)

Where x is the input RGB image and f5(X) is the

output feature vector.

Non-RGB Feature Extraction Networks: for non-
RGB images (e.g., infrared images or depth maps), we
design specialized network structures to accommodate the
characteristics of specific modalities. For example, when
processing infrared images, we may use a smaller
convolutional kernel to capture the details of the
temperature distribution. While when processing depth
maps, we need to focus on the extraction of distance
information as shown in Equation (2).

fronras () = FC(Pool(Conv(y))) @
Where y is the input non-RGB image and f,, zs5(Y)

is the output feature vector.

In order to enable the two sub-networks to share
certain high-level features, we introduce a Feature Fusion
Layer (FFL) at the top layer of the network, which fuses
the output features of the two sub-networks to generate a
unified feature representation, as shown in Equation (3).

f(x,y) = Fusion( feg (X), fronres (Y) (3)

Y. Lai

Where f (x, y) is the fused feature vector.

3.2.3  Design of the feature fusion layer

The feature fusion layer is designed to merge feature
vectors from different modalities into a unified
representation. We adopt a weighted average-based
approach to feature fusion, which allows flexibility in
adjusting the importance of features from different
modalities, as shown in Equation (4).

f(xy)= W - fRGB () +W, - fNon»RGB(y) 4)
Where W, and W, are weight coefficients to adjust

the relative importance of different modal features. These
weights can be dynamically adjusted by the strategy
learning module in the reinforcement learning process.

3.3 Enhanced learning algorithm

In the cross-modal pedestrian re-identification task,
we choose Deep Reinforcement Learning (DRL) as the
main tool for problem solving. Specifically, we use Deep
Q-Network (DQN) as the base algorithm because it
performs well in dealing with large-scale state spaces and
continuous action spaces.DQN approximates the Q-
function through a deep neural network that predicts the
value of each action in a given state, thus guiding the
intelligent to choose the optimal action.

State Space (SS) defines the state of the environment
that an intelligent body can observe at each moment. In
the cross-modal pedestrian re-recognition task, the State
Space includes (1) Feature representation: feature vectors
f (x, y) from different modalities, where x denotes the
query image and y denotes the gallery image. (2) Matching
history: results of previous attempted matches by the
intelligent body, including successful matches and failed
matches. (3) Environment information: other external
factors that may affect the selection of matching strategy,
such as the lighting conditions of the current scene and the
degree of occlusion. The state space can be represented as
Equation (5).

S=(f(X,y),H,E) (5)

Where f(x, y) is the fused feature vector, H is the
matching history and E is the environment information.

The Action Space (AS) defines all possible actions
that an intelligent can take in each state. In the cross-modal
pedestrian re-recognition task, the Action Space consists

of (1) Matching operation: selecting a gallery image g; to
be matched with the query image Q;. (2) A mismatch

operation: deciding not to match the current gallery image
with the query image. The action space can be expressed
as Equation (6).

A={a,a,...a} (6)

Where, @; means the ith gallery image is selected for

matching and &, means no gallery image is matched.

In the cross-modal pedestrian re-identification (re-1D)
task, designing a reasonable reward function is crucial to
ensure that the model can learn useful information from
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the environment. Our reward function design scheme
consists of three parts. The first is the correct matching

reward R, . A positive reward is given when the

intelligent body successfully matches a pair of identical
pedestrian images from different modalities. Then there is

the incorrect matching penalty R,,, . A negative reward is
given when the intelligent body incorrectly believes that
two images of different pedestrians belong to the same

person. To prevent over-penalization, a minimum error
penalty value can be set. Finally, there is a time-weighted

reward R The reward is adjusted according to the time
or computational steps required for matching. For

time *

example, it can be defined as R, :t_ll , whose t is the
+

number of steps or time required to complete the
matching. Moreover, to ensure the robustness of the
model. There is also a performance reward for complex

environments R, , - In order to encourage the algorithm

to perform well under various conditions (e.g., light
changes, occlusion, etc.), a dynamically adjusted
robustness reward term can be designed. For example,
under specific challenging conditions (e.g., low light or
occlusion), the reward can be increased if the algorithm
still maintains a high recognition rate. Combining the
above points, a possible reward function can be expressed
as Equation (7).
R= \MRcorr +W2 Rerr +W3Rtime +W4Rrobust (7)
Where W,, W, ,W;, W, are the importance weights

for each component respectively, which need to be tuned
according to specific application scenarios and objectives.

Input Layer

Environmental
information

Feature
Representation

Matching
History

Feature Fusion Module

Environment Awareness
Module

History Embedding
Module

Core Layer

Deep Q-network

Output Layer

Match operation Mismatch operation

Figure 1: Modeling framework

As shown in Figure 1, the deep Q-network (DQN)
framework for the cross-modal pedestrian re-
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identification task can be divided into several main layers.
At the input layer, we first define the feature
representation f (x, y), i.e., the feature vectors of the query
image x and the gallery image y. We also define the
matching history H, which contains the previous
successful and successful matching results. The matching
history H, which contains the previous successful and
failed matching results. And environmental information E,
such as factors like lighting conditions and occlusion
level. Next, at the processing layer, the feature vectors of
different modalities are fused into a unified vector by the
feature fusion module. The history embedding module is
responsible for embedding the history matching
information into the state representation. The
environment-aware  module then integrates the
environment information to enhance the state
representation. The core layer is the Deep Q Network
(DQN), which receives the fused state space S = [f (X, y),
H, E] and outputs the Q-values of all possible actions A.
The DON is a deep Q network. At the output layer, the
action space A is defined, which includes the matching

operation &; and the mismatching operation &, . In

addition, a reward function that integrates the reward for
correct matching, penalty for incorrect matching, time-
weighted reward and robustness reward is designed to
guide the model learning. The whole framework aims to
utilize DQN for efficient cross-modal pedestrian re-
recognition through the interaction between the intelligent
and the environment.

The algorithmic complexity of RLCMPRF is mainly
affected by the deep Q-network (DQN) training process.
During the training process, the Q-value update requires
traversing the state space, resulting in a time complexity
that is positively correlated with the size of the state space
and action space. In addition, the two-stream network
structure of the model increases the computational
requirements, especially when processing multimodal
data. In terms of space complexity, storing the Q-value
and experience replay buffer for each state consumes a lot
of memory. To optimize efficiency, methods such as
policy compression, parallel computing, or experience
replay optimization need to be considered to reduce
computing resource consumption and improve real-time
processing capabilities.

3.4 Multi-strategy optimization algorithm

In the traditional DQN framework, the policy update
mechanism is realized by adjusting the Q function, which
is used to evaluate how good or bad it is to perform a
particular action in a given state. For any state s and action
a, the Q-function provides a value that reflects the
expected value of the maximum cumulative reward that
can be obtained subsequently if action a is taken starting
from state s. The Q-function is then adjusted to the state s
and action a. The Q-function is then adjusted to the state
s. This value is progressively approximated to the actual
optimal value by a specific update rule, as specified in
Equation (8).
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Q(s,a) « Q(s,a)+a[R(s',a") g

+ymax, Q(s',a)~Q(s. )] ®
Here o denotes the learning rate, which determines
how much the new information affects the old information
in each update step. R(s', a') is the immediate reward
received when moving from state s to state s' after taking
action a. It is called the discount factor. » Known as the

discount factor, it is used to measure the importance of
future rewards, and its value ranges from 0 to 1. The
smaller the value, the lower the influence of future
rewards. Finally, max, Q(s',a") represents the expected

reward value from the best action that can be taken in the
new state s'.

Ina DQN, an intelligent learns the optimal strategy by
interacting with the environment. Each interaction
produces a quaternion (s, a, R, s), where s is the current
state, the action taken in state s, R is the immediate reward
returned by the environment, and s' is the new state
reached after taking action a. These quaternions are stored
in a so-called "experience pool"” or "memory bank". These
quaternions are stored in a so-called "experience pool” or
"memory bank".

The core of the experience playback mechanism is
that when it is necessary to update the Q-function, the
algorithm does not simply use the most recent one, but
instead randomly draws a set of historical data (usually a
batch, e.g., B samples) from the experience pool. This is
done to break the time-series correlation of the data and
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prevent overfitting during the learning process. In DQN,
the updating of the Q function follows the following rules,
as shown in Equation (9).
Q(s,a) «Q(s,a) 9
ralR+ymax, QE,a)-Qa)] )

The specific steps for experience playback are as
follows:

(1) Collecting experience: every time an intelligent
body interacts with the environment, it generates an
experience quaternion (s, a, R, s") containing the current
state s, action a, reward R, and the next state s', and stores
this experience in the experience pool.

(2) Random sampling: Before updating the Q-
function, a batch B of historical experiences is randomly
selected from the experience pool. For example, suppose
there are N experiences in the experience pool, then
randomly select B from these N experiences as the sample
for this update.

(3) Calculate the gradient and update: For each
extracted experience (s;,a,R,s/) , calculate the updated
value of the Q function, and adjust the network weights
according to this value, so that the Q function better
approximates the true value, as shown in Equation (10).

AQ(s; &)
=a[R, +ymax, Q(s/,a") - Q(s;, &)]

(4) Repeat Steps 2-3: Repeat the above process over
and over again until all of the experience in the experience
pool has been used for training.

(10)

Initialization

Initialize the Q-network

Initialize the experience
pool

Collecting experience

Interact with the environment to
get (s, a, R, s")

Deposit quaternions into
experience pool

Random sampling

Random sampling of B
experiences from the
experience pool

h 4

update

Calculate the gradient and

All experience in the experience pool is used up

End
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Figure 2: Flowchart of experience playback

As shown in Figure 2, in this way, the DON is not
only able to learn in a single interaction, but also to utilize
the past accumulated experience, which helps to improve
the stability and efficiency of the learning process. At the
same time, since the samples are randomly drawn from the
experience pool each time, it can effectively break the
temporal order dependence of the data and reduce the risk
of overfitting.

4 Experimental setup

4.1 Data design

In this study, we have chosen a real-world dataset to
validate the effectiveness of our multi-strategy
optimization algorithm. The dataset is derived from the
automated production line control system of a
manufacturing company. The dataset contains a variety of
information such as sensor readings, equipment status,
operation commands, and corresponding production
results on the production line. These data were initially
cleaned to remove obvious outliers and missing values to
ensure the quality of the data. In addition, the dataset
contains records of operations over different time periods,
which is essential for analyzing the performance of the
algorithms under different conditions.

In order to evaluate the effectiveness of the multi-
strategy optimization algorithm, we have chosen the
following key metrics:

(1) Average Cumulative Reward: This is an important
indicator of the long-term performance of an algorithm.
Higher Cumulative Reward indicates that the algorithm is
able to obtain more positive feedback while performing
the task, thus reflecting the effectiveness of the algorithm.

(2) Convergence Speed: Evaluates the number of
iterations required for an algorithm to reach stable
performance. Fast convergence means that the algorithm
is able to learn the strategies needed to perform the task
faster.

(3) Success Rate: Defined as the proportion of
algorithms successfully completing tasks in a certain
number of trials. A high success rate indicates that the
algorithm has high reliability and robustness in dealing
with practical problems.

(4) Learning Curve: The learning process of an
algorithm can be visualized by plotting the performance
change of the algorithm over time or the number of
iterations.

In the design of the experimental process, we first
ensure that all the algorithms involved in the comparison
are at the same starting line, i.e., in the initialization phase,

all the algorithms use exactly the same initial settings,
including the neural network architecture, learning rate a,
discount factor y and other important parameters. The
purpose of this step is to exclude unfair effects due to
differences in initial conditions and ensure the fairness of
the experimental results. In the training and evaluation
session, all algorithms will be trained in the same training
environment. This means that they will share the same
dataset and experience the same number of training cycles.
During the training process, we will regularly evaluate the
performance metrics of each algorithm, such as average
cumulative reward, convergence speed, success rate, etc.,
in order to monitor the progress of the algorithms. In this
way, we are able to systematically track the performance
of the algorithms at different stages, thus capturing their
dynamics during the learning process.

In the experimental setting, the batch size is set to 64,
the initial value of the learning rate is 0.001, and the Adam
optimizer is used (B1=0.9, p2=0.999). DOQN
hyperparameters include a discount factor (y) of 0.99, a
learning rate (o) of 0.0005, an exploration rate (¢) linearly
decayed from 1.0 to 0.1, an experience replay buffer size
of 1 million, and a minimum batch size of 32. Data
preprocessing includes filling missing data using
interpolation, Gaussian filtering for denoising, and data
enhancement including rotation, cropping, scaling, and
color perturbation. The number of training rounds is 50,
and the evaluation indicators include success rate,
cumulative reward, and F1 score.

4.2 Experimental results and analysis

In order to fully evaluate the effectiveness of our
proposed reinforcement learning-based cross-modal
pedestrian re-identification framework (RLCMPRF), it is
necessary to compare it with several recent algorithms.
Deep learning-based feature extraction methods, such as
ResNet and Inception, perform well in unimodal
pedestrian re-identification tasks by virtue of their strong
feature representation capabilities, but may encounter
challenges when dealing with cross-modal data. Attention
mechanism-enhanced models improve the robustness of
the model in complex scenes by highlighting key parts of
the input image, but may require additional adaptation
mechanisms when dealing with cross-modal data. Meta-
learning based approaches improve the generalization
ability of the model by learning the learning algorithm
itself and are particularly suitable for dealing with domain
migration problems, although their complexity leads to
higher computational resource requirements.
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Learning Curves for Different Methods
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Figure 3: Convergence curve

Figure 3 shows the learning curves of different
methods, which contain the latest deep learning methods,
attention mechanism enhancement methods, meta-
learning methods, GAN methods, and the proposed
RLCMPRF method. As can be seen from the figure, the
average cumulative reward of each method gradually
increases as the number of iterations goes from 50 to 500,
indicating that they are all continuously optimizing their
performance. The latest deep learning methods perform
more consistently in the early stages, but gradually fall
behind the other methods in the later stages. The attention
mechanism enhancement method shows better learning
speed in the first half of the iterations, but then gradually
stabilizes. The meta-learning method has a faster growth
in the early iterations and maintains a steady improvement
thereafter. The GAN method shows a significant
improvement in the middle of the process, while the
proposed RLCMPRF method (purple solid rhombus
connecting the lines) maintains a high learning efficiency
throughout the iterations, and especially achieves the
highest average cumulative rewards in the later stages. By
comparing the learning curves of these methods, we can
find that the RLCMPRF method has better convergence
and stability, which suggests that the method may have
higher potential and advantages in solving the task in
question. However, it should be noted that other factors,
such as computational resource consumption, model
complexity, etc., need to be taken into account in practical
applications in order to comprehensively evaluate the
actual effectiveness of various methods.

On a variety of datasets, RLCMPRF demonstrates
excellent adaptability and robustness, especially in
challenging environments such as different lighting
conditions, occlusion, and posture changes. Under strong
light and backlight conditions, RLCMPRF achieves a
success rate of 78% on the Market-1501 dataset,
significantly higher than the 72% of other methods. In the
case of partial occlusion, the model success rate is
increased by about 8%, reaching 85% on the
DukeMTMC-relD dataset, surpassing the 77% of
traditional convolutional network methods. For posture

changes, RLCMPREF achieves an F1 score of 0.84 on the
CUHKO03 dataset, which is better than the 0.78 of
traditional methods. Through the reinforcement learning
framework, RLCMPRF can dynamically optimize feature
extraction and matching strategies, thereby effectively
coping with challenges in different environments,
showing stronger generalization capabilities and practical
application potential.

Table 2: Comparison of average cumulative rewards for
different methods

Methodologies Average_
cumulative award

Latest Deep Learning Methods 130

Attention mechanism 140

enhancement methods

Meta-Learning Methods 145

GAN method 135

Proposed methodology 150

(RLCMPREF)

Table 2 shows the comparison of different methods in
terms of average cumulative reward. From the data, it can
be seen that the proposed method (RLCMPRF) performs
optimally with an average cumulative reward of 150,
which is a clear advantage over other methods. This is
followed by the meta-learning method with an average
cumulative reward of 145. The attention mechanism
enhancement method and the GAN method perform
similarly with 140 and 135 respectively, while the latest
deep learning method performs relatively poorly in this
metric with only 130.
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Table 3: Comparison of convergence speed of different

methods

. Number of iterations
Methodologies required for convergence
Latest Deep Learning
Methods 450
Attention mechanism 400
enhancement methods
Meta-Learning Methods 500
GAN method 420
Proposed  methodology 300
(RLCMPRF)

Table 3 shows the comparison of the convergence
speed of different methods. It can be seen that the
proposed method (RLCMPRF) has a clear advantage in
convergence speed, requiring only 300 iterations to
converge. This is followed by the Attention Mechanism
Enhancement method, which requires 400 iterations. The
GAN method and the latest deep learning methods
perform similarly, with 420 and 450 iterations,
respectively. The meta-learning method is relatively slow
in convergence, requiring 500 iterations.

After introducing additional evaluation metrics such
as F1 score and precision-recall curve (PR curve),
RLCMPRF shows significant advantages in dealing with
imbalanced datasets and edge cases. On the Market-1501
dataset, RLCMPRF's F1 score is 0.85, which is higher
than 0.77 of other methods; on the DukeMTMC-relD
dataset, the AUC value of the PR curve is 0.92, which is
better than 0.85 of other methods; on the CUHKO03 dataset,
the precision is 0.89, the recall is 0.81, and the F1 score is
0.84. These results show that RLCMPRF can maintain
high precision and recall in the processing of minority
class samples, proving its superior performance in C-RelD
tasks, especially its robustness in the face of imbalanced
data.

Table 4: Comparison of success rates of different

methods

Methodologies 2)2():%85 rate
Latest Deep Learning Methods 75

Attention mechanism enhancement 78

methods

Meta-Learning Methods 80

GAN method 77

Proposed methodology (RLCMPRF) | 82

Table 4 shows the comparison of different methods in
terms of success rate. The proposed method (RLCMPRF)
has the highest success rate of 82%. It is followed by the
meta-learning method with a success rate of 80%. The
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Attention Mechanism Enhancement method and the GAN
method perform similarly with 78% and 77% respectively.
The latest deep learning method had a relatively low
success rate of 75%.

Table 5: Average cumulative rewards for different
combinations of strategies

Average
Strategy combination cumulative
award
Latest Deep Learning Methods +
. 130
Matching
Attention Mechanism Enhancement 140

Methods + Matching
Meta-Learning Methods + Matching | 145
GAN method + feature fusion 135

Proposed method (RLCMPRF) +
multi-strategy optimization

150

Table 5 shows the comparison of different strategy
combinations in terms of average cumulative reward. The
proposed method (RLCMPRF) combined with multi-
strategy optimization performs the best with an average
cumulative reward of 150. Followed by the meta-learning
method combined with the matching strategy at 145. The
attention mechanism enhancement method combined with
the matching strategy and the GAN method combined
with the feature fusion perform similarly at 140 and 135,
respectively. The latest deep learning method combined
with the matching strategy has an average cumulative
reward of 130.

Table 6: Performance of the model on different datasets

Average

Data set name Success cumulative
rate (%)

award
CUHK-SYSU 78 140
RegDB 82 150
SYSU-MM  (Multi-
Mod) 77 130
Proposed
methodology 85 155
(RLCMPRF)

Table 6 shows the performance of the model on
different datasets. The proposed method (RLCMPRF)
outperforms the other methods on all three datasets with
the highest success rate and the largest average cumulative
reward. Especially on the RegDB dataset, the success rate
and the average cumulative reward reached 82% and 150,
respectively. On the other two datasets, the RLCMPRF
method also performs well.
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Table 7: Learning curve comparison

Number of | Average
Methodologies iterations cumulative
(times) award
Latest Deep
Learning Methods 500 130
Attention
mechanism 450 140
enhancement
methods
Meta-Learning
Methods 600 145
GAN method 550 135
Proposed
methodology 300 150
(RLCMPRF)

Table 7 shows the comparison of the learning curves
of the different methods. The proposed method
(RLCMPRF) achieves a higher average cumulative
reward with a lower number of iterations, indicating a
faster learning rate.

4.3 Discussion

By analyzing the Reinforcement Learning-based
Cross-modal Pedestrian Re-identification Framework
(RLCMPREF) against the latest algorithms, we find that the
framework outperforms in several key metrics. First, in
terms of average cumulative reward, the RLCMPRF
method achieves 150, which is much higher than the state-
of-the-art deep learning methods (130), attention
mechanism enhancement methods (140), meta-learning
methods (145), and GAN methods (135). This indicates
that our method is more effective in obtaining positive
feedback when performing cross-modal pedestrian re-
identification tasks, proving its effectiveness in feature
extraction and matching strategy selection. In terms of
convergence speed, the RLCMPRF method converges in
only 300 iterations, which is a significant advantage over
other methods (e.g., 400 iterations for attention
mechanism enhancement methods, 420 iterations for
GAN methods, 450 iterations for state-of-the-art deep
learning methods, and even 500 iterations for meta-
learning methods). This indicates that our framework is
not only superior in recognition accuracy, but also more
competitive in training efficiency, which is very important
for practical deployment. In terms of success rate, the
RLCMPRF method achieves 82%, outperforming meta-
learning methods  (80%), attention  mechanism
augmentation methods (78%) and GAN methods (77%),
and significantly outperforming the latest deep learning
methods (75%). This indicates that our method has higher
reliability and robustness when dealing with cross-modal
data. The performance of the RLCMPRF method is also
quite robust on different datasets, e.g., it outperforms the
other methods on the CUHK-SYSU, RegDB, and SYSU-
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MM (Multi-Mod) datasets, and in particular it
outperforms on the RegDB dataset. This indicates that our
method has good generalization ability and can maintain
high performance in different datasets and application
scenarios.

Although the RLCMPRF method performs well in
several aspects, it also has some limitations. First, the
training process of reinforcement learning algorithms is
more complex and requires a large amount of
computational resources, especially when dealing with
large-scale datasets. Second, the training time and stability
of the reinforcement learning model are highly influenced
by the initial state and policy selection, and further
optimization is needed to improve the robustness of the
model. In addition, the current framework mainly focuses
on the pedestrian re-recognition task, and its applicability
to other visual recognition tasks (e.g., vehicle recognition,
object recognition, etc.) needs to be further investigated.

5 Conclusion

In this study, we propose a reinforcement learning-
based cross-modal pedestrian re-identification framework
(RLCMPREF), which aims to solve the problems of modal
variability, data diversity, data annotation challenges,
matching strategy selection, and model generalization
ability encountered by existing methods in handling cross-
modal pedestrian re-identification tasks. Through
comparative analysis with state-of-the-art algorithms
based on deep learning, attention mechanism
enhancement, meta-learning, and generative adversarial
networks, we verify the superior performance of the
RLCMPRF framework in several key metrics, such as
average cumulative rewards, convergence speed, success
rate, and generalization ability. The experimental results
show that the RLCMPRF method outperforms other
methods on different datasets, especially on the RegDB
dataset where it achieves a success rate of 82% and an
average cumulative reward of 150. The RLCMPRF
framework proposed in this study not only has significant
theoretical value in academia, but also has significant
potential for practical applications. Specifically, the
framework can improve security and convenience, and
enhance public safety by helping security personnel
identify target persons more effectively in public places
such as airports and stations using cross-modal pedestrian
re-identification technology, which maintains a high level
of recognition accuracy even in the face of different modal
data sources.

In actual deployment, RLCMPRF faces some
challenges, especially real-time performance and
adaptability to non-ideal conditions. In terms of real-time
performance, the model needs to process large-scale data
at low latency, which requires optimization in the
inference phase to ensure fast response. The robustness
and adaptability of the model to non-ideal conditions such
as low lighting, occlusion, and posture changes are also
key factors. To address these issues, it may be necessary
to adopt model compression technology, hardware
acceleration, or integrate multiple data sources to improve
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efficiency and accuracy, thereby ensuring that the model
can run stably in various complex environments.
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In response to the special geographical environment and traffic conditions of mountainous highways,
reasonable highway structure design can significantly improve traffic safety and reduce traffic
accidents. Therefore, a grading model and traffic incident detection method for mountainous highway
curve line indicators are developed. By analyzing the traffic conditions and highway structure of
mountainous highways, a classification algorithm based on highway curve structure indicators is
proposed, and a mountainous highway curve structure grading model is constructed. Then, a long
short-term memory network is introduced to design a highway traffic incident detection algorithm on
the basis of Bayesian optimization. The results showed that the correlation fitting degree of curve index
classification based on the classification model was 87.3%. With the increase of feature variables in the
data set, the classification accuracy of the traffic incident detection method for different events showed
a steady increase and reached a stable state of 92.8%. The accuracy of the most advanced method was
only 90%, and the accuracy of the research method was higher than that of the most advanced method.
The comprehensive performance showed that the area under the curve value of the proposed method
was as high as 0.982, which was larger than other comparison algorithms. In addition, the area under
the curve value of the most advanced method was 0.962. The above results demonstrate that the
designed algorithm has good performance, which can effectively segment the curve shape indicators of
highway structures, and accurately detect traffic incidents.

Povzetek: Opisan je model za klasifikacijo oblike krivulje gorskih avtocest in inteligentna metoda za
zaznavanje prometnih nesre¢ (IRF-HTID-BO-LSTM). Pristop izboljsuje zaznavanje prometnih nesre¢

na gorskih cestah.

1 Introduction

The modernization of transportation is an important
symbol of national modernization. For a long time, under
the leadership of the Party, China's transportation has
achieved remarkable achievements around the center and
serving the overall situation [1]. China is accelerating the
construction of transportation infrastructure. Focusing on
the central task of the Party, China is striving to promote
the high-quality development of transportation and
construct the transportation power, guaranteeing Chinese
path to modernization with modern transportation
services with more Chinese characteristics, Chinese style,
and Chinese style [2-4]. However, the traffic conditions
of mountainous highways are constrained by the complex
structure of mountainous highways. The highway
structure of mountainous highways is closely related to
traffic conditions, which poses challenges to highway
design and precise management of traffic safety. A
scientifically reasonable index structure of highway

structure not only affects the safety, but also directly
affects traffic smoothness and service efficiency [5-6].
Moreover, in the management of mountainous highways,
the highways’ structure is characterized by complex
curved lines, frequent sharp turns, and continuous curved
structures, which leads to more complex traffic
conditions and traffic management work. In addition,
according to statistics, there were 256,409 incident
accidents in China in 2022, with an average of over 700
incidents per day and an average of 166 deaths per day.
This has caused huge losses to people's property and life
safety [7]. In addition, current traffic detection methods
mainly focus on highways, rural highways, etc.
Mountainous highways are difficult to achieve efficient
and accurate detection and feedback due to complex
highways conditions and poor signals. Therefore, the
main research question is how to introduce intelligent
traffic incident detection technology, which plays an
important role in promoting intelligent management of
transportation and ensuring the safety and stability of the
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transportation system. Meanwhile, how feature selection
and Bayesian optimization LSTM can improve the
accuracy of mountainous highways traffic incident
detection. In response to the above issues, the study first
designs a classification model for the curve shape
indicators of mountainous highways, and then uses the
Improved Random Forest Algorithm (IRF) for feature
variable selection. An improved Long Short-Term
Memory (LSTM) based on Bayesian Optimization (BO)
algorithm is proposed. Based on the above content, the
Intelligent Highway Traffic Incident Detection Algorithm
(IRF-HTID-BO-LSTM) is designed. The research
objective is to design a classification model for
mountainous highway curve indicators and an intelligent
traffic incident detection method. By exploring the
structural constraints of mountainous highways, it is
expected to improve real-time traffic incident detection
capabilities, avoid secondary traffic incidents, ensure
smooth and safe operation of highways, and enhance the
intelligent management level of mountainous highways.
The innovation of research mainly includes the following
two aspects. Firstly, the model structure optimization
method and highway curve level grading method for the
design of flat curve length grading for mountainous
highways are used to provide stronger support for traffic
management decisions. In addition, the BO is introduced
to optimize the hyper-parameters of the LSTM model,
and the mixed sampling technology is used to reconstruct
the imbalanced traffic data set. By constructing an initial
variable set, more sensitive features to traffic incidents
are determined to ensure the safety and stability of
mountain highways, promoting the intelligence of traffic
management.

2 Related works

With the development goal of building a comprehensive
transportation power proposed, mountainous highway
transportation has experienced rapid development.
However, the complex driving environment of
mountainous highways places higher demands on vehicle
performance, driving skills, and attention than non
mountainous highways, resulting in a high incidence of
traffic accidents on mountainous highways and
particularly prominent traffic safety accidents. Numerous
scholars have conducted in-depth analysis and
exploration on this matter. S. Cafiso et al. used warning
signs to alert drivers to external changes in flat direction
and speed to improve cornering safety. A unified curve
standard on a two-lane road was built, allowing drivers to
adjust their speed based on actual wind speed. The
relative changes in collision rates of various risk
categories were analyzed, and the factors affecting
collisions were estimated [8]. G. Ashley et al. found that
traffic incidents cause billions of dollars in losses to the
United States every year. Therefore, the study utilized
machine learning for collision analysis to identify driver,
vehicle, and road related factors that affect driving risks
in various location types. The research results showed
that drivers who performed visual tasks at uncontrolled
intersections were 2.7 times more likely to have a

X. Gu et al.

collision than drivers who did not perform the
aforementioned tasks. The above findings further proved
that establishing a safety awareness project for
intersection safety was imperative [9]. M. R. Fatmi et al.
developed a Logit model based on latent segmentation to
analyze the severity of traffic collision injuries using
collision data reported in Nova Scotia, Canada from 2007
to 2011. There was a segmentation of high-risk and low-
risk damage severity. Moreover, high-risk road sections
generated higher levels of injury severity, while low-risk
road sections generated lower levels of injury severity
[10]. D. E. Monyo et al. found that in areas with complex
road features and frequent traffic conflicts, older drivers
had an increased risk of making mistakes. Overpass is a
highway location that presents more driving challenges
than other basic road sections. Therefore, based on the
traffic accident data from Florida from 2016 to 2018, this
study used latent category clustering analysis and penalty
logistic regression to explore the factors that affect older
drivers' driving errors on interchanges. The results
revealed that factors such as distracted driving, area type,
and speed limit were all important in specific clusters
[11].

To ensure the efficient and safe operation of
mountainous highways, intelligent traffic incident
detection methods are gradually being applied in the
transportation field. However, current detection methods
have shortcomings such as low efficiency, untimely
feedback, and work intensity, which cannot adapt to
complex mountainous highways. S. B. Li et al. developed
an incident detection method on the basis of toll station
data to ensure the smooth operation of highways, reduce
traffic congestion, and avoid secondary accidents. A case
study experiment was conducted on the highway network
in Shandong Province. The method effectively detected
highway incidents, dynamically evaluated the status of
the transportation network, and provided suggestions for
highway management departments [12]. X. Zhang et al.
designed five methods for establishing and calculating
traffic accident management measurements to manage
highway accidents and reduce their impact. The research
method could identify the advantages and disadvantages
of accident management strategies and modify practices
accordingly [13]. P. H. L. Rettore et al. designed a
method for enriching highway data. Data from
heterogeneous data sources was fused to enhance the
service framework of intelligent transportation systems
and improve the description of traffic conditions through
location-based social media data. The traffic incident
detection model achieved a score of over 90% [14]. M.
Won et al. proposed an outlier analysis process to
alleviate traffic congestion caused by traffic incidents and
restore traffic system performance as safely and quickly
as possible. This process was used to estimate the outliers
of each detected event and utilized such outlier
information to improve the prediction accuracy of
incident duration. Through application examples, the
research method improved the accuracy of estimating the
duration of traffic incidents and detected potential system
defects related to incident response, data recording,
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resource management, etc [15]. Following the above
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literature summary, Table 1 is compiled.

Table 1: Summary of literature results.

Author Research method Research results
S. Cafiso et Constructing unlforr_n curve sta}ndards_on two- The system needs to be revised, both on actual risk
lane roads allows drivers to adjust their speeds AN L
al. - classification and how it is managed
to actual wind speeds
Using machine learning for crash analysis to
identify driver, vehicle, and road-related Drivers who perform visual manual tasks at
G. Ashley factors that affect the risk of driving in uncontrolled intersections were 2.7 times more likely
etal. different locations and then analyzing the most | to be involved in a crash than drivers who do not
important factors derived from the machine perform the above tasks
learning analysis
A Logit model based on potential segmentation Therg are segments of high ”S!( and low risk injury
M. R. : .| severity, and the linear road alignment produces
: was developed to analyze the severity of traffic | | : A ; O .
Fatmi et al. P higher injury severity at high risk sections and lower
collision injuries L d : .
injury severity at low risk sections
The factors influencing the driving error of Variables that are significant in a particular cluster,
D.E. . : . . L
elderly drivers on the interchange were and in factors such as distracted driving, area type,
Monyo et . . - L . . L
al investigated by potential category cluster speed limit, etc. are important in all collisions versus
' analysis and penalty logistic regression a few specific clusters
Taking the expressway network of Shandong
Province as an example, a numerical example test is
S.B. Liet An event detection method based on toll carried out. This method can effectively detect
al. station data is proposed highway accidents, dynamically estimate traffic
network status, and provide suggestions for highway
management departments
Establishment and calculation method of five
traffic accident management measures The method can identify the strengths and
X. Zhang et : . - .
al corresponding to the establishment and weaknesses of accident management strategies and
' improvement of traffic incidents by Kentucky | modify practices accordingly
Transportation Cabinet
A road data enrichment approach is proposed
PHL to enhance the framework of intelligent
R.ett(.)re.et transportation system services by fusing data The traffic incident detection model of the study
al from heterogeneous data sources, and to method obtained a score of more than 90%
' improve the description of traffic conditions
through location-based social media data
An outlier analysis procedure is proposed to The research method can improve the accuracy of
M. Won et | estimate the outlier for each detected event and | traffic incident duration estimation and detect
al. use such outlier information to improve the potential system deficiencies related to incident
predictive accuracy of event duration estimates | response, data recording, and resource management

Based on the above content, the current research
results mainly focus on the correlation between road
traffic conditions and structure conditions and intelligent
traffic incident detection methods. The SOTA method
with the best performance is the intelligent traffic service
framework integrating heterogeneous data sources, but it
still has certain limitations, that is, it is difficult to
accurately analyze the road structure and traffic safety
conditions of mountain highways. Its subsequent
management cannot get timely feedback, usually in
traffic accidents, and it takes more time to deal with.
Therefore, an index optimization method and a highway
curve grading method for the flat curve structure grading
of mountainous highways are developed, and an IRF-

HTID-BO-LSTM method is designed to detect traffic
incidents.

3 Construction of a grading model
for curve shape index of
mountainous highways and a
traffic incident detection method

The study first proposes an index optimization method
for grading the structure of highway flat curves and a
method for grading highway curve levels. Then, a feature
variable selection method based on IRF is designed, and
an LSTM model based on BO is constructed. Finally, a
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mixed sampling method is combined with the above
content to obtain the final IRF-HTID-BO-LSTM method.

X. Gu et al.

grading method for highway curve
levels

The complex geometric conditions of highways often
become one of the important factors that induce traffic

incidents.  Identifying geographical features and
3.1 Optimization method for index grading establishing practical connections between traffic
of highway flat curve structure and
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Figure 1: The correlation between traffic conditions and other factors.

conditions can help optimize highway safety risk
assessment, and improve the accuracy and practicality of
traffic management work [16-17]. The research first
collects related highway alignment data, including G109,
Beijing-Lhasa Highway (Ningxia Section), G110,
Beijing-Qingtongxia Highway (Ningxia Section), G211,
Yinchuan-Rongjiang Highway (Ningxia Section), G244,
Wuhai-Jiangjin Highway (Ningxia Section), G307,
Huanghua-Shandan Highway (Ningxia Section), G309,
Qingdao-Lanzhou Highway (Ningxia Section), G312,
Shanghai-Khorgos Highway (Ningxia Section), G327,
Lianyungang-Guyuan Highway (Ningxia Section), G338,
Haixing-Tianjun Highway (Ningxia Section), G341,
Jiaonan-Haiyan Highway (Ningxia section), G344,
Dongtai-Lingwu highway (Ningxia section), G566, Xiji-
Tianshui Highway (Ningxia section). Furthermore,
survey data on highway traffic conditions from 2022 to
2023 are collected from the aforementioned highways.
Based on this, a geographic information system-based
database for highway alignment and traffic condition
management is constructed. Firstly, the correlation
between traffic conditions and other factors is analyzed,
as shown in Figure 1.

Figures 1 (@) and 1 (b) respectively show the
correlation between different curve lengths and saturation
rates, and both exhibit consistent distribution trends. The
relationship between the curve shape and traffic
conditions, as well as other factors, is shown in Figure 2.

In Figure 2, highway sections with longer flat curve
lengths often exhibit higher saturation rates and larger
average daily traffic volumes. Within a certain length
range of a flat curve, the saturation rate and average daily
traffic volume of the highway section fluctuate within a
certain range. A longer flat curve allows vehicles to pass
at higher and more stable speeds, exhibiting a higher
saturation rate of traffic flow on the highway section.
After introducing the average highway speed factor, the
correlation between its distribution is less obvious. Based
on the above analysis, combined with the modeling
concept of highway traffic safety analysis in the
interactive highway safety design model and the actual
situation of traffic conditions on mountainous highways
in China, as well as the correction coefficient of flat curve
indicators, a suitable structural analysis model for flat
curve indicators on mountainous highways is constructed.
In addition, based on the specific situation of
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(a) The relationship between the length
of the flat curve and traffic conditions
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Figure 2: The relationship between curves and traffic conditions and other factors.

Table 2: Highway curve grading method.

Model level reference Design speed (km/h) Minimum length of flat curve (m)
c L 40 <200

c_L 60 (200, 300]

c U 80 (300, 400]

c_ 100 (400, 500]

c v 120 (500, 600]

mountainous highways, and the collected incident and
geometric data of mountainous highways, an accident
prediction and correlation model suitable for
mountainous highways is established, as shown in
equation (1).
Quality = AADT =vg'+C_LB*+V/C S +...+Varp" +¢ (1)
In equation (1), Quality and AADT represent the
robustness of the road network and the average daily
traffic volume, respectively. v, 8, C_L V/C, Var
and & correspond to the average vehicle speed,
regression coefficient, flat curve length, road saturation
rate, other reference factors, and errors of the road
section, respectively. The regression method is applied to
consider the relationship between geographical features
and traffic flow under road network indicators, which can
evaluate the applicability of indicators in traffic flow
research. Deepening the grading optimization of the flat
curve structure and indicators has a promoting effect on
further improving its application value in practical
decision-making. Therefore, the study summarizes curve
type data as the classification basis, and further
supplements and expands the interpretable flat curve

length by introducing a grading expansion model for

optimization, as expressed in equation (2).

Quality = AADT =C _L°B°+C_LS' +..+C_L"B"+..+& (2)
From this, grading processing can be carried out.

The specific content of the highway curve classification

method is shown in Table 2.

3.2 Feature variable selection for traffic
incidents detection based on improved
random forest

There is a close relationship between highway structure
and traffic safety. To further achieve intelligent detection
of traffic incidents on mountainous highways, it is
necessary to first determine the effective feature variables
for the HTID algorithm. Secondly, based on the Traffic
Flow Fluctuation (TFF) theory, the traffic flow change
characteristics under the highway traffic incidents should
be analyzed to establish a comprehensive initial variable
set for the HTID algorithm. Then, the key variables
sensitive to traffic incident detection are screened.
Finally, the feature variable set of the HTID algorithm is
obtained.
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Figure 3: Flow chart of RF algorithm.

The TFF theory simulates the continuity equation of
fluids through the basic principles of fluid mechanics,
constructs the continuity equation of traffic flow, and
seeks the theoretical relationship between traffic flow,
density, and speed [18-19]. The specific application
process of TFF theory is as follows. Firstly, the speed,
traffic flow, and density of section A are v,, f,,and p,

. Then, based on the principles of TFF theory, the impact
of traffic flow parameters on mountainous highways is
analyzed in the event of a traffic accident [20-22]. When
an accident occurs, the traffic capacity of section A will
decrease to less than f, , and the f, reaching the

downstream section will also decrease until it becomes
the traffic capacity for a highway traffic incident. The
sudden change in traffic status downstream of the road
section can be marked as D for the traffic flow state here.
Because the speed change corresponding to the transition
state from A to D is relatively small, a forward wave will
be generated. The waveform can be abbreviated as v,j ,

as calculated in equation (3).
fA — fD
V. =— 2
® Pa~ Pp ®)

In equation (3), f, and pp correspond to the traffic
flow and density at state D, respectively. At upstream of
the traffic incident point, the speed and flow will decrease
accordingly, creating a high-density range represented by
points A to E. At this time, the traffic flow status of the
road section is denoted as E. A backward wave will be
generated at point E, and the corresponding wave is
abbreviated as V¢, as shown in equation (4).

fA — fE

Ve =——— 4
e Pa~ Pe )

In equation (4), fz and p correspond to the traffic
flow and density at state E, respectively. As time
progresses, the area around the traffic incident will be
divided into four sections. The traffic flow in the
upstream and downstream parts of the entire section will
still maintain its original turning direction. The upstream
direction at point A will be greatly affected, while f,
and pp at point D will decrease, resulting in congestion.
At E, fo will decrease, but pz will maintain a high
value, which constrains the traffic capacity. If A is not
promptly handled, the impact of highway traffic time on
traffic volume will continue to expand over time,
ultimately leading to the shock waves and diffusion
waves upstream and downstream, respectively. Through
the analysis of TFF on the above-mentioned highway
traffic incidents, it can be concluded that there are certain
patterns in the changes that occur. Therefore, the basic
parameters of traffic flow can be used as input parameters
for subsequent intelligent detection algorithms. To more
significantly represent changes in traffic flow, various
relevant parameters can be combined, or different
parameters of upper and lower detectors can be
combined.

In addition, the study constructs an initial variable
set, which includes the actual traffic flow parameter
values obtained by detector detection, the product of the
differences between different traffic flow parameters of
upstream and downstream detectors, the ratio of
measured traffic flow parameter values, and the
difference and ratio between the measured traffic flow
parameters of the same detector and the predicted values.
The predicted values are obtained through the moving
average method. To better select the feature variables of
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HTID algorithm, the IRF is proposed for feature variable
selection. The IRF algorithm mainly consists of two
parts, the RF part and recursive feature elimination. The
specific process is as follows. Firstly, in the RF section,
M samples are randomly and selectively selected from

RF algorithm is used to

Start calculate the importance Select features
of variables according to their
[ importance
00 20s
00 @ ,
°
B Ny
e A
&=

Training set

Recursive features eliminate
the least important variables
and update them
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K original samples using Bootstrap. The selected and
unselected samples form the  decision tree

U,(Mm=12,..9) and Out of Bag (OOB) M>*® ,
respectively. Secondly, K, initial variables are randomly

Is the number of
features currently the
highest score?

e

End

verification

Output variable
sorting

Figure 4: IRF process diagram.

selected from the initial variables, and the optimal node is
selected from ki, for each split of the tree [23-25]. In the

growth process of the forest, each tree does not need
pruning and will continue to split. By repeating the above

operation d times, RF f =(a1,a2,...,aq) can be
obtained. For each decision tree, the classification
accuracy P, is calculated using OOB data G°*®. In the
training set, each initial variable is denoted as «,, and
random noise is introduced into the &, of G°*° to obtain

new data G . The @, of each a,, for the hidden G°%®

is calculated. Finally, the importance

calculated, as shown in equation (5).
q

1 A
ID =EZ(ab -a)

j=1

ID of « is

®)

On the basis of the above content, the RF algorithm
is displayed in Figure 3.

After the RF part is completed, ID can be used as a
basis to select each number of features one by one, and
then cross validate the selected feature set. Finally, the
number of features with the highest average score is
obtained and determined [26-27]. Combining the RF part
and recursive feature elimination, a complete schematic
diagram of the IRF process can be obtained, as shown in
Figure 4.

In Figure 4, the ID of «, is first calculated and
sorted, and then the recursive feature elimination method
is used to extract features while updating the feature set.
The above steps are repeated until all features are
traversed and the feature set with the best accuracy is
selected. Then, the cross-validation method is used to

select the highest feature score set. Finally, the feature
variable set and sorting are obtained.

3.3 Highway traffic incident detection
algorithm based on LSTM optimized
by bayesian optimization

After the feature variable selection is completed, the

HDIT algorithm can be constructed based on the grading

model. Usually, recurrent neural networks are applied in

short-term information prediction, but they cannot meet
the requirements of higher accuracy prediction. However,

LSTM can solve the gradient vanishing in the above

neural networks and perform long-term learning of

relevant information tasks. The structure of LSTM only
adds cell states on the basis of recurrent neural networks,
which are used to store previously learned information
and sequences, and achieve information exchange
through special forms. This structure can increase
memory implementation, so it can present good results in
many problems [28-30]. The core part of LSTM is the
neuron state. The information in the neuron state is
controlled through a gating mechanism, which mainly
includes four parts: forget gate, input gate, update gate,
and output gate. In the forget gate, it is implemented
through the Sigmoid layer, as expressed in equation (6).

R :O-[WF[(ht—l’Xt)-i_pF] (6)

In equation (6), F is the output value of the forget
gate. o, W, h_;, and p:- correspond to the activation
function, weight value, output of the previous neuron, and
bias value, respectively. In the input gate, candidate
vectors are generated through the tanh layer. The required
finer values are determined by the sigmoid function. The
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output I, and update content Cft of the input gate are
calculated using equation (7).
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Figure 5: The process of optimizing LSTM hyper-parameters based on BO.

In equation (7), tanh is the tanh function. W, and
W, correspond to the weights of input gates and cell

states, respectively. p, and p. are the bias values of the

input gate and cell state. In the update gate, it is necessary
to update the cell state, as calculated in equation (8).

Cl = Ft[Ct—l + III:CI (8)
In the output gate, the expression for the output
result O, is shown in equation (9).

O =c[Wol(hyx)+po] (9

In equation (9), W, and p, are the weight and bias
values of the output gate, respectively. The final output
result h, is calculated using equation (10).

h, =0O,tanh(C,) (10)

LSTM has significant advantages in processing long
time series tasks. It is more in line with actual situations,
which facilitates subsequent classification tasks. All
hidden units in the last layer are output, and then linked
to the fully connected layer to complete binary
classification. Due to the influence of hyper-parameters
on the model performance, it is crucial to determine the
appropriate combination of hyper-parameters. The BO
algorithm is a hyper-parameter optimization method that
can intelligently select the next evaluation point based on
historical observation results, achieving parameter
configuration close to the optimal solution in fewer
iterations, and overcoming the time-consuming and
unstable random results of other hyper-parameter setting
methods. Therefore, it is used to optimize LSTM to

achieve better performance in highway traffic incident
detection. The specific process of optimizing LSTM
model with BO algorithm is as follows. Firstly, the range
of hyper-parameters is set and initialized to obtain the
corresponding hyper-parameter data set. A set of data is
randomly selected for Gaussian process regression to
establish a probability distribution function and fit the
objective function. The prior distribution of the Gaussian
process is updated by the loss value, and the surrogate
model is modified. Then, the sampling function is applied
to select the next optimal sample point, which is the point
X to be evaluated. The above points are input into
LSTM for training, which can obtain the new output
value Y; of the objective function, update it to the sample

set Q={(X1,yl),(xz,yz),...,(xn,yn)} , and update the

lining model. Finally, the condition judgment is
completed through the loss value. If the value satisfies the
requirements, the loss value and the current optimal
hyper-parameter combination can be output. Otherwise,
Q is updated, and the iterative correction process can be
continued until it meets the requirements. From this, the
process of optimizing LSTM hyper-parameters based on
BO can be obtained, as shown in Figure 5.

In Figure 5, the first step is to determine whether the
model has completed initialization. If it has, the sampling
function selection step can be entered. Otherwise, the
initialization step can be entered. Next, the initial sample
points are randomly selected and used to initialize the
LSTM model. Then, a Gaussian process is applied to
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Figure 6: Schematic diagram of IRF-HTID-BO-LSTM method flow.
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Figure 7: The convergence performance of different methods and the results of initial characteristic variable selection.

establish a surrogate model for predicting LSTM hyper-
parameters. Finally, a new combination of hyper-
parameters is selected through the sampling function and
used to train the LSTM model. Finally, the performance
is checked to check whether it meets the requirements. If
it does not meet the requirements, the Gaussian process is
returned. If it meets the requirements, the process can be
ended. During the optimization process, the designed
hyper-parameters include learning rate, batch size,

iteration count, number of hidden layer nodes, and time
step size. The values of learning rate are [0.01, 0.001, and
0.0001], the range of batch size values is [32, 64, 128,
256, 512], and the settings of other hyper-parameters are
based on past experience. During training, to balance the
samples, a mixed sampling processing method is
combined with IRF-based feature variable selection and
BO-optimized LSTM to obtain the final IRF-HTID-BO-
LSTM algorithm. The specific implementation process is
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as follows. Firstly, the determined feature variables are
applied to construct the training set and obtain the output

matrix, as shown in equation (11).
Y1
Y,
OP=[y,]=|. (11)
y5400

In equation (11), y; €{0,1} represents the label of
the i -th input sample. 1 and O correspond to the event
label and non-incident label, respectively. Based on the
partitioning of the training set, the output corresponding
to the first 2700 input samples is 1, and the remaining
samples are 0. In the training and optimization part of
LSTM, the input data set {XS,Xs € Xt s Ys eYt_set} is
first determined. Then, the forget gate, input gate, update
gate, and output gate are sequentially passed. After

training each segment X, through the highway traffic

incident detection method, the final feature vector Y™

output by LSTM can be obtained, as shown in equation
(12).
YsLSTM = Lisru (XS;WF We W, on) (12)
In equation (12), L