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In the context of a boost in tourism and transportation, people's needs for the quality of tourism services
are also increasing. Traditional scenic spot recommendations and itinerary planning methods cannot
meet the personalized needs of tourists. Therefore, to achieve personalized services for tourist
attractions and itineraries, this study introduces weakly correlated adaptive evolutionary algorithms
and archival strategy algorithms to improve multi-objective optimization algorithms. It proposes an
adaptive multi-objective evolutionary algorithm model for interest point recommendation and a multi-
objective archival ant colony algorithm model for itinerary planning. The experimental results
demonstrated that the proposed algorithm exhibited a 10% superiority over the enhanced algorithm in
the recommended value of tourist attraction heat features and a 22.2% superiority in the recommended
value of tourist attraction social network features. In trip planning, the convergence speed of the
proposed algorithm model was faster, and the optimal solution could be found in 100 iterations, while
the traditional algorithm needed 140 iterations. In addition, the DTLZ and WFG function test sets were
used to evaluate the algorithm s performance. When the target number was 8, the HV value of the
proposed algorithm was 0.42 and 0.16 higher than that of the improved algorithm and MOEADD
algorithm, respectively. In the trip planning experiment, the total trip length was shortened from 213.4
km to 170.2 km by optimizing the path, effectively reducing unnecessary travel distance. The introduction
of a weak correlation adaptive evolutionary algorithm and archiving strategy has led to a notable
enhancement in the precision and efficacy of travel interest point recommendation and trip planning.
Furthermore, this study has delineated a novel technical avenue for the advancement of personalized
tourism services.

Povzetek: Predlagan je izboljsan vecciljni evolucijski algoritem za priporocanje turisticnih tock in
nacrtovanje poti, ki skrajsuje potovalno razdaljo, povecuje priporocila in izboljsuje program glede na

individualne preference turistov.

1 Introduction

With the development of the tourism industry and the
continuous progress of information technology, people's
demand for tourism is also constantly increasing [1]. In the
context of smart tourism, itinerary planning, and interest
point recommendation are two core application scenarios.
Journey planning needs to consider multiple factors, such
as travel time, cost, attraction preferences, etc., while point
of interest recommendation needs to be personalized on
the ground of user preferences and behavior patterns. As a
commonly used optimization technique, a multi-objective
evolutionary algorithm (MOEA) can be used to solve these
problems [2]. However, there are still some problems in
the application of current MOEA, such as single
recommendation results, lack of real-time performance,
and inability to handle large-scale data [3]. Traditional

travel planning methods typically use greedy or heuristic
algorithms to find the optimal solution [4-5]. These
methods often only consider a single objective function,
such as the shortest travel time or the lowest cost, while
ignoring other factors, such as attraction preferences.
Therefore, this study proposes a multi-objective (MO) ant
colony algorithm (ACA) with a fusion of archiving
strategies for path planning and an adaptive evolutionary
algorithm based on weak correlation to address the
demerits of traditional methods. The innovation of the
research lies in the proposal of two algorithmic models for
scenic spot recommendation and itinerary planning. These
models are designed to consider multiple objective
functions simultaneously and to use archiving strategies to
filter and retain solutions, thereby improving search
efficiency. The first part of the study will provide a review
of relevant research, introducing the current application
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status and existing problems of MOEA. The second part
will offer a detailed introduction to the research methods
and implementation steps of adaptive evolution and
archiving strategies that integrate weak correlations. The
third part will conduct case studies to verify the feasibility
of the algorithm model through experiments. Finally, the
fourth part will summarize the research results and propose
future research prospects. Through in-depth research and
practice of this technology, it is expected to promote the
intelligence of tourism services while meeting the tourism
needs of different groups.

2 Background

MO algorithms are often applied to problems that require
considering multiple conflicting objectives. To optimize
the uneven distribution of individuals in the target space,
Qiao et al. presented an adaptive hybrid evolutionary
immune algorithm on the ground of MO algorithms. After
experimental verification, the results showed that the
algorithm could effectively avoid local optima and
possessed a high convergence speed [6]. To investigate the
impact of energy replenishment and data collection on
network performance, Wang's team proposed a MO path
planning model for joint energy replenishment and data
collection. After verification, the target values of the
model in data collection increased by 1.87%, 1.22%,
4.49%, and 2.10% [7]. To achieve MO optimization
structural design of upper structure composite sandwich
panels, Gholami et al. proposed a new MO niche Memetic
particle swarm optimization algorithm. After experimental
verification, the model proposed by the research has better
performance [8]. Moghdani et al. proposed a MO
volleyball super league algorithm to solve global
optimization problems with MO functions and used it to
solve 10 complex MO benchmark problems. The
outcomes showed that this algorithm was superior to two

state-of-the-art algorithms in MO benchmark problems [9].

To analyze the preferences of different decision-makers,
Liu's team proposed a new decomposition MO
evolutionary algorithm based on multi-layer interaction
preferences. After testing, the results showed that the
algorithm could effectively utilize preference information
to search for the optimal solution and successfully handle
many objective optimization problems [10].
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The preferences of different groups towards tourist
attractions and itineraries drive the development of tourism
services. To achieve urban planning and tourism policy
goals, Gil et al. used GIS search engines to analyze
frequency and determine the most popular points of
interest (POIls), and conducted correlation and regression
analysis. The results indicated that this method provided
effective information on scenic spots and tourist
preferences for urban planners and tourism policies [11].
Liu et al. presented a new negative sampling method for
increasing the accuracy of recommending interest points
to users, considering both geographic distance and POI
classification distance. Experiments have shown that the
research method was at least 19.7% higher in F1 scores
than the most advanced models, and at least 24.4% higher
in NCG scores [12]. Chen et al. fused different categories
of interest point data and multi-source remote sensing data
to construct a three-dimensional model. This was to
explore the nonlinear relationship between different
geographical prediction factors and different heat source
AHEs. After research, the results indicated that POl data
had great potential in improving the accuracy of AHF
mapping [13]. Uclea et al. conducted a sample survey of
Romanian social media users and conducted multiple
regression analysis, aiming to determine the role of social
media in estimating the attractiveness of tourism
destinations. The results indicated that social media
possessed an essential influence on the tourism planning
process [14]. To help tourism companies effectively obtain
tourist interest information, Cheunkamon et al.
synthesized TAM, TPB, and trust and satisfaction factors
for developing a model of the relationship between
structural factors. Research has shown that this model
helped develop tourism marketing strategies and support
sustainable competition [15].

Table 1 summarizes the key features, performance
indicators, and limitations of these studies. Table 1
illustrates the advantages and potential for improvement of
the proposed algorithm in the context of tourism interest
point recommendation and itinerary planning, as
compared to existing algorithms. The incorporation of a
weak correlation adaptive evolutionary algorithm and an
archiving strategy has led to a notable enhancement in the
precision of recommendations and the efficacy of trip
planning.

Table 1: Related literature review table

Algorithm name Key feature

Performance indicators limitation

Qiao et al. 's adaptive hybrid
evolutionary immune multi-
target algorithm [6]
Wang's team proposed a MO
path planning model
combining energy recharge
and data acquisition [7]
MO niche hybrid particle
swarm optimization

algorithm proposed by board

Adaptive hybrid evolutionary ~ High convergence speed,
immune algorithm based on
uniform distribution selection

Energy replenishment and
data acquisition for wireless
rechargeable sensor networks

MO optimization design for
composite sandwich sandwich

No specific mention of
big data processing
capabilities

effectively avoid local
optimization

Significant improvement
in data collection target
value

Tourism application
scenarios are not
mentioned

Travel
recommendations or
itinerary planning are

The performance is
better than other
algorithms, but it is not
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Gholami et al. [8]
MO Volleyball Super
League algorithm proposed
by Moghdani et al. [9]
Multi-layer interactive
preference decomposition
MOEA proposed by Liu’s
team [10]

Gil team used GIS search
engine to analyze the
frequency of tourist
attractions [11]

New negative sampling
method proposed by Liu et
al. [12]

Chen et al. integrated
different types of interest
point data and remote
sensing data [13]

WAEA model is proposed in
this study

Solve global optimization
problems for multiple
objective functions

MO optimization based on
multi-layer interactive
preferences

Use search engine data to
analyze the frequency of
tourist attractions

Improve the accuracy of point
of interest recommendations,
taking into account
geographical distance and
POI classification distance
A 3D model was constructed
to explore the relationship
between geographic predictor
and heat source
MO optimization based on
weak correlation adaptive
evolutionary algorithm

quantified
Excellent performance
on a number of
benchmark issues
Using preference
information effectively
to deal with MO
optimization problems
Provide effective
information on tourist
attractions and visitor
preferences

F1 scores and NCG
scores improved
significantly

Improve the accuracy of
AHF mapping

Improved
recommendation
accuracy

not involved

Not directly used in
the field of tourism

Real-time performance
in specific application
scenarios is not
mentioned
Lack of real-time
recommendation and
trip planning
capabilities

No mention of large-
scale data processing
capabilities

Not directly applied to
travel
recommendations

3 Application of

improved MO

algorithm in tourism interest points

and itinerary planning

To address the issues of accuracy and rationality of travel
interest point recommendations in tourism services, this
study is based on the MOEA and introduces weakly
correlated adaptive evolutionary algorithms to improve
[16]. The aim is to construct a tourism interest point
recommendation system. Simultaneously incorporating
the archiving strategy into the MO ACA aims to construct
a travel planning optimization model.

3.1 MO evolutionary algorithm optimization
strategy for tourism interest point

recommendation

With the improvement of economy and living standards,
tourism has become one of the important leisure and
entertainment methods for people. However, traditional
tourism recommendation methods cannot meet the
personalized needs of tourists, cannot reflect market
conditions in a timely manner, and it is also difficult to
explore user interests and hobbies. The MO evolutionary
algorithm combines multiple objective functions to
comprehensively consider multiple factors and can solve
MO optimization problems [17]. Therefore, this study is
based on the MO algorithms to achieve recommendation
of tourism interest points. The recommended objective
function in the MO algorithm is shown in equation (1).

Minf(X) = (f,(X), f,(X),..., f,(X)) (1)

In equation (1), M s the total of multiple factors.
X is the recommended solution. f (X) is the function
value of the recommended solution. The expression
formula for the objective function value is shown in
equation (2).

fi=d(X,A) O]

In equation (2), A is the recommendation result
considering the i -type factor in the recommendation
function. d is the Euclidean distance in the
recommended solution and the i -class factor. However, a
single MO algorithm lacks real-time analysis of data and
is difficult to handle data sparsity. The weak association-
based adaptive evolutionary algorithm (WAEA) can adapt
to market changes and user needs through continuous
learning and  optimization,  achieve  dynamic
recommendations, and improve the intelligence and
accuracy of recommendations. This study introduces the
WAEA on the basis of MO algorithms to achieve
improvements. In the WAEA, the habitat angle of the
target space needs to be calculated first, and its expression
is shown in equation (3).

a= .T{?gle}un} J'E{rlr;!“r‘l'N}across(\/l,Vj)} 3)

In equation (3), V is the unit reference vector. ]
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is a constant value. @ represents the perspective of the
subspace habitat. Correspondingly, the angle subspace of
the target space can be obtained, as expressed in equation

(4).

C :{OeRm

<0,Vi>:%,Vi:1,2,...,N} @)

f(2)

A

—> Reference vector

Subspace boundaries
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In equation (4), O is the boundary vector. After
generating the subspace, the original target space is
divided to form a habitat with a consistent range, where the
solution of the target is associated with the reference vector.
Figure 1 is a schematic diagram of sub-association and
multi-association generation in a two-dimensional target
space.

Multi correlation solution
B Non associative solution

Correlation solution

I .

A

f(1)

»
L

f(1)

Figure 1: Generation of target sub-spaces and multiple association solutions in 2D space

As shown in Figure 1, in the two-dimensional target
space, a sub-association can be represented as an
association rule, where some variables have direct or
indirect dependencies between them. The existence of this
seed association can help us better understand the
relationships between variables in the target space and
provide more accurate prediction and classification
capabilities. Multiple associations can take into account
the interactions and dependencies between multiple
variables, thus providing more comprehensive and
accurate association rules. Next, it considers the angle

min F(s,V,) = {

In equation (6), R(s,V;) is the angle ratio factor.
con(s) isthe sum of target values for each dimension. @
is the penalty parameter. The expression for the sum of the
target values of each dimension is shown in equation (7).

con(s) =D f,(s) (1

Furthermore, the expression for d, can be obtained
as shown in equation (8).

con(s)+6@=d,(s,V;),se P,
con(s)+@=d,(s,V,)*R(s,V,),s ¢ P,

between solutions in the habitat space, and its expression
is shown in equation (5).

Angle(s,V,) = ar cos( f(s)-V,

In equation (5), S isthe solution in the habitat space
population. To further optimize the global selection
strategy, a bimodal scalar function is utilizing for
optimizing the MO problem, and its expression is shown
in equation (6).

(6)

d,=|f(s)—Z2" — 8)

In equation (8), z* is the minimum value of each
target. To handle different types of high-dimensional MO
problems, the penalty parameter & is designed, and two
major criteria, BSF and PBI, are used for parameter tuning.
The parameter tuning process is shown in Figure 2.
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Figure 2: High dimensional MO optimization process

As shown in Figure 2, BSF and PBI criteria are used
to evaluate the stability of the solving process and
determine the optimal value of penalty parameters when
dealing with high-dimensional MO problems [18]. Due to
the complexity of high-dimensional MO problems, the
solution process may become very unstable, resulting in
inaccurate solution results. Therefore, calculating the rate
of change of model function energy using the BSF
criterion can evaluate the stability of the solving process
and determine appropriate termination or convergence
conditions [19]. In MO optimization problems, there are
usually multiple conflicting objectives that require the use
of penalty functions to transform into one objective
function for optimization. The PBI criterion can select the
optimal penalty parameter by comparing the values of the
objective function under different penalty parameters,
thereby facilitating the attainment of superior optimization
results. In summary, by introducing the WAEA to improve
MO algorithms, the objective function is continuously
optimized and adjusted during the solving process of
evolutionary algorithms to achieve better recommendation
results.

3.2 Design of MO ACA for journey planning

based on the archive strategy fusion

In tourism, MO algorithms can not only be applied to
recommendation of tourism interest points, but also to
travel itinerary planning [20]. In tourism itinerary planning,
there are six elements of tourism, namely food,
accommodation, transportation, travel, shopping, and
entertainment. It is necessary to consider the conflict of
multiple elements, and a single objective algorithm is
difficult to obtain high-quality solutions. Therefore, this
study introduces an archiving strategy to obtain better
approximate Pareto frontiers and optimal solutions
through two stages of evolutionary operations. Firstly, it
calculates the number of explorations of tourists' travel
modes between two places, and its expression is shown in
equation (9).

1
x ©)

ed*p

N =

In equation (9), P represents the iterative process
of the ACA. X s the search record or archive record.
Figure 3 shows the MO ACA for the archiving strategy.
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Figure 3: Flow of MO ACA based on the archive strategy

As shown in Figure 3, this study first sets parameters
such as the quantity of ants, quantity of iterations, and
pheromone volatilization rate, and initializes the
pheromone matrix. Next, it aggregates the scenic spots and
constructs a solution space on the ground of the problem
definition of tourism itinerary planning. Each solution is
represented as a travel route, completing the
decomposition of the itinerary. Then, according to certain
rules, it initializes the solutions in the solution space as an
archive strategy, and calculates the attractiveness of each
node. It updates the pheromone concentration of the node
based on the pheromone matrix and attractiveness, and
finally outputs the final solution set. In the integration of

scenic spots, equation (10) is used to calculate them to
avoid duplication.

Tij (t)77,' ®

P =1 secr;(t)nst), j ec (10)
0, jgc

In equation (10), C is the collection of scenic spots.
7; isthe pheromone between two scenic spots. 77; isthe
inspiration information. When updating pheromones,
equation (11) is used for calculation.

Q

Az (t) =4 time(i, j) *cost(i, j),(, j) e p

In equation (11), Q is the intensity of pheromones.
P is the volatilization coefficient of pheromones. 2 is
the number of iterations. This indicates that the formula for
calculating the next iteration of pheromones is shown in
equation (12).

11)
0,(,j)ezp

7; (t+1D) = A— )7 () + pAT; (1) (12)

In equation (12), 1-p is the pheromone residue

factor. Figure 4 shows the process of exploring the travel

modes between two places in the final design.
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Figure 4: Process of exploring travel modes between two places

In the MO ACA based on archive strategy, the data
and exploration times of the current and next attractions
are first input, followed by the starting point and
transportation. If they choose taxis as transportation, they
will reach the next scenic spot, forming a new path.
Otherwise, they will choose other public transportation
methods or walk to reach the next scenic spot. If the
exploration exceeds a certain limit, non-dominant modes
of travel will be selected in the number of choices, and
random selection will be made before output. Otherwise, a
new mode of transportation will be selected. To verify the
convergence and diversity of the algorithm, the HV index
is selected to evaluate the coverage and convergence
diversity of the MO ACA based on the archiving strategy
in the target space. To estimate uncertain parameters,
confidence intervals are used for sample extraction, and
the expression is shown in equation (13).

P(a<x<b)=a (13)
Initialization Information
Travel time Travel time
Budget Tourism destination
information
- {\
Q 2 >

Transportation mode

&

Tourist attractions

Stay

Q-

Tourist routes

Constructing Solution Space

In equation (13), X  is the variable. @ and b are
probability intervals. The quantile expression of @ in the
confidence interval is shown in equation (14).

P(x<Z,)=a (14)

In equation (14), Z, is the quantile. Next, the
probability density function is used to calculate the traffic
time between two scenic spots.

1 exp- o "))

f(t) = (15)

1
o2x
In equation (15), o is the standard deviation. The

final tourism itinerary planning framework based on the
MO ACA with archiving strategy is shown in Figure 5.

Evaluation objective
function

Update Archive Policy

v

At

The Best Tourist
Route

A

Iterative Archive
Strategy

Figure 5: Tourism itinerary planning framework on the ground of MO ACA with archive strategy
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The tourism itinerary planning framework based on
the archive strategy MO ACA can be divided into the
following parts. Firstly, the tourism destination
information, travel time, budget and other constraints, as
well as the preferences and needs of tourists, are inputted
into the tourism itinerary planning. Based on the problem
definition of tourism itinerary planning, a solution space is
constructed using appropriate coding methods. Each
solution represents a tourist route, including tourist
attractions, transportation methods, accommodation, etc.
Next, it initializes the archive strategy, initializing some of
the solutions in the solution space as the archive strategy
according to certain rules. The archive strategy can include
solutions that have already been explored, as well as some
initial solutions. Then it uses MO ACA for iterative search
and continuously updates the archiving strategy. In each
iteration, the ant selects a path based on the archiving
strategy as the current path, and updates the pheromone
concentration of the path based on the pheromone matrix
and attractiveness. It selects the next node based on the
updated pheromone concentration and probability. It
repeats this process until it reaches the endpoint or reaches
the maximum number of iterations. It adds each path to the
archive policy. Next, it evaluates the quality of each
solution in the archiving strategy based on the objective
function of tourism itinerary planning, which includes
travel time, cost, scenic spot tour integrity, etc. It continues
to update the archiving strategy based on the evaluation
results of the objective function, and adds solutions with
good evaluation results to the archiving strategy, while
deleting solutions with poor evaluation results. Finally, the
optimal solution in the archive strategy is output as the
result of tourism itinerary planning. This is defined as the
tourism route that aligns with the needs and constraints of
tourists, while also exhibiting the optimal objective
function value. In summary, a tourism itinerary planning
framework based on MO ACA with archive strategy is
utilized for obtaining tourism routes that meet the needs
and constraints of tourists. This can improve the efficiency
and accuracy of tourism itinerary planning.

4 Application evaluation of MO
optimization algorithms in tourism
recommendation and itinerary

planning
To verify the superiority of the WAEA MO algorithm
model for tourism interest point recommendation, this
study collected relevant scenic spot information for scenic
spot feature recommendation value analysis, and
compared it with relevant algorithm models. To verify the
effectiveness of the MO recommendation ACA model in
tourism itinerary planning, this study selected the

J. Zhang et al.

maximum total utility of the route, the minimum total cost
of the route, and the minimum maximum travel time in the
route to analyze the performance of the model.

4.1 Experimental environment settings

The computer configuration used in the experiment is as
follows: the processor is Intel Core i9-9900K CPU @
3.60GHz, with 8 cores and 16 threads. The memory is
64GB DDR4 RAM and the frequency is 3200MHz. The
storage is 1TB NVMe SSD, which is used for fast read and
write of operating system and experimental data. The
operating system is Windows 10 Pro 64-bit. The
programming language and tools are Python 3.8,
implemented using scientific computing libraries such as
NumPy, Pandas, Scikit-learn, and custom MOEA and
ACA algorithms. To verify the effectiveness of the
proposed algorithm, a dataset containing information
about tourist attractions in multiple cities is constructed.
The dataset is drawn from multiple publicly available
tourism data sources, including government tourism
authorities, online travel platforms, and social media. It is
about 5GB in size and contains more than 100,000 records.
Each record contains multiple dimensions such as location,
opening hours, ticket prices, user reviews, social media
mentions, and popularity ratings. To comprehensively
evaluate the performance of the proposed algorithm, the
evaluation indexes such as recommendation accuracy,
over-volume, maximum total route utility, minimum total
route cost, minimum maximum travel time, convergence
speed, and path length optimization are used.

4.2 Performance evaluation of intelligent
tourism interest point recommendation

system

To verify the recommendation effect of the MO algorithm
introduced by WAEA in smart tourism interest points, this
study first selects 10 tourist attractions in a certain city for
recommendation value analysis of a single feature factor.
The parameters of WAEA-MOEA algorithm are set as
follows: The population size is set to 100. The crossover
rate is set to 0.8. The variation rate is set to 0.05. The
maximum number of iterations is set to 1000. The
convergence criterion is that the algorithm is considered to
converge when the change of the optimal solution is less
than 0.01% in 10 successive generations. The temporal
complexity of WAEA-MOEA is mainly composed of
population size, number of objective functions, crossover
operation, variation operation and fitness evaluation. For
each iteration, the time complexity is roughly O (N*M*G),
where N is the population size, M is the number of
objective functions, and G is the number of iterations. The
outcomes are shown in Table 2.
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Table 2: Recommended values of characteristic factors of different scenic spots

Scenic spot Correlation Synergistic Heat Social networking is extremely
number feature feature characteristic high
1 87 92 78 79
2 67 56 46 57
3 68 47 57 46
4 57 76 47 63
5 57 56 43 62
6 46 46 57 73
7 35 36 36 74
8 78 47 36 52
9 53 57 37 74
10 67 68 65 51
Table 2 shows the recommended value analysis of for each feature, with a collaborative feature

feature factors for scenic spots based on the WAEA MO
algorithm. The feature factors for each scenic spot are
selected as correlation features, collaborative features,
popularity features, and social network features. Then, the
feature factors are combined based on different user
preferences and the optimal solution is obtained. Among
them, attraction 1 has the highest recommendation value

recommendation value of 92. Then, to verify the
recommendation accuracy of the MO algorithm based on
WAEA, the recommendation values of the correlation
features, collaborative features, popularity features, and
social network features of the scenic spots are compared
before and after the improvement of the algorithm. The
results are shown in Figure 6.

00% 00%
Correlation 11% | 08% | 0.8% Correlation 10.1% | 10.8% | 0.8%
80% 80%
Synergistic | 1.0% | 954% | 34% | 0.2% gove  SYneristic | 10,09 | 75.8% | 13.4% | 0.8% 60%
feature feature
Heat 40% Heat 40%
characteristic [ D2 L 0-1% characteristi|  8:6% | 11.2% | 80.1% | 0.1%
o
Social 200  Social 20%
networkingis| 149 | 14% | 0.4% networkingis| 1) 4oq | 3.6% | 10.4%
extremely ' ’ : extremely ‘ d -
high b.ov  Moh 0.0%
. P 0oclal . L. oclal
Correlation Synergistic  Heat networking is Correlation Synergistic  Heat networking is
feature feature characteristic extremely feature feature characteristic extremely
(a) Improved method high (b) Pre-improvement method  high

Figure 6: Comparison of accuracy of landscape feature recommendation values

Figure 6 shows the accuracy comparison outcomes of
the recommended values for the four feature factors of
scenic spots. It demonstrates that the average
recommendation accuracy of the improved WAEA-based
MO algorithm is over 90%. The accuracy of the
recommended values for scenic spot related features is the
highest at 97.3%, which is 19% higher than the accuracy
of the recommendations before improvement. In the
accuracy  comparison  of  collaborative  feature
recommendation values, the research algorithm is 19.6%
higher than the improved algorithm. In the analysis of the
accuracy of recommended values for tourist attraction heat
characteristics, the research algorithm is 10% higher than
the improved algorithm. In the accuracy analysis of social

network features in scenic spots, the research algorithm is
22.2% higher than the improved algorithm. This indicates
that the WAEA-based MO algorithm has a higher accuracy
in extracting feature factors from various scenic spots,
which is conducive to providing more accurate
recommendation services for tourists. In addition, the
standard deviation and 95% confidence interval for each
feature recommendation accuracy are calculated. The
results are shown in Table 3. Standard deviation and 95%
confidence interval data can better illustrate the stability of
algorithm performance.
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Table 3: Standard deviation and 95% confidence interval of feature recommendation accuracy

Average recommendation
Feature type

Standard deviation 95% confidence interval

accuracy

Correlation feature 97.3% 0.5% [96.8%, 97.8%]
Synergistic feature 96.9% 0.6% [96.3%, 97.5%]
Heat characteristic 91.2% 0.7% [90.5%, 91.9%)]
Social network 92.5% 0.4% [92.1%, 92.9%]

characteristics

Table 3 shows that WAEA-MOEA algorithm has
stable and reliable performance. For example, the
correlation feature recommendation accuracy is as high as
97.3% and the standard deviation is only 0.5%, showing
high precision stability. The narrow confidence interval of
the recommendation accuracy of each feature indicates
that the algorithm performs consistently in different

situations, effectively improving the accuracy and
1.2 ——
10 f T
P e
//,n""
> I /
T 06 S __ Improved
/7 method
04 r 4 Pre-improvement
/” method
02 '/;"
[ MOEADD
o E

0 2 4 6 8 12
Target quantity
(a) DTLZ function data set

10

credibility of the recommendation of tourism interest
points. Secondly, functional test sets of DTLZ and WFG
are selected to compare the performance of the WAEA-
based MO algorithm with the improved algorithm, as well
as the decomposition-based MO evolutionary algorithm
(MOEAD) in solving target problems for different scenic
spots and tourists. The results are shown in Figure 7.

1.2 y y y y y y
10 | = E E ]
ASEET
T 06 |
04 t
0.2 '“r;pe‘t";"ée‘j mmMOEADD
Pre-improvement
0 , method.
0 2 4 6 8 10 12
Target quantity

(b) WFG function data set

Figure 7: Comparison results of HV values under different targets

Figure 7 (a) shows the comparison results of HV
values of various algorithms under the DTLZ function test
set. As the target values of tourism interest points increase
in Figure 7 (a), the HV value of the MO evolutionary
algorithm based on WAEA also increases, and the HV
value of the research algorithm always remains the highest
under any number of targets. When the target number of
tourist attractions is 8, the HV value of the research
algorithm is 0.42 and 0.16 higher than that of the improved
algorithm and MOEADD algorithm. Figure 7 (b) shows
the comparison of HV values of different algorithms under
the WFG function test set, where the HV values of the
research algorithms are also at the leading level. When the
target number of tourism interest points is 8, the maximum
HV value of the research algorithm reaches 1.1, which is
0.53 and 0.24 higher than the HV values of the improved
algorithm and MOEADD algorithm, respectively. The
higher the HV value, the more excellent the overall
performance of the solution set on the ground of this
algorithm. In summary, the research algorithm not only
effectively extracts the feature values of tourist attractions,

but also has higher recommendation accuracy for different
tourist attractions.

4.3 Analysis of the itinerary planning effect of

MO ACA on the ground of archive strategy

To verify the recommendation effect of MO ACA based
on archive strategy in tourism itinerary planning, three
indicators are considered: maximum route total utility,
minimum route total cost, and minimum maximum travel
time in the route. It compares the research model with the
Interactive Ant Colony Optimization (IACO) and
Adaptive Harmony Search Algorithm (ACCO) models.
The parameters of the MO ACA algorithm are set as
follows: The number of ants is set to 50. The number of
iterations is set to 100. Pheromone volatilization rate is set
to 0.1. In the archive policy, the archive size is set to 50.
Convergence criteria: By monitoring the changes in the
super volume values, it is possible to determine whether
the algorithm is converging. The time complexity of MO
ACA algorithm is not only composed of population size,
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number of objective functions, cross-operation, mutation
operation, and fitness evaluation, but also involves
pheromone renewal and path selection. Its time complexity
also includes the number of ants and the cost of updating
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pheromone matrix. Its time complexity is close to O (N*G),
where N represents the combined effect of the number of
ants and the number of iterations. The results are shown in
Figure 8.
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Figure 8: Recommendation effect of travel planning index

Figure 8 (a) shows the comparison results of the
maximum route total utility of three models. The MO ACA
model based on archive strategy studied has an increasing
optimization ability as the quantity of iterations grows.
Compared with the IACO and ACCO algorithm models,
the average value of the maximum route total utility in its
travel planning is 50-100 values higher. Figure 8 (b) shows
the comparison results of the total cost of minimizing the
route for three models. The MO ACA model based on
archive strategy, compared with the IACO and ACCO
algorithm models, maintains a minimum total cost of 700

and performs well. Figure 8 (c) shows the comparison
results of the maximum travel time among the minimized
routes of the three models. Figure 8 (c) shows that the time
required to study the algorithm model is minimal and
remains basically below 200. This indicates that the
algorithm model studied in this study has the highest
overall utility in travel planning, with the lowest cost and
time for planning travel. Next, it compares the total utility
of travel planning among the three algorithm models, and
the results are shown in Figure 9.
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Figure 9: Comparison of MO optimization results in trip planning

The MO ACA model based on archive strategy
studied in Figure 9 performs well, specifically in the MO
solution of tourism itinerary. The solution is mainly
concentrated below the target space, within the range of
100 to 200 units between minimizing the total cost of the

route and minimizing the maximum travel time in the route.

This indicates that the research algorithm has advantages
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in minimizing the total cost of the route and minimizing
the maximum travel time in the route planning. The
solutions of the IACO and ACCO algorithm models are
more dispersed, and their advantages are not obvious. Next,
the research algorithm model is applied to tourism
itinerary planning, and the results are shown in Figure 10.
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Figure 10: Optimization results of travel itinerary path

Figure 10 shows the results of a MO ACA model
based on archive strategy in tourism itinerary planning.
Figure 10 shows a total of 14 tourist attractions involved
in the tourism itinerary planning, with a total length of
213.4 km in the original itinerary. After studying the
algorithm model and optimizing the path, the total length

of the travel itinerary is 170.2 km, which reduces the travel
by about 43.2 km and effectively reduces unnecessary
distance in the itinerary. This indicates that the algorithm
model in this study can find the best travel itinerary.
Finally, the optimization results of the research algorithm
model at various distances are shown in Figure 11.
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Figure 11: Convergence curve of the number of tourist attractions and travel distance

When the number of cities in Figure 11 is small but
the journey is long, the convergence speed of the research
algorithm is faster, and the optimal solution can be found
within 100. However, traditional algorithms require 140
iterations for finding the optimal solution, indicating that
the research algorithm is markedly more excellent than the
MO algorithm before improvement. This indicates that the
study of MO ACA based on archive strategy can achieve
the highest total utility in travel itinerary planning,
minimize the cost and time of planning itinerary, and
simultaneously plan the optimal route.

4.4 Performance of the algorithm in different

tourism cases

To further enhance the applicability and persuasiveness of
the paper, case studies of the proposed algorithm in
different tourism environments will be presented, mainly
including actual cases of different scenarios such as urban
and rural, cultural and adventure tourism. These case
studies not only verify the wide applicability of the
algorithm, but also demonstrate its superior performance
in different situations. The specific case analysis is shown
in Table 4.

Table 4: Details of the case analysis

Case type Background description

Experimental design Experimental result

Famous tourist city in China,
rich in historical and cultural
relics, modern shopping
centers and food streets

City tourism

WAEA-MOEA algorithm is

Recommended points of
interest with high
accuracy, in line with
individual needs; Trip
optimization reduces the

used to recommend
personalized points of
interest, and MO ACA

Rural tourism

Cultural tourism

Countryside with beautiful
natural scenery, featuring
pastoral scenery, rural culture
and farmhouse music

A famous historical and
cultural city with rich
historical sites, museums and

algorithm is combined to plan
the optimal itinerary

Adjust the weight of WAEA-
MOEA algorithm, focusing on
natural scenery and parent-
child activity
recommendation; Plan an
itinerary that includes
multiple modes of
transportation
Use WAEA-MOEA algorithm
to recommend historical and
culture-related attractions and

total travel distance by
about 20%

Recommended points of
interest combine natural
scenery with parent-child
activities, reasonable
schedule, reduce travel
costs

Recommended cultural
interest points are well
loved, itinerary design
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activities; Plan a reasonable
tour route

traditional cultural
performances

Combining WAEA-MOEA
algorithm to recommend
adventure activities; Plan an

Famous outdoor adventure

destination with stee
Adventure travel P

improves tourist
satisfaction, and fully
experience the cultural
atmosphere
Recommend adventure
activities to meet
challenges and ensure

mountains, fast-flowing
rivers and lush forests

multiple adventure activities

safety; Reasonable
schedule to ensure tourists
rest and recovery

itinerary that includes

From Table 4, the proposed algorithm performs well
in a variety of situations, verifying its wide applicability
and superior performance. These case studies not only
enhance the persuasiveness of the paper, but also provide
valuable references for practical applications.

5 Discussion

MOEA based on WAEA and MO ACA based on archiving
strategy presented in the study show significant
performance improvement in the recommendation of
travel interest points and itinerary planning. Compared
with existing SOTA methods, the above algorithm shows
advantages in many aspects [21]. First of all, in terms of
the recommendation of tourist interest points, WAEA-
MOEA algorithm shows higher accuracy in extracting
feature values of scenic spots. The experimental results
demonstrate that the recommendation accuracy of WAEA-
MOEA for the correlation features, collaborative features,
heat features, and social network features of scenic spots
is significantly higher than that of the improved algorithm.
Notably, the recommendation accuracy for correlation
features reaches 97.3%, which is 19% higher than that of
the improved algorithm. This is primarily attributable to
the fact that WAEA can adapt to market changes and user
requirements, and is thus able to generate
recommendations that are continuously updated and
optimized, thereby enhancing the precision and
sophistication of the recommendations provided. Secondly,
in terms of trip planning, the archiving strategy-based MO
ACA algorithm is also superior to traditional algorithms in
convergence speed and optimization effect [22]. The
experimental results show that the algorithm can find the
optimal solution within 100 iterations, while the traditional
algorithm needs 140 iterations. In addition, by optimizing
the path, the algorithm shortens the total travel length from
213.4 km to 170.2 km, effectively reducing unnecessary
travel distances. This is mainly due to the application of
archiving strategy, which makes the algorithm more
effectively retain the good solutions and eliminate the bad
ones, thus improving the search efficiency and the quality
of the final solutions.

The innovation of this study lies in the two new
algorithm models for the recommendation of tourism
interest points and itinerary planning. First of all, WAEA-
MOEA algorithm realizes dynamic adaptation to market
changes and user needs by introducing weak correlation

adaptive evolution mechanism, and improves the accuracy
and intelligence level of recommendation. Secondly, MO
ACA algorithm based on archiving strategy combines
archiving strategy and MO optimization technology to
realize efficient solution of travel itinerary planning
problems. These two algorithm models not only solve the
limitations of traditional methods in dealing with MO
optimization problems, but also significantly improve the
quality and efficiency of the solution by introducing new
optimization strategies and technical means. Although the
proposed algorithm has achieved remarkable results in the
recommendation of tourism interest points and itinerary
planning, there are still some potential limitations and
areas for improvement. This research mainly focuses on
the recommendation and planning of individual tourists
without fully considering the interests and preferences of
tourism groups. In the future, the research scope can be
further expanded to recommend and analyze tourism
groups. Secondly, the proposed algorithm needs to be
optimized in processing large-scale data and real-time
recommendation. With the continuous growth of tourism
data and the increase of real-time recommendation demand,
how to further improve the real-time and scalability of the
algorithm will become the focus of future research. In
addition, future work can also consider combining the
research algorithm with other advanced artificial
intelligence technologies, such as deep learning,
reinforcement learning, etc., to achieve more intelligent
and personalized travel recommendation and planning
services.

6 Conclusion

With the increasing personalized demand for tourist
attractions, traditional tourist attraction recommendations
cannot meet the diverse needs of tourists and cannot
provide the best travel itinerary for them. Therefore, this
study enhanced the MO evolutionary algorithm in two key
areas: tourism interest points and itinerary planning. It
developed a MO tourism interest point recommendation
model based on WAEA and a MO ant colony itinerary
planning model based on archive strategy. Experiments
have shown that the research model could effectively
extract correlation features, collaborative features,
popularity features, and social network features of scenic
spots. Among them, the accuracy of recommendation
values for scenic spot correlation features was the highest



Application of Improved Multi-Objective Evolutionary Algorithm...

at 97.3%, which was 19% higher than the accuracy before
improvement. In the comparison results of HV values
between different algorithms, when the target number of
tourist attractions was 8, the HV values of the research
algorithm were 0.42 and 0.16 higher than those of the
improved algorithm and MOEADD algorithm,
respectively. In comparison to the IACO and ACCO
algorithm models, the average value of the maximum route
total utility of the research model's travel planning was
found to be between 50 and 100 values higher. After
studying the algorithm model and optimizing the path, the
total length of the travel itinerary was 170.2 km, resulting
in a reduction of approximately 43.2 km. This indicates
that the two proposed algorithm models can effectively
recommend tourist interest points and design the optimal
itinerary. The drawback of this study is that it did not
consider the interest preferences of tourist groups and only
analyzed individual tourists. In the future, research
recommendations and analysis can be conducted for group
tourists.
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Integrating ant colony algorithms in supply chain network optimization and inventory management
provides a new approach to improving efficiency and reducing costs. The global search capability of the
algorithm is utilized to optimize the supply chain network to minimize total costs and improve service
levels. The strategy of dynamically adjusting inventory levels based on demand forecasts and the ACO
algorithm solves the inventory management problem, aiming to achieve customer demand fulfillment and
inventory cost reduction. The approach's effectiveness was validated through case study simulations,
which significantly improved over traditional optimization methods. Supply chain optimization efficiency
increased by 20%, inventory cost was reduced by 10%, and response time was accelerated to 1 day. These
results highlight the ACO algorithm's practical applicability and potential advantages in supply chain
management. This study contributes to the theoretical framework of supply chain management and
provides innovative solutions for companies to achieve more efficient supply chain operations.

Povzetek: Predstavljen je nov nacin optimizacije oskrbovalne verige in upravijanja zalog z algoritmom
kolonije mravelj, kar poveca ucinkovitost omrezja za 20% in zmanjsa stroske zalog za 10%.

1 Introduction

In today's globalization, supply chain management has
become an important part of the core competitiveness of
enterprises. The complexity and dynamic nature of supply
chain networks require enterprises to have efficient,
flexible and reliable management capabilities to cope with
the ever-changing market environment. However,
traditional supply chain management methods are often
difficult to adapt to this complexity and dynamics,
resulting in frequent problems such as waste of resources
and slow response [1, 2]. Therefore, how to optimize the
supply chain network structure and improve the efficiency
of inventory management has become an urgent problem
to be solved [3, 4]. Heuristic search mechanism makes the
ant colony algorithm show good performance when
dealing with complex systems. Therefore, the introduction
of ant colony algorithm into supply chain network
optimization and inventory management is expected to
provide new ideas and methods to solve the above
problems.

This paper will study the supply chain network
optimization and inventory management methods based on
ant colony algorithm. First of all, we will introduce the
basic concepts of supply chain management and the basic
principles of ant colony algorithm. Then, the supply chain
network optimization method based on ant colony
algorithm is elaborated in detail, including the
optimization of network topology structure, the
determination of node location and the choice of path. On
this basis, an inventory management strategy based on ant
colony algorithm is proposed, including demand
forecasting, inventory control and replenishment strategy.
In order to confirm the effectiveness of our proposed
methodology, we will conduct a simulation analysis based

on real case studies. The analysis will feature a
comparative summary table that compares the
performance of traditional methods with our Ant Colony
Algorithm (ACA) based approach, particularly in terms of
cost reduction, service level improvement, and other vital
metrics. Not only does it highlight the superiority and
utility of our approach, but it also points out the gaps and
limitations of existing methods. In this way, the necessity
of our ACA-based solution becomes even more evident as
it addresses the problems of poor adaptability and limited
scalability that are common in traditional techniques [5, 6].
The superiority of the Ant Colony Optimization (ACO)
approach is dissected, attributing it to the powerful global
search capability and efficient exploration-exploitation
balance. However, its limitations, such as sensitivity to
parameter tuning, are also presented. The differences in
results are analyzed in detail, considering the effects of
different problem instances, parameter settings, and real-
world constraints. This discussion not only highlights the
potential of the ACO method for supply chain optimization
but also provides a critical view of the challenges in its
practical application, enriching the discussion of
metaheuristic applications in logistics and inventory
management. This section strengthens the contribution of
this paper by providing a comprehensive account of the
efficacy of the ACO approach and areas for future research
improvements.

In addition, the research results in this paper significantly
contribute to the advancement of supply chain
management theory and practical applications. By
providing an innovative management tool like an ant
colony algorithm, our research helps companies achieve
more efficient supply chain operations and optimal
resource allocation. This work also expands the scope of
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applying ACO algorithms in logistics management and
provides valuable insights for subsequent research.
Finally, it reveals challenges and problems in supply chain
management, guides future research directions, and opens
new perspectives.

2 Ant colony algorithm for supply
chain  network optimization and
inventory management

2.1 Ant colony algorithm

Ant colony algorithm was used to solve path optimization
problems [7]. Ant colony algorithm is a heuristic algorithm
that simulates ants searching for food. It can solve complex
problems that are difficult to solve with traditional search
methods. It is mainly used in machine production,
combinatorial optimization, planning and design and other
fields. Ant colony algorithm has strong robustness and
inherent parallelism, and is suitable for solving multi-
objective VRP and TSP problems.

There are six main parameters of ant colony algorithm: a
is the information heuristic factor, f is the expected
heuristic factor, p is the pheromone volatilization factor, m
is the total number of ants in the ant colony, Q is the
pheromone constant, and n is the number of iterations.
This section includes a detailed pseudo-code that
meticulously adapts the ACO algorithm to the specifics of
supply chain logistics. Each step is articulated,
encompassing the dynamic pheromone update mechanism,
heuristic information computation tailored to inventory
management, and the strategic handling of supply chain
constraints. Moreover, a sensitivity analysis is conducted
on pivotal ACO parameters, namely a, 8, and p, revealing
their impact on the algorithm's efficacy in the complex
environment of supply chain optimization. This analysis
elucidates how these parameters influence solution quality
and algorithmic robustness, significantly enhancing the
paper's technical depth and practical applicability.

2.1.1 Parameter setting of ant colony algorithm model

The main parameters of ant colony algorithm are
pheromone heuristic factor «, expected heuristic factor f,
pheromone volatilization factor p, the total number of ants
m, pheromone enhancement coefficient Q, and the number
of iterations of ants n. Ant colony algorithm has a strong
applicability to solve the problem. Its parameter values
will have different values according to different situations.
Generally, specific problems are analyzed in detail. The
general parameter value setting requirements are: the range
of a is between 1-5, the range of £ is between 0-7, the range
of p is between 0-1, the range of m is determined by the
number of delivery customer nodes, and the range of Q It
is basically between 1-1000, and the range of n is basically
between 100-500.
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2.1.2 Mathematical model of ant colony algorithm
State transition probability of ant colony algorithm.
Assuming zij (0) = C, the transition probability of ant k
from i to j is P¥j (t), and the formula can be seen as (1).

ri(t) nl(t)
> ori(t) i)

seallow
p;(t) = 1)
0 otherwise

j € allow,

Pheromone update rule of ant colony algorithm. With the
search process, the pheromone concentration will change.
In order to prevent the excessive pheromone concentration
from affecting the effect of heuristic information, the
pheromone on the path must be continuously updated. The
update formula is as follows. Every time the ant completes
an iteration, it needs to update all the paths. Pheromone,
formulas such as (2) and (3). Ant colony algorithm has
strong parallel computing ability and positive feedback
mechanism, and has high robustness, and the requirements
for the initial solution are not very high.

Tij(t+1)=(1_p)7ij(t)+ATij(t) (2)
C = éélé:lzk*ck 3)

The heuristic factor is shown in formula (4):
1 .
77'J dij ( )

2.1.3 Working process of ant colony algorithm
Initializes parameter values. The initial time and iterations
are set to input the initial positions of m ants onto their
respective nodes, the initial node information is input, and
the pheromone concentration A = z;; (0) is initialized.
Construct the solution space. Set up a tabu table to
store the nodes that ant k has visited, and store the node
number where ant k is located in the tabu table. The ant
starts to search for optimization, and the ant selects next
node j, and store node j in the tabu table to avoid repeated
visits.
Updated pheromone concentrations. When all node
numbers are stored in the tabu table, the ant completes this
iteration, obtains the total path length and time window
penalty cost of this iteration, and stores the optimal path,
path length and time window penalty cost obtained by each
iteration, and continuously updates the concentration on
each path.
Determine whether all iterations have been completed. If
the maximum number of iterations is reached, iter _ max,
the iteration is stopped, otherwise, it returns to step 2 to
continue the search and optimization process.
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End of algorithm. Output optimal solution and obtain
delivery path, the total length of the path and the penalty
cost of the time window.

By comparing with other optimization techniques, such as
Genetic Algorithm (GA) and Particle Swarm Optimization
(PSO), our analysis demonstrates the advantages of the
ACO algorithm and reveals its potential limitations when
dealing with large-scale supply chain networks. This
analysis is crucial for assessing the feasibility and
efficiency of the algorithms in real-world applications,
helping supply chain managers and decision-makers to
make more informed decisions when selecting
optimization tools. In this way, our research is not limited
to theoretical contributions but also provides essential
references in practice.

2.2 Supply chain network

There are several different types of enterprise objects in
the supply chain, such as suppliers, manufacturers,
consumers, etc. [8, 9]. A simple functional realization
supply chain can present a relatively direct chain structure.
If multiple chain supply chains blend together, chain
network will be formed. Supply chain network has the
typical characteristics of complex networks, and the
typical characteristics of complex networks will have
impact on evolution behavior. It is one of the hot spots for
scholars to apply network to explore the evolution
behavior of supply chain networks. The dynamic
development of supply chain network can be
systematically optimized by using the theory of complex
network, so as to enhance its overall robustness, control
the evolutionary risk, and finally realize the stable
algorithmic progression of the supply chain network.

A detailed description of how the ACO algorithm can be
applied to a real-world supply chain network optimization
and inventory management problem is presented. Not only
is the effectiveness of the ACO algorithm in solving real-
world problems demonstrated but also the challenges
encountered during implementation, such as the
integration of the algorithm into existing Enterprise
Resource Planning (ERP) systems and how to deal with
real-time data flow, are discussed. This way, our research
results are closer to real-world operations, enhancing their
application value and potential for replication in supply
chain management practices.

2.2.1 Chain structure supply chain

The Chain is composed of many member companies, but
the supply chain can be abstracted as a single chain
structure in the production and circulation of a single
product. In this chain structure, each node represents the
member enterprises, and a relatively simple supply chain
is formed by connecting each node with a line. This chain-
like supply chain structure is relatively abstract, which
includes capital flow, logistics transportation and
information transmission. However, in a real supply chain,
the system contains far more than one manufacturer,
distributor, etc., but many object nodes. Therefore, the
chain structure is actually a part of the selection of the
network structure.
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2.2.2 Network structure supply chain

In the actual life operation process, each supply chain
system has more than one supplier, manufacturer,
distributor, consumer. And the same level of different
enterprises also contains cooperative relations, the
network supply chain is composed of so many nodes and
complex relationships between nodes. In the abstract
topology, each enterprise is an indiscriminate node, and
the connections between nodes indicate that there are
complex business connections between enterprises. The
network-type supply chain can well map the components
and structural characteristics of the supply chain in real
life, and abstractly show the relationship between
enterprises in the supply chain.

2.3 Inventory management

Inventory classification is the process of classifying and
managing the inventory of raw materials, semi-finished
products, materials and finished products in an enterprise
according to some specific standards. Figure 1 shows the
feature extraction of inventory management text. Usually,
the inventory classification method will consider factors
such as the importance of materials, dynamic changes,
production requirements, and material types, and divide
inventory of different types and characteristics into
different levels or categories, and manage its procurement,
storage and transportation [10]. Inventory classification
can effectively reduce inventory costs, improve the
accurate delivery rate of materials, and help enterprises
purchase and manage inventory more accurately.
Sentence of T words
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T word embeddings
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Figure 1: Feature extraction of inventory management
text

ABC analysis according to the value and demand of items,
mainly divided into the following three categories: Class
A inventory is high-value and high-demand items. While
only a small fraction of the inventory, they are of high
value and require high attention, and it is essential to
monitor the inventory levels of these items on a daily basis
and put money into them in a timely manner. Usually
managed by the first-in, first-out (FIFO) method [11] to
ensure inventory freshness and quality. Category B stocks
are items of medium value and medium demand. Such
items account for a large proportion of the entire inventory
and need to be monitored and managed regularly to
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prevent excessive occupation of warehouse space and
funds. Generally, the average cost method (AVCO) is used
for cost accounting. Category C inventory refers to items
of low value and low demand. Although they are of low
value, they also require regular management and cleanup
due to their large quantities to avoid taking up too much
warehouse space and funds.

POR analysis is a classification method based on inventory
life cycle [12]. Category P inventory is items that are about
to expire or have expired. Such items need to be managed
dynamically to ensure that there are no expired or broken
items in the inventory to avoid losses and waste. Class Q
inventory is normal inventory for regular sales. Such items
have a steady sale and need to be regularly replenished to
meet production and sales needs. Class R inventory is
spare inventory [13]. Specifically, the XYZ analysis
method divides inventory into the following three
categories: Class X inventory is items with relatively
stable demand and strong regularity. The inventory of such
items is relatively large, and it can be managed in
quantitative economic batches, that is, to determine a
certain order volume and safety stock level to ensure
supply, and at the same time, inventory clearance and
inventory should be carried out regularly. The demand
fluctuation of category Y inventory is generally between
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category X and category Z, and the inventory needs to be
adjusted regularly according to the demand, and the
inventory management needs to be meticulous to avoid
excessive occupation of funds and warehouse space.
Category Z inventory refers to items whose demand is
uncertain and difficult to plan.

3 Supply chain network optimization
and inventory management based on
ant colony algorithm

3.1 Model establishment

3.1.1 Evolution model of supply chain network

The addition of a new node. Based on the previous
explanation, Figure 2 shows the supply chain network
optimization model based on ant colony algorithm. This
model assumes that the arrival of nodes in the network
obeys the parameter of p Poisson process. Each new node
arrives to join the network with edges, which connect m
existing nodes in the network.

Objective functions

— ._. Lok
e z L spk-
L recons L&_ okl T IB_‘ spk-env
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Ceny ij —— Lenv—env

€n3

Figure 2: Supply chain network optimization model based on ant colony algorithm

Preferred connection. Enterprises are more inclined to
cooperate with enterprises with stronger strength, larger
scale and stable operation, and when mapped to complex
networks, they tend to connect with points with larger
degrees. The probability of connection is calculated as
equation (5):
I(i
[1(k ) = Z_k, (%)

3.1.2 Node degree analysis of supply chain network
evolution model

When the evolution process of complex supply chain
network reaches time t, the expectation of nodes added to

ki (t)

the network is t, and the expectation of the number of
nodes exited is pr; The expectation of adding edges in the
network is mt + rst; The expectation of a broken edge is
gnt, as in equation (6):

2k; =2(mAt+rst—qnt) (6)
J

Assuming that the i-th node is the i-th node entering the
network at the i-th time step, use ki(t) to represent the
degree value of the i-th node at time t. And ki(t) is a
continuous real variable, then ki(t) satisfies the following
dynamic equation (7):

ki(t) ki(t)

oki(t)
ot

k()
3

A —Ap +Ap(k(t))

N(t) 2k,

ki(t) +1S

t(mi+rs—gn)  t(mA+rs—gn) ()
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The average degree of all nodes in the network is
expressed as in Eq. (8).
ok,
<k(t)>=- 8)
(1) N D)

Substituting (6) and (7) into (8) gives Formula (9):

ok (t) k(t)mA+2rs—2qn
ot 2t mA+rs—an

©)

Substituting the initial conditions of node i, and solving
it, the following differential equation is obtained, such
as equation (10).

mA+2rs—-2qn

ki(t): m(l)m

¢ (10)

Here, let the dynamic index be a, as in equation (11).

o 2(mA+rs—qn)

mA +2rs —2qgn (1)

From equation (10), the probability of the degree, as in
equation (12).

: 1 =z _
P(k)=!L@cmgP{ki(t)=k}=nm

a

N am
~ (1— p)k{z+1

From equation (16), it can be seen that the evolution has
scale feature, and probability density function and
exponent of node degree distribution of the supply chain
network are, such as equation (17). Exponent of power
distribution is determined by the speed of node entry exit
and compensation.

f=a+l
:2(rs+/”tm—qn)+1
2rs+Am-2qn
. 2gn-2rs
T 2rs+Am-2gn
_2(gn-rs)
T am-2(gn-rs)
1
=T1+3
2(qn—rs)_

(17)

ioom, + At — pAti=1
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PLL(D(KI =Pt} (12)

Because the arrival of nodes is a homogeneous Poisson
process of strength, as in Eq. (13):

P{t <x}=1-e™* 'im

= (13)
Hence formula (14):
m
@ _ax(Mye i,1[ﬂ't(*)a]l
P{ki(t)<k}=1—P(ti£tr:—a)=e (k’|§)+ (14)

A partial derivation of equation (14) with respect to k is
obtained, and the instantaneous attitude distribution of
the model is as follows, as in equation (15):

m o 7i-1
OPLk(t) <k} _ afr aam” LG (15

Pl =k} =5 KT (i-1)!

Then the steady-state mean degree distribution of the
model is, as in Equation (16):

M2 qia
A adtm® [M(I) ]
kb (i-1)!

(16)

3.1.3 Analysis of supply chain network

The speed of nodes entering the network, exiting the
network and compensating not only determines the size of
the power law index, but also determines the change of the
scale [14, 15]. The process of chain networks can be
divided into four stages: initial, rising, stable and
declining. Initially, the network is a relatively simple
system composed of enterprises as nodes and mutual
cooperative relations as edges. At this time, nodes
participating in the connection is not much, and network
does not have a large scale. But supply chain networks.
The nodes in the network are still connected with
corresponding rules, and the scale of the network is
gradually growing, but the overall scale is small and
unstable.
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Ascending phase. Due to the changes in market demand,
the scale and structure of the network are also constantly
changing. Because each enterprise node hopes to obtain
the maximum benefit in the market, as the demand
changes, many enterprise nodes also join the market
competition, resulting in the continuous expansion of the
network scale [16]. But from the perspective of growth
rate, the growth rate at the beginning will be faster and then
slowly reduce the growth rate. In order to obtain maximum
profit, enterprises in the supply chain often abandon the
existing partnership and look for better partners. This leads
to the enterprise nodes and connections in the network are
constantly changing, and the connection and separation
between these nodes are also constantly going on. As the
amount of cooperation between enterprises increases,
some nodes will accumulate certain reputation and capital.
Therefore, other enterprise nodes will be more willing to
cooperate with these enterprises with good reputation and
strong funds. These nodes in the network will often
connect with each other, and finally form a "rich club",
also known as "rich nodes™ [17, 18]. These "rich nodes™
generally have large scale and abundant resources, which
will lead to more enterprise nodes connecting with them,
and eventually these nodes will gradually become key
nodes in the network.

Stable phase. At this time, the relationship gradually tends
to a stable state, and the network has entered a stable stage.
Although the total number of enterprises and connections
in the network has not changed at this time, it has changed
for specific enterprise nodes and specific connections. At
this time, there are complex connections in the supply
chain network, so node enterprises can maximize the
sharing of various resources and information they have
[19]. However, the position of these key node enterprises
with relatively large degree values will become more and
more stable in the network, and these key nodes play an
important role in the entire evolution process.

Recession phase. In the later stage of development,
the network will enter the recession stage. Due to the
overall decline of the industry or a major blow, enterprises
in the supply chain will gradually reduce their cooperative
relations, or even completely break away from the supply
chain system. The overall number of enterprise nodes in
the supply chain network continues to decrease, and the
scale also becomes smaller, and the connection
relationship between nodes gradually disappears [20].

3.2 Optimizing inventory management

3.2.1 Implementing inventory classification by ABC-
XYZ classification

Through inventory classification, we can formulate
targeted inventory cost management strategies, and divide
and classify inventory according to certain rules and
standards to better control inventory.

Refining ABC inventory classification [21]. ABC
inventory classification divides inventory into three levels:
A, B, and C according to the sales or importance of
materials. Category A items are usually items with high
sales, high sales frequency or high importance, and control
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and management should be strengthened; The sales, sales
frequency or importance of Class B items are at a medium
level and need to be moderately managed; The sales, sales
frequency or importance of Class C items are low, and a
loose control strategy can be adopted to reduce costs and
time investment.

XYZ Inventory Classification Added [22]. XYZ inventory
classification method is a classification method based on
the inventory demand change pattern; its purpose is to
better manage the inventory with different demand
characteristics. This method is commonly used in
merchandise sales management, inventory control and
purchasing planning. According to the demand model of
the product, Class X materials refer to the inventory with
stable demand and accurate prediction. The demand for
these materials is relatively stable and is not greatly
affected by external factors. They are usually classic
commodities or main products of enterprises, with
relatively low sales volatility. The demand for Y-type
materials varies to a certain extent, and the demand model
is relatively unstable. It is usually affected by some factors
(such as seasonality, market trends, etc.), and their sales
volume and demand changes are relatively moderate. The
demand for Class Z materials changes greatly, and it is
difficult to predict. The demand pattern of these materials
is very unstable and vulnerable to various internal and
external factors.

3.2.2 Optimizing safety stock setting based on standard
deviation method

Safety stock is an important concept in supply chain cost
management, which represents the inventory reserved for
dealing with various uncertain factors. The primary feature
of safety stocks is to respond to fluctuations in demand.
Market demand often fluctuates seasonally and
periodically, while production and supply often take a
certain amount of time [23, 24]. Safety stock can be used
to balance the mismatch between supply and demand,
ensuring that customer needs can still be met in peak
demand or emergency situations. Secondly, the stability of
the supply chain is affected by various factors such as
supplier capabilities, transportation, and natural disasters.
In response to supply instability, safety stocks can act as
buffers to ensure supply chain continuity. When there is a
delay or interruption in a certain link in the supply chain,
safety stock can provide a certain replenishment to reduce
the impact on the entire supply chain. A third important
feature of safety stocks is coping with uncertainty [25].
Uncertainty In addition to the supply and demand
uncertainty mentioned above, there are other external
factors such as force majeure. Enterprises can reduce
excessive dependence on uncertain environments and
improve their ability to deal with risks by setting up
reasonable safety stocks. Finally, the establishment and
maintenance of safety stock needs to consider the
inventory cost. Therefore, a cost-benefit trade-off is
required in determining safety stock levels. A reasonable
safety stock level should not only meet the demand of
supply continuity, but also avoid the waste of inventory.
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4 Experimental design and analysis

4.1 Simulation analysis

Each group of different parameter assignment combination
in the supply chain network model corresponds to a
different supply chain network structure, so this paper will
select a representative parameter assignment combination
to analyze the evolution process. By simulating different
stages in the evolution process, different nodal degree
simulation results are obtained. Four sets of experiments
will be set here.
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The points with a larger degree value are often the nodes
that enter the supply chain network earlier. The scatter
points show that these scatter points are more evenly
distributed around the power-law exponential slash, which
proves the effectiveness of the supply chain network
evolution model. In initial stage, network has scale-free
characteristics, but because the evolution of the network
has just begun, that is, in the initial period when a supply
chain network is established, its characteristics are less
obvious than other periods, and it reflects the instability of
the supply chain network in this stage.
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Figure 3: Simulation analysis of node distribution

Figure 3 shows simulation analysis of node distribution. It
can be observed that it is difficult for the nodes that enter
later to have a large degree value, which is reflected in the
supply chain. The newly added nodes tend to give priority
to establishing contacts with key node enterprises that have
first-mover advantages and have gained a dominant
position. Therefore, the enterprises that enter the supply
chain network later have little difference in degree value.
The scatter points show that these scatter points are more
evenly distributed around the power-law exponential
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slash, which proves the effectiveness of the supply chain
network evolution model. In the ascending stage, the
network also has scale-free characteristics, and the
characteristics are more obvious. Figure 4 shows evolution
process analysis. In the supply chain network, most nodes
have low degrees, but a select few have high degrees.
During evolution, core nodes with resource advantages
form close ties with others, accruing partners over time to
fuel the network's growth.
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Figure 4: Analysis of evolution process

4.2 Statistical analysis

Clustering coefficient describes the degree of cooperative
alliance between enterprises in supply chain network. The
cooperative alliances here include all forms of cooperative
alliances, both horizontal and vertical [26]. In any
cooperative alliance, there is its core enterprise. The core
enterprise connects the surrounding enterprises

through itself to form different clusters. These small
clusters are connected by a core node enterprise or several
edges. The supply chain with a high degree of cooperation
and alliance has the following advantages: First, it can
learn from each other's technology and experience, so as to
realize the complementary advantages among different
enterprises; The second is to reduce transaction costs
between each other, thereby improving the company's
operating efficiency. However, due to its high clustering
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and high alliance characteristics, it is extremely vulnerable
to man-made destruction.
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Figure 5: Simulation experiment results

The clustering coefficient is calculated by MATLAB
R2018a software. In order to avoid accidental errors,
Figure 5 shows the results of 10 simulation experiments.
According to the calculation, the aggregation coefficient is
relatively small. The cluster coefficient of Honda Accord
is 0.0232; The cluster coefficients of supply chains are all
about 0.2, and the cluster coefficients of industrial supply
chains of product production almost all fall in the range of
[0, 0.5]. This shows clustering coefficient of evolution
model established is consistent with relevant results of
supply chain empirical research, and the model is close to
the reality.

4.3 Analysis of

management

There are a total of 547 materials with sales records in the
most recent year. Through calculation, the top 70% of the
annual cumulative consumption amount is divided into A-
level materials with high sales and need to be controlled;
Divide the top 70%-90% of the annual cumulative
consumption amount into B-grade materials with general
sales amount and reasonable control; Divide the last 10%

optimizing inventory
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of the annual cumulative consumption into C-level
materials with low sales and only need to simplify
management.

Through the ABC inventory classification, it is found that
there are actually only 19 Class A materials that account
for the top 70% of the annual cumulative consumption
amount, and number of material types accounts for 3% of
total materials of K Chemical Company. The purchase
quantity and purchase amount of these materials are
relatively high. Once the customer's demand decreases
sharply, a large amount of inventory will be piled up. Class
A materials need to regularly monitor and review the
inventory level, maintain communication with the sales
department, and carry out strict control. Generally
speaking, Class A materials need to set up a reasonable
safety stock according to their delivery cycle, so as to
ensure the stability of supply and the timeliness of delivery
while reducing the inventory as much as possible.
Therefore, K Chemical Company can adopt the order
mode of JIT to order multiple batches and small batches
according to the customer needs and procurement delivery
cycle of Class A materials.
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Figure 6: Materiality analysis of supply chain

Figure 6 shows materiality analysis. There are a total of 41
Class B materials whose importance is second only to
Class A and whose annual cumulative consumption
accounts for the top 70%-90%, accounting for 7% of the
total materials of K Chemical Company. For Class B
materials, regular inventory reviews are required to ensure
that the inventory meets demand, but is not too high. K

Chemical Company can use appropriate inventory cost
management methods, such as setting reasonable safety
stock according to historical sales data, purchasing small
batches by ordering quantity and ordering, and balancing
inventory cost and service level. Although the cumulative
consumption of Class C inventory accounts for the last
10%, there are 487 Class C inventory materials,
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accounting for 89% of the total materials of K Chemical
Company. Compared with other types of inventories,
Class C inventory products are the lowest in importance
and value, and have relatively low sales, profit margins or
market demand. Usually, the inventory turnover time of
Class C materials is long, the frequency of replenishment
and reorder is relatively low, and the quantity of inventory
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is large, but the impact on business operations is small.
Based on the characteristics of less capital possession of
Class C inventory, K Chemical Company can obtain price
concessions through batch purchases of multiple varieties
and fewer batches. Of course, this also needs to consider
the balance between consumption speed and procurement
cost.
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Figure 7: Analysis of of XYZ classification

Figure 7 is the analysis of the XYZ classification standard.
According to the XYZ classification standard, materials
with a coefficient of variation less than 0.7 are divided into
category X with small fluctuations and stable demand;
Materials with a coefficient of variation of 0.7 to 0.8 are
classified as Y-type inventory with a medium fluctuation
level; The material whose coefficient of variation is more
than 0.8 is classified as Z-type with violent fluctuation.
There are 254 CX materials with low value and low
demand volatility, and CY materials with low value and
moderate demand volatility, accounting for 46% of the
total materials of K Chemical Company. These two types
of materials have the most varieties and the demand is
relatively stable, but the amount of funds occupied is
relatively small. At this time, K Chemical Company can
subdivide the stocking strategy according to the continuity
of demand, and adopt a combination of quantitative and
regular stocking. For the materials with continuous
demand, K Chemical Company can analyze and analyze
the single order quantity of the material inventory cost at
the minimum total inventory cost, and purchase
quantitatively. To sum up, ABC-XYZ analysis matrix can
provide an effective machine supply inventory control
strategy for enterprises.

4.4. Comparative analysis of related work
Table 1 showcases three different methods leveraging
ACO and its variations for optimizing supply chain
networks and inventory management. Each method targets
specific objectives and employs distinct optimization
approaches. The Enhanced Ant Colony Optimization
focuses on multi-objective optimization, balancing total
supply chain costs with customer satisfaction, achieving
notable reductions in costs and improvements in
satisfaction. The integration of ACO with Mixed Integer
Programming addresses the Inventory Routing Problem,
effectively minimizing total system costs while
maintaining high customer satisfaction. Notably, this
approach demonstrates significant cost savings and
operational efficiency gains. Lastly, Dynamic Ant Colony
Optimization tackles the challenge of dynamic supply
chain environments, enabling swift adjustments to
optimization strategies in response to real-time data,
thereby mitigating cost fluctuations and enhancing supply
chain responsiveness. While each method presents distinct
advantages, they also face limitations such as
computational complexity, parameter sensitivity, and
challenges in real-time application, highlighting the need
for careful consideration and potential integration with
other algorithms for optimal performance.
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Table 1: Comparison of SOTA and its limitations in supply chain network optimization and inventory management

based on ant colony algorithm

Method Obijective Optimization Metrics Improved Limitations
Approach
Total supply chain High computational
cost reduced by complexity for large-
approximately 15%- scale supply chain
Do 25% networks
Multi-objective . .
optimization Customer satisfaction
Multi-objective P increased to over 90%  Sensitivity to parameter
o model based on . . .
Enhanced Ant  optimization (total Ant Colon (5-10 percentage point  settings, requiring careful
Colony supply chain cost, 't Lolony improvement over tuning
P Optimization, -
Optimization customer . . baseline)
: : combined with .
satisfaction) Enhanced quality of
local search d
strategiies Pareto front solutions,
g enabling decision- Potential for getting stuck
makers to find a better in local optima
balance between
multiple objectives
Total system cost
reduced by
approximately 20%- Complex modeling
30%, including requiring high
— significant reductions ~ mathematical modeling
Combination of o !
in inventory costs, skills
Ant Colony
. A stockout costs, and
Inventory Routing  Optimization and :
Ant Colony - transportation costs
LT Problem (IRP) Mixed Integer s
Optimization SN h Improved logistics . .
- optimization, Programming L . High computational
Integrated with aiming to models efficiency, with order resource requirements
Mixed Integer aming S processing time . g .
: minimize total considering during the solution
Programming shortened by 10%-
system cost customer

Dynamic Ant
Colony
Optimization

Optimization for
adapting to
dynamic changes
in the supply
chain

satisfaction
constraints

Introduction of

dynamic update

mechanisms to
adjust algorithm
parameters based

on real-time

supply chain data

20%
Maintained customer
satisfaction above
95%, while reducing
customer
dissatisfaction due to
stockouts
Rapid adjustment of
optimization strategies
in response to
significant changes in
the supply chain
environment, reducing
cost fluctuations by
approximately 10%-
15%
Improved real-time
accuracy of
optimization results,
bringing inventory
levels closer to
optimal states
Reduced order delay
rates due to
environmental
changes, enhancing
supply chain
responsiveness

process

Challenges in data
acquisition and real-time
application in practical
settings

Complex algorithm
design and difficult
implementation

Stable real-time data
support required

Potential for failure in
extreme dynamic
environments, requiring
integration with other
algorithms for enhanced
robustness
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5 Ant colony algorithm-based
supply chain network optimization
and inventory management method
checking and implementation

5.1 Model evaluation

5.1.1 Structural performance
The degree of change in network connectivity can be
defined as the ratio, as shown in Equation (18):
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(18)

Figure 8 shows the accuracy analysis of the overall
connectivity. The larger the scale of the connected
network, the more enterprise nodes that can be
connected, the fewer marginalized enterprises in the
network, and the stronger the overall connection within
the supply chain network.
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Figure 8: Accuracy analysis of global connectivity of the network

5.1.2 Efficiency performance

Network efficiency reflects the efficiency of chain network
to transmit information such as transactions, cooperation,
and feedback. The distance between any two nodes in the
network is calculated as (19):

(19)

The efficient performance of the network can be evaluated
by the relationship between dj and nodes n. The
calculation method is as Eq. (20):
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Figure 9 shows the evaluation score of the transmission
efficiency. If distance to transmit resources is longer, the
dj will be larger, and the transmission process will take

more time. Conversely, the higher the network
transmission efficiency.
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Figure 9: Supply chain network delivery efficiency evaluation score
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Table 2: Comparison of KPIs before and after
optimization (t-test results)

KPls Before After t-test p-
Optimization Optimization value
Inventory . .
Turnover Rate 3.5 times/year 5.0 times/year <0.01
Out-of-Stock 506 206 <0.05
Rate
Total Cost (in
10,0005) 120 105 <0.001

Table 2 shows the t-test analysis. The experiment found
that the p-value of inventory turnover was less than 0.01,
indicating a significant difference in inventory turnover
before and after optimization and a significant
improvement in turnover after optimization. The t-test p-
value of the out-of-stock rate is less than 0.05, indicating a
significant difference in the out-of-stock rate before and
after optimization, and the out-of-stock situation has been
effectively improved. The t-test p-value of the total cost is
less than 0.001, further confirming the significant effect of
the ant colony algorithm in reducing overall operating
costs.

Table 3: ANOVA results for the effect of pheromone
evaporation rate (p) on inventory turnover rate
Pheromone Evaporation Rate Inventory Turnover Rate

(p) (times/year)
0.1 4.5
0.3 5.0
0.5 4.8

Assuming we studied the effect of pheromone volatility (p)
on optimization performance, we set three different levels
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(0.1, 0.3, 0.5) and recorded inventory turnover rates at each
level. Through the analysis of variance in Table 3, we can
conclude that the volatility of pheromones has a significant
impact on inventory turnover (assuming that the p-value of
ANOVA (Analysis of Variance) is less than the
significance level, such as 0.05). Further analysis reveals
that the inventory turnover rate is highest when the
pheromone volatilization rate is 0.3.

5.2 Experimental contrast model

In this study, we carefully build a comprehensive and
accurate experimental comparison model, which not only
covers every key step from data preparation to parameter
adjustment, but also deeply discusses the practical
application effect of supply chain network optimization
and inventory management methods based on ant colony
algorithm through simulation experiments and case
studies. In the data preparation stage, we have extensively
collected various historical supply chain data, including
sales data, production data, logistics data, etc., and carried
out detailed cleaning and pre-processing work.
Subsequently, we selected existing supply chain
optimization algorithms as baseline models, which
represent the highest level of traditional methods and
provide a strong comparative basis for our research. In
terms of defining performance indicators, we
comprehensively consider the core elements of supply
chain management, such as total cost, service level,
inventory turnover rate, etc., to ensure that these indicators
can fully reflect the effectiveness.

LR-1
LR-2

2 3
Chunk Size

Figure 10: Model test analysis of ant colony algorithm

Figure 10 is the model test analysis. In parameter
adjustment stage, we conducted a humber of experiments
on the model based on the ant colony algorithm, and found
the optimal model configuration by gradually optimizing
the parameter setting. In the simulation experiment stage,
we use the selected data and parameter settings, run the
model, and record the values of relevant performance
indicators. At the same time, we performed the same
experimental manipulation on the baseline model for
unbiased comparisons. In the stage of result analysis, we
conduct in-depth statistical analysis of the results of
simulation experiments, and use statistical methods such

as t-test to determine whether the difference between the
model based on the algorithm and the baseline model in
various performance indicators is significant. In addition,
we also select a specific supply chain scenario for in-depth
analysis through case studies to demonstrate the
application effect of the model based on ant colony
algorithm in practical problems. Finally, in the sensitivity
analysis phase, we explore the impact of different
parameter changes on model performance to evaluate the
robustness and applicability of the model. Table 4
compares the performance of traditional methods and
supply chain network optimization and inventory
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management methods based on ant colony algorithm in
terms of optimization efficiency, cost reduction,
prediction accuracy improvement and response speed
improvement, highlighting the application of ant colony
algorithm in supply chain management significant
advantage.

Table 4: Comparison of different methods

Etficiency Inventory Increase
of Supply Forecast
. manageme
Methodolog Chain accuracy
nt cost - response
y Network - improve
R reduction speed
Optimizatio .
o ratio (days)
Traditional 70% 5% 10% 3
method
Ant colony 90% 15% 25% 1
algorithm
6 Comparative discussion and
analysis

Table 5 provides a comparative view of the performance
of ACO in supply chain network optimization and
inventory management, as compared to existing studies in
the literature. The results indicate that ACO tends to
outperform traditional methods in terms of cost reduction,
response time improvement, and customer satisfaction
increase. However, its computational complexity and
parameter sensitivity are higher. The real-world constraint
adaptability of ACO is also good, highlighting its potential
for practical applications, albeit with the need for careful
adjustment of algorithm parameters and configurations.

Table 5: Comparison of ant colony optimization for
supply chain network optimization and inventory

management
Performance Ant Colony .
Metric Optimization Study Traditional method
Cost Reduction 15-30% 10-20%
(%)
Response Time
Improvement 20-40% Reduction 10-25% Reduction
(Days)
Customer

Satisfaction 5-10% 3-7%
Increase (%)
Moderate to High,

Depending on Problem

Low to Moderate

Computational (Traditional

Complexity Scale and Parameter Methods like Linear
Settings Programming)
. Lower (Traditional
Parameter High, e.g., _Pheromone Methods Have
g Evaporation Rate, - -
Sensitivity - Relatively Fixed
Heuristic Factor
Parameters)
Good, but Algorithm Good, but
Fggr:_s\t/:'/;i:td and_ Parameters Need Traditional Methods
Adaptability Adjustment Based on Rely More on Fixed

Specific Scenarios Models

7 Conclusion

In this paper, supply chain network optimization and
inventory management methods based on ant colony
algorithm are studied. The basic concepts of supply chain
management and the basic principles of ant colony
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algorithm are discussed in depth, and the background and
significance of the research are clarified. Secondly, a
supply chain network optimization method based on ant
colony algorithm is proposed. By optimizing the network
topology, node location and path selection, the total cost
is reduced and the service level is improved. An inventory
management strategy based on ant colony algorithm is
proposed. Through accurate demand prediction and
dynamic inventory control, low inventory cost and high
customer  satisfaction are achieved. Simulation
experiments verify the effectiveness of the proposed
method. Ant colony algorithm in the supply chain network
optimization efficiency, inventory management cost
reduction ratio, prediction accuracy improved by 90%,
15%, 25%, significantly better than the traditional method.

Although this study has made some achievements,
there are still some limitations and deficiencies. For
example, more factors and constraints may need to be
considered in practical applications; In addition, as the
market and technology are constantly changing, the
demand for supply chain management is also constantly
changing, and the proposed method needs to be further
improved and optimized. Future research can be carried
out from the following directions: First, further expand the
application fields of ant colony algorithm in supply chain
management, such as supply chain risk management,
supply chain collaboration, etc.; The second is to study
how to combine ant colony algorithm with other advanced
optimization algorithms to further improve the
optimization effect; The third is to explore how to use
artificial intelligence technology to improve supply chain
management, such as using deep learning for demand
forecasting.
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Animal emotion detection, including elephant emotions, is highly possible, but what the traditional emo-
tion detection approaches highlight is their blatant ignorance of adopting edge-enabled intelligence and
serverless-based solutions, both of which are affordable. Treating the emotions of animals increases their
productivity, especially among trained elephants when subjected to carrying logs or undertaking gargan-
tuan tasks. However, existing infrastructures are inefficient in handling long-running animal emotion
detection-related tasks. This article proposes a deep learning-driven edge-enabled serverless architec-
ture after evaluating several existing animal emotion detection techniques. Additionally, we perform an
exploratory study on the cost impact of incorporating serverless-enabled approaches to animal emotion
detection architectures. We observed that the proposed edge-enabled serverless architectures saved over
13,000 dollars annually compared to traditional animal emotion detection approaches. In addition, the ar-
ticle provided a few research directions to develop novel edge-enabled serverless architectures that boost
socio-economic situations while avoiding human-animal conflicts.

Povzetek: Predlagan je sistem za zaznavanje custev Zivali na osnovi globokega ucenja. Model povecuje

ucinkovitost analize, zmanjsuje stroSke in izboljsuje interakcije clovek-Zival.

1 Introduction

Many animals, the vital sources of enabling a sustainable
natural environment, have been integral companions of hu-
mans for years to share emotions. Emotions are, in general,
considered distinct physiological responses that trigger ac-
tivation signals from various sources, such as the face, body
movements, and eye/ear/tail directions.

The emotional traits of animals can bring forth immense
psychological relations, leading to research directions that
relate to natural survival ethos. For instance, the postures
of animals, while proactively reacting to natural disasters,
prevent major losses in lives, especially in rural areas. Re-
searchers have observed an anomaly in the behavior of
toads and birds before earthquakes. Also, monitoring the
emotions of farm animals such as pigs, cows, and sheep,
has increased productivity in yielding milk or food prod-
ucts. These prior experiences have led researchers to cor-
relate the emotions of animals with productivity measures.

In fact, emotions in animals have driven researchers to
pursue research in various dimensions. For instance, i) al-
most many veterinary researchers have reckoned in sum-
ming up the animal health behaviors to study human health
issues —i.¢., the treatment of rare psychological human dis-
eases has been analogously studied using laboratory ani-
mals [48]; ii) researchers have focused on monitoring the

emotions of trained wild animals, such as elephants, that are
involved in carrying logs or erecting poles in remote loca-
tions or forests to increase the much-awaited human-animal
bonds [53].

Although many animals exhibit emotion, there are sev-
eral challenges in identifying and classifying them appro-
priately. The most notable challenges are listed as follows:

1. Varying Degree of Emotions — Animals have differing
degrees of emotions. They reveal sadness and happi-
ness in varying degrees when compared to most hu-
man beings around the globe [5].

2. Differing Emotions among Animals — The empathy re-
vealed in rats is different from the empathy exhibited
by elephants. Researchers have recorded moments
that portray the differences among animals. For in-
stance, elephants mourn in the worst situations, such
as the deaths of mahouts. On the contrary, dogs com-
fort their masters while strange incidents happen at
home.

3. Varying Emotional Features — The features associated
with emotions are unique to animals. Hence, develop-
ing one robust Al-assisted solution or framework that
suits detecting the emotions of all animals is a chal-
lenge.



34 Informatica 49 (2025) 33-48

4. Algorithm Designs — Tens of thousands of learning al-
gorithms exist on the market to detect emotions in hu-
man faces or mobile-assisted applications [35]. How-
ever, for developers, there are not many learning al-
gorithms that could accurately capture the emotions of
animals with limited computational or communication
requirements.

There have been efforts in the past to study the emotions
of animals [57], [68] — for instance, researchers have de-
veloped sensor-enabled systems and Al-assisted solutions
to detect the emotions of animals. However, it is crucial to
understand the pros and cons of these solutions so that new
approaches can be designed or developed.

This article examines the existing emotion intelligence
methods used by researchers to detect animal emtions. The
article highlights the importance of incorporating edge-
enabled and serverless-oriented solutions when designing
animal emotion detection frameworks or architectures. The
article delves into the importance of integrating serverless
approaches into architectures by examining the costs as-
sociated with using computational resources and memory
components for animal emotion detection. Additionally,
it throws light on future novel research directions and ap-
proaches to animal emotion detection frameworks. The ar-
ticle contributes to classifying animal emotion detection-
related works and delivers a taxonomy of animal emotion-
related research works.

The rest of this article is described as follows: Sec-
tion 2 provides a taxonomy of emotion detection ap-
proaches in animals; Section 3 expresses the necessity of
edge nodes and edge-enabled serverless-based emotion de-
tection frameworks with suitable cost-based exploratory il-
lustrations; Section 4 examines a few possible research di-
rections that a few computational researchers could under-
take shortly; and Section 5 provides a few conclusions of
the article.

2 Animal emotion detection — A
taxonomy

Traditionally, animal emotions were manually detected.
For instance, mahouts had to keenly observe the elephants’
movements, facial expressions, and sound characteristics
before performing actions. In recent years, the manual ap-
proach has been replaced with IoT-assisted solutions or Al-
based intelligent solutions [75].

This section explains two broad classifications of ani-
mal emotion detection mechanisms — Invasive and Non-
invasive methods. Before delving into these methods, we
have emphasized the difference between animal and human
emotions. Additionally, we have listed animals that are of-
ten utilized in the state-of-the-art literature to detect emo-
tions in various contexts.

S. Benedict et al.

2.1 Human emotions vs. animal emotions

Often, humans deliver emotions using multiple modes of
linguistic communication, such as texts or vocals, apart
from facial/body expressions or movements. The emo-
tional states of humans have been widely discussed in the
past by several researchers. Notably, [64] have developed
emotion-oriented facial datasets for the Indian community.
Similarly, facial emotion datasets have been developed in
the past to be applied in several applications such as driver
assistance, fraud detection, culprit detection, and so forth.

In the past, the majority of researchers classified human
emotions into six categories. According to [22], human
emotions are classified as: 1) happiness, ii) sadness, iii) fear,
iv) disgust, v) anger, and vi) surprise. However, recently,
a few authors [ 18] have observed a few more unique emo-
tional states in humans. Accordingly, human emotions are
represented in 27 different states, such as admiration, ado-
ration, aesthetic appreciation, amusement, anger, anxiety,
awe, awkwardness, boredom, calmness, confusion, crav-
ing, disgust, empathic pain, entrancement, excitement, fear,
horror, interest, joy, nostalgia, relief, romance, sadness, sat-
isfaction, sexual desire, and surprise [18].

Pythagoras and Charles Darwin mentioned that the emo-
tions of animals are equivalent to human emotions [5]. But
many other researchers have recently expressed that the
emotions of humans are quite deeply intertwinkled in most
cases when compared to animals — i.e., the emotions of hu-
mans have a mixed expression in some situations that the
animals could hardly express. Hence, excerpts conclude
that animal emotions differ from human emotions.

In [55], the authors have classified the core emotions
of animals into seven categories: seeking, fear, rage, lust,
care, panic, and play. These emotions differ depending on
the type of animal. For instance, authors of [51] have ex-
plored the emotions of elephants in detail; the authors of
[42] have translated human emotion traits to study the emo-
tions of animals, with a specific focus on handling concep-
tual emotions.

In general, elephants reveal emotions in several situa-
tions. The most commonly observed incidents in which ele-
phants showcase emotions are listed below: a) Joy during
birth — i.e., elephants trumpet and run around each other
to express joy at birth; b) Grief during death — i.e., ele-
phants mourn if death occurs among loved ones. During
grief situations, elephants reiterate the incidents due to their
long memory power. Elephants exhibit certain characteris-
tics that are exceptional to many other animals; c) Anger
Emotion — elephants act angrily in several situations, es-
pecially when their habitats are occupied by humans. Simi-
larly, they express angry emotions when mahouts urge them
to do larger tasks without sufficient food or enough rest.
Typically, the spread ears, V-ear, and distracted working
style of elephants indicate a sign of threatening people or
environments [37]; and, d) Empathy Emotion — elephants
also exhibit empathy on three major occasions: i) consoling
people or other elephants during any death occurrences, ii)
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Figure 1: Emotion detection of animals — A taxonomy

defending or protecting young elephants from other preda- 3.
tors, and iii) stopping fights, especially when their loved
ones are forced to fight each other during unavoidable cir-

cumstances.

2.2 Animals involved

Animals involved in observing emotions differ based on the
location where they are monitored. Accordingly, they are
classified as follows:

1. Farm animals — Farm animals, such as dairy cows,
pigs, hens, horses, and so forth, are animals utilized
for agricultural purposes such as yielding milk, lay-
ing eggs, and providing nutrients. Understanding the
emotions of these farm animals and providing better
shelter and food can increase the economic capabilities
of farmers. It can indirectly increase the financial posi-
tion of the livestock sector of a nation. In the past, the
emotions of dairy cows have been observed in pastures
[4, 517; pigs have been monitored in farms [13, 517;
and, the emotions of sheep have been assessed in farms

[45].

. Pet animals — Pet animals are often utilized by hu-
mans to provide a better companion in their lives. The
utilization of pet animals such as cats and dogs has
increased in multitudes in recent years owing to the
loneliness of human inhabitants that they experienced
during the COVID-19 era. It is manifested that the
productivity of working professionals has increased in
multitudes due to the association of pet animals.

Laboratory Animals — Laboratory animals are in-
volved in studying the relevant features of humans or
their health conditions. The most commonly utilized
animals for laboratory-based study purposes are rats
and mammals. Learning the emotions of these animals
before dissecting them is considered a crucial task for
several veterinarians or animal researchers [1].

In some situations, animals are experimented on in test
rooms rather than in laboratories. This is a specific
location where emotions are experimented with us-
ing sophisticated measurement devices or sensor units.
However, the test rooms are not utilized for students or
for grading them. For instance, a few pigs have been
monitored by researchers in a test room consisting of
four positioned cameras associated with computer vi-
sion image analyzing systems to study their behavior
[68]; also, the emotions of dogs have been evaluated
in a room by monitoring their facial expressions and
providing rewards to them [9].

Wild Animals — Wild animals such as elephants
[65]1 [37], lions, tigers, or so forth that live in forests,
such as sparsely dense forests or heavily dense forests,
might expose varying degrees of emotion. For in-
stance, elephants’ vocalization with varying degrees
of emotions has been recorded in forests to capture the
wild behavior of elephants [70], [76], and [16]. The
purpose of characterizing and learning such emotions
is to assess the patterns of invading wild elephants or
to save tribal communities from possible elephant at-
tacks.

In [58], authors have studied the characteristics of
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sheep when they wandered in a wild forest. This ex-
ercise has been carried out to observe the diversity of
data sources — wild vs. domestic impacts.

5. Trained Wild Animals — A few wild animals are
trained to undertake gargantuan tasks such as carrying
logs or showcasing performances in the circus arena.
Wild animals performing in circus arenas, such as ele-
phants, tigers, and lions, express emotions considering
the trainers’ reactions or audiences’ appreciation lev-
els.

2.3 Emotion-related features

The emotions of animals are exhibited in animals through
specific features. The core features that are instrumental in
identifying the emotions of animals are listed as follows:

1. Pig Emotion Identification Features — The emotions
of pigs are evaluated based on the angle of their ears,
snout ratios, and eye movements. If pigs exhibit ag-
gression, ears move forward with a minimal snout ra-
tio; similarly, their eyes are narrowed during retreats

[15].

2. Cow Emotion Identification Features — The emotions
of cows are identified based on the movements of their
eyes and ears. If they are excited, the ears are wide
open and the eye positions are broadened.

3. Elephant Emotion Identification Features — Elephants
are considered the largest land mammal on the planet,
having the largest brain that weighs up to 5.5 kg. It
has a huge physical structure of 3 to 4 meters tall and
weighs from 2 to 7 tons. The trunks have over 1 mil-
lion muscles to undertake several gargantuan tasks,
such as carrying logs or removing trees. The trunk
portion of the elephant is utilized for several activi-
ties, such as defending, breathing, feeding, gathering,
smelling, drinking, lifting, and sensing. The brain of
elephants is so peculiar due to their enduring long-term
memories, which enables them to remember mahouts
or emotional incidents even after long years.

There are two types of elephants: a) Asian Elephants:
Asian elephants are most commonly found in India,
Sri Lanka, and Sumatra. These elephants have twin-
domed heads compared to African elephants. They
weigh heavier than African elephants in most cases.
b) African Elephants: African elephants are of two
types — bush elephants and forest elephants. The bush
elephants are found in several parts of Africa. They
are gigantic in nature when compared to the other
elephants — i.e., they weigh over 10 tons. On the
contrary, the forest elephants are smaller and have
rounded ears. The poaching and defending character-
istics differ among these two species of African ele-
phants.
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4. Dog Emotion Identification Features — Several re-
search studies have been carried out to study the emo-
tions of dogs in the past. The crucial features of dogs
that impact their emotions are blinking eyes, flattening
ears, moving lips, licking noses, and so forth [17].

5. Horse Emotion Identification Features — Learning the
emotions of horses is based on the evaluation of their
eyes, ears, nose, and neck positions. Depending on
different emotional traits, horses position their body
parts, exhibiting unique emotional features. For in-
stance, i) open eyes, stiffly forward ears, open nos-
trils, parallel necks, and higher head positions are the
indications when horses are alarmed [17, 63]; i) open
eyes, stiffly backward ears, and slightly closed nos-
trils, are the indications when they are annoyed; iii)
open eyes, pointed forward ears (mostly relaxed), and
an open mouth with the relaxed neck are specific fea-
tures when they are curious about pursuing any tasks;
iv) shut eyes, pointed sidely ears, relaxed mouth, and
parallel neck positions are signs that indicate a relaxed
horse; v) rotated ears, dilated nostrils, and raised chin
are the indications for revealing pains by horses [59].

2.4 Emotion detection methods

There are two broad categories of emotion detections in an-
imals — i) Invasive and ii) Non-Invasive. In the invasive
method, sensors or electronic-based emotion detection de-
vices are either permanently or temporarily inserted into the
bodies of animals. These electronic devices can constantly
upload measurable properties such as heart rate, tempera-
ture, glucocorticoid levels, or physiological changes to the
connected cloud or fog-based compute services using wire-
less communications, including 4G/5G mobile networks
for evaluating the emotions. Additionally, animals are uti-
lized to detect natural disasters using invasive techniques
[52].

Although this approach has been widely applied in hu-
man emotion detection methods, it is not well discussed or
practiced in animal research, particularly when considering
small-sized animals such as cats, rats, and so forth. How-
ever, elephants and similar kinds of endangered species
or animals, living in zoos or tourism locations, can adopt
invasive methods to detect emotions. The major advan-
tages of adopting invasive methods are twofold: a) Invasive
methods rely on more authentic measurements that relate
to physiological indications of emotions; and, b) they de-
liver accurate measurements while observing emotions in
animals [51].

In non-invasive methods, emotions are collected using
sensors mounted outside the bodies of animals. In fact,
detecting emotions such as fear, anger, joy, disgust, neu-
tral, and so forth, using facial expressions has been widely
implemented for human datasets in the past [62]. Several
methods and algorithms have been designed in the recent
past to detect the emotions of human faces belonging to dis-
persed geographical regions [43] [14]. Also, researchers
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have captured the relationships between facial expressions
and emotions [71].

As similar to identifying human emotions, classifying
emotions from the facial expressions has been practiced by
experienced animal researchers [29] [74]. They observed
that adopting ICT technologies eases the process of emo-
tion detection due to the inclusion of sophisticated learn-
ing algorithms to capture the facial emotion-related features
of animals. However, while investigating the existing re-
search, we could observe that these mechanisms have tar-
geted single animals rather than a group of animals while
detecting their emotions.

A large sector of researchers worked on creating facial
action coding systems (FACS) in animals. Notably, FACS
was initially developed in human faces by observing fa-
cial muscular movements [23]. Subsequently, the same ap-
proach was developed in animals such as dogs, cats [12],
and horse. [39] applied the FACS approach to indicate pain
points in animals; [73] evaluated the facial expressions of
multiple animal species. In [19], authors attempted to label
the facial features of animals before collecting their emo-
tions. However, their approach led to reduced learning ac-
curacy due to poor precision in labeling the FACS of an-
imals. In a few research works, researchers have applied
deep learning algorithms to detect such facial expressions
[40].

Facial expressions of animals are useful to capture and
assess the severity of pain in animals. An array of re-
search works is based on the grimace score of the facial
expressions of animals. In short, the grimace score is an
assessment score that indicates the pain levels of animals
by observing their facial muscular movements. For in-
stance, in [47], authors have utilized the grimace scale to
detect the severity of emotions due to pain [460]. Simi-
larly, the grimace scale indication has been applied in dif-
ferent varieties of animals such as laboratory animals [67],
farm animals [30], and pet animals [24] by a few other re-
searchers to study the impact of pains in different animals
— i.e., researchers [45] have extended the concept of gri-
mace scales for sheep and named them as Sheep Pain Facial
Expression Scale(SPFES) [45]; similarly, authors of [3§]
and [10] have developed unique grimace scales for horses
and named them as Horse Grimace Scale (HGS).

A few authors studied the relationship between animal
behaviors and emotions. They monitored the behavior of
multiple types of animals by assessing the behavior indica-
tors [61]. For instance, the authors of [21] have developed
a cow emotion estimation framework considering the va-
lence of the affective states of cow’s behaviors; the authors
of [33] have implemented a few behavior indicators of pigs
based on the wagging of their tails; the authors of [20] have
classified the emotions of horses after collecting their be-
havior traits; authors have explored and affirmed the repet-
itive pattern of horse movements that reduces their stress
level [3]. Also, in [56], the authors have developed a mon-
itoring framework that keeps track of the behavioral states
of animals.
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Apart from farm or pet animals, we collected research
works that focused on the behavioral study of elephants.
Notably, researchers [606] and [8] have studied the behavior
patterns of elephants using vocalization and vocal expres-
sions.

2.4.1 Using pose detection

Identifying the poses of animals and relating them to their
core emotions is another aspect of detecting emotions in
animals. The body posture and movements of animals con-
vey emotional indices. The correlations between pose and
emotions can be studied using modern learning algorithms,
including deep learning algorithms. Such studies relating to
animal emotions based on pose estimations can be instru-
mental in minimizing pain in animals.

For instance, in [77], the authors have developed a pose
estimation system for dogs to assuage their pains. In the
recent past, authors have developed a DeepLabCut frame-
work [63] that relates the emotions of dogs, such as happi-
ness, fear, and anger, to their corresponding poses. They
have detected a few abnormalities in horses’ poses while
considering their movement patterns.

There are a few tools that estimate the poses of ani-
mals and relate them to their emotional states. Notably,
the DeepLabCut tool [44, 26] and the LEAP tool [57] have
been widely utilized among researchers and practitioners to
capture the emotions of animals using deep learning algo-
rithms. The DeepLabCut framework has also been utilized
to generate emotion indicators from several cross-species
of animals based on learned poses [50].

The summary of the existing works point out that most of
the works have not applied specific cost-efficient solutions
to detect animal emotions in real-time. Table 2.4 highlights
the animal emotion detection systems that differentiate the
non-inclusion of cloud-based systems or IoT-enabled ap-
proaches.

In the table, we have defined IV as NIL, N S as Not Scal-
able, OF' F as offline, ON as online, S — Exp as standalone
experimental setup, S — GPU as standalone experimental
setup involving NVIDIA or similar GPU-based machines,
Cloud as cloud-based solution, and S — Drone as stan-
dalone experimental setup based on drones. The last metric
denotes the cost efficiency in a scale ranking between 1 to
5 where 1 corresponds to the cost-efficient solution.

The idea is to point out that serverless-based edge-
enabled solution could be a better approach for detecting
animal emotions that surpass a long time internal.

3 Edge-enabled serverless
architectures for animal emotion
detection

With the alarming rise in interest in establishing human-

animal bonds and preventing animal attacks, robust tech-
nologies are required to detect the emotions of animals.
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Table 1: Animal emotion detection and allied techniques — a comparative study

Article | Methods and Procedures —Computing
| Scalable
| Offline/Online
| Cost Scale
Manual analysis N |NS|OFF |3

YOLO and FasterRCNN for detecting cow emotions

S-GPU | NS |OFF | 4

Pre-trained CNN to study post surgical impacts of mouse

S-Exp | NS | OFF | 4

Horse pain detection using machine learning

S-Exp |[NS|ON |2

Facial emotion detection of horses

S-Exp | NS |OFF |4

Dog’s emotion detection using neural network

S-Exp | NS |OFF |4

Identify emotions in monkeys

S-GPU |NS |OFF |4

Tail posture identification in pigs

S-Drone | NS |ON | 4

Pain in horses using CNN

S-Exp | NS | OFF | 4

Disease prediction using CNN

S-Exp | NS | OFF | 4

IoT-based elephant acoustic study using Neural network

Cloud | S|ON |2

RetinaNet face posture identification

S-GPU |NS|OFF |4

YOLO and LSTM-based pain detection in dogs

S-Exp | NS |OFF |4
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CNN-based animal face detection

S-GPU | NS |OFF |4

This section discusses the edge-enabled serverless architec-
tures and frameworks that adopt an efficient animal emo-
tion detection mechanism.

Towards this end, at first, we cover the special features of
architectures that are crucial to detecting animal emotions;
next, we describe the possible software/hardware compo-
nents and associated algorithms that improve the goals of
identifying the emotions of animals; and, at last, a few met-
rics that drive the objectives of architectures are discussed.

3.1 Animal emotion detection architectures

In the past, specialized trainers detected animals’ emo-
tions. They applied skilled tricks to improve the produc-
tivity of the animals’ assigned tasks. For instance, vocal-
izations such as growls, barks, or body postures such as
wagging tails of dogs, are read by people raising animals.
However, observing emotions and classifying the affective
states of animals using the manual approach can lead to hu-
man bias [49]. There have been efforts in the past to de-
velop mechanisms that offer unbiased assessments. How-
ever, the works are under-researched to date [36].

This section elaborates on the applicability of IoT-
enabled technologies for studying the emotions of animals.
Depending on the deployment options, the animal emo-
tion detection mechanism is classified into four types: i)
Naive IoT, ii) Edge-enabled IoT, iii) Serverless IoT, and
iv) Al-Assisted IoT (see Figure 2). Additionally, the sec-
tion highlights the importance of involving deep learning-
driven edge-enabled serverless architecture to enhance the
accuracy and cost efficiencies.

3.1.1 Naive IoT — Type-I

Exploring the emotions of animals utilizes sensor-enabled
networks that transport sensed data using communication
protocols such as WiFi, 4G/5G, or Long Range WAN (Lo-
RAWAN). The WiFi communication protocol provides a

higher bandwidth to transfer sensor data from a camera.
This protocol is suitable in locations such as zoos, tem-
ples, and work sites, where the emotions of animals need
to be monitored. 4G/5G networks are mobile cellular net-
works based on 4G/5G communication protocols that of-
fer a high-speed network to carry animal images or video
streams in a wireless medium. However, this protocol is
not suitable for carrying sensory information for long dis-
tances. On the contrary, LORAWAN is a wide area network
that can transfer sensory information that reaches around
10 KMs between sensors and services. The drawback of
utilizing the LoRaWAN protocol in emotion detection ar-
chitectures is its limitation in transferring a huge volume of
data to sense the emotions of animals.

In the Naive-IoT system, sensors such as camera sensors
collect animal images or frames and stream data to cloud
services through gateways that are connected using com-
munication protocols such as WiFi or 4G/5G networks. The
cloud services process these animal videos in cloud envi-
ronments after sufficient data processing mechanisms, in-
cluding data filtering, augmentation, and so forth. Addi-
tionally, the cloud services host learning algorithms or Al-
assisted services to detect the emotions of animals, such as
anger, grief, happiness, joy, and so forth.

For instance, in [54], the authors have developed an IoT-
enabled electronic board using sensors that were mounted
on the ears of pigs to observe their activities; [41] have de-
veloped an accelerator-based solution to collect the behav-
ioral changes of horses by designing a few affective states;
[69] have studied the emotions of animals by transforming
learning algorithms on smartwatches; and so forth. Simi-
larly, [52] have surveyed the sensor-based emotion moni-
toring approaches for farm animals, which limit the scope
of research to a subset of animals. In Figure 2, we could ob-
serve that the Type-I architecture has direct communication
of sensors to cloud environments.
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Figure 2: Animal emotion detection architectures — Type-I, II, III, and IV

3.1.2 Edge-enabled IoT — Type-II

Rather than streaming animal videos from their exact loca-
tions, such as the zoo or circus arena to the cloud environ-
ments, it is better to transfer the important features of ani-
mals’ emotions to edge nodes. This enables us to minimize
the network bandwidth and privacy of streaming sites. For
instance, to observe the emotions of elephants, while learn-
ing their emotions, it is sufficient to submit features such as
ear positions, mouth angle, and so forth, to cloud services
based on animal emotion detection services. Most of the
video processing and parsing of facial features or emotional
traits could be carried out on edge devices that are mounted
by decent processing elements. The most notable edge de-
vices that are utilized for processing video frames nearer to
the sensor nodes are Raspberry Pi nodes, mobile phones,
low computational servers, laptops, Jetson Nano devices,
and so forth. The type-II architecture model of Figure 2 rep-
resents the sensors connected to clouds through edge nodes.
A few researchers have developed frameworks with multi-
sensor devices, including cameras, to detect the emotions of
elephants on smartphone devices based on GPS communi-
cations [70]. However, this work is not assisted by modern
communication protocols or edge computing services to ef-
ficiently utilize the power of edge-enabled IoT systems.

In fact, edge computing nodes suffer from memory
and computation-related resource limitations. They could
not handle memory-expensive deep learning tasks such as
ResNet50.

3.1.3 Serverless IoT — Type-III

Most IoT-enabled applications or pure edge-enabled so-
lutions continuously power the associated cloud services.

This approach of utilizing edge and cloud computing nodes
for processing animals’ emotions has three major disadvan-
tages:

1. Energy Inefficiency — Cloud services are unnecessar-
ily underutilized, even if there is no data to process
them. For instance, the videos of animals are not cap-
tured throughout the day/year to study the emotional
variations over time in the zoo. The emotions could
be programmatically observed only for a few minutes,
especially while feeding, playing, or so forth. In such
situations, cloud servers could be switched “OFF* to
efficiently handle the energy consumption of these ap-
plications. Also, in locations where renewable energy
sources are available, it is sufficient to utilize renew-
able energy sources to power “ON* the devices.

. Cost Inefficiency — In cloud environments, compute
instances and their allied resources for applications
are continually utilized. If we need to detect the pat-
terns of emotions in animals over months or years in
a zoo/circus, the cloud resources are always utilized,
although the necessity of resources is limited. This in-
directly increases the costs of such emotion detection-
based applications for users.

. Carbon Inefficiency — When animal emotion-related
applications are executed on clouds, they heat the
cloud resources. Obviously, energy consumption due
to powering “ON“ the machines and cooling them due
to overutilization the risk of carbon emissions in data
centers or supercomputers. These carbon emissions,
therefore, could be controlled for the benefit of soci-
ety if the applications are programmed elegantly.
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Table 2: Deep learning algorithm-based animal emotion de-
tection

Reference | Animal Algorithm Approach Location
Horses Object Detection iii;z;ﬁzs:Q;nt Horse
1591 rses NN and YOLO . Staple
Detection
LST™M Facial Keypoint Horse
[2] Horses concatenated Action Movement Stapl
binary classifier Detection pie
FasterRCNN g?;:;;?itation
[51] Cows, Pigs | YOLOV3 . . Pasture
YOLOV4 using different
Algorithms
Pretrained
AlexNet . ..
[27] Dogs with FC Emotion Pretraining
Layers
Landmark points
and posture detection
[26] Dogs DeepLabCut (Ear, Hair, Mouth,
and so forth)
[1] Mice ResNet50 qutlons post Laboratory
surgical
FasterRCNN Comparison of
VGG16 algorithms
[ Horses ResNet50v2 based on Farm land
Xception head positions
Classify emotions
ResNet based on
7] Dogs Supervised anticipation or Home
frustration
YOLO Sheep face
[ Sheep SSDMobileNet detection Farm land
Facial feature
3-layered classification
[38] Horses ONN based on Farm land
Grimmascale
[10] Horses InceptionV3 \};/T:: ?eer;ec(tylr(;lll Farm land
VGGHLSTM P
features
Encoder- Equine pain
(0] Horses Decoder classification Farm land

A serverless-enabled cloud implementation model im-
proves energy efficiency, cost efficiency, and carbon effi-
ciency. It is a cloud execution model where servers are not
powered “ON* throughout the execution of applications.
Only if sensor data is triggered using edge-enabled devices,
the servers are powered “ON“ and the states of the applica-
tions are modified.

For instance, the emotions of animals are assessed based
on the qualified input data captured and transferred to cloud
servers. There exist a few platforms that enable serverless-
assisted IoT solutions. For instance, AWS offers Lambda
services. The Lambda services enable execution of func-
tions based on triggers obtained from IoT-enabled sensors.

3.1.4 Al-assisted IoT solutions — Type-1V

Providing Al-based solutions is crucial to accurately detect-
ing the emotions of animals. Al-based algorithms, in gen-
eral, are classified into supervised, unsupervised, and rein-
forcement learning algorithms [6]. They are applied in var-
ious domains, such as the financial sector, agricultural sec-
tor, cognitive sector [15], and so forth. Supervised learning
algorithms are further classified based on machine learning
approaches and deep learning approaches.

There are several classical machine learning algorithms
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such as Support Vector Machines [39], Random Forests,
K-Nearest Neighbor, Rule-based, Naive Bayes, Principal
Component Analysis, and so forth, that could be adopted
for identifying the emotions of animals from varied input
sources such as texts, video, or audio sources. Notably,
authors have utilized the vocalization features of elephants
[70] to detect the state of mind using SVM classifiers in
four different categories: roar, rumble, trumpet, and cry.

Apart from a few classical ML algorithms, there exist a
few deep learning algorithms such as the You Only Look
Once (YOLO) algorithm, Convolutional Neural Networks
(CNNs), Residual Net (ResNET) models, Reinforcement
Neural Networks (RNN), and so forth for detecting animal
emotions.

For instance, in the recent past, the authors of [31] have
assessed the pain in horses [2] and donkeys by detecting
the facial keypoints; the authors of [25] have applied the
ResNet50 algorithm to detect pain in cats; researchers of
[45] have utilized computer vision approaches to detect
pain in animals; in [28], the authors have implemented an
IoT-enabled solution to establish an intelligent ecosystem
for tracking the health of diary farm animals in real time.

Similarly, authors of [72] have implemented a Faster
R-CNN deep learning algorithm to classify animal emo-
tions; a few authors have observed the emotions of farm
animals using pre-trained Deep CNN models when pro-
jected with wolf sound and images [51]; a few researchers,
[27], have developed a simple pre-trained AlexNet deep
learning model to classify the affective states, namely,
smiling, growling, and sleeping states of dogs; a few
other researchers [ 1] have developed an emotion detection
model based on neural networks supported by binary classi-
fiers that detected mice’s post-anesthetic surgical emotions
based on facial expressions; a few researchers [17] have
studied the facial expressions of horses using CNNs; a few
authors have worked on the application of deep learning al-
gorithms for improving the emotion intelligence of dogs [7]
and cats [25]; and, so forth.

Additionally, authors have utilized a pre-trained ResNet-
based deep learning model to classify the emotions of
dogs as anticipation or frustration [7]; authors [58] have
developed temporal features as input to detect the emo-
tions of sheep using multi-step CNN models; in [3&], re-
searchers have implemented 3-layered CNN-based deep
learning models to recognize pain in horses using gri-
mace scales; similarly, several researchers have applied
temporal features in deep learning algorithms, including
encoder-decoder-based self supervised deep learning algo-
rithms [10] [11] [60], to detect the emotions of animals.

Based on the most commonly utilized deep learning algo-
rithms, we classified and tabulated them in Table 2. Obser-
vations reveal a lack of extensive research on the resource
or cost efficiency of learning methods in animal emotion
detection.

Interestingly, by integrating these potential deep learn-
ing algorithms into edge-enabled serverless frameworks,
we can quickly, accurately, and efficiently detect animal
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emotions when sensors such as cameras trigger sensor data
in real-time.

3.2 Architecture evaluation metrics

The animal emotion detection architectures such as Naive
IoT, Edge-enabled IoT, Serverless IoT, or Al-Assisted IoT
have to be monitored and evaluated. We identified a set of
performance metrics that could be utilized in the architec-
tures. The description of these metrics is explained below:

Device utility The device utility is a measure of the to-
tal utilization of cloud or sensor-based resources among the
available utilization times. In serverless environments, the
resources are utilized only when there is a trigger from asso-
ciated sensors —i.e., the utilization depends on the nature of
applications, serverless platforms, and resource providers’
serviceability.

Configurational easiness Configuring a serverless-
enabled IoT platform can lead to difficulties for some
users. For instance, a few serverless platforms utilize
sophisticated user interfaces or ease in setting up automatic
configurations, whereas, others do not. Hence, depending
on the ease of setting up the configurations, we classify the
architectures.

Multi-communication support An animal emotion de-
tection architecture is limited to supporting all communi-
cation protocols. Some architectures enable various com-
munication protocols such as, WiFi, Bluetooth, 4G/5G, and
so forth. However, the cost of the system increases if
these devices operate with different communication pro-
tocols. For ease, based on the utility of the application,
several loT-enabled emotion detection architectures are de-
signed using WiFi, 4G/5G, or Bluetooth. This metric en-
sures the ability of the device to install it on any different
locations/platforms.

Prediction accuracy The emotion detection of elephants
or animals in farms or in the wild involves learning algo-
rithms, including deep learning algorithms such as CNNss,
LSTM, or SVM. While classifying emotions depending on
the environmental inputs, prediction accuracy is one cru-
cial metric that needs to be maximized. If not, false pos-
itives drive the system with wrong decisions. Developing
an emotion detection system that offers more accurate deci-
sions is a time-consuming task, as it depends on the quality
of the learning algorithms and the learning parameters of
the algorithms.

Energy or hardware-related metrics The performance
of applications is a step toward improving the implementa-
tion strategies and the writing style of applications. In an
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edge-enabled elephant emotion detection system, develop-
ers could implement algorithms, including learning algo-
rithms, in several approaches:

1. Lightweight Implementation using Containers -—
container-based implementations offer lightweight
solutions that self-contain all relevant packages to ex-
ecute emotion detection applications. It is an OS-level
virtualization approach in which algorithmic instances
are offloaded to multiple servers depending on the
load balancing requirements or other performance
concerns of the execution environments.

2. Security-conscious Implementation Approach — Ap-
plications could be developed considering the secu-
rity features of the programming models. Increasing
the security-based software components in emotion-
related detection algorithms can reduce the perfor-
mance of applications.

3. Execution Time Improvements — Improving the ex-
ecution time of learning algorithms, including deep
learning-based emotion detection algorithms, requires
the application developer to have algorithmic excel-
lence and coding skillsets. Developing algorithms
considering the nature of input data and avoiding un-
necessary allocation of variables could improve the
execution time of emotion detection applications.

4. Energy or Carbon-conscious Developments — Met-
rics that improve the energy efficiency of applica-
tions or carbon emissions are predominantly prac-
ticed in long-running applications. For instance,
edge-enabled emotion detection applications involve
battery-operated or renewable energy sources for pow-
ering edge or sensor nodes. The entire ecosystem
should consciously deliver most of the executions
to such renewable-powered resources while learning
emotions or inferencing emotion-related patterns. In
this way, carbon emissions are reduced in such long-
running applications, especially when training phases
are carried out on edge-enabled devices.

Figure 2 illustrates the different types of animal emo-
tion detection architectures depending on the deployment
options — i.e., whether they involve edge-based solutions,
serverless execution models, or naive loT-enabled ap-
proaches.

3.3 DL-driven edge-enabled serverless
architecture — an exploratory study

Among the four types of animal emotion detection architec-
tures, the Type-IV architecture that combines deep learn-
ing, loT, edge computing, and serverless execution models
is considered to be more efficient in terms of cost and re-
source utilization.
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Table 3: Cost exploration for AWS services in naive-IoT architectures

AWS Services Name of the Service Dollars per hour Year-wise
Compute Instances t4g.micro 0.0104 91.104
mS5.large 0.096 840.96

t2.micro 0.0116 101.616

g4dn.12xlarge instances (4 GPUs - 96vCPUs) 5.47 47917.2

Associated Storage SSD-32GB 2.56 30.72
IOPS-SSD-32GB 4 48

Kinesis Data firehose | 1TB-streams 29.7 356.4
AWS S3 100GB storage 23 27.6
Total (10 instances) 12556.8

Table 4: Comparison of types of animal emotion detection architectures

Architecture | Scalable | Latency Cost Efficiency | Security | Accuracy Utility Easiness
Manual Poor Depends Poor High Depends NA NA
on availability on Evaluator

Type-1 Medium | High Poor Poor Depends Poor Poor
on Application

Type-11 High Medium Medium High Depends Medium | Poor ‘
on Application

Type-II1 High Low High High Depends High High ‘
on Application

Type-1V High Low High High Depends on AI | High Medium ]

3.3.1 Process involved

The following steps outline the process of incorporat-
ing deep learning algorithms into edge-enabled serverless
frameworks within the Amazon AWS ecosystem:

1. Initially, camera sensors stream videos to nearby edge
nodes for evaluating the animals interested in detect-
ing the emotions. For instance, an elephant emotion
detection system captures frames belonging to ele-
phants and omits the other animals.

2. Next, edge-enabled services connect to AWS S3 buck-
ets to trigger the required DL algorithm, such as
YOLO, CNN, RESNET, or so forth, using S3 event
notification options. The S3 buckets include code
snippets and scripts to start executing EC2 instances
based on AWS Lambda functions.

3. Accordingly, the corresponding DL algorithm is exe-
cuted along with the past state information and data
modules on EC2 compute instances for a specified
time interval. The EC2 service requests are activated
through simple queue services of AWS.

4. Finally, once the modeling and prediction tasks are
handled, the state of the application is saved in the S3
bucket for future executions. It could be noticed that
the EC2 instances remain inactive throughout the an-
imal emotion detection processes, particularly when
they are installed in forest or zoo locations. This dras-
tically reduces the computational costs involved in the
execution. Additionally, a few lightweight deep learn-
ing algorithms, such as TinyYOLO, could be deployed

for faster and more resource-efficient learning or infer-
ences.

3.3.2 Cost-efficiency

To illustrate the cost efficiency of Type-IV architecture —
specifically, DL-driven edge-enabled serverless architec-
ture, we have considered an AWS platform consisting of
10 Elastic Compute Cloud (EC2) instances, including GPU
instances, to execute parallel deep learning models; AWS
Lambda and AWS S3 services have been considered to es-
tablish serverless implementations. Also, we have assumed
that the architecture included cameras and edge devices
such as Raspberry Pi nodes that are dedicatedly available
for evaluating the costs involved in the animal emotion de-
tection. In the study, only recurring costs involved in the
operations were studied, assuming the animal emotion de-
tection has to be evaluated throughout an year.
The key findings are listed below:

1. The manual approach to detecting animal emotions is
not a scalable or accurate solution as it is dependent on
the skillset of evaluators;

2. The Type-I architecture utilized cameras to stream
animal videos directly to cloud-based services. In
this approach, at least cloud instances have to be
active throughout the execution of services. As an
exploratory study, we considered ten m5.large in-
stances from the US East (N. Virginia) region to eval-
uate the animal emotions. Accordingly, the cost of the
EC2 instances was estimated — i.e., it reached around
$101.616 per year. Additionally, the architecture re-
quired high performance storage units to quickly re-
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spond to the requests for animal emotion detections.
Hence, Solid State Drives (SSDs) or 1/O Operations
Per Second (IOPS) storage units have to be invoked.
Also, we need to process streaming data on the cloud.
To do so, AWS Kinesis Data Firehose have to be
plugged in to the detection system;

3. Involving ten m5. large instances, 32-GB SSD, 1TB-
streaming support, and 100GB S3 service can lead to
$12556.8 for a year. Table 3 lists the required cloud
services and the recurring cost required per year to op-
erate an animal emotion detection-related application
on the cloud using Type-I architecture.

4. The Type-II architecture considered edge-enabled de-
vices to parse videos and perform data-related opera-
tions closer to the data sources. This architecture still
requires cloud-based compute instances and storage
units mentioned in Table 3 to evaluate animal emo-
tions. Although a few computations happen on the
edge, the cloud services have to be switched ‘ON*
throughout the year. However, the network bandwidth
of the application is relatively improved when com-
pared to Type-I architecture.

5. Type-III and Type-1V architectures involve serverless
IoT solutions. Here, the AWS Lambda service is
integrated to the animal emotion detection applica-
tion. In doing so, EC2 compute instances are uti-
lized only based on the trigger happening from data
sources. Assuming that there are 10,000 service re-
quests prompted from sensor sites, there are no charges
collected specifically from AWS Lambda services.
However, the Type-III architecture requires EC2 in-
stances to update weights and perform inferences.

If fifteen minutes are required for performing each ser-
vice request, the recurring costs of Type-III architec-
ture for an entire year will reach only $2676 — i.c.,
10,000 times of ten m5.large instances along with
100GB storage components. The major difference be-
tween Type-III and Type-IV architectures is the in-
clusion of core deep learning models to perform ani-
mal emotion detections. Accordingly, the accuracy of
Type-1V architecture increases with almost equivalent
costs found in Type-III architectures.

6. Additionally, the four types of architectures are com-
pared in terms of scalability, latency, security, device
utility, and ease. Table 4 highlights the importance of
Al-assisted architecture using serverless and [oT com-
ponents to detect animal emotions.

4 Research directions

This section suggests a few research directions that could
be adopted based on the existing animal emotion detection
strategies. The possible research directions are discussed in
three major divisions, as shown in Figure 3.
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Figure 3: Research Directions in Edge-Enabled Animal
Emotion Domain

4.0.1 Improving learning accuracy

Emotion detection using edge-enabled serverless architec-
tures involves learning algorithms such as CNNs or YOLO.
The learning accuracy of these algorithms could be in-
creased by applying a few methods, as listed below:

1. the developers could design novel deep learning algo-
rithms that increase the learning accuracy of applica-
tions;

2. an automatic tuning of learning hyper-parameters such
as learning rate, number of iterations, model optimiza-
tion methods, and so forth, could be developed. In
fact, developing an automatic tuning feature can lead
to poor performance efficiencies while detecting ani-
mal emotions;

3. an approach to compressing learning models while
transferring them to the cloud or edge increases the
network bandwidth of the learning system. Unfortu-
nately, researchers avoid them as networks are consid-
erably working well during their experiments with a
low volume of data. However, the real situation man-
dates the necessity of such compressions.

4.0.2 Computational advancements

Although we proposed edge-enabled serverless-oriented
architectures for animal emotion detection, there are re-
search directions to improve them i) by choosing where
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to place the services, such as learning-related services or
security-oriented services; ii) by designing tightly coupled
hardware-software designs targeting performance metrics
such as energy, execution time, or carbon emissions; iii) by
developing hierarchical architectures that benefit from the
most commonly observed time and space complexities in
computing environments; and, iv) by implementing edge-
enabled serverless architectures that improve the cost effi-
ciency factors and latency issues of animal emotion detec-
tion algorithms.

4.0.3 Applications

Apart from developing technologies and solutions to en-
hance research in computational and algorithmic design,
there are immense research opportunities to observe emo-
tions among a swarm of animals. For instance, identifying
animals’ emotions from geographically dispersed locations
is a challenge. This involves an architectural design of the
system, considering sensors and associated communication
protocols to transfer intelligence elegantly. Similarly, in-
ferring intelligence based on a group of multi-species ani-
mals could spot novel findings.

5 Conclusions

Animal emotion detection research has started with the
fresh challenge of detecting emotions. Traditionally, a
manual approach to detecting animal emotions had fail-
ures and inefficiencies, as pointed out by several prac-
titioners. The recent loT-enabled animal emotion detec-
tion systems have marked an array of performance im-
provement opportunities. This article explored the recent
trends in applying IoT-enabled solutions for animal emo-
tion detection research; it studied the importance of incor-
porating DL-driven edge-enabled serverless-oriented archi-
tectures by exploring the costs involved in computations
of architectures; and, it offered a few research directions
that threw light on near-future research works. The article
would enable the incorporation of novel architectural de-
signs and significantly increase the interest of indigenous
animal emotion researchers.
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New energy vehicles provide new solutions for low-carbon emissions. With the continuous expansion of
the new energy vehicle industry, a more scientific supply chain management system is needed to
effectively identify and evaluate risks. This study proposes a more scientific and comprehensive risk
assessment method for the supply chain system of new energy vehicles based on a hierarchical
holographic model and matter element extension model. The results showed that the proposed algorithm
improved the classification performance of risk factors by 1.2%, 1.3%, and 1.5% compared to the
clustering performance of the nearest frequency amount clustering, particle swarm optimization, and self-
organizing mapping algorithms. In terms of noise processing effectiveness, the Rand index has improved
by an average of 55% and 41% compared to the kernel density threshold algorithm and spectral
clustering algorithm, with smaller fluctuations and significant differences (P<0.05). The accuracy, recall,
and F-measure were 9.4%, 8.5%, and 9.6% higher than traditional spectral clustering algorithms, with
smaller fluctuations and significant differences (P<0.05). While reducing the risk handling time by 21%,
the effect has improved by 6%, and the fluctuations during the risk handling process were smaller than
those of the self-exploration model. Therefore, the proposed algorithm can cope with many uncertain
factors in the complex supply chain management system, ensuring the sustainability and stability of the
development of the new energy vehicle industry supply chain.

Povzetek: Predlagana je metoda ocenjevanja tveganj v dobavni verigi elektricnih vozil, ki zdruzuje
hierarhicni holografski model in model razsiritve materialnih elementov.

1 Introduction assessment method for the supply chain risks of NEVs.
Many scholars have researched supply chain risk systems
in various fields and proposed some identification and
evaluation methods [4].

The first step in risk assessment is to identify the risks
in SCS, and many experts have made some research
progress in this direction [5]. Dhruv et al. proposed a
method for exploring business process problems based on
simulation data to avoid risk transfer during business
operations. This method could effectively identify key
risks in business processes and take targeted measures [6].
Sun et al. proposed an algorithm based on financial and
supplier operational risks, which can analyze
uncontrollable factors in the market, effectively capture
risk incentives, and create conditions for in-depth analysis
of risk causes. This method could effectively control the
hidden risks of SCS in agricultural products [7]. Ge et al.
proposed a supply chain risk identification model based on
supply demand. This model conducted research from the
end of the supply chain through reverse deduction to
obtain the optimal solution for risk identification. The

The issue of global warming caused by the increase in
carbon emissions has become increasingly prominent and
has received widespread attention from the international
community. The importance of developing clean energy
and energy transformation has deeply penetrated people's
hearts [1]. New Energy Vehicles (NEVS) are an important
way to achieve low-carbon emissions. The growth in the
social demand for NEVs is being driven by national
policies, while the Supply Chain System (SCS) for
automobiles has also expanded significantly [2]. The SCS
of NEVs involves business processes in all aspects of
production, manufacturing, and sales. The companies
involved in the process from raw materials to delivery to
consumers have a significant amount of management and
operational risks that need to be identified and evaluated
[3]. Traditional supply chain risk identification and
assessment rely on manual labor, which cannot avoid
evaluation errors caused by many uncertain factors.
Therefore, there is an urgent need for a new risk
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identification model established by this method could
effectively analyze the impact of decision preferences on
risk [8]. Patibandla et al. proposed a global liquidity index
evaluation model. This model could identify risk
propagation for important nodes in the overall process and
effectively improve the accuracy and reliability of risk
identification [9]. Wu et al. proposed a risk identification
model based on supplier standard selection. It combined
the consideration of both price and quality factors to
obtain a more reliable method for risk assessment. This
method provided a basic framework for risk identification
and guided supply chain risk identification [10].

After effectively identifying risks, the application of
Risk Assessment Models (RAMs) to rate risks has
received widespread attention. Yu W et al. proposed an
NEVs RAM based on the functional-coefficient method,
which can achieve supply chain risk warning and provide
a quantitative method for risk assessment. This method
has been applied to actual enterprise financial risk
warnings, achieving high accuracy and feasibility [11].
Ghazal et al. proposed a risk matrix-based analysis and
evaluation model and provided diverse and specific risk
assessment methods for multi-criteria decision fuzzy
problems. This method has the potential to effectively
assess the degree of risk in complex environments, thereby
providing a reliable decision-making basis for decision-
makers [12]. Sari et al. proposed a supply chain risk
assessment method based on a coordination mechanism.
This method provided a reliable measurement basis for the
impact of uncertain factors in the market on risk
assessment. Its effectiveness in assessing the supply chain
risks of NEVs was highly scientific and accurate [13].

Q. Jiang et al.

Sardar et al. proposed a logistics RAM based on Matter
Element Extension (MEE) to optimize supply chain
logistics business processes and reduce transportation
costs and personnel work efficiency. This model could
address nonlinear influencing factors in logistics
transportation processes to obtain reliable risk nodes,
providing a reference for risk control in physical
transportation processes [14]. Li et al. proposed a
Bayesian-based RAM that can effectively address the
impact of subjective and objective environmental factors
to ensure the accuracy of assessment data. This model
could be applied to the SCS of Otis Elevator Company to
accurately classify risk levels [15].

In conclusion, a variety of risk identification and
assessment techniques have been developed for use in
Supply Chain Management (SCM) systems. These have
contributed to the advancement of SCM, ensuring its
continued healthy development [16-17]. However, the
accuracy and feasibility of existing NEV SCS risk
assessment methods in meeting personalized supply chain
needs and considering various complex factors still need
to be improved, as shown in Table 1.

This study proposes a risk assessment method for
NEVs supply chain based on Hierarchical Holographic
Model (HHM) and MEE model. This method helps
identify important risk indicators in SCS, and enables
weight calculation and priority ranking of indicators to
reduce the scope of risk events. Its innovation lies in the
combination of HHM and MEE models, which can
identify risks in a framework and conduct systematic risk
assessment, providing new ideas for NEVs SCM.

Table 1: Summary of related work.

Improvem
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Figure 1: Schematic diagram of HHM risk identification framework.

Figure 2: K-means effect diagram.

2 Methods and materials

This section constructs an HHM new energy supply chain
risk identification model based on K-means Clustering (K-
means), obtains important risk indicators, and further
classifies them. Then, an MEE RAM based on a Long
Short-Term Memory (LSTM) network is constructed, and
the classified indicators are weighted and ranked
according to their importance.

2.1 Risk identification model for HHM
new energy supply chain based on K-
Means

In the process of increasing consumer demand for NEVs,
effective management of the NEVs supply chain becomes
particularly important [18]. The risk identification of
NEVs is the first step in supply chain risk management,
which aims to detect risks and classify them for
management. The process of NEVs, from raw material
procurement to production and sales, is fraught with
significant risks. It is therefore essential to implement a
systematic and comprehensive method for the effective
identification and classification of risks [19]. This study
introduces a risk management model based on HHM,
aiming to identify global risk factors from different
perspectives. Fig.1 is a framework diagram for identifying
supply chain risks.

Through the HHM framework, all risks in the process
of NEVs from production to sales have been identified,
and noteworthy risk factors have been identified. Due to
the large number of risk factors involved, these factors
need to be further summarized and categorized [20]. This
study introduces the K-means algorithm to further mine
the supply chain risk data identified by the HHM
framework, cluster similar data, and provide important
basis for the analysis of risk causes. The principle of K-
means for big data is shown in Fig.2.

The first step of HHM is to classify risks from
different perspectives, which can be achieved through the
K-means algorithm. This algorithm aims to divide the
dataset into clusters centered around K by selecting the
cluster center K. Before clustering, the data are
standardized to ensure that the dimensions of each risk
factor data are consistent, as shown in equation (1).

7= XK )

In equation (1), £ represents the Z-score
standardization method. X representing risk factor data.
M is the mean. @ represents standard deviation. After
data preprocessing, the process of selection and clustering
is continuously repeated to ultimately obtain the best data
classification results. The data classification method is
shown in equation (2).
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C; =argminx; —,uj2
j

O]

In equation (2), X is the training sample of the risk
u . i
dataset. ! is a randomly selected cluster center. ) is the

current number of cluster centers. C‘ is the evaluation
attribute of the current cluster. To further obtain more
representative data classification and obtain the minimum
value of the ﬂtness(A[l],A[2],...,A[n]) objective
function, there is a calculation formula as shown in
equation (3).

fitness(A[1], A[2],..., A[n]) =

K N
> Dist(x:?,C,%)
1 (3)

In equation (3), K and N are risk datasets selected

Dist(xiz,Ckz)

from two different perspectives. is the

X-2

distance between "t first level risk indicators and the

2
central point C
(o

. According to the primary indicator

2
attribute , the number of risk points X" under this

2
risk attribute is calculated, and C is optimized through

the calculation results to converge the objective function
to the optimal clustering center [21-22]. By using the K-
means algorithm for clustering weights, the dataset is
subjected to distance calculation to obtain clustering
clusters, as shown in equation (4).

Ag, :%(wk -dist(c,, x))?  (4)

Wy

In equation (4), is the weight factor calculated by

the algorithm clustering. A is the standard deviation for
calculating the distance between all data and the center

3
point. Assuming the cluster center attribute target is C ,

3 . .
after K™ rounds of clustering on the dataset, the distance

increment is represented as Ag Following the
preliminary risk classification, the second step of the
HHM algorithm is initiated. This involves further
optimization of the dataset partitioning perspective and the
clustering process, with the objective of combining the
cross effects between various risk clustering clusters. By
combining the K-means algorithm with neural networks,
the algorithm learns and clusters data unsupervised,
resulting in better clustering centers [24].

The neural network structure can determine the
selection of K-means centers through autonomous
learning, while avoiding the influence of subjectivity.

Q. Jiang et al.

Therefore, neural networks are used to improve K-means.
It takes the shortest distance between the original data and
the neurons as the winning distance, and iteratively
optimizes and adjusts the weights between all clustering
centers and various risk data. The adjustment method is
shown in equation (5).

yij (t+2) = y; (©) + 7 (L, NO)(ij —Y; (1) ®)

. X - .
In equation (5), ¥ is the initially selected cluster

- (t
Vi (1) is the weight of the risk data node at

time t. U is the training time of the model. 16N s the
distance function of the optimal clustering center when the
training time reaches t. The distance between each risk
data is calculated using the selected best clustering center,
as shown in equation (6).

center point.

B

0 0
X :(xl,xz,xs,...,xio )
and

In  equation (6),

0 _ 0
y (yl' Yo Yo Yo ) are the set of cluster centers and
the set of data points within the relevant clusters. Among

)
them, I” is the dimension in which the current risk data
0

0
. . . . X. .
point observation perspective is located. "° and Yio are

. o d(a%p?)
variables in the current dataset dimension. is
the distance between the data points within the cluster and
the cluster center. Different perspectives will lead to
different risk factors, and the risk factors from different
perspectives are interrelated, intersecting, and
overlapping. Therefore, ineffective factors are eliminated
through the risk factor identification framework of the
HHM.

When the initial dataset has multi-dimensional
variables due to different perspectives, its calculation is
shown in equation (7).

le:%(xl—ﬂx)ﬂ(xl—ﬂx) @)

2z
. " . . 1
In equation (7), X" is the covariance matrix of X .

X s the mean risk point of the X" risk dataset. T' is

the transpose. k* is the total number of risk indicators in
the dataset. After the eigenvectors of the covariance
matrix are rotated, the resulting variance matrix is shown
in equation (8).
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In equation (8), U is the rotation matrix of the risk
matrix. The coordinate of rotation matrix U is F . % is
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the covariance matrix of the rotation matrix F . u,? is
the sample mean of the risk dataset. /o is the variance
of the risk indicator. k? is the total number of datasets.

T2 is transposed. The improved algorithm distance is
shown in equation (9).

2 g O

Visual angle A Visual angle B
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Figure 3: Risk assessment framework.
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Figure 4: LSTM architecture diagram.

B is(x5_y5) (9)

Ly

T ]
In  equation (9), X5=(X11X21X31---,Xh5) and

y5=(y1,y2,y3,...,y,5) are datasets from different

-1
perspectives. T3 is transposed. 525 is the inverse matrix
Ly

of x5.

2.2 Construction of MEE RAM combining
hybrid weight method

The resolution of important risk identification issues has
laid the foundation for the construction of RAMSs. The
RAM for new energy can effectively judge the degree of

risk after identifying it, providing important basis for the
formulation of risk solutions. This study proposes the
LSTM algorithm, which can avoid the influence of
nonlinear factors in the SCM process and has a certain
degree of inclusiveness in evaluating missing risk data.
Fig.3 shows the risk assessment framework.

In Fig.3, the behavior of the LSTM model is controlled by
gates. Its structure mainly consists of three gate gates:
forget gate, input gate, and output gate, which can
effectively detect the feature sequence of risk data
indicators, assign weights to risk indicators, and sort them
according to their importance. The LSTM model used in
the study consists of two hidden layers, each with 128
hidden units, and is trained using the Adam optimizer. In
the data preprocessing stage, the raw data are standardized
and the first 80% of the dataset is divided into a training
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set and the last 20% as a testing set to address uncertainty
in the risk assessment process. Fig.4 shows the structure
of LSTM.

Based on the risk identification results of K-means, the
classified risk indicators are sorted by their importance to
obtain the weights of each indicator. By using gradient
descent, the weights and thresholds of the loss function are
repeatedly corrected to improve the accuracy of the
algorithm, as shown in equation (10).

We g — W

g =
t y

(10)

In equation (10), weight calculation begins at point
t=1 W and Wit are the weight values at times ! and
t-1. Ot js the gradient. The weight attenuation coefficient

of risk assessment indicators is shown in equation (11).

{ml =em, +(1-¢£)g, (11)

Vv, =ev, +(1-¢)g!

In equation (11), M and “t are the first and second
momenta. € is the attenuation coefficient. The
calculation steps for weights are as follows: the first is to
adaptively adjust the learning rate, and then calculate the
difference between the predicted and true values. The loss
function is shown in equation (12).

MAE =|G - f (X))|

MSE = > G—f*(X)) (12)

G
LOG =-log f(—
913

In equation (12), MAE and MSE gare the absolute
and mean square values of the loss function. LOG is the
logarithmic loss. G is the risk level prediction data output
by the function. X is the true data of risk level. The final
step in weight calculation is accuracy judgment. If the
accuracy does not meet the requirements, it will be
recalculated until it converges to the optimal value. To
avoid getting stuck in local optima during algorithm
training and reduce deep learning time, a topology
structure of adding three layers of neural networks to the
neural network is used. The establishment of the classical
domain is shown in equation (13).

Nj’Cl’(ajl’bjl)

CZ’(ajZ’bjz)

Ry =(N;,C/V;) = .. 3)

Cn ’ (ajn ’ bjn)
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In equation (13), N; is the risk level. j is the risk
indicator to be sorted. C,” is the characteristic value of the

ranking of various supply chain risk indicators. V;; is the

ranking range of risk level characteristic values between
indicators J and i . The asymmetric closeness of risk
level indicators is shown in equation (14).

l n
n(n+1)i=

K;(N)=1- D W, (14)

In equation (14), K;(N) is the closeness between
the risk element to be evaluated and the existing risk level.

D; is the distance of the risk indicator. W, is the

comprehensive weight value of each risk indicator. The
maximum closeness obtained from the calculation is used
as the final output of the MEE RAM, which is the risk

assessment indicator of the model. The final risk

assessment process is shown in Fig.5.

In Fig.5, the supply chain risk assessment process for
NEVs includes risk identification, risk assessment, risk
ranking, and final risk indicator output.

3 Results

This section introduces the dataset used for model training
and presents the results of risk identification performance
testing on the HHM model based on the K-means
algorithm.

The results are then compared with the performance of
other risk identification algorithms. Subsequently, the
LSTM-based MEE RAM is trained on different datasets
and its effectiveness is analyzed.

3.1 Performance testing of HHM risk
identification model based on K-Means

The experimental platform adopts AMD Ryzen 55600
H with Radeon Graphics, with a main frequency of 3.30
GHz and 16 GB of memory. The dataset is collected from
manufacturing, supply, and sales enterprises of NEVSs.
Data indicators are about the management risks and
operational risk factors of the automotive supply chain. To
verify the risk identification effectiveness of the K-means-
based HHM and its classification performance on risk
indicator datasets, three additional clustering algorithms
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are used for performance analysis. They include Recent-
Frequency-Monetary Clustering (RFM), Particle Swarm
Optimization (PSO), and Self-Organizing Map (SOM).
The clustering results of each algorithm on the risk

I

Calculating K-means

clustering centers

Informatica 49 (2025) 501-505 55

indicator datasets of manufacturing, supply, and sales
enterprises are shown in Fig.6. In Fig.6 (d), the research
algorithm selects cluster centers from three datasets, with
data clusters concentrated in [-0.5, 1.5], [2, 4.1], and [0.2,

Classifying
clustering centers to
form a new cover

o
Canopy esse 2. ’
generation :. H 'YX
() ..

ve S o000
SRR SR

Figure 5: Schematic diagram of RAM structure.

1.8]. The clustering clusters of the comparative algorithm
are significantly more dispersed, with an average distance
reduction of 1.2%, 1.3%, and 1.5% from each data point
to the center point. There are individual data adhesion and
excessive  dispersion  phenomena, with  smaller
fluctuations and significant differences (P<0.05). The
research algorithm can effectively cluster different risk
assessment indicator datasets and has high reliability and
accuracy.

To verify the noise resistance of the proposed HHM risk
identification model, the noise processing capability of the
K-means algorithm is tested. Dynamic Localized
Clustering with Kernel Density Thresholding (DLCKDT),
spectral clustering, and the proposed algorithm are tested
and compared using 30% and 70% random noise. The
Rand index is used as an evaluation indicator, and the
results are shown in Fig.7. In Fig.7 (a), when the research
algorithm is subjected to a 30% random noise distribution,
the Rand index curve consistently remains above the other
two  clustering algorithms, exhibiting  minimal
fluctuations, thereby indicating high stability. The Rand
index of the DLCKDT and spectral clustering algorithms
is, on average, 55% and 41% lower than that of the
proposed algorithm. Furthermore, the curve demonstrates
a decline following an initial increase, indicating reduced
stability with diminished fluctuations and notable
discrepancies (P<0.05). In Fig.7 (b), at a higher 30%
random noise distribution, the Rand indices of all three
types show a decreasing trend. However, the Rand curve
of the proposed algorithm still performs the best, within
the range of [0.65, 0.9], with a fluctuation range 45%

smaller than that of the DLCKDT algorithm. The curve of
spectral clustering algorithm first increases and then
decreases, gradually becoming ineffective. This indicates
that the research algorithm has better noise processing
capabilities and can maintain high risk identification
stability in practical applications.

In NEVs SCM, risk datasets for different business
processes are collected, including planning risk,
production risk, sales risk, and transportation risk. To
verify the accuracy of the research algorithm in risk
identification, the algorithm is applied to performance
testing and compared with traditional spectral clustering
algorithms. The results are shown in Table 2. The research
algorithm performs the best in accuracy, recall, and F-
measure on different datasets, with each indicator being
9.4%, 8.5%, and 9.6% higher than traditional spectral
clustering algorithms, with smaller fluctuations and
significant differences (P<0.05). The performance test
results of the two algorithms remain consistent in each
dataset, with a difference of less than 3%. This indicates
that the proposed algorithm has high stability, accuracy,
and feasibility in practical risk assessment.

3.2 Analysis of the effectiveness of MEE
RAM based on LSTM

To verify the learning and practical application
effectiveness of the LSTM-based MEE RAM, the model
training period is set to 200. The time and effectiveness of
risk management are used as
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Figure 8: Time and effect curves of the risk of the MEE model.

evaluation indicators for the model, and the results are
shown in Fig.8. In Fig.8 (a), as the SCM cycle increases,
the RAM shows a gradually decreasing trend in the
processing time curve for risks. The management cycle
decreases by an average of 23% from 0 to 200, resulting in
a decrease in the average processing time of the model,
with smaller fluctuations and significant differences
(P<0.05). In Fig.8 (b), as the SCM cycle increases, the risk
management effectiveness of the RAM continues to
improve. When the operational management cycle reaches
20, the risk management capability improves the most,
increasing by 6%. The proposed model can effectively
perform deep learning on risk data, resulting in
continuously improving risk management capabilities.

To further validate the research model's ability to handle
supply chain risks, the data were collected from January
2022 to December 2023, covering the entire operational
cycle of the NEV industry chain. This ensured the
timeliness and representativeness of the data. The data
come from four primary risk assessment indicators:
planning, manufacturing, production, and technology. For
each primary indicator, the data contain specific

characteristics of multiple risk factors, and the planning
indicators include production plan changes and supply
plan delay features. Manufacturing indicators include
production equipment failure rate and characteristics of
raw material supply interruption. Production indicators
include production efficiency and product quality
qualification rate characteristics. Technical indicators
include the cycle of technological innovation and the cost
characteristics of technology introduction. Each primary
indicator dataset contains 100 data points. Comparing the
performance of the autonomous exploration models, as the
risk data continue to increase, the processing time curves
of each model are displayed in Fig.9. In Fig.9 (a), the risk
treatment time curve of the research model shows a
continuous downward trend, with a total reduction of 40s
in treatment time, and has high stability, with a fluctuation
range between [50, 75]. The autonomous exploration
model spends an average of 21% more time on risk
management than the research model, and the processing
time fluctuates greatly, with smaller fluctuations and
significant differences (P<0.05). Overall, there is no
significant improvement. In Figures
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Risk Assessment Method for New Energy Vehicle Supply Chain...

Informatica 49 (2025) 501-505 59

0.923
0.921
O 0.919r
D 0.917
0.915

0.913f KNN
0.911 ‘ ———Proposed

......

04 06 08
Recall
(a) PR curve

10 0-910

0 2 4 6 8 10
Epoch
(b) AUC curve

Figure 11: Comparison of prediction performance of various models.

9 (b), (c), and (d), there is no significant change in the
processing performance of the two models, and the
average data difference is within 5% compared to Fig.9
(a). The research method can effectively enhance the
processing capability of supply chain risk assessment
indicators and has high stability and accuracy.

To verify the actual evaluation effect of the research
model on risk indicators, Root Mean Square Error
(RMSE) and Mean Square Error (MSE) are used as
evaluation indicators. The research model is applied to the
Moving MNIST, TaxiBJ, Hu-man 3.6m, and KTN
datasets for testing, and compared and analyzed with
models based on other prediction algorithms. The
comparison models are Fuzzy Recurrent Neural Network
(FRNN), ConvLSTM, and PredRNN algorithms, and the
results are shown in Fig.10. Research algorithms have
minimum error values in different datasets. Among them,
in Fig.10 (a), the RMSE of the research algorithm is 16,
which is 3.2%, 2.1%, and 1.5% lower than the FRNN,
CLSTM, PRNN, and MIM algorithms. Its MSE is 32,
which is 5.8%, 0.7%, and 1.7% lower than the FRNN,
ConvLSTM, and PredRNN algorithms, with smaller
fluctuations and significant differences (P<0.05). In
Figures 10 (b), (c), and (d), there is no significant
difference in the test data results of each algorithm among
the three different datasets, with a difference within 5%.
The proposed model has higher accuracy and stability in
risk assessment.

To verify the effectiveness and generalization ability of
the proposed MEE model, different sampling rates are
used to validate its risk assessment performance.
Precision-Recall (PR) curve is used as an evaluation
indicator. The Area Under the Curve (AUC) during its
training process is compared with other CNN and K-

Nearest Neighbors (KNN) algorithms, and the results are
shown in Fig.11. In Fig.11 (a), the research method has
high PR values at different sampling rates, with the best
performance observed at sampling rates of 0.1 and 0.4. In
Fig.11 (b), as the number of iterations increases, the AUC
values of each method show a continuous increasing trend.
The average AUC value of the research algorithm is the
highest, reaching 0.915, which is 9% and 3% higher than
traditional CNN and KNN algorithms, with smaller
fluctuations and significant differences (P<0.05).
Therefore, when studying algorithms for weight
calculation and importance ranking of risk indicators, it
has high accuracy and reliability.

To verify the universality of the proposed method, two
similar algorithms, Random Forest Classifier (RFC) and
Naive Bayes Classifier (NBC), are compared, and
accuracy, Receiver Operating Characteristic Area under
the Curve (AUC-ROC), and processing time are used as
evaluation metrics. The results are shown in Table 3.
Table 3 shows that the proposed method has the highest
accuracy, reaching 97.2%, which is significantly better
than the 87.6% and 89.8% of RFC and AUC-ROC, with
smaller fluctuations and significant differences (P<0.05).
The AUC-ROC of the proposed method is 0.921, which is
close to 1 and higher than the 0.882 and 0.871 of RFC and
AUC-ROC, respectively, with smaller fluctuations and
significant differences (P<0.05). The proposed method
has the shortest processing time, with a reduction of 3.2
and 2.2 on the basis of RFC and AUC-ROC, respectively.
The results show that the proposed method exhibits
significant superiority in all indicators, is more suitable for
handling complex multidimensional data, and has strong
universality.

Table 3: Performance comparison of various algorithms.

Algorithm Accuracy AUC-ROC Processing Time (s)
RFC 87.6% 0.882 18.4
AUC-ROC 89.8% 0.871 17.4
Research method 97.2% 0.921 15.2
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4 Discussion and conclusion

The SCM of NEVs is crucial for the development of the
NEV industry and provides important directions for the
transformation and upgrading of the automotive industry.
At present, various supply chain RAMs have been
proposed. However, in complex and ever-changing
environments, many existing methods are difficult to
balance the accuracy and real-time performance of the
assessment. Therefore, a NEV supply chain risk
assessment method based on HHM and MEE models has
been proposed, which can effectively globally identify and
classify risk factors, and classify and evaluate key risk
indicators.

The results indicated that the proposed risk identification
model based on HHM had good performance in clustering
risk data, with an improvement of 1.2%, 1.3%, and 1.5%
compared to the other three clustering algorithms, with
significant differences (P<0.05). Christie C R et al.
proposed a supply chain RAM based on fuzzy
comprehensive evaluation. Although the interaction of risk
factors was considered, the ability to capture local features
was limited when processing complex supply chain data,
and the clustering accuracy was poor [23]. The proposed
method improved the Rand index by an average of 55%
and 41% compared to DLCKDT and spectral clustering
algorithms, with smaller fluctuations and significant
differences (P<0.05). Thesenvitz et al. proposed a supply
chain risk identification model based on Analytic
Hierarchy Process (AHP), which can analyze the
relationship between risk factors at different levels of the
supply chain. However, it was sensitive to data noise and
had average noise resistance performance [24]. The
accuracy of the proposed method was 9.4%, 8.5%, and
9.6% higher than traditional spectral clustering algorithms,
with significant differences (P<0.05). The average
processing time of the proposed MEE model decreased by
an average of 23%, and the risk management ability
increased by 6%, with significant differences (P<0.05).
Compared with the independent exploration model, there
has been a 21% reduction in time and less volatility in risk
management. RMSE and MSE were significantly lower
than the other three algorithms by 3.2%, 2.1%, and 1.5%
on average (P<0.05). Tamsah et al.'s supply chain RAM
based on hesitant fuzzy evaluation considers the
complexity of the supply chain, but it takes a long time to
process large-scale data, making it difficult to meet real-
time decision-making requirements [25].

In summary, the proposed NEV supply chain risk
assessment method based on HHM and MEE models
outperforms existing methods in clustering accuracy, noise
resistance, processing efficiency, and error rate. The
proposed algorithm has high accuracy and feasibility in
risk identification and assessment, and can be effectively
used in automotive SCM to obtain a more comprehensive
and scientific evaluation method. However, the training

Q. Jiang et al

process of the proposed algorithm mainly utilizes existing
risk factor data. In the development process of NEVs, the
scientificity of SCM may also be affected by the
emergence of new battery technologies or new market
demands. Therefore, predicting new influencing factors
and taking preventive measures in advance can be a future
development direction.

5 References

[1] Kamar Zekhnini, Anass Cherrafi, Imane Bouhaddou,
and Youssef Benghabrit. Jose Arturo Garza-Reyes.
Supply chain management 4.0: a literature review
and research framework. Benchmarking: An
International ~ Journal,  28(2):465-501, 2021.
https://doi.org/10.1108/B1J-04-2020-0156

[2] Matjaz Gams, and Tine Kolenik. Relations between
electronics, artificial intelligence and information
society through information society rules.
Electronics, 10(4):514, 2021.
https://doi.org/10.3390/electronics10040514

[3] Nicholas P. Simpson, Katharine J. Mach, Andrew
Constable, Jeremy Hess, Ryan Hogarth, and Mark
Howden. A framework for complex climate change
risk assessment. One Earth, 4(4):489-501, 2021.
https://doi.org/10.1016/j.oneear.2021.03.005

[4] Liua B, and Sunb FH. Research on the risk assessment
method of PPP project based on the improved matter
element model. Scientia Iranica, 27(2):614-624,
2020. https://doi.org/10.24200/SCI.2018.5295.1187

[5] Laura Kaikkonen, Tuuli Parviainen, Mika Rahikainen,
Laura Uusitalo, and Annukka Lehikoinen. Bayesian
networks in environmental risk assessment: A
review. Integrated Environmental Assessment and
Management, 17(1):62-78, 2021.
https://doi.org/10.1002/ieam.4332

[6] Albert A. Koelmans, Paula E. Redondo-Hasselerharm,
Nur Hazimah Mohamed Nor, Vera N. de Ruijter,
Svenja M. Mintenig, and Merel Kooi. Risk
assessment of microplastic particles. Nature Reviews
Materials, 7(2):138-152, 2022.
https://doi.org/10.1038/s41578-021-00411-y

[7] Bei Sun, Xudong Liu, Jiayuan Wang, Xuezhe Wei,
Hao Yuan, and Haifeng Dai. Short-term performance
degradation prediction of a commercial vehicle fuel
cell system based on CNN and LSTM hybrid neural
network. International Journal of Hydrogen Energy,
48(23):8613-8628, 2023.
https://doi.org/10.1016/j.ijhydene.2022.12.005

[8] Qian Ge, Yu Liu, Yinghao Zhao, Yuetian Sun, Lei
Zou, Yuxing Chen, and Anqun Pan. Efficient and
accurate simrank-based similarity joins: experiments,
analysis, and improvement. Proceedings of the
VLDB  Endowment, 17(4):617-629,  2023.
https://doi.org/10.14778/3636218.3636219

[91 R S M Lakshmi Patibandla, and N Veeranjaneyulu.
A SimRank based ensemble method for resolving


https://doi.org/10.14778/3636218.3636219

Risk Assessment Method for New Energy Vehicle Supply Chain...

challenges of partition clustering methods. Journal of
Scientific & Industrial Research, 79(4):323-327,
2022. https://doi.org/10.56042/jsir.v79i4.68681
[10] Tianhao Wu, Ji Cheng, Chaorui Zhang, Jianfeng
Hou, Gengjian Chen, Zhongyi Huang, Weixi Zhang,
Wei Han, and Bo Bai. ClipSim: A GPU-friendly
parallel framework for single-source simrank with
accuracy guarantee. Proceedings of the ACM on
[11] Weiren Yu, Julie McCann, Chengyuan Zhang, and
Hakan Ferhatosmanoglu. Scaling high-quality
pairwise link-based similarity retrieval on billion-
edge graphs. ACM Transactions on Information
Systems (TOIS), 40(4):1-45, 2022.
https://doi.org/10.1145/3495209
[12] Taher M. Ghazal. Performances of k-means clustering
algorithm  with  different distance  metrics.
Management  of Data, 1(1):1-26, 2023.
https://doi.org/10.1145/3588707
Intelligent  Automation &  Soft
30(2):735-742,
https://doi.org/10.32604/iasc.2021.019067
Indah  Purnama  Sari, Al-Khowarizmi  Al-
Khowarizmi, and Ismail Hanif Batubara. Cluster
analysis using K-Means algorithm and fuzzy C-
Means clustering for grou students' abilities in online
learning process. Journal of Computer Science.
Information Technology and Telecommunication
Engineering, 2(1): 139-144.
https://doi.org/10.30596/jcositte.v2i1.6504
[14] Tanvir Habib Sardar, and Zahid Ansari. An analysis
of distributed document clustering using MapReduce
based K-means algorithm. Journal of the Institution
of Engineers (India): Series B, 101(6):641-650, 2020.
https://doi.org/10.1007/s40031-020-00485-2
Yongyi Li, Zhonggiang Yang, and Kaixu Han.
Research on the clustering algorithm of ocean big
data based on self-organizing neural network.
Computational Intelligence, 36(4):1609-1620, 2020.
https://doi.org/10.1111/coin.12299
Mohamed Sakkari, and Mourad Zaied. A
convolutional deep self-organizing map feature
extraction for machine learning. Multimedia Tools
and Applications, 79(27):19451-19470, 2020.
https://doi.org/10.1007/s11042-020-08822-9
Xinwang Liu. Simplemkkm: Simple multiple kernel
k-means. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 45(4):5174-5186, 2022.
https://doi.org/10.1109/TPAMI.2022.3198638
[18] Zengyi Huang, Haotian Zheng, Chen Li, and Chang
Che. Application of machine learning-based k-means
clustering for financial fraud detection. Academic
Journal of Science and Technology, 10(1):33-39,
2024. https://doi.org/10.54097/74414c90
[19] Sani Saminu, Guizhi Xu, Shuai Zhang, Isselmou Ab
El Kader, Hajara Abdulkarim Aliyu, Adamu Halilu
Jabire, and Yusuf Kola Ahmed. Applications of
artificial intelligence in automatic detection of
epileptic seizures using EEG signals: A review.

Computing,
2021.

[13]

(18]

[16]

[17]

[20]

[21]

[22]

[23]

[24]

[25]

Informatica 49 (2025) 49-62 61

Artificial Intelligence and Applications, 1(1):11-25,
2023. https://doi.org/10.47852/bonviewAlA2202297
Srikanta  Pal, Ayush Roy, Shivakumara
Palaiahnakote, and Umapada Pal. Adapting a swin
transformer for license plate number and text
detection in drone images. Artificial Intelligence and
Applications, 1(3):145-154, 2023.
https://doi.org/10.47852/bonviewAl A3202549

Shen Deng, Siyu Mou, and, Huifang Liu. A
comprehensive evaluation framework for China’s oil
import sustainability with a projection pursuit and
matter-element extension model. Energy Sources,
Part B: Economics, Planning, and Policy, 16(7):650-
668, 2021.
https://doi.org/10.1080/15567249.2021.1937402
Jingwei Too, and Abdul Rahim Abdullah. A new and
fast rival genetic algorithm for feature selection. The
Journal of Supercomputing, 77(3):2844-2874, 2021.
https://doi.org/10.1007/s11227-020-03378-9
Christopher R. ChristieLuke E. K. Achenie, and
Oluwafemi B. Ayeni. A model-based approach to
diagnosing hypercalcemia. Industrial & Engineering
Chemistry  Research, 62(5):2263-2274, 2023.
https://doi.org/10.1021/acs.iecr.3c00051

Jodi Thesenvitz, Shelby Corley, Lana Solberg, and
Chris Carvalho. Home health monitoring during the
COVID pandemic: Results from a feasibility study in
Alberta primary care. Healthcare Management
Forum, 35(1):29-34, 2022.
https://doi.org/10.1177/08404704211041969
Hasmin Tamsah, and Yusriadi Yusriadi. Quality of
agricultural extension on productivity of farmers:
Human capital perspective. Uncertain Supply Chain
Management, 10(2):625-636, 2022.
https://doi.org/10.5267/j.uscm.2021.11.003


https://doi.org/10.32604/iasc.2021.019067
https://doi.org/10.5267/j.uscm.2021.11.003

62 Informatica 49 (2025) 49-62 Q. Jiang et al



https://doi.org/10.31449/inf.v49i7.6295

Informatica 49 (2024) 63-76 63

Research on Optimal Model Combination of Cross-Border
E-Commerce Platform Operation Relying on Robot Hybrid Algorithm

Qiao Zhao

School of Economics and Management, Huanghuai University, Zhumadian, Henan, 463000, China.

E-mail: 20070585@huanghuai.edu.cn

Keywords: CBEC platform, optimal model, platform operation, robot hybrid algorithm, user behaviour

Received: May 29, 2024

Cross-Border E-Commerce (CBEC) has evolved significantly due to the global growth of the Internet,
becoming a crucial global market. As e-commerce integrates into daily life and work, the market has
transitioned from incremental growth to a more sophisticated landscape. Enhancing user conversion
rates is pivotal for retail E-commerce, setting the stage for intense competition among enterprises. The
swift evolution of EC has empowered users with information production and self-dissemination
capabilities, reshaping traditional production and market response norms. CBEC platforms focus on
user-centric operations to align with societal development. This paper explores hybrid algorithms,
ultimately selecting the fuzzy analytic hierarchy process for assessing operational performance in
CBEC platforms. Finally, this paper conducts empirical research, and the fuzzy comprehensive
evaluation score is [82.71 79.95 78.84 79.42 83.35 82.68]. Through the mining and prediction of user
consumption behavior data, we can scientifically analyze the platform operation performance, which
can find high potential users and conduct accurate operation.

Povzetek: Predlagan je nov model za upravijanje cezmejnih e-trgovinskih platform, ki uporablja
robotski hibridni algoritem. Model izboljsuje analizo uporabniskega vedenja ter povecuje konverzijske

stopnje in operativno ucinkovitost platform.

1 Introduction

Considering the fast proliferation of online users, Internet
products emerge in endlessly, which has caused more and
more fierce market competition. With the gradual
transparency and informatization of business information,
CBEC's profit space has been difficult to compare with
the original, which requires CBEC to gradually establish
a win-win cooperation mechanism [1-3]. Therefore,
CBEC needs to continuously improve the optimal
combination under different operation modes. With the
gradual disappearance of the Internet traffic dividend, the
user group needs to be more and more subdivided, which
requires improving the user transformation stock market.
Therefore, CBEC platforms must establish user thinking,
which is a user centered model [4-6]. Through data driven,
CBEC platforms can track user needs, which will enable
refined user operations.

Pan Yong (2017) has published a paper clearly pointing
out that China's CBEC has shown an oligopoly
consequence, which is no longer in accordance with the

needs of conventional development. Among them, the
logistics mode of CBEC in China is mainly "bonded
warehouse" and "direct mail", which has also been
important expenditure and evidence in many regional
practices. However, in practice, some regions still have
some unavoidable problems, which are common
problems based on China's national conditions, including
high dependence on policies, lack of industry norms, lack
of competitiveness, etc.

2 Related works

Extensive study has been undertaken in the field of CBEC
to better understand the different aspects that influence
the industry, including digital technology and customer
perceptions, as well as supply chain capabilities and
regulatory consequences. This section examines
important studies, emphasizing their objectives,
techniques, findings, and acknowledged limitations.
Examining previous works highlights the strengths and
flaws that the proposed study attempts to solve.
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Table 1: Overview of related research at CBEC
Reference No Objective Methodology Result Limitations

[7] Analyze the role of | Assessment of 102 | SMEs  efficiently | Restricted to
digital technologies | Italian enterprises in | utilize digital | enterprises in Italy
and their abilities in | the design and | technology, and | and certain sectors;
CBEC froman RBV | furniture, fashion, | enterprises utilizing | may not generalize
standpoint. and food and | an e-commerce | to other

beverage industries. | manager exhibit a | environments.
stronger digital
export propensity.

[8] Assess the effect of | Structural equation | Customer Concentrates
customer opinion on | modeling and | perception, mainly on customer
intention to buy in | intermediate impact | confidence, and | behavior, without
CBEC. assessment attitude have a | consideration of

substantial impact | supply chain
on intent to | factors.

purchase, with risk

impacting these

interactions.

[9] Determine how | Several case study | Supply chain | Data is confined to
CBEC enterprises | approaches using 41 | resources (data, | four Chinese CBEC
develop supply | semi-structured logistics, and | enterprises, with the
chain service skills | interviews, field | finance) have a vital | potential for
to enhance the | visits, and | impact on service | differing outcomes
quality of | secondary data. capacity and the | in different areas or
relationships. quality of | circumstances.

relationships.

[10] Examine the impact | System  dynamics | The regulatory | Mainly concentrates
of the dual | modeling and | environment is | on the  policy
circulation policy on | simulation of | critical for | impacts in China
CBEC B2B export | various policies and | encouraging CBEC | during COVID-19;
commerce  during | combinations. B2B exports; | may not apply to the
COVID-19. infrastructure, post-pandemic

government setting or  other
oversight, and | locations.
enterprise operation

are most impacted

by policy delays.

[11] Determine key | Literature review, | Key factors include | Particular to the air
success elements for | structured the capability to pre- | cargo industry, does
airports in CBEC | interviews with | clear e-commerce | not address the
logistics. industry actors, and | items, high airlift | broader  logistics

AHP assessment. and land capacity, | concerns in CBEC.
and smooth data
sharing.

[12] Create an | Evaluation of e- | Compared to | Concentrates on
appropriate commerce logistics, | conventional transportation
transportation path | environmental models, this model | logistics,  without
model for CBEC | model, and Dijkstra | offers shorter | considering  other
during COVID-19 | algorithm for route | transportation times | functional
prevention and | optimization. and improved | components of
management. search CBEC.

effectiveness.

[13] Investigate the | Neural network | The green supply | Mainly investigates

action method and
model of the CBEC

training on 24
secondary

chain model greatly
enhances

green supply
networks in China's
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green supply chain | indicators, operational industrial industry,

using customer | confirmatory factor | effectiveness and | which may not

behavior. evaluation, and | guides efficient | apply to various
assessment of | profit distribution. CBEC scenarios.
variance.

[14] Investigate the | Empirical research | The balance | Concentrates on the
balance = between | on the integration of | between balance state
supply chain | fuzzy AHP and | vulnerability  and | without suggesting
resiliency and | TOPSIS algorithms. | resilience is crucial | specific = measures
susceptibility in for optimum supply | for advancement.
CBEC. chain effectiveness.

The examined research shed light on numerous aspects of
CBEQC, including digital technology adoption, customer
behavior, supply chain management, legislative
implications, and logistical efficiencies. Despite their
contributions, many studies have limitations such as
geographical focus, sector-specific assessments, and a
lack of comprehensive methods to solve larger
operational difficulties. The proposed study intends to
build on these insights and overcome existing limits by
delivering a more holistic and strong approach to
improving CBEC operations, eventually establishing
itself as a superior solution in the field.

2.1 Relevant theories of CBEC operation
mode

2.1.1Composition of CBEC

The industrial chain of CBEC can be divided into
upstream, midstream and downstream. The CBEC
platform belongs to the intermediary platform in the
midstream [15-17]. Horizontally, the CBEC industry
chain is composed of three parts: "operation chain,
support chain and service chain" [18-20]. Each part is
divided into many categories, and the whole chain tree is
closely combined. The CBEC industry chain is shown in
Figure 1.

Figure 1: Cross border e-commerce industry chain
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2.1.1Elements of CBEC operation mode

Main elements of CBEC
operation mode

Q. Zhao

. . E-
Profit Marketing Product
commerce
model means talents flow

Cross Payment Legal Customs
border system safequards clearance
logistics Y 9 efficiency

Figure 2: Elements of CBEC operation mode

The traditional operation mode is the main mode of
CBEC, which is the main operation mode of EC,
including operation process and operation system.
Among them, the operation process is a series of business
modes of input, transformation and output in CBEC's
production and operation. Therefore, we can recognize
the operation process of CBEC as the embodiment of
labor process and value added [21-22]. However, the
operation system is a means to realize CBEC's goods in
the process of ownership change, which is an important
way in the realization process. Because CBEC is a
transnational operation mode, the requirements for the
operation mode are higher than those for domestic ECs.
Therefore, CBEC needs to constantly improve the level
of international logistics transportation, which also needs
to increase the security guarantee of payment [23-25]. At
the same time, we need to build a comprehensive CBEC
operation system, which will comprehensively explore
the optimization strategy of CBEC operation mode. This
paper constructs the elements of CBEC operation mode,
as shown in Figure 2.
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2.1.3Market environment of CBEC platform

In recent years, B2C cross-border EC has a good
development trend. At present, China's EC is no longer
limited to traditional commodity trading, which has
carried out multi-industry integration based on "Internet
plus". With the development of "Internet plus",
traditional enterprises have gradually reformed with the
market prospect, which has initially adapted to the current
EC market [26-27]. Regarding the fast expansion of
online technologies, short video, live broadcast,
knowledge community and other industries have
successfully formed typical CBEC with Taobao, JD and
Pinduoduo, which has also driven the fast rise of the
actual industry. With the development of CBEC, China's
industry transformation and upgrading has grown into an
essential factor. According to the China CBEC market
data report in 2021, the scale of China's CBEC reached
14.2 trillion yuan, which has made
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. 20%
19.05%1.42000
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Figure 3: China's CBEC market data and forecast
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important progress. In this research forecasts the data in
2022 and 2023 according to the gray prediction GM (1,1)
though the Matlab, and the detailed results are shown in
Figure 3.

2.2 Performance evaluation method of
CBEC platform

Fuzzy analytical hierarchy process: Fuzzy Analytic
Hierarchy Process (FAHP) is a new performance analysis
theory formed by combining fuzzy analysis method and
AHP 50. Professor Saaty's method of quantifying
evaluation indicators. FAHP is an analytic hierarchy
process with simple calculation and rigorous structure,
which is suitable for solving structural decision-making
problems. The biggest difference between the basic steps
of FAHP and AHP is the improvement of reliability. By
comparing the influencing factors, we can determine the
importance of the two elements according to the
evaluation scale. FAHP can decompose the internal
analysis of the objective problem hierarchically, which
will form a three-layer network structure, including the
objective layer, the criterion layer and the sub criterion
layer. FAHP is a way to reflect the performance of the
target level through the fuzzy evaluation value of each
level, which can be used as the performance evaluation
of the fuzzy field.

2.2.1FAHP model construction

Fuzzy AHP is the improvement of AHP, which can be
divided into six steps.

First, determine the overall objective of performance
evaluation.

Second, build a multi-level evaluation system. By
determining the indicator elements, we can build a multi-
level evaluation system model. The model architecture
diagram is shown in Figure 4.

| Tarqet laver

L,,, ,,,,,

_—— = N .

| s, a B o B oo §
1 | | ‘
. Subcriteria layer LA — IRV A - B ) i
| | | |
| = B g o g 3 §

Figure 4: FAHP Model Framework
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Third, form a judgment matrix. By comparing the
indicator elements in pairs, we can calculate the
importance of the corresponding indicator elements.
According to the selected scale, we can get the
corresponding judgment value. This paper analyzes the
a,,a,,...,a, comparison between the corresponding n
elements, as shown in Table 2.

Table 2: Index comparison results

al 3.2 .. an
& ay & a,
a2 a21 a22 a2n
an a‘nl anz an3

Therefore, we can get the fuzzy matrix of each index of
element A, as shown in Formula 1.

&y 8y . Ay,
a a .ooa

A= 21 22 2n (1)
a‘n1 an2 an3

Among them, the importance of index element i to index

element j is a; it can be concluded that the fuzzy

judgment matrix of order n is (a where i and j are

u)nxn 4

arbitrary integers to n.

Fourth, the weight calculation of fuzzy judgment matrix.
According to the matrix, we can judge the properties of
its matrix, so we can choose the weight calculation
method. Among them, the least square method is the most
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widely used method for weight calculation. Therefore,
the weight calculation formula of the fuzzy judgment
matrix is shown in Formula 2.

(Zr;:laij +1 _1)
N % An—l) @

Among them, the importance of index element i to index
element j is a . W is the weight calculation.
Therefore, we can calculate the weight value
W = [le W2,...Wn] of the elements of this layer
relative to the elements of the upper layer. At the same
time, W; =W, —w; +0.5.

If the upper element A contains several single factor B,
we can get the single factor judgment matrix, as shown in
Formula 3.

b, b, .. by

b, b, .. b
Bo| 2 Y2 2n 3)

bnl bn2 bn3

Fifth, consistency inspection. The weight matrix W of
fuzzy judgment matrix A shall meet the judgment of
formula 4.

_ nl <a @)
w;|

nZZZ‘aﬁ -

i=l j=1

CI(AW) =

If Formula 4 is satisfied, the consistency check can be
passed. The smaller the value of a is, the higher the
consistency requirement of the analysis on the fuzzy
matrix is. According to the relevant literature, the value
of a is usually 0.1.

Sixth, evaluation calculation. Evaluation calculation is a
visual evaluation of performance evaluation, which is to
find out the main factors affecting performance. If the
criterion layer has | layer, the index layer is generally
evaluated and calculated first. After obtaining the first
level evaluation result C, of an indicator, we can
obtain the evaluation result C of each indicator of the
inner layer. The specific evaluation method is shown in
Formula 5.

Ql qll q12 e qln

Q O G - Oy
Q=| 2 |=| T 2 )

Qn qnl an o qn3

Amongthem, Qi =V\/i B| .
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According to the internal evaluation results, we can
evaluate the final index factors, as shown in Formula 6.

Wl Bl
W2 BZ

E=WQ=W =[e, & .. &] ©

W.B.

Among them, €, is the final benefit value of the n-th
influencing factor, which is the final basis for
performance comparison of the evaluation object.

2.3 Construction of performance evaluation

system and index screening

The construction of indicator evaluation system is the
core part of CBEC operation performance evaluation.

Table 3: Assessment table of evaluation index
importance scores

Score | Importance sketch
| Extremely It will not affect the
unimportant performance
appraisal
2 Unimportance | Less important
3 Commonly Average impact
4 Important The  impact s
relatively large,
which is used as the
boundary of whether
the indicators are
included in the
evaluation system
5 Very Performance
important appraisal is very
important

In this paper, the indicator system is mainly based on the
scientific, comprehensive and practical principles to
choose the field research model. At the same time, this
paper also uses questionnaires to consult experts in the
field of CBEC research. At the same time, this paper has
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formulated the score of the importance of the evaluation
index, as shown in Table 3.

2.4 Screening of

evaluation indicators

For this CBEC performance evaluation, 120
questionnaires were issued for expert confirmation, 114
were recovered, and 112 were valid.

CBEC performance
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The effective questionnaire was treated as invalid when it
was sorted out.

The effective questionnaire rate was 93.33%. Through
the expert confirmation questionnaire, this paper obtains
the scoring statistics table, as shown in Table 4.

Table 4: Scoring statistics of experts selected for evaluation indicators

Target layer Criterion layer Sub standard layer Score
Support CBEC policies 4.86
Modernization level of network
4.72
facilities
Basic conditions
Proportion of cross-border online
4.16
shopping of electronic goods
Number of online trading platforms 3.72
Distribution mode of overseas
4.35
warehouses
Distribution of overseas logistics
4.46
Logistics Huitong outlets
Cargo tracking capability 4.60
Diversification of  transportation
3.28
modes
Overseas land lease investment 4.68
) Overseas channel development cost 4.49
Performance evaluation
Early investment i ini
indicators of CBEC operation A rly mves Overseas recruitment and training 435
expenses
Financing costs 3.99
Administrative expenses 4.26
selling expenses 4.39
E-commerce operation
Financial expenses 4.52
Technical improvement cost 3.14
Revenue growth rate 4.70
Sales profit margin 4.58
Sales link
Return on net assets 3.80
ROI 4.16
Customer satisfaction 4.38
Customer retention rate 4.32
After-sale service
Transportation damage rate 3.87
Market influence 4.25
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According to the data in Table 4, some scores are lower
than 4.00. According to the score requirements for the
importance degree of the evaluation indicators in Table 3,
we can think that it has not formed a significant impact

Q. Zhao

on the evaluation results of CBEC operation performance.
Therefore, this paper believes that relevant options
should be eliminated, which can get the final filtering
results, as shown in Figure 5.

Support cross-border e-commerce policies (Cy;)

Basic

conditions

Modernization level of network facilities (C;,)

Proportion of cross-border online shopping of electronic goods (C;5)

Distribution mode of overseas warechouses (C;)

Logistics

Distribution of overseas logistics outlets (C,,)

Huitong (B,)

Cargo tracking capability (C,;)
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Early
mvestment
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Overseas channel development cost (C;,)
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Market influence (Cg3)

Figure 5: Screening results of CBEC performance evaluation indicators

2.5 Empirical analysis of CBEC platform

performance

Data sources: The data collection of this study is divided
into two parts. The first part is the construction and
weight determination of each evaluation index, and the
second part is the field research on CBEC.

First, through the construction of the CBEC operation
performance evaluation system, this paper combines the
actual research needs to design the index weight
questionnaire. At the same time, this paper uses the
Delphi method to invite experts to score the index weight.
Through the comparison of results, the judgment matrix
table is obtained in this paper, as shown below.

1 2 1/2 1/2 1/3 1/2]
1/2 1 1/2 1/2 1/2 1
2 2 1 1/2 1/2 2
A= (7)
2 2 2 1 1 2
2 2 2 1 1 3
2 1 1/2 1/2 1/3 1 |

Criterion layer index: Using MATLAB software, this
paper calculates the eigenvector of matrix index. Through
Formula 2, we can obtain the corresponding weights of
the six indicators of this layer. At the same time,
according to Formula 4, we can calculate the CI value of
the consistency check of the matrix. The specific results
are shown in Table 5.
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Table 5: Criterion layer index weight result

Criterion layer Feature Weight CI

vector value

Basic conditions 0.66 10.1% | 0.037

(By)

Logistics 0.63 9.6%

Huitong (B>)

Early 1.12 17.1%

investment (Bs)

E-commerce 1.59 24.2%

operation (Ba)

Sales link (Bs) 1.82 27.7%

After-sale 0.74 11.3%

service (Be)

When the CI value is less than 0.1, we can judge that the
matrix can pass the consistency test, which can judge that
the result is acceptable. Therefore, we can get the weight
result, as shown in the matrix results below.

w=1[0.101 0.096 0.171 0.242 0.277 0.113]
(8)

Through the above method, this paper can calculate the
weight of each indicator in the whole CBEC operation
evaluation indicator system W, as shown in the matrix
results below.

w,=[0.542 0.317
w, =[0.365 0.243
w, =[0.581 0.262
w, =[0.515 0.252
w, =[0.503 0.325

w, =[0.371 0.449 o

So, we ca get the corresponding weight set W , as
shown in the matrix results below.
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[0.542 0.317 0.141]
0.365 0.243 0.392
0.581 0.262 0.156
w= (10)
0.515 0.252 0.233
0.503 0.325 0.173

0.371 0.449 0.180

Score of comprehensive performance evaluation:
According to the fuzzy comprehensive evaluation of the
sub criteria layer, the fuzzy judgment matrix Q of the
above six indicators can be obtained in this paper, which
can calculate the evaluation value of the single factor of
the criteria layer, as shown in the matrix results below.

Q=

0.341 0.185 0.236 0.207 0.031
0.283 0.325 0.223 0.119 0.050( (11)
0.113 0.125 0.173 0.441 0.147

0.254 0.549
0.110 0.203
0.129 0.166

0.081
0.457
0.519

0.066 0.050
Q> =(0.118 0.112
0.052 0.135

(12)

[0.076
Q3 =(0.052
10.080

0.227
0.172
0.138

0.548
0.684
0.121

0.093
0.077
0.471

0.056]
0.015
0.190.
(13)

[0.025
Q4 =(0.047
10.033

0.114
0.114
0.148

0.391
0.575
0.291

0.347
0.175
0.470

0.123]
0.088
0.0581

(14)

[0.196
Qs =(0.234
10.028

0.403
0.329
0.115

0.305
0.310
0.470

0.046
0.099
0.308

0.050]
0.029
0.078]
(15)

[0.170
Qs = (0.141
10.158

0.110
0.440
0.453

0.356
0.361
0.336

0.304
0.053
0.004

0.060]
0.006
0.0501

(16)
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Therefore, we can calculate the fuzzy evaluation value of
the single factor basic conditions of the criterion layer, as
shown in the matrix below.

0
E=WQ=W Q2

Qn
0.235 0.209 0.210 0.286 0.061
0.075 0.201 0.418 0.258 0.048
0.055 0.150 0.498 0.218 0.079
0.038 0.234 0.396 0.294 0.037
0.146 0.296 0.345 0.173 0.040
0.114 0.296 0.364 0.198 0.028

(17)
According to the questionnaire, this paper develops the
score of the comment set, as shown in T. Among them,

T={Excellent, good, average, poor}. At the same time,
we assign T, T=[100 90 80 70 60].

M=ET=| T
EG
0235 0209 0210 0286 0.061 8271
0075 0201 0418 0258 0.048 7995
0055 0150 0498 0218 0.079 7884
- x[100 90 80 70 60]=
0.038 0234 039 0294 0037 7942
0146 0296 0345 0173 0040 83.35
0114 0296 0364 0198 0028 8268
(18)

He distribution of fuzzy comprehensive evaluation scores
is relatively centralized, which indicates that all
indicators are at the edge of a good state, and the
development level of each stage is relatively balanced.
Based on the empirical results and specific
comprehensive evaluation values, this paper draws the
overall performance results of the evaluation system, as
shown in Figure 6.

100

83.35 8268

Basic ccndmuu: Lomsm Hmlmv Early investment  E-commerce  Saleslink (BS)  After- sale sem\.e
(B3) operation (B4)

=

=

2

Figure 6: Overall performance results of the evaluation
system
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2.6 Optimization of CBEC operation mode
Expand product flow: The development of CBEC has a
high demand on the product supply chain, which requires
the platform to cover multiple high-quality goods. At the
same time, e-commerce platforms should have various
basic information about products, which will be more
convenient for consumers to search. By listing the
product categories and comparing the prices, the platform
can provide consumers with choices, which can also
standardize the launch and promotion of products. The
domestic manufacturers of imported substitutes have a
certain stimulating effect, which does not constitute the
main factor but assists in enhancing national
manufacturing structures through supply side reform.
Therefore, expanding the product Circulation will be an
advantageous factor in guiding and benefiting the
enlargement of global free trade. At the same time, the
platform should be strictly audited when merchants enter,
which requires improving the basic information of
commodities, including information overview, sales
volume, popularity and collections. At the same time, the
platform side should give more consideration to how to
improve the customer price, the number of orders placed
by platform users and the frequency of purchase, which
become the key factors that need to be paid attention to
in platform operation.

Improve platform user loyalty: In the CBEC mode,
imported overseas goods reduce the cost of
intermediaries to a certain extent, which is lower than the
price of retail goods imported through traditional
channels. Therefore, many people have become CBEC
customers, which can be purchased through import
platforms. Therefore, the price of imported goods is an
important factor affecting the operation of CBEC import
platforms, which will have far-reaching effects for
owners of platforms. While doing so, the decline in the
price of a single commodity will reduce the transaction
amount of the platform operation, which requires the
platform to consider how to improve the customer unit
price, order quantity and purchase frequency. However,
with the rapid development of CBEC import platform
operation, competition will become increasingly fierce.
Therefore, the commodity advantages of CBEC import
will gradually disappear in the future, which requires
accurate grasp of consumer demand. By improving
consumers' loyalty to the platform, the platform can lock
in loyal users. Therefore, the platform operator should
strengthen the rights and interests of application platform
members, which can improve the loyalty of platform
users.

Improve and optimize the logistics system: The
development of CBEC has had a great impact on cross-
border logistics. The lagging development of logistics
will greatly limit the development of CBEC, which
requires us to constantly improve the cross-border
logistics system. First of all, the Chinese government
should support and introduce policy support to optimize
logistics, which can attract more capital investment.
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Through communication with foreign governments, we
can jointly formulate bilateral strategies that encourage
the growth of international supply chain management,
which can make it easier for capital forces to build
infrastructure. Second, cross-border logistics enterprises
should follow the development of art and machinery,
which requires the construction of cross-border logistics
information based on Internet technology. Through
computer technology, cross-border logistics enterprises
can strengthen the development of logistics system,
which can continuously transmit information in the
operation process. By building an information-based
logistics system, CBEC can reflect the process of receipt,
transportation, warehousing, settlement, etc. in real time,
which will directly reflect the operation capability of the
platform. Third, CBEC develops overseas warehousing
business, which can not only expand business, but also
reduce transportation costs. Through the rational use of
overseas warehouses, CBEC can effectively shorten the
delivery time, which can not only improve customer
satisfaction, but also deal with customer returns and
exchange.

Strengthen the cultivation of CBEC talents: Cross border
e-commerce is a new industry. Therefore, the lack of
talents has emerged as a crucial method for restrict the
development of CBEC. We can cultivate CBEC talents in
the following ways. First, the government should
strengthen the CBEC talent training program. By
designating CBEC training institutions, relevant units can
carry out large-scale CBEC training, which can improve
talent training. Second, all kinds of training institutions
should increase their investment in training CBEC talents,
which can be carried out through a variety of training or
activities, including knowledge, skills, business, service
competitions, etc. Third, CBEC enterprises should
increase publicity, which can better obtain the recognition
of talents participating in CBEC. a lot of universities and
colleges in China have set up e-commerce talent training
courses, and these talents have mastered basic e-
commerce theoretical knowledge after completing their
professional studies. Targeted training of professional
agricultural e-commerce talents can shorten the time of
on-the-job training of enterprises, which will reduce the
trial and error cost of personnel training. Fourth, relevant
practitioners should strengthen the cultivation of
knowledge and ability, which can continuously
strengthen personal quality. The premise of talent return
is to improve the follow-up security, and it can only
become a reality after cutting off all the life concerns of
the outflow talents.

Solve the problem of tax refund: Improving the export tax
rebate policy will directly affect the operation and
development of CBEC enterprises. By combining
preferential tax policies with CBEC operations, CBEC
enterprises can effectively reduce costs, which can also
promote industrial transformation and upgrading. First,
the General Administration of Customs of China should
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give full play to its regulatory advantages over bonded
areas. Through communication and cooperation with
CBEC enterprises, China can allow CBEC enterprises to
import commodities in bulk into bonded warehouses for
storage. Second, customs clearance is carried out after
sales on the CBEC platform, which reduces the logistics
cost of cross-border goods. By shortening the logistics
time of goods, we can enable consumers to receive goods
more quickly. Third, establish a green channel for cross-
border direct purchase, which can provide consumers
with a high-quality online shopping environment.
Through the green channel, we can make tax collection
and supervision faster.

Establish and improve the credit system: CBEC is a
virtual shopping mode based on the Internet, which is a
consumption situation based on the credit system.
Therefore, CBEC's credit rating is a model based on
consumers' trust in the platform, which is an important
key standard for consumers to choose. Therefore, CBEC
has high requirements for proprietary goods, mainly to
maintain consumers' trust in the platform. Therefore, the
platform will conduct credit rating on merchants, which
is a mode to reduce the number of customers entering the
platform. Through credit evaluation, CBEC can
strengthen the construction of credit system. At the same
time, CBEC will regularly maintain the development of
enterprises according to the credit level of the merchants,
which will regularly release blacklists, enterprise
certification, payment information, etc. For the operation
of CBEC import platform, government biggest influence
comes from policy. Through the improvement and
accumulation of experience in the pilot practice, it can be
concluded that the regulatory policy is more consistent
with the applicable scenario of CBEC imported goods.
CBEC shall jointly establish a public information service
platform to release CBEC's identity information,
commodity information and commodity logistics
information., Similarly, we will greatly stimulate market
confidence and promote the follow-up action of the
capital market. At the same time, CBEC can conduct
more  scientific  information investigation and
management system by establishing a third-party credit
system. Consumers can check the credit of various
businesses on CBEC, which will become an important
guarantee for consumption.

Improve third-party payment: CBEC trading is a kind of
commodity trading behavior based on the Internet.
Therefore, online payment is an indispensable part of
CBEC transactions, which is an important part of
commodity exchange. Online payment is an Internet
finance, which needs to ensure the security of online
payment. This can be done through the following steps.
First, financial institutions vigorously support third-party
payment, which can make it safer for Bianjie2 to carry
out cross-border payment business. Through various
financial means, CBEC can enhance electronic payment
for cross-border business.
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Statistical analysis

The study that evaluated tailored support networks and
treatments for teenage mental health in the context of the
COVID-19 pandemic's educational effects included
Analysis of Variance (ANOVA) techniques, which is
indicative of a more general shift in research approaches.
This is demonstrated by the equation (19) that governs
the Research on E-Commerce Platform Operations that
Leverage an Optimal Model Hybridization of Robots,
where creative solutions are being investigated to adjust
to the changing educational environment following the
global health crisis.

{N:ul=uz=-~--=uo (19)

Nytpg # pp # 0 F Uy

The ANOVA is used to divide the variance of all data into
two groups: within-group variance and between-group
variance.

SST = SSB + SSW
(20)

Calculating SSB involves:

1
SSB = 5= Y1 Cm(tin — D 1)

Here, v, define the number of samples of cluster
zprepresents the cluster's mean, and y  represents the
cluster's average.

Z;)n:l (ZZ:1(tm,a - tm)z) (22)

Equation (23) describes how the F-statistic is created to
test the hypothesis, where y, ;denotes the s, sample of
the z;, group.

1

SSW = oDy

SSB
The two-way analysis of variance (ANOVA) was used for
statistical analysis within the context of the research on
the Best Models to Use Together for an E-Commerce
Platform on a Global Scale a Robot Hybrid Algorithm,
with the level of significance setat P = 0.04. Users just
need to look at the mean and standard deviation (SD)
values to see how effective the recommended algorithm
is in forecasting the behaviour of teenagers.

3 Discussion

The study uses a robotic technology in cross-border e-
commerce platforms reveals the varying opinions from
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international and local authors. Although 70% of
respondents reported success incorporating robotic
technology, 30% voiced misgivings, believing that the
procedures in place are already effective without it. This
highlights the need for considering diverse perspectives
when assessing the collision of technology on e-
commerce. International authors highlight the challenges
of adjusting and the need for ongoing technological
adaptability, while local authors focus on legal
frameworks, data privacy, security, and potential worker
displacement. A comprehensive strategy is essential for
sustainable and ethical use of robotic technology,
considering both technical advancements and social
ramifications. The study provides valuable insights into
robotic technology and the best mix of models for
running an international online store using a Robot
Hybrid Algorithm. However, the study's limitations, such
as the need for further exploration into specific
challenges and ethical considerations, warrant careful
consideration in future research and policy development.

4 Conclusion

As the web evolves, we have entered a new era; the
market in all directions is gradually saturated. Users have
become the resources that enterprises are competing for.
The importance of user growth is growing. The operation
mode of CBEC serves a critical part in CBEC's growth as
a company. In light of past purchasing patterns of some
users of a famous domestic e-commerce platform, a set
of performance algorithm for the optimal model of CBEC
platform operation with robot hybrid algorithm is built.
This research has developed a new e-commerce
evaluation index system for new agricultural operators,
and completed e-commerce performance evaluation
using the index system. Finally, this paper conducts
empirical research, and the score of fuzzy comprehensive
evaluation is [82.71 79.95 78.84 79.42 83.35 82.68].
Through the mining and prediction of user consumption
behavior data, we can scientifically analyze the platform
operation performance, which can find high potential
users and conduct accurate operation. The results of our
study indicate that successful robotic technology
integration in international online marketplaces is viewed
favorably. however, the varied viewpoints and limitations
highlight the need for a comprehensive and nuanced
approach that takes into account both ethical and
technical challenges in order to promote sustainable and
ethical advancement in this ever-changing landscape.
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This research addresses load balancing challenges in publish/subscribe (Pub/Sub) systems by
comprehensively exploring reinforcement learning (RL) techniques. Algorithms such as epsilon-
greedy, Upper Confidence Bound (UCB), round-robin, and least connections were evaluated to
establish baseline performance metrics. Building on this foundation, we develop enhanced versions
of epsilon-greedy and UCB algorithms tailored to the Pub/Sub context. Additionally, we introduce a
custom approach utilizing Proximal Policy Optimization (PPO) to learn adaptive load-balancing
policies. Our work provides a thorough comparative analysis of diverse RL methods, offering
insights into their strengths and weaknesses in optimizing Pub/Sub system performance. Experimental
results demonstrate the potential of RL, particularly our developed algorithms, to improve
performance significantly. These enhanced algorithms showed marked improvements in makespan,
achieving completion times up to 30% faster than traditional methods. Moreover, they exhibited
notable gains in throughput, particularly in the Burst Load scenario, where EUCB and PPO
showcased a 10-15% increase in throughput compared to baseline algorithms. This research also
highlighted the enhanced algorithms' superior ability to maintain high message success rates,
exceeding 90% in most scenarios, and their contribution to more stable and predictable latency,
leading to improved QoS. Notably, the PPO-based approach exhibits superior performance during
burst traffic and failure scenarios, highlighting its resilience and adaptability in dynamic
environments.

Povzetek: Razvit je nov pristop na osnovi globokega ucenja za dinamicno uravnavanje obremenitve v
sistemih Pub/Sub. Modeli PPO, UCB in epsilon-greedy izboljsujejo ucinkovitost, skrajsujejo cas

obdelave in povecujejo prepustnost sporocil v dinamicnih okoljih.

1 Introduction

Load balancing enhances application performance and
resource utilization by distributing incoming traffic across
multiple servers [1] [2]. This is especially crucial in high-
traffic  environments since it ensures system
responsiveness and reduces overload. [3]. In
publish/subscribe (Pub/Sub) systems, efficient load
balancing significantly affects messaging service
reliability [4].

Load balancing strategies can be classified into static and
dynamic [5] [6]. Static techniques employ established
rules, frequently based on hashing algorithms [7], while
dynamic approaches adjust to system variables such as
server response delays in real time. Recent developments
in dynamic algorithms provide greater efficiency and
determinism for balanced load distribution [8].

Even though static algorithms are wildly deployed
and robust for their swift response to direct the incoming
flow to its distention, they still have some harmful
features. The Round-Robin (RR) and Least Connection
(LC), as examples used in this work as static algorithms

for compression, are blind algorithms. In the case of RR,
cyclic distribution can be problematic when subscriber
loads or capabilities change dynamically; RR will
continue to send it an equal share of messages, potentially
leading to delays and performance degradation [9].
Moreover, RR doesn't consider each subscriber's capacity
or processing power. This can result in some subscribers
being underutilized while others are overwhelmed,
leading to inefficient resource allocation. While LC's
focus on the number of active connections can make it
sensitive to short-term fluctuations in traffic[10]. A
subscriber might temporarily have fewer connections due
to a recent burst of messages, but it might still be heavily
loaded regarding CPU or memory usage. LC might
mistakenly send more messages to this subscriber,
exacerbating its load imbalance. Also, LC assumes all
subscribers have equal capabilities. In reality, subscribers
might have different hardware configurations, software
versions, or network connectivity, leading to varying
processing speeds. LC's simplistic approach can lead to


mailto:cse.22.11@grad.uotechnology.edu.iq
mailto:Muna.m.jawad@uotechnology.edu.iq

78 Informatica 49 (2025) 77-88

suboptimal such
environments.

The shortcomings of static load balancing methods,
particularly in scenarios with fluctuating traffic patterns
and heterogeneous subscriber capabilities, motivate the
investigation of Reinforcement Learning (RL) as a
potential solution to overcome these limitations. The RL
has recently emerged as a practical approach for dynamic
load balancing across many domains. Its adaptability with
fluctuating network conditions makes it well-suited for
optimizing communication load balancing [11]. RL
approaches are actively investigated in distributed systems
to enhance parallel particle tracing [12] and enhance
cloud resource allocation, hence improving system
performance [13] [14].

While load balancing has been extensively studied in
various computing domains, its application within pub/sub
systems remains relatively unexplored, as exemplified by
the limited research in this area. Existing works primarily
focus on enhancing scalability and performance through
techniques like vertical clustering [15] [16] [17], flooding-
based message dissemination [18], and SDN-controlled
multicast groups [19] [20]. These approaches, however,
often lack the adaptability and efficiency required for
large-scale, dynamic loT environments. Additional
research has investigated dynamic load-balancing
techniques within networks, offering valuable insights
into modern approaches in this field. Some studies, such
as [21] [22], leverage reinforcement learning to improve
load balancing and network performance. Others propose
hybrid algorithms and optimization techniques, as
exemplified by [23] [24]. Table 1 concisely summarizes

performance in heterogeneous
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Many researchers aim to enhance the performance of
networks and task scheduling by mixing static and
dynamic load balance, as in [25][26]. Others use
optimization algorithms such as Particle Swarm
Optimization or the Cuckoo algorithm in [27] [28] [29]
[30].

While previous research has primarily focused on
load balancing across distributed brokers in Pub/Sub
systems, our work addresses the equally important
challenge of optimizing load balancing within a single
broker, particularly in scenarios where a distributed
architecture might be impractical or introduce
unnecessary complexity.

The present work aims to develop and evaluate an RL-
based algorithm for load balancing in pub/sub systems.
We seek to enhance existing algorithms like epsilon-
greedy and UCB and introduce a custom PPO-based
approach. Our objective is to demonstrate the
effectiveness of these algorithms in improving system
performance metrics such as makespan, throughput,
Quality of service (QoS), performance, and system
latency, particularly under dynamic conditions.

The remainder of this paper is organized as follows.
Section 2 provides an overview of publish/subscribe
systems, traditional load balancing methods, and the
potential of RL in this domain. Section 3 details our
methodology, including the system model, RL framework,
algorithm descriptions, and experimental design. In
Section 4, we present and analyze the results of our
experiments, comparing the performance of different RL
algorithms and highlighting the benefits of our PPO-based
approach. Finally, Section 5 concludes the paper with a

these studies, highlighting their main contributions, the  summary of our findings, their implications, and
metrics employed, their key achievements, and any directions for future research.
identified limitations.

Table 1: The summary table of related work

No. Main Contribute Metrics used Main achievements Limitation

Proposed a distributed MQTT s
The system's reliance
broker system for large-scale The proposed method .
. e on pre-configured
location-based loT outperforms existing
o . . gateway knowledge
applications. The system Number of broker implementations, .
. . - about brokers and their
introduces a topic structure requests and especially when the . .

[15] . . . ; . . assigned areas might
suitable for handling location- | received messages | number of subscribers is limit its adantability to
dependent data and distributed by brokers. significant or frequent adap y

. changes in the network
brokers and gateways to subscription changes
topology or broker
reduce broker load and support occur. AN
availability.
heterogeneous brokers.
Investigated the sub-linear
scalability qf MQTT clusters, Routing _and Reduced scaling penalty the increased
where adding more brokers forwarding .
, . from 40% to 10%, complexity on both the
doesn't lead to a linear overheads, L . .
. - demonstrating improved client and broker side,
[16] increase in performance. latency, CPU . .
. . performance and resource | along with the potential
Proposed a multi-session best- usage, memory A i
. . utilization in MQTT overhead of multiple
matching strategy to reduce consumption, and .
. . : clusters. TCP/IP connections
inter-broker traffic and network traffic.
improve scalability.
Proposes a fog-based pub/sub Latency, Achieves low latency The group formation

[17] system using dynamic Redundant comparable to global process may not lead to

broadcast groups to manage Messages flooding while a globally optimal
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the trade-off between latency
and excess data dissemination.

significantly reducing
excess data compared to
flooding, approaching the
efficiency of cloud relay

topology. Additionally,
the choice of flooding
for intra-group
communication might
lead to excess data if
broadcast groups
become too large.

Presents a complete solution
for creating a flexible and
efficient distributed system of

Average end-to-
end delay, Traffic
overhead, CPU

Achieves lower end-to-end
delay compared to
flooding, especially with
topic-based overlay.
Reduces traffic overhead
significantly in most

The topic-based overlay
approach can lead to
increased signaling
overhead due to the
maintenance of
multiple overlay

fog environments. It uses a
DGW Optimization algorithm

consumption.

environments.

[20] | MQTT br_okers, focusing on and RAM usage, scenarios. Maintains networks. The system's
broker discovery, overlay o performance under
- . Convergence and similar resource usage to
creation, message routing, and SN extreme stress
g Lo s repair time the benchmark under -, -
topic-based optimization o . conditions requires
normal conditions, with S
: further optimization to
increased CPU usage
manage CPU usage
under stress. .
effectively.
Introdyced SWARM,- an Achieved higher _
adaptive load-balancing throuahout and lower Tuple-at-a-time
protocol for distributed Throughput, gnp . systems may not be
. . . response time than static . .
[23] streaming systems processing response time, partitioning, improving suitable for micro-
big spatial data. SWARM resource A batched systems with
. . e cluster utilization and .
continuously monitors utilization ; higher latency
g handling larger volumes of :
workloads, reacting to changes . . requirements.
. SR spatial data and queries.
in data and query distributions.
Explored deep reinforcement Showed improved QoE
learning for intelligent load QoS parameters compared to traditional Primarily based on
balancing, focusing on QoS (flow delivery methods (ECMP) and simulations, the
[21] parameters correlated with delay, packet matched performance of algorithm's complexity
QoE. Proposed centralized and dropping, QoE-based reward could pose challenges
distributed solutions using throughput) and methods using only for real-world
actor-critic and multi-agent QoE (for video). network-level QoS deployment.
architectures. metrics.
s It outperforms other The algorithm's
Proposed a multi-objective . .
R . algorithms in terms of performance can vary
optimization scheduling model . .
. e Makespan, cost, reducing makepan, cost, depending on the
using the Artificial Bee : .
[18] . . and resource and degree of imbalance dataset, and its
Colony algorithm (ABC) with N - . . .
: \ utilization. and increasing throughput, | complexity might be a
a Q-learning algorithm called average, and resource limitation for large-
the MOABCQ method. ge, and ; 9
utilization. scale environments.
Proposed an automatic load-
balancing architecture based
on reinforcement learning - Therefore, its reliance
(ALBRL) in SDN. It adapts Network_ Fast_er_tralnI.nQ speed than on a single network
- throughput, link- existing reinforcement- .
[19] th«_e |_mproveq Deep . load-balancing learning algorithms and t_opqlogy for evalua_tl_on
Deterministic Policy Gradient . M . indicates a poor ability
. . factor, link significantly improves .
(DDPG) algorithm to find a o to handle dynamic
. utilization. network throughput.
near-optimal path between networks.
network hosts and generates
an inter-link-weight matrix.
Proposed a Differential G_rey Load balancing Compared to benchmark Primarily based on
Wolf (DGW) load balancing L . . .
. . efficiency, methods, improved load simulations, the
with stochastic Bellman deep ; . o .
- makespan, balancing efficiency, algorithm's complexity
[24] reinforced resource
L . latency, and makespan, latency, and could pose challenges
optimization (DGW-SBDR) in A
energy energy consumption in fog for real-world

deployment.
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for optimal resource
management and an SBDR
Learning-based Resource
Allocation Model for optimal
resource allocation.

Proposed an RL-based load
balancer (MERL-LB) for
financial cloud services to
reduce idle servers without

disconnecting users. It uses a
scalable neural network policy
and evolutionary multi-
objective training to balance
load imbalance and server idle
time.

Load imbalance
and server idle
time.

[22]

It can be
computationally
expensive. The

algorithm's complexity,
primarily based on

simulations, could pose
challenges for real-
world deployment.

Reduced idleness by over
130% compared to
traditional methods while
slightly improving load
balancing. Offers diverse
Pareto-optimal policies for
user flexibility.

2 Background

The publish/subscribe system is a messaging pattern
system that facilitates flexible and scalable
communication in distributed applications [24]. Unlike
traditional request-response models, pub/sub introduces a
layer of indirection, where publishers send messages to
designated topics or channels without knowing who might
receive them. Subscribers express interest in specific
topics and receive only the messages relevant to those
topics. Decoupling publishers and subscribers enable
flexibility and scalability, while topic-based filtering only
ensures efficient communication [24].

However, pub/sub systems present challenges in
designing and implementing effective load-balancing
mechanisms. While simple, traditional methods such as
round-robin (RR) and least connections (LC) have
limitations. RR distributes messages cyclically without
considering subscriber capacities or loads, potentially
leading to suboptimal resource utilization. LC directs
messages to the subscriber with the fewest active
connections but may not be ideal when subscriber
capabilities or message processing times vary
significantly [25]. These methods generally lack
adaptability to changing traffic patterns and system
conditions, may not efficiently utilize resources, and may
not consider the varying nature of message content.[10]
These limitations underscore the need for more intelligent
and adaptive load-balancing techniques. With its ability to
learn from interactions and dynamically adjust decisions
based on real-time feedback, RL offers a promising
avenue for overcoming these challenges [10]. In the
following section, we discuss how RL can be leveraged to
improve load balancing in pub/sub systems.

The Publisher is responsible for generating and sending
messages (requests) and categorizing them into relevant
topics. Subscribers express interest in specific topics and
receive messages only for those topics. The Broker (or
Messaging Server) acts as an intermediary, receiving
messages from publishers, filtering them according to
their topic, and delivering them to the appropriate
subscribers [24].

Reinforcement Learning (RL) is a machine learning
paradigm where an agent learns optimal decision-making

by interacting with an environment and receiving

feedback as rewards or penalties [26]. Unlike supervised

or unsupervised learning, RL does not rely on pre-labeled

data or inherent data patterns. In load balancing in a

pub/sub system, the RL agent would act as the message

broker, the environment would be the dynamic state of the
pub/sub system, and actions would involve selecting the
appropriate subscriber for each incoming message.

Rewards for the agent could be based on minimizing

message response time and ensuring balanced utilization

across subscribers.

The present work focuses on three RL algorithms for load

balancing:

e Epsilon-greedy: This algorithm balances exploration
(trying random actions to gather information) and
exploitation (choosing the action with the highest
estimated reward). A parameter € controls the balance
between these two modes [27].

e Upper Confidence Bound (UCB) favors actions that
have been less explored or have previously shown
potential for high rewards. It uses an optimistic
estimate of the potential reward for each action to
guide its decision [11].

e Proximal Policy Optimization (PPO): this policy
gradient method aims to improve the current policy by
taking small steps in the direction that maximizes the
expected reward. It is known for its stability and
sample efficiency [28].

By leveraging the learning capabilities of these RL
algorithms, the broker can dynamically adapt its load-
balancing decisions based on the current system state and
the feedback received, potentially leading to more
efficient and resilient load balancing than the traditional
methods.

Having established the foundation of the Pub/Sub
systems, traditional load balancing limitations, and the
principles of RL, we now delve into the specific
methodology employed in this research. The following
section describes our system model, RL framework,
algorithm enhancements, evaluation metrics, and
experimental design.
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3 The methodology

The Pub/Sub system is deployed on the Amazon Web
Services (AWS) cloud, leveraging Elastic Compute Cloud
(EC2) instances for its core components. A single t3.
medium EC2 instance (2 vCPUs, 4GB RAM) hosts the
custom Python message broker, which incorporates a load
balancer capable of implementing the tested algorithms
and manages internal queues for message distribution.
Three EC2 instances are dedicated to the subscribers, each
paired with a Nginx web server to handle incoming
requests. The publisher component, however, runs locally
on a separate machine, generating diverse traffic patterns
analogous to using the JMeter tool to thoroughly evaluate
the load balancer's performance.

Figure 1 illustrates the architecture of the Pub/Sub
system, designed to emulate a real-world web application.
Publishers send messages to the custom Python message
broker, which employs a load balancer to intelligently
route each message to the most suitable queue based on
the  chosen  load-balancing  algorithm.  Each
subscriber is hosted on a dedicated EC2 instance. It
utilizes the Pika library and threading to efficiently
consume messages from its assigned queue, similar to how
Nginx workers handle concurrent requests. Upon
receiving a message, the subscriber unpacks it into a web
request format and forwards it to the co-located Nginx
web server, which simulates the application logic and
generates the appropriate response.
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3.1 Reinforcement learning framework

Our load-balancing strategy is based on a
reinforcement learning framework, where the broker acts
as the agent, learning to make optimal load-balancing
decisions. The following components characterize the RL
framework:

»  States: A vector representing the current state of
each subscriber. The current load on each subscriber (e.g.,
active connections, CPU utilization, response time), queue
length, and system-wide averages.

« Actions: The broker's decisions, such as which
subscriber to assign a new message to.

« Rewards: Feedback signals that indicate the
effectiveness of the broker's actions. The reward function
is designed to incentivize both fast response times, queue
length, and efficient resource utilization, calculated as
shown in Equation (1):

Reward = 1.0 + (1.0 / response_time) - (cpu_percent
*0.02)- (queue_length * 0.01) e Eq. (1)

This ensures the algorithm prioritizes both fast
responses and efficient resource utilization. It starts with a
base value of 1.0. This provides a positive reward even for
somewhat slower response times. The term (1.0 /
response_time) is added. It means shorter response times
result in a more significant fraction, increasing the overall
reward, and the longer response times lead to a smaller
fraction, decreasing the reward. The (cpu_percent * 0.02)
portion is subtracted from the reward, which means at
100% CPU usage, the reward is reduced by 2. Finally,

Subscriber Nginx
Subscriber Nginx
Subscriber Nginx
Subscriber Nginx
Subscriber Nginx

Figure 1: Proposed system design

(Queue_length * 0.01) penalizes the agent for
selecting subscribers with longer queues, encouraging it to
distribute the load more evenly.

Additionally, the adaptive exploration strategy is
introduced. The adjusting of the exploration rate (g)
through the implementing Equation (2):

exploration rate = 0.01+ sqrt (2 *log(total_counts) /
(n_a+1)) ------ Eq. (2)

The initial value of the exploration rate is 0.01 to
prevent it to be zero at the start of the system. Where
(total_counts) represents the total number of iterations,
and (n_a) represents the number of times the specific
action (a) has been taken. The natural logarithm aligns
perfectly with the desired behavior of the exploration

bonus. It emphasizes exploration early in learning and
gradually reduces exploration over time.

Policy: The broker's strategy is to select actions based on
the current state. RL aims to learn an optimal policy that
maximizes the cumulative reward over time.
Reinforcement Learning Algorithms

Three RL algorithms were evaluated in the present
work for load balancing in Pub/Sub systems. These
algorithms are as follows:

e Epsilon-Greedy (EG)

Our enhanced epsilon-greedy algorithm
Incorporates several modifications to improve its
adaptability to dynamic Pub/Sub environments. The
reward function dynamically considers both server
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responsiveness and CPU load, as shown in Eq. (1).
This ensures the algorithm prioritizes fast responses
and efficient resource utilization. Additionally, we

introduce an adaptive exploration strategy, adjusting
the exploration rate (¢) using Equation (2).
Upper Confidence Bound (UCB) Algorithm

The UCB algorithm shares a similar structure
with epsilon-greedy but differs in its action selection
strategy. Instead of relying on random exploration,
UCB selects actions based on an upper confidence
bound that considers the estimated Q-value and the
uncertainty associated with that estimate [26]. This
approach encourages the exploration of less-visited
actions while exploiting actions with high expected
rewards, leading to more informed and potentially

Start
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superior decision-making. Figure 2 presents the
general learning process for the epsilon-greedy and
UCB algorithms within the proposed load-balancing
framework. Both algorithms initialize parameters,
compute the system state, and determine whether to
explore or exploit. However, they differ in their
action selection strategies. Epsilon-greedy explores
with probability € and exploits with probability 1-¢,
while UCB uses a confidence interval-based formula
to balance exploration and exploitation. Regardless
of the algorithm, the chosen action is executed, a
reward signal is received, and the Q-table is updated,
enabling the agent to learn over time.

Initialization
(Learn rate, Reward, subscribers addresses, Q - table )

Wait No

comes

Yes

If message

Action: Select Server

Compute State: Server Load, CPU Usage, System

Exploit Q-Table

Averages

m
x
il
g
(1]

Compute Adaptive Reward (Dynamic)

1-¢ (for greedy)
Q-value (for UCB)

No

Eq.(1)

Update Q - Table

Comput Adaptive Epsilon: Exploration Bonus.

Eq.(2)

If
Learning

g (for greedy)
UCB Bonus (for UCB)

Yes

Figure 2: Flowchart of enhanced epsilon greedy and UCB algorithms for pub/sub system

¢ Proximal policy optimization (PPO)

Proximal Policy Optimization (PPO) is a policy
gradient reinforcement learning algorithm renowned
for its stability and efficiency. Unlike value-based
methods like epsilon-greedy and UCB, PPO directly
learns a policy that maps states to actions,

connections, CPU utilization, response time, and
queue length) for each subscriber and system-wide
averages. To balance simplicity with adequate
capacity for learning, the network utilizes two hidden
layers with ReLU activation functions with 128
neurons each. Finally, an output layer produces a
probability distribution over the available actions,
effectively guiding the selection of a specific
subscriber for each incoming message.

The reward function is crucial in guiding the PPO
agent's learning process. The same dynamic reward
function in Eq (1) is used.

Figure 3 illustrates the architecture of the Proximal
Policy Optimization (PPO) agent employed for load
balancing in the Pub/Sub system. The agent's neural

represented by a neural network trained to maximize
the expected cumulative reward [28].

The PPO implementation employs a four layered
perceptron (MLP) as the policy network. This MLP
consists of an input layer that receives the state
representation, which includes load metrics (active
network  receives a  state  representation
encompassing load metrics (active connections, CPU
utilization, response time) for each subscriber, queue
length, and system-wide averages as input. This state
information is processed through two hidden layers
with ReLU activation functions, culminating in an
output layer that produces two key components: a
policy, which is a probability distribution over
possible actions (subscriber selections), and a value
function, which estimates the expected cumulative
reward from the current state.

The selected action, according to the policy's
probabilities, is then executed within the Pub/Sub
environment, specifically targeting one of the
subscriber instances. The environment responds by
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providing a reward signal, calculated using Equation
(1), and a new state reflecting the updated system
conditions. This reward and state information is fed
back to the PPO agent. The clipped surrogate
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objective function utilizes them to update the policy
and value function networks. This iterative process
of interaction, reward collection, and network
updates allows the PPO agent to learn and refine its

Reward

Policy Loss
B PPO

Probability

Calculation

Clipped
Surrogate

Value Loss Objective

Action

Outpt Loy

Environment

State

Figure 3: PPO Architecture for Load Balancing in Pub/Sub Systems

load-balancing strategy over time, adapting to the
dynamic nature of the Pub/Sub system. The value function
helps the agent estimate the long-term consequences of its
actions, guiding it towards better decisions.

JMeter was employed to simulate different load scenarios
and evaluate the system's performance under various
conditions. The following four scenarios were designed:

e Scenario 1: Normal load. This scenario simulated
a moderate traffic pattern using a Thread Group
with 50 threads (representing 50 concurrent
users) and a loop count of 20. A total of 1000
messages were sent to the message broker.

e Scenario 2: Burst load. This scenario aimed to
stress the system with a sudden surge in traffic. It
was implemented using a Thread Group with 100
threads and a loop count of 20, with target
throughput 6000 message per minute.

e Scenario 3: Server failure. This scenario tested
the system's resilience to subscriber failures. A
normal load of 50 threads and 20 loops (1000
messages) was used, with one subscriber

intentionally failing during the test.

e Scenario 4: Heterogeneous instances. This
scenario evaluated the system's performance with
subscribers having varying resource capabilities.
A normal load was simulated, but one of the three
subscriber EC2 instances was configured With
reduced resources (1 vCPU and 2GB RAM). At
the same time, the remaining two instances
retained their original configuration (2 vCPU and
4GB RAM).

4 Result and discussion

This section presents the results of our experimental
evaluation of various load balancing algorithms in a
simulated Pub/Sub system deployed on AWS.

The performance of baseline algorithms (RR, LC, EG and
UCB) are alkalized and compared with the enhanced
algorithms (Enhanced Epsilon Greedy (EEG), Enhanced
UCB (EUCB), and PPO) across four scenarios: normal
load, burst load, server failure, and heterogeneous
instances. Each experimental scenario was run 10 times,
and the results are presented as mean values with 95%
confidence intervals. The evaluation metrics include
makespan, message throughput, latency, successful
massage rate, Quality of Service, and efficiency.

4.1 Makespan comparison

The makespan, representing the total time to process all
messages, is a critical indicator of system behavior. As
depicted in Figure 4, the enhanced algorithms consistently
outperform the baseline algorithms across all scenarios.
This advantage stems from their ability to dynamically
adapt to changing conditions. Unlike RR and LC, which
rely on fixed rules, the enhanced algorithms leverage real-
time feedback to make informed decisions. For instance,
in the 'Failed Scenario,” the improved algorithms,
especially PPO, demonstrate significantly lower
makespans, indicating their superior ability to adapt and
recover from disruptions.

4.2 Message throughput

Figure 5 presents a comparative analysis of
throughput achieved by various load-balancing algorithms
across the four distinct scenarios. Across all scenarios, the
enhanced algorithms (EUCB and PPO) consistently
outperform the other algorithms specially (RR, LC, and
EG), demonstrating their superior ability to maintain high
throughput even under challenging conditions. This is
particularly evident in the Burst Load scenario, where
EUCB and PPO exhibit significantly higher throughput
than the other algorithms. The results highlight the
effectiveness of the enhanced algorithms in maximizing
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the system's capacity to process messages and maintain a
high rate of successful message delivery.
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Figure 4: Makespan comparison across all algorithms
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Figure 5: System message throughput across all algorithms

4.3 The latency

Figure 6 illustrates a comparative analysis of latency
across the four scenarios. A key observation is the
variability in latency for the baseline algorithms (RR, LC,
EG, and UCB), particularly in the Normal Load and Burst
Load scenarios. This indicates an inconsistency in
response times and potential delays for specific messages.
In contrast, the enhanced algorithms (EUCB and PPOQ)
exhibit more stable and predictable latency across all
scenarios, with tighter interquartile ranges and fewer
outliers. This suggests these algorithms can deliver more
consistent and reliable performance, even under
challenging conditions. However, it's important to note

that the enhanced algorithms generally show slightly
higher median latency than the baseline algorithms,
indicating a potential trade-off between performance
consistency and raw speed.

4.4 Successful message rate

Table 2 clearly shows the percentage of successful
messages achieved by each load-balancing algorithm
across different scenarios. Notably, the enhanced UCB
and PPO algorithms consistently demonstrate higher
success rates than the other algorithms in all scenarios.
This highlights their effectiveness in ensuring reliable
message delivery and minimizing request failures,
especially in challenging conditions like burst loads or
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server failures. The PPO algorithm, in particular, exhibits
the highest success rates across most scenarios, further
emphasizing its potential for robust load balancing in
Pub/Sub systems.

4.5 Quality of service (QoS):

Figure 7 illustrates the relationship between latency and
throughput, two critical QoS metrics, for various load-
balancing algorithms under different scenarios. The
baseline algorithms exhibit more significant variability in

Latency Comparison - Normal_Load
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balancing latency and throughput. In contrast, the
enhanced algorithms, especially PPO, consistently
achieve higher throughput with more stable latency.
Distinct clusters for each scenario underscore the impact
of varying load conditions on algorithm behavior. For
instance, the Burst Load scenario generally results in
higher latency and throughput than the Normal Load
scenario, reflecting the increased system stress.
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Figure 6: System Latency across all algorithms.

Table 2: The Percentage of successful requests across all scenarios.

105 ({%A)"g orithms pa IC EG  UCB EEG EUCB PPO
Normal Load 89.5 92.0 91.1 92.2 91.6 91.9 97.1
Burst Load 86.9 86.2 93.0 87.6 90.3 92.5 94.7
Failed Server 84.4 88.5 92.1 91.3 83.9 91.8 93.6
Heterogeneous | 90.4 90.9 91.0 91.0 91.8 92.0 93.1
Instances
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4.6 The efficiency of the Pub/Sub system

Figure 8 presents the efficiency of various load-balancing
algorithms across four distinct scenarios. Enhanced
algorithms (EUCB and PPQO) consistently outperform the
other algorithms, demonstrating their superior ability to
maintain high throughput, especially during Burst Load.
These results highlight the effectiveness of the enhanced
algorithms in maximizing the system's capacity to process
messages and ensure high delivery rates.

The enhanced algorithms, particularly PPO, utilize
reinforcement learning to make dynamic load-balancing
decisions based on real-time system feedback. This
adaptability enables them to effectively handle
fluctuations in traffic patterns and subscriber loads,
outperforming static algorithms. Moreover, these

algorithms actively route messages to available and
healthy subscribers, resulting in lower failure rates and a
more resilient system. Including CPU usage in the reward
function of the enhanced algorithms further contributes to
balanced resource allocation and improved system
performance by detecting and mitigating potential
subscriber bottlenecks.

While recent research is focused on distributed brokers,
our single-broker optimization approach using RL
demonstrates the potential for enhancing Pub/Sub system
performance, complementing existing work, and opening
avenues for broader system improvements.
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5 Conclusions

This research explored the application of
reinforcement learning (RL) for load balancing in
publish/subscribe systems. We evaluated traditional
algorithms (Round Robin, Least Connections) and
developed enhanced versions of epsilon-greedy and UCB
alongside a custom PPO-based approach. Our
experimental results demonstrate that RL significantly
outperforms traditional methods, particularly the PPO and
EUCB algorithms. These enhanced algorithms showed
marked improvements in makespan, achieving completion
times up to 30% faster than conventional methods.
Moreover, they exhibited notable gains in throughput,
particularly in the Burst Load scenario, where EUCB and
PPO showcased a 10-15% increase in throughput
compared to baseline algorithms. This research also
highlighted the enhanced algorithms' superior ability to
maintain high message success rates, exceeding 90% in
most scenarios, and their contribution to more stable and
predictable latency, leading to improved QoS. Overall,
this research underscores the potential of RL for adaptive
and efficient load balancing in Pub/Sub systems, paving
the way for more resilient and responsive distributed
applications.

6 Future work

This research can be expanded upon in several
promising ways. One area of focus is exploring alternative
reward function formulations and systematically varying
the weights assigned to different factors. Additionally, the
investigation of more comprehensive state representations
could enhance the algorithms' learning capabilities.
Another potential direction is developing hybrid
algorithms that combine the strengths of different RL
methods or integrate RL with traditional load-balancing
techniques. Furthermore, evaluating the proposed
algorithms in more diverse and realistic scenarios would
provide a more comprehensive understanding of their
performance characteristics. Finally, deploying and
evaluating the RL-based load-balancing system in a real-
world production environment would provide valuable
insights into its practical feasibility and effectiveness.
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Edge detection plays a crucial role in image processing and computer vision, and is widely used in tasks
such as object recognition and image segmentation. Traditional edge detection algorithms perform well
in many applications, but there are still some shortcomings in terms of real-time performance and
processing efficiency. To address this issue, a highly efficient image edge detection model combining
Sobel algorithm and field programmable gate array technology was proposed. YCbhCr color space
conversion was performed on the image, then Sobel operator was utilized to calculate the image gradient,
and adaptive thresholding method was applied to determine the edges. Finally, the model was
implemented and optimized on a field programmable gate array. The experimental results showed that
when the dataset size was 1000, the information retention rate of the proposed image preprocessing model
was 0.89, and the structural information loss was 0.05. When the data volume was 100, the accuracy of
the proposed image edge detection model was 0.90, and the root mean square error value was 0.16. The
research results indicate that the proposed image edge detection model based on field programmable
gate arrays has significant advantages in edge detection performance and processing efficiency. The
model has high accuracy and speed in image edge recognition, which can provide certain guidance for
research in the field of image edge detection.

Povzetek: Razvito je optimizirano zaznavanje robov slik s Sobelovim algoritmom v YCbCr barvnem
prostoru na FPGA. Metoda izboljsujekvaliteto obdelave, kar omogoca hitrejso in ucinkovitejso analizo

slik.

1 Introduction

Image edge detection takes a critical part in the areas of
computer vision and image processing, and is broadly
applied in tasks such as pattern recognition [1]. The edge
detection’s main goal is to identify areas in an image with
discontinuous grayscale or significant gradient changes,
which typically correspond to important structural
information in the image. Traditional edge detection
algorithms perform well in many applications, but there
are still some shortcomings in terms of real-time
performance and processing efficiency. As a result of the
accelerated advancement of artificial intelligence and
computer vision technology, there has been a notable rise
in the demand for image processing solutions in the field
of image detection, especially in scenarios that require
efficient and real-time processing, such as autonomous
driving, intelligent monitoring, and medical image
analysis. Traditional edge detection methods are
inadequate [2]. In recent years, with the advancement of
hardware technology, field programmable gate arrays
(FPGASs) have gradually become an important direction in
image processing research due to their high parallel
processing capability and low power consumption
characteristics. The advantage of FPGA lies in its flexible
hardware programming ability and high parallel
processing capability, which enables it to meet the needs
of different application scenarios while maintaining high
performance. Therefore, innovative research has proposed

an efficient image edge recognition model that combines
edge detection algorithms and FPGA technology. By
performing YCbCr color space conversion on the image,
the effect of edge detection is enhanced. Then, the Sobel
operator is applied to calculate the image gradient, and the
edge is determined through adaptive thresholding. Finally,
the model is implemented and optimized on FPGA to
improve processing efficiency. The research content
contains four parts. Part 1 is a review of other scholars’
relevant research topics. Part 2 is a simple introduction of
the main methods utilized in this paper. Part 3 is the model
findings acquired by using the methods to the research and
analyzing the findings. Part 4 is a summary of the study
and prospects for future research.

2 Related works

Image edge detection is a technique that is employed
extensively in a multitude of tasks, including object
recognition, image segmentation, and pattern recognition.
To further optimize the performance of the large law
threshold method, Yang et al. proposed a threshold
deviation adjustment strategy based on the analysis of the
relationship  between pixel grayscale values and
cumulative pixel changes. The experimental findings
denoted that this strategy could better segment test images
and obtain competitive misclassification errors [3]. Zheng
et al. found that traditional particle swarm optimization
(PSO) algorithm has a slow convergence speed in image
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segmentation and is prone to getting stuck in local optima.
Therefore, the research team proposed an improved
particle swarm algorithm that combines the large law
threshold method. The experiment finding indicated that
the execution time of this algorithm was, on average, 30%
faster than that of other algorithms, and its accuracy was
superior to that of other algorithms [4]. Vite-Chéavez et al.
pointed out that significant challenges were encountered
nal methods [5]. Chen et al. proposed an adaptive
fractional order genetic classification method by
combining PSO algorithm to improve the performance of
the large law threshold method in image segmentation.
The experimental outcomes indicated that the test results
of this method in terms of regional contrast and peak
signal-to-noise ratio (SNR) indicators, both qualitatively
and quantitatively, were superior to the algorithm before
improvement [6].

Gtifa et al. proposed a novel hardware architecture to
improve the accuracy of brain tumor segmentation in 3D
MRI images and optimize the diagnosis and treatment
tion faced by convolutional neural networks when applied
to edge devices. FPGAs demonstrated significant
advantages in optimizing convolution operations due to
their high flexibility and low power consumption. The
research results indicated that FPGA is a promising
energy-saving platform, providing important guidance for
future artificial intelligence hardware research [8]. Narang
et al. proposed an innovative hardware simulator to
accelerate the design cycle of microelectromechanical
system (MEMS) vibration gyroscopes. This simulator was
easy to reconfigure and fully integrated on a FPGA board.
The research results indicated that the simulator
successfully simulated the Coriolis effect and various
typical MEMS gyroscope error sources, and preliminary
experiments demonstrated its effective performance in
noise and nonlinear models [9].

Y.Anetal.

in the classification, recognition, and detection of fruits
and vegetables. Therefore, the research team proposed an
image recognition method that enhanced binary
segmentation by combining the idea of interest
classification and the large law threshold method. The
experimental outcomes denoted that regardless of the
presence of additional noise, the recognition accuracy of
this method was always superior to traditio

process of brain tumors. This architecture integrated
intelligent algorithms, especially PSO and Darwin PSO
techniques, and was implemented on the Xilinx Virtex6
FPGA platform. The outcomes indicated that this
hardware architecture outperformed in segmenting brain
tumors, with efficient and robust performance, providing
clinical doctors with powerful diagnostic tools and
potentially improving the speed and accuracy of diagnosis
and treatment [7]. Hong et al. developed a convolutional
neural network model design method using FPGAs as
accelerators to overcome the challenges of large models,
high computational complexity, and huge power consump
In summary, in the last few years, many scholars have
begun to explore image recognition and contour
extraction, and have successively proposed various
recognition methods. However, this field still faces
challenges such as complex backgrounds and uneven
lighting, which limits the effectiveness of traditional
methods such as simple threshold segmentation. To
address these challenges, a highly efficient image edge
recognition model combining Sobel algorithm and FPGA
technology has been proposed. It is expected to provide an
efficient image edge recognition solution suitable for real-
time image processing applications, showcase the
potential application of FPGA in image processing for
providing reference for research and application in related
fields, and further explore the combination of FPGA and
traditional image processing algorithms to promote the
development of image processing technology.

Table 1: Related works

Swarm Algorithm

faster runtime

traditional PSO

- - Performance
Authors Method Application Key findings comparison References
- Improved segmentation . .
Yang P et al. Th_r eshold deviation Image segmentation results and reduced Superior to Otsu's [3]
adjustment strategy . e method
misclassification rate
Improved Particle Enhanced convergence Faster and more
Zheng Jet al. P Image segmentation | speed and accuracy; 30% accurate than [4]

Vite-Chavez O et
al.

Interest classification +
Otsu's method

Fruit and vegetable
recognition

Recognition accuracy
superior to traditional
methods

Robust to noise

(5]

Adaptive fractional-

Superior results in

Better than pre-

Sources

nonlinear models

Chen L etal. order genetic Image segmentation . ] [6]
classification contrast and peak SNR improved algorithms
. Hardware architecture Brain tumor Enhanced accuracy for -
Gtifa W etal. + PSO segmentation clinical diagnosis support Efficient and robust 7]
FPGA-accelerated Edge device clzggjr%egtig?\ﬁird Superior to
Hong H et al. convolutional neural application improved computational tradlt'lonal deep [8]
network . learning models
efficiency
Effectively simulated Good performance
Narang S et al. Hardware simulator MEMge%?gr?scope Coriolis effects and error in noise and [9]
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Figure 1: Keyframe image extraction process.

3 Methods

The first section addresses the issue of a large amount of
noise in the dataset by using optical flow (OF) to process
the image data, and then converting the RGB image into
YCbCr image. In the second section, the Sobel algorithm
is improved to address the issues with traditional
algorithms and controlled using FPGA technology.

3.1 Image preprocessing method based on
YCbCr

Different from the situation where the scale distribution of
detection objects is relatively uniform in actual
environments and conventional applications, it is
necessary to preprocess the video data to improve the
training performance of subsequent models. The study
used OF for preprocessing video data [10-11]. To ensure
that the images in the input algorithm model contain more
information, it is necessary to select the keyframe with the
highest information content from the video clip as the
input of the model. The extraction flow is denoted in
Figure 1.

In Figure 1, firstly, the edge grayscale image is
extracted from the initial image, and then its average edge
intensity (AEI) is calculated. The expression for the AEI
is shown in equation (1) [12-13].

W H doe '
o ZlZle ge (x,y) O
! W xH

<

In equation (1), D, denotes the AEI of the i th frame
image. H and W denote the height and width of the
grayscale edge image. edge, (X, y) denotes the grayscale
edge image The higher the AEI of an image, the more
information it contains and the higher its clarity.

The image with the highest AEI is selected from each
segment and it is considered as the key image frame, with
its position shown in equation (2).

Index =argmax(D,) 2)

In equation (2), denotes the max edge intensity of the
image. In some cases, both the camera and objects in the
scene are in motion, and OF calculations can be used to
estimate the joint motion of the camera and objects. The
OF method requires the assumption of constant brightness

in advance, that is, the grayscale values of pixels remain
stable and unchanged during motion. The formula for

brightness consistency is indicated in equation (3).

1(X,y,t) =1 (x+dx, y+dy,t+dt) 3)

In equation (3), 1(x,y,t) denotes the grayscale value
of a pixel point with X on the x-axis and Y on the y-axis
at time t. Y represents the variation of pixel points. By
expanding equation (3) with a first-order Taylor formula,
the basic OF constraint equation is obtained, as shown in
equation (4).

Lu+l v+l =0 4

In equation (4), I, 1,, and I, represent the partial

derivatives of 1(x,y,t) to X, ¥, and t, respectively. For
image data, dense OF needs to be obtained, which requires
calculating the motion velocity vector of each pixel in the
image, rather than only calculating a selected portion of
the pixels [14-15]. Therefore, total variation regularization
with L1 norm minimization (TV-L1) is used to extract the
OF of video frames in both directions, with the objective
function denoted in equation (5).

”u]ivn E(u,v) :”[|T(x, y)—1(X+U,y+Uu)|

®)
+A(|Vu|+|Vv|)]dxdy
In equation (5), 1(X,y) represents the current video

frame, T(X,Y) represents the reference video frame, and

these two video frames are continuous. A represents the
weight parameter. U represents the horizontal offset of a
pixel, while V represents the vertical offset of a pixel.

[Vu| and |VV| respectively represent the length of the

two-dimensional gradient. By solving equation (5)
through TV-L1, the simplified objective function is
obtained as shown in equation (6).

min E(u,v)

= J'[|/1|p(v) + 2_16 (u—v)?+ |Vu|}dx ©
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In equation (6), @ represents a constant. The image
processed by OF method is still an RGB image. To extract
more features, the RGB image is converted to a YCbCr
image. The conversion from RGB to YCbCr is actually
based on the conversion of three basic colors in the color
space of brightness and chromaticity.

01 02 03 04 05 06 07 08 09

Figure 2: YCbCr color space.

image, while the chromaticity component denotes the
color information. This separation makes it more flexible
in handling brightness and chromaticity [16-17].
Secondly, the human eye is more sensitive to brightness
information than chromaticity information, and different
sampling rates can be used to handle the degree and
chromaticity components when compressing images.
Usually, the luminance component retains a higher
resolution, while the chrominance component undergoes a
higher degree of compression. The brightness component
Y represents the brightness of the image, that is, the
grayscale information. The brightness component usually
occupies most of the information encoded in the image.
The blue CDC Cb represents the color difference
information of blue. The blue CDC denotes the difference
between the blue color and brightness of a pixel. The red
CDC Cr denotes the color difference information of red,
and the red CDC represents the difference between the
pixel's red color and brightness. The expression for
converting the brightness component Y from the RGB
color space is shown in equation (7).

Y=0.299R +0.587G +0.114B (7

In equation (7), R refers to the value of the red CDC
in RGB, G indicates the value of the green CDC in RGB,
and B expresses the value of the blue CDC in RGB. The
expressions for the blue CDC Cb and the red CDC Cr
are shown in equation (8).

{Cb =-0.1687R -0.3313G +0.5B +128 ®

Cr =0.5R-0.4187G -0.0813B +128

Y.Anetal.

YCbCr represents a pixel with three components,
namely brightness component Y , blue color difference

component (CDC) Cb and red cDC Cr . There are two
advantages to image processing using the YCbCr format.
Firstly, the YCbCr format divides image colors into
luminance and chrominance components. The brightness
component represents the brightness information of the

In equation (8), B represents the value of the blue
CDC in RGB. The color space of YCbCr is shown in
Figure 2.

One of the main advantages of YCbCr is that it
optimizes the perceptual characteristics of the human eye,
allowing for more effective compression while
maintaining image quality, fully utilizing the human eye's
sensitivity to brightness changes and relatively low
sensitivity to color changes.

3.2 Establishment of Image edge
recognition model based on FPGA

After analyzing the original image data, the feature
information in the data can be recognized. The research
adopted Sobel algorithm combined with FPGA. Sobel
operator is a classic edge detection method used in the
fields of image processing and computer vision. This
method recognizes edges in an image by calculating the
gradient of image grayscale values [18-19]. The core
feature of this method is directional detection ability,
which can capture edge information in the X and Y
directions through two convolution kernels, horizontal and
vertical. Meanwhile, the Sobel operator can be extended
to larger convolution kernels and more detection
directions can be added to improve the accuracy of edge
detection. In addition, the Sobel operator has a certain
built-in smoothing effect, which gives it good noise
suppression ability. Compared to simple differential
operators, Sobel operator can effectively reduce small
noise in images during edge extraction, ensuring its
stability in low SNR images. Especially on hardware
platforms such as FPGA, efficient parallel operations can
be achieved, thereby improving processing speed. In terms
of implementation, the Sobel operator algorithm has a
simple principle and mainly uses addition and subtraction
operations. It has low hardware and programming
requirements and is easy to integrate into various image
processing systems. Ultimately, the Sobel operator can
generate clear edge responses in edge detection, resulting
in distinct edge contours that are suitable for tasks such as
image enhancement and feature extraction. The Sobel
operator mainly uses convolution operations to calculate
the gradient value of each pixel point, thereby detecting
the edges of the image. The Sobel operator is based on a
pair of 3x3 convolution kernels, which are used to
calculate gradients in both directions. By convolving these
two convolution kernels separately with the image, the
gradient of the image in both directions can be calculated,
as expressed in equation (9).
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G = > K (D) (x+i,y+i)

P . o )
Gy = Zizflzjzfl Ky(l’ J) I(X+|, y+|)

In equation (9), K, and K,
convolution kernels in the horizontal and vertical
directions, respectively. 1(x+i,y+i) represents the
grayscale value of the image at the corresponding position.
After calculating the gradient of each pixel in both
directions, the gradient amplitude and direction of that
point can be further calculated [20]. The gradient
amplitude is indicative of the strength of the edge, while
the gradient direction is representative of the edge's
orientation. The expression is shown in equation (10).

G=[GI+G?

0 = arctan| —
GX

In equation (10), G represents the gradient
amplitude and & represents the gradient direction.
However, an approximate value without a square is
usually used instead to improve efficiency, so its
expression can be rewritten as shown in equation (11).

represent the

(10)

|G| =[Gx|+|Gy| (11)

In equation (11), G, and G, indicate the gradient

amplitudes in the X and Y directions, respectively. An
appropriate threshold is set based on the actual situation
and accuracy requirements of image edge detection. When
the gradient exceeds the threshold, it indicates that the
pixel point is an edge point. Otherwise, the point is not an
edge point. The judgment expression is shown in equation
(12).

1G62T
{ (12)

0 else

In equation (12), E represents a Boolean quantity,
T represents a threshold, and G represents the gradient
amplitude. Although the Sobel operator has many
advantages, its shortcomings are also quite obvious, as it
is very sensitive to noise when detecting image edges.
The noise in the image can introduce high-frequency
components, leading to an abnormal increase in gradient
values and interfering with edge detection results. In this
case, the edges detected using the Sobel operator may not
be accurate and may even produce many false edges. The
Sobel operator uses a fixed 3x3 convolution kernel,
although this kernel size calculation is simple, it may not
be flexible enough when processing images of different
scales [21-22]. For images with rich details, a 3x3 kernel
may not be sufficient to capture all the details, while for
simple images, this kernel may introduce unnecessary
computational complexity.
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Figure 3: Direction detected by improved Sobel operator.

Therefore, it was improved by changing the size to 5x5
and eight directions based on the traditional 3x3 template,
as shown in Figure 3.

The noise in the image can introduce high-frequency
components, leading to an abnormal increase in gradient
values and interfering with edge detection results. In this
case, the edges detected using the Sobel operator may not
be accurate and may even produce many false edges. The
Sobel operator uses a fixed 3x3 convolution kernel,
although this kernel size calculation is simple, it may not
be flexible enough when processing images of different
scales [21-22]. For images with rich details, a 3x3 kernel
may not be sufficient to capture all the details, while for
simple images, this kernel may introduce unnecessary
computational complexity. Therefore, it was improved by
changing the size to 5x5 and eight directions based on the
traditional 3x3 template, as shown in Figure 3.

In Figure 3, in the improved Sobel operator, the eight
angles are 0°, 22.5°, 45°, 67.5°, 90°, 112.5°, 135°, and
157.5°, respectively. By convolving the original image
data with eight directional templates, the edge information
of the image can be more complete, and each pixel can
obtain eight different values. The improved Sobel module
flowchart is shown in Figure 4. From Figure 4, it can be
seen that firstly, a 5x5 filtering template is generated
through two dual terminal RAM two-stage registers.
Secondly, the derivatives in each direction are calculated
separately. Then, the square root of the partial derivatives
is calculated, and in contrast with the threshold, the value
greater than the threshold is 1, and the opposite is 0.
Finally, the row field signal and the enable signal are
synchronously delayed. The study uses FPGA to control
Sobel modules. FPGA is an integrated circuit device that
can be programmed by users to achieve specific logic
functions and digital circuits. FPGA has programmability
and flexibility, and can be reconfigured and
reprogrammed according to user needs. FPGA is
composed of a large number of programmable logic units,
programmable interconnect resources, and other
supporting circuits. Programmable logic units allow users
to define logical functions, while programmable
interconnect resources are responsible for connecting



94 Informatica 49 (2025) 89-100

signal paths between logic units. Its structure is shown in
Figure 5.

In Figure 5, configurable logic block (CLB) is the
most basic programmable logic unit in FPGA, utilized to
implement logic functions. CLB has programmable logic

Calculating
derivatives

Filtering template

» [

Y.Anetal.

functions and connection resources, enabling it to
implement various digital circuits. The arithmetic units in
FPGA usually include adders, multipliers, and
accumulators, which are used to implement tasks such as
digital signal processing and algorithm operations. Block

—D
_ 2w 3

Calculating Determi Calculating

derivatives etermine derivatives

Figure 4: Improved Sobel module process.

RAM (BRAM) is a block storage unit used in FPGA
to store data, with high-speed read and write
characteristics and low power consumption. BRAM is
typically used to store data, intermediate results, and
algorithm parameters. Phase-locked loop (PLL) is a
module in FPGA used to generate stable clock signals. It
can generate multiple internal clock signals based on
external clock signals and has the function of a PLL to
ensure the stability and accuracy of clock signals. Input
output block (I0B) refers to input/output resources, which
are modules used in FPGA to connect external
input/output signals and communicate with external
devices. Network interconnection resources in FPGA are
responsible for connecting various logic blocks, storage
units, and input/output resources to form a complete
digital circuit. The final model structure is shown in Figure
6.

In Figure 6, first is to generate a 5x5 matrix. Next is
to calculate the mean of the matrix, and then calculate the
gradients of the image in multiple directions, to enhance
the edge detection effect. Then, the amplitude of the
gradients in each direction is obtained by taking the square
sum and square root of the gradients.

Subsequently, the adaptive threshold method is used
to compare the gradient amplitude and determine whether
it is an edge.

The final model is mainly divided into four modules.
The first module is the filtering template generation
module, which uses FPGA's dual terminal RAM to

generate 5x5 Sobel templates for edge detection in
different directions. The use of dual terminal RAM
reduces access latency and provides sufficient band width
to support parallel processing, making data flow smoother.
Next is the gradient calculation module, which calculates
gradients in the horizontal, vertical, and eight directions
respectively. The gradient calculation in each direction is
implemented through dedicated adders and multipliers,
utilizing the parallel computing characteristics of FPGA to
reduce processing time. In the sum of squares module, the
gradient values in each direction are subjected to a sum of
squares operation, followed by square root calculation to
obtain the gradient amplitude of each pixel point. This
module adopts the FPGA pipeline processing architecture,
where each operation is executed within an independent
clock cycle, ensuring the continuity of the data stream and
improving computational efficiency. Finally, there is the
threshold judgment module. After the gradient amplitude
calculation is completed, the threshold judgment module
performs adaptive threshold comparison on the amplitude
to determine whether it is an edge. The Otsu method was
used as the adaptive threshold method in the study. Firstly,
the histogram of the image was calculated and the intra-
class and inter-class variances were initialized. Then, by
gradually traversing the gray levels, the optimal
segmentation point is found, where the inter-class
variance is maximized. Finally, the selected threshold is
applied to edge detection.

[PeL || 108 | | 108 || PLL |
o 1] LB [ cLB 1T T o T i
o) BRAM o)
=[] CLB [ CLB [TT TT] CLB [ CLB [T1] =
o 1] CLB [ cLB [1T] jce [ eLs [
o) BRAM o)
=[] ews [ cB [T 1] cLB [ cLB [T~

| PLL_| | 10B | | 10B | |_PLL |

Figure 5: FPGA structure analysis.
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Figure 7: Comparison of information retention rate and structural information loss among various models.

4 Results

The first section of the study analyzes the performance of
the raised data preprocessing method, and the second
section analyzes and simulates the performance of the
image edge detection model.

4.1 Image preprocessing method based on

YCbCr

The server CPU used in the study was Inter (R) Core (TM)
i5-10210U, with 16GB of RAM, NVIDIA Geforce
GTX2080Ti GPU, and 8GB of video memory. The
operating system was Windows 10. The dataset was the
publicly available Kaggle dataset, named Kaggle
Surveillance Video Dataset, which contains 6000 images
extracted from surveillance videos at different time
periods. It was mainly used for object detection and
behavior recognition tasks. In terms of image properties,
the dataset included color images or grayscale images in
PNG format. The resolutions were 640x480 (VGA),
1280x720 (720p), and 1920x1080 (1080p). The diversity
of image content was reflected in the pedestrians, vehicles
of different types and colors, and various background
scenes that may appear in the monitoring scene. The
monitoring images also included different lighting
conditions, covering both daytime and nighttime scenes,

ensuring the diversity and complexity of the dataset. A
dataset consisting of 6000 images was divided into a
training set and a validation set in a 5:1 ratio. The
introduction of Block Matching (BM) method was
compared and analyzed with the method proposed in the
study, and the results are shown in Figure 7.

Figure 7 (a) showcases the comparison of information
retention rates of various models under different dataset
sizes, and Figure 7 (b) showcases the comparison of
structural information loss of various models under
different iteration times. In Figure 7 (2), with the increase
of the dataset, the information retention rate of the images
processed by the four models also increased. When the
dataset size was around 230, the performance of RGB-OF
model and YCbCr-OF model basically reached the best.
When the dataset size was 1000, the information retention
rates of RGB-BM model, YCbCr-BM model, RGB-OF
model, and YCbCr-OF model were 0.81, 0.83, 0.86, and
0.89, respectively. In Figure 7 (b), with the increase of
iteration times, the loss of structural information in the
images processed by the four models decreased. When the
iteration times were around 20, the performance of RGB-
OF model and YCbCr-OF model basically reached the
best. When the amount of iterations was 100, the structural
information loss of RGB-BM model, YCbCr-BM model,
RGB-OF model, and YCbCr-OF model was 0.15, 0.13,
0.09, and 0.05, respectively. The experiment outcomes
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illustrated that the proposed YCbCr-OF-based image
preprocessing model had a high information retention rate
and low structural information loss. The dataset was
divided into dataset A and dataset B according to size, and
the processing time of each model was compared. The
findings are illustrated in Figure 8.

Figures 8 (a) and (b) show the recognition time of
different algorithms in dataset A and dataset B,
respectively. According to Figure 8 (a), the effectiveness
of the model did not reach its optimal level when the
number of iterations was low, resulting in longer
recognition time. When the number of iterations was 60,
the processing times for YCbCr-OF model, RGB-OF
model, YCbCr-BM model, and RGB-BM model were 2.3,
2.6, 2.7, and 2.9 seconds, respectively. In Figure 8 (b),
each algorithm model took slightly more time on dataset
B than on dataset A. When the number of iterations was
60, the scheduling times for YCbCr-OF model, RGB-OF
model, YCbCr-BM model, and RGB-BM model were
2.6s, 2.8s, 3.0s, and 3.1s, respectively. The findings
illustrated that the developed algorithm model performed
well in two different datasets, and the YCbCr-OF model
took less processing time than other algorithm models.
The comprehensive performance of the four models was
analyzed, and the outcomes are indicated in Table 2.
According to Table 2, in dataset A, the loss function value
(Loss), intersection over union (loU), F1 value, and Micro
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F1 of the YCbCr-OF algorithm model were 0.189, 0.883,
0.612, and 0.957, respectively. In dataset B, the Loss, loU,
F1 value, and Micro F1 of the YCbCr-OF algorithm model
were 0.177, 0.899, 0.618, and 0.939, respectively. The
Y ChCr-OF algorithm model proposed in the four methods
has excellent performance in various aspects.

4.2  Analysis of image edge recognition
model Based on FPGA

In the Roberts operator, the learning rate was set to 0.001,
the batch size was 32, the number of iterations was 1000,
the initial adaptive threshold was set to 20-40, and the step
size was 5. In terms of FPGA configuration, the clock
speed was 100 MHz, the data width was 16 bit fixed-point,
the on-chip memory used 50% BRAM, and the power
consumption was controlled within 10 W. To verify the
performance advantages of FPGA, it was compared with
CPU and GPU, and the results are shown in Table 3.
According to Table 3, the processing time of FPGA
was 15 milliseconds, which is significantly faster than
GPU's 28 milliseconds and CPU's 45 milliseconds. FPGA
utilized its high parallel computing architecture to
efficiently perform convolution operations and gradient
calculations, thereby reducing computational latency and
meeting real-time edge detection requirements. In terms of
power consumption, the average power consumption of
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Figure 8: Processing time of different models in different datasets.

Table 2: Comparison of comprehensive performance of models.

Index Dateset RGB-BM YChCr-BM RGB-OF YChCr-OF
Loss A 0.322 0.279 0.252 0.189
B 0.308 0.267 0.238 0.177
oU A 0.751 0.793 0.82 0.883
0
B 0.764 0.809 0.834 0.899
£l A 0.472 0.515 0.542 0.612
B 0.513 0.528 0.56 0.618
Micro F1 A 0.823 0.868 0.893 0.957
B 0.837 0.879 0.907 0.939




Edge Detection Using Sobel Algorithm and YCbCr Colour...

Informatica 49 (2025) 89-100 97

Table 3: Performance Comparison of FPGA, GPU, and CPU.

Implementation model Hardware model

Average processing time (ms) Average power consumption

Xilinx Zynq UltraScale+

FPGA MPSOC 15 4
GPU NVIDIA GeForce RTX 2080 28 75
CPU Intel Core i7-9700K 45 65

FPGA was only 4W, significantly lower than GPU
and CPU. This indicates that the low-power characteristics
of FPGA make it more suitable for deployment in power
sensitive applications such as embedded systems and 10T
devices.

After verifying the effectiveness of the data
preprocessing method, a performance analysis was
conducted on the FPGA-based image edge detection
model, and the Roberts operator model was introduced for
comparison. The findings are indicated in Figure 9.

Figure 9 (a) represents the comparison of model
accuracy (ACC) in case of different sample sizes and
Figure 9 (b) represents the comparison of root mean
square error (RMSE) in case of different sample sizes.
From Figure 9(a), the ACC of each model increased as the
sample size increased. The ACC of Roberts model, Sobel
model, FPGA-Sobel model, FPGA-IpSobel model was
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0.67, 0.77, 0.79, and 0.90 respectively for a data size of
100. From Figure 9(b), the RMSE values of the models
were decreasing as the sample size increased. The RMSE
values of Roberts' model, Sobel's model, FPGA-Sobel's
model, and FPGA-IpSobel's model were 0.45, 0.37, 0.28,
and 0.16, respectively, when the data size was 100. The
experimental results show that the proposed FPGA-
IpSobel model has a more excellent performance. Classic
images in the image field were selected for analysis, and
the outcomes are indicated in Figure 10.

Figure 10 (a) shows the image without edge
recognition, and Figures 10 (b), (c), and (d) show the
image processed by the FPGA-IpSobel model, FPGA-
Sobel model, and Sobel model, respectively. From Figure
10, among the three models, the FPGA-IpSobel model
was more satisfactory in image processing, retaining a
large amount of details and having clearer edges.
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Figure 9: Comparison of ACC and RMSE values for various models.
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Figure 10: Performance analysis of edge recognition model.
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Figure 11: Comparison of SNR ratios for different noise images processed by various models.
Table 4: Actual performance analysis of various models.
Model P R loU F1 mAP Loss
Roberts 0.83 0.78 0.86 0.82 0.83 0.097
Sobel 0.87 0.81 0.92 0.87 0.84 0.082
FPGA-Sobel 0.90 0.86 0.96 0.91 0.88 0.076
FPGA-IpSobel 0.92 0.93 0.98 0.97 0.92 0.064

However, the FPGA-Sobel model and Sobel model
had significantly poorer performance in image processing,
with varying degrees of noise. The performance of the
model was analyzed by selecting different types of noise,
and the results are shown in Figure 11. Figure 11 shows
the comparison of SNRs of different models for
processing noisy images. From Figure 11, the proposed
FPGA IpSobe model exhibited excellent performance in
five different noisy images. Among the noisy images, the
performance of each model was the best for image type 2
noise. The comprehensive effectiveness of each model
was evaluated, and the findings are illustrated in Table 4.

According to Table 4, when comparing the
performance of various algorithms, the difference between
the Roberts method and the Sobel method was not
significant, while the FPGA-IpSobel method performed

well compared to the other three methods. The P-value, R-
value, loU value, F1 value, mAP, and Loss value
corresponding to the FPGA-IpSobel method were 0.92,
0.93, 0.98, 0.97, 0.92, and 0.064, respectively. The
experiment findings illustrated that the designed FPGA-
IpSobel method exhibited excellent effectiveness.

5 Discussion

In the study, the proposed FPGA-IpSobel model
demonstrated superior performance, with significant
advantages in ACC and RMSE compared to other models.
The experimental results showed that the FPGA-IpSobel
model performed well in multiple performance indicators,
such as an ACC of 0.90 under different sample sizes,
which was significantly higher than the Roberts model and
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the traditional Sobel model. This ACC difference was
mainly due to the improved Sobel algorithm, which used
a 5x5 convolution kernel and eight directional edge
detection to enhance the ability to capture edge
information. Meanwhile, the parallel processing capability
of FPGA enabled multiple edge detection operations to be
performed simultaneously, greatly improving processing
speed. On the other hand, in terms of processing time, the
RMSE of the FPGA-IpSobel model at a data volume of
100 was 0.16, significantly lower than that of the Roberts
model and Sobel model. This efficiency improvement is
mainly due to the hardware acceleration of FPGA. The
hardware architecture of FPGA can efficiently configure
computing resources, optimize data flow, and achieve fast
real-time processing. In contrast, traditional models rely
on CPUs or GPUs, which are limited by processing power
and resource allocation, and can easily cause delays. In
addition, the adaptive threshold processing method used
in the FPGA model effectively filtered out edge
information, reduces unnecessary calculations, and further
improved processing efficiency. The difference between
accuracy and efficiency was also reflected in the flexibility
of model design. FPGA allows for the reconfiguration of
logic units according to specific application requirements,
providing broad space for algorithm optimization.
However, traditional algorithms are often fixed and
difficult to optimize specifically. In addition, models
implemented on FPGA can achieve algorithm level
optimization through specific hardware resources, fully
utilizing the parallel computing characteristics of FPGA to
improve overall efficiency.

6 Conclusion

A high-efficiency image edge recognition model
combining Sobel algorithm and FPGA technology was
proposed to address the real-time and processing
efficiency issues of traditional edge detection algorithms.
The model first performed YCbCr color space conversion
on the image, then used Sobel operator to calculate the
image gradient, and used adaptive thresholding to
determine the edges. Finally, the model was implemented
and optimized on FPGA. The experiment findings
indicated that when the dataset size was 1000, the
information retention rates of RGB-BM model, YChCr-
BM model, RGB-OF model, and YCbCr-OF model were
0.81, 0.83, 0.86, and 0.89, respectively, and the structural
information loss was 0.15, 0.13, 0.09, and 0.05,
respectively. When the data volume was 100, the ACC of
Roberts model, Sobel model, FPGA-Sobel model, and
FPGA-IpSobel model were 0.67, 0.77, 0.79, and 0.90,
respectively, with RMSE values of 0.45, 0.37, 0.28, and
0.16, respectively. Among the three models, the FPGA-
IpSobel model was more satisfactory in image processing,
retaining a large amount of details and having clear edges,
while the FPGA-Sobel model and Sobel model had
significantly poorer performance in image processing,
with varying degrees of noise. The research results
indicated that the proposed FPGA-based image edge
detection model improved the ACC and speed of image
edge detection. However, there are also some
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shortcomings in the research, as the performance of this
model is poor in scenarios such as high-frequency
textures, complex lighting, or overlapping multiple
objects. For example, in complex textured scenes such as
forests, grasslands, and architectural complexes, due to the
multitude of texture details, the adaptive thresholding
method of the model may misidentify many small
irrelevant textures as edges, leading to an increase in false
edges and affecting the overall recognition accuracy.
Future work can be improved in the following aspects.
Firstly, a more robust edge detection algorithm is
introduced and fused with Sobel algorithm to enhance the
model's detection accuracy for texture backgrounds. In
addition, based on the adaptive thresholding method, a
scene-based threshold self-learning algorithm can be
introduced to dynamically adjust edge detection
parameters according to different scene features, thereby
reducing false edges.
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With the rapid advancement of big data technology, enterprises are encountering increasingly complex
market environments, making consumer behavior patterns harder to predict. This study leverages big data
analysis to explore the relationship between consumer behavior and corporate marketing strategies.
Using a combination of decision tree models and association rule algorithms, we analyze the purchasing
behaviors of 1,000 consumers in Shenyang City. The results indicate that personalized marketing and
dynamic pricing strategies significantly enhance sales growth and customer loyalty. Specifically, dynamic
pricing strategies resulted in a 16.7% increase in sales growth, while personalized promotions led to a
10.5% increase in customer retention. The decision tree model achieved an accuracy of 89.5%, with key
performance metrics including precision, recall, and F1-score being evaluated for model performance.
Furthermore, the association rule algorithm identified frequent purchase patterns with a support degree
of 0.25 and a confidence degree of 67%. These findings highlight the importance of accurate consumer
behavior analysis in optimizing marketing strategies, improving market competitiveness, and increasing
customer loyalty. The study demonstrates that big data-driven approaches can effectively guide
enterprises in making data-informed, real-time marketing decisions.

Povzetek: Prispevek analizira vec klasi¢nih modelov strojnega ucenja in znacilk (npr. Count Vectorizer,
TF-IDF) za zaznavanje sovraznega govora, pri Cemer se najboljsi rezultati dosezeni z algoritmom

nakljucnih gozdov..

1 Introduction

In the modern marketplace, characterized by rapid e-
commerce development and the pervasive application of big
data technology, enterprises face increasingly intense
competition. Consumer behavior patterns and purchasing
preferences have grown more complex and diverse, rendering
traditional marketing strategies insufficient to meet
individualized needs. Big data analysis allows enterprises to
accurately capture consumer behavioral traits, enabling the
development of more adaptive and effective marketing
strategies. In China’s dynamic consumer market, data derived
from consumers’ online activities, purchasing decisions, and
brand interactions offers a rich resource for businesses. By
leveraging this data, companies can gain deeper insights into
their target markets and execute precise, personalized
marketing through product recommendations, pricing
strategies, and promotional campaigns. This study employs
big data analysis to examine consumer behavior patterns and
investigate methods to enhance sales revenue and market
competitiveness through personalized marketing and
dynamic pricing strategies.

Suleymanov examined the intricate relationship between
consumer behavior and agricultural markets, highlighting
behavioral differences across various market contexts and
proposing strategies based on consumer preferences in the
agricultural sector [1]. Duarte et al. introduced the "Ethical
Consumer Behavior Scale,” emphasizing the influence of

corporate social responsibility on consumer behavior [2].
Niewczas-Dobrowolska et al. explored the impact of
COVID-19 on consumer behavior, noting significant changes
in purchasing preferences and decision-making processes
that compelled businesses to revise their market strategies
[3]. Rozenkowska systematically reviewed the application of
planned behavior theory in consumer behavior research,
underscoring its utility in understanding purchasing decisions
[4]. Uliana investigated the behavioral traits of online
consumers in Brazil, finding that price sensitivity and social
media interactions significantly shaped purchasing choices
[5]. Zhang et al. analyzed consumer behavior within the
sharing economy, revealing how strategic consumer actions
influenced market performance and transaction efficiency
[6]. Yang et al. studied the role of value co-creation in
fostering consumer citizenship behaviors, proposing that
enterprises can bolster brand loyalty and engagement through
collaborative value creation [7].

With increasing consumer demand for diversity and
personalization, traditional marketing strategies fail to satisfy
various consumer groups, leading to customer attrition and
reduced competitiveness. The e-commerce and digital
marketing era further complicate matters, as consumers’
behavioral trajectories and purchase preferences are
increasingly difficult to predict. Extracting meaningful
insights from vast consumer data to formulate accurate
marketing strategies has become a critical challenge for
businesses. The volatile market environment, characterized
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by fluctuating prices and the necessity for real-time
adjustments to promotional strategies, further complicates
dynamic pricing and marketing decisions. This study seeks to
analyze consumer behavior patterns through big data
technology to assist enterprises in making informed and
flexible decisions in personalized marketing and dynamic
pricing, thereby enhancing market share and customer
loyalty.

With the rapid development of the information society,
the relationship between electronic technology, artificial
intelligence and the information society has become
increasingly close, which has a profound impact on the
market strategy and consumer behavior analysis of modern
enterprises. In The Relationship between Electronics,
Artificial Intelligence, and the Information Society Through
the Rules of the Information Society, Matja Gams and Tien
Kolenic [8] emphasize that the rules and technical
frameworks of the information society provide the foundation
for the application of artificial intelligence, while enhancing
the decision-making ability of enterprises in complex market
environments. They pointed out that by combining electronic
technology and artificial intelligence, consumer behavior
data can be mined and analyzed more efficiently, helping
companies achieve personalized marketing and dynamic
pricing strategies. This is highly consistent with the goal of
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this study to analyze large-scale consumer data through
decision tree models and association rule algorithms to
optimize the market competitiveness of firms. Citing relevant
research results further supports the importance of big data
technology in marketing and provides theoretical basis and
technical guidance for this study.

To achieve these objectives, this study employs a
decision tree model and association rule algorithm as
technical tools. The decision tree model allows enterprises to
construct effective classification models based on consumer
behavior characteristics, identify key factors influencing
purchase decisions, and segment the market. Meanwhile, the
association rule algorithm uncovers correlations between
product purchases, revealing consumers’ preferred shopping
combinations and informing strategies such as product
bundling and targeted promotions. By processing and
analyzing large-scale data, these technologies enable
businesses to dynamically refine marketing strategies and
optimize pricing, thereby enhancing overall competitiveness
and profitability. This study provides robust scientific
decision-making support for enterprises navigating complex
market environments and underscores the theoretical and
practical importance of applying big data analysis to
marketing, as shown in Table 1

Table 1 Summary of current relevant studies

Study Methodology Data Results Key Findings Identified Gaps
Market
behavior varies Limited focus on
Behavioral Consumer Identified significantly
- . . . . urban consumer
Suleymanov analysis in preferences in  market-specific across  regions .
- . behaviors  and
[1] agricultural agricultural consumer and needs .
. . non-agricultural
markets settings patterns tailored
. sectors
marketing
strategies
. CSR
Ethical . e
. Scale validated to  significantly Does not explore
Duarte et al. Consumer Ethical consumer : - .
. measure ethical impacts transactional or
[2] Behavior Scale surveys . )
consumer traits consumer behavioral data
development .
behavior
COVID-19
significantly
Niewczas- Impact of Shifts in altered Context-
COVID-19 on Pandemic-era consumer dependent, not
Dobrowolska preferences  for L ;
consumer consumer data . priorities and generalizable
etal. [3] - essential goods .
behavior purchase post-pandemic
decision
processes
The . theory Lacks application
Theory of effectively .
- . Demonstrated . to real-time or
Rozenkowska  Planned Decision-making . explains .
. . planned behavior . dynamic
[4] Behavior in datasets - decision- - .
. theory validity . decision-making
consumer studies making .
scenarios
processes
Online Limited to
Analysis of Data_ _ from Social media and interaction regional  online
. - Brazilian e- . L heavily consumer
Uliana [5] online consumer price sensitivity . . .
. commerce . influences behavior without
behavior as major factors .
platforms purchasing cross-channel
choices integration
Zhangetal.[6] Sharing Transactional data Strategic Strategic Narrow
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economy from sharing
consumer platforms
behavior analysis
Value co-
. Consumer
creation and
Yang et al. [7] engagement  and
consumer brand loyalty data
citizenship yalty
Decision tree  Multisource data:
This Study mode] _ and purphase recor.ds,
association rule online behavior,
algorithm social media
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behavior impacts consumer application scope
market efficiency decisions can focused on
improve market sharing platforms
performance
Co-created
Value co- .
: value positively Lacks
creation .
affects loyalty quantitative data
strengthens
and consumer- on purchase
brand
. . brand patterns
relationships S
participation
. Addresses
Personalized :
) . dynamic
Sales  growth: strategies, .

. L . adaptation  but

dynamic pricing dynamic .
L can integrate
(16.7%), pricing, and
: . advanced
personalized membership . .

. machine learning
promotions programs methods for
(12.4%) enhance sales .

improved
and loyalty

generalization

The limitations of existing research, including a lack of
real-time adaptability, limited cross-channel analysis, and
insufficient quantitative evaluation of purchasing patterns,
emphasize the need for a robust, data-driven methodology.
By integrating decision tree models and association rule
algorithms, this study addresses these gaps effectively. The
decision tree model provides clear interpretability and the
ability to handle nonlinear relationships, making it suitable
for analyzing complex consumer behaviors and segmenting
markets. Meanwhile, association rule algorithms efficiently
uncover purchase correlations, enabling the identification of
actionable insights for personalized marketing strategies.
This combined approach is critical in leveraging multisource
data—such as purchase records, online behaviors, and social
interactions—to formulate precise and dynamic strategies. Its
adaptability to fluctuating market demands and diverse
consumer preferences ensures relevance in modern, highly
competitive environments. Furthermore, the application of
these methods bridges the gap between theoretical
frameworks and practical implementation, contributing
significantly to the advancement of big data-driven marketing
strategies.

2 Materials and methods

2.1 Data collection and teleprocessing

2.1.1 Description of data sources

The data sources for this study include the following three
aspects.

(1) Consumer purchase records: The data were collected
from 1000 consumers in Shenyang from January to March
2024, covering online and offline purchasing behaviors,
mainly related to food, daily necessities and electronic
products. A total of 7869 items of purchase data were
collected, including details on product categories, purchase
frequency, payment methods and shopping channels. As
shown in Figure 1.

Categories of Purchased Items
(2024.1-2024.3)

34,9 35,8
A
29,3
= Food Daily Goods = Electronics

Figure 1: Categories of purchased items

(2) Online behavior data: collect browsing history, click
behavior, search keywords and other information of users
through the user logs of Jingdong platform. The total amount
of data is 85436 pieces. After re-processing, this part of data
will be used to analyze consumer behavior patterns.

(3) Social media interaction data: Collected from the API of
Weibo and wechat, including users’ comments, likes and
sharing behaviors on brands, 37892 pieces of relevant
interaction data were collected. Multi-source data provides a
reliable data basis for consumer behavior feature extraction
and marketing strategy design.

2.1.2 Data cleaning and reprocessing steps

In this study, data cleaning and processing are essential to
ensure data quality. For the 7869 purchase records analyzed,
approximately 1.6% of the data contained missing values,
such as unfilled product categories or payment methods.
Missing values were addressed using mean imputation for
numerical variables and deletion for records with extensive
missing information. Redundant data, resulting from repeated
consumer purchase behaviors, accounted for about 3.2% of
the dataset. These duplicates were identified and removed by
cross-checking unique identifiers, including user IDs and
order numbers. Outlier detection and processing were also
conducted, with items exhibiting abnormally high purchase
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frequencies or exceptionally low transaction amounts being
identified and excluded through predefined upper and lower
thresholds. Finally, the dataset was standardized and
normalized to harmonize features such as purchase amounts
and transaction frequencies, ensuring uniform scaling across
all variables for model training. These meticulous steps
significantly enhanced the dataset’s integrity, providing a
robust foundation for subsequent consumer behavior analysis
and ensuring reliable insights [9].

For model training and validation, the data preprocessing
pipeline involves several crucial steps. Initially, raw
consumer behavior data, including purchase records,
browsing logs, and social interactions, were cleaned and
standardized. Outliers were removed using interquartile
range (IQR) methods, and missing values were handled with
mean imputation for numerical features. Feature engineering
was performed by transforming categorical data into one-hot
encoded variables and normalizing continuous features using
Min-Max scaling. Dimensionality reduction was applied to
high-dimensional data using Principal Component Analysis
(PCA), which helped reduce feature space while maintaining
95% of the variance. For model training, a decision tree was
chosen due to its interpretability, and hyperparameters were
optimized using grid search with cross-validation. The
association rule algorithm used the Apriori method, with a
minimum support threshold of 0.05 and confidence of 0.6.
Model validation was carried out using a hold-out test set,
with accuracy, precision, recall, and F1-score as evaluation
metrics. These methods ensure that the analysis is both
reproducible and transparent, supporting the accuracy and
robustness of the resulting marketing strategies.

During the data cleaning process, specific steps were
taken to handle missing and redundant data across multiple
datasets. Missing values in the purchase records dataset,
accounting for 1.6% of the data, were imputed using the mean
for numerical attributes (e.g., purchase amount) and mode for
categorical attributes (e.g., product category). For the
browsing logs dataset, missing entries were excluded if they
constituted less than 5% of the total records, as they were
deemed non-critical to the analysis. Redundant data,
identified as duplicate entries with the same user ID,
timestamp, and product information, was filtered out using a
combination of hashing and unique identifier matching,
which removed 3.2% of the records. For the social interaction
data, overlapping interactions (e.g., multiple likes or
comments on the same post) were consolidated into a single
entry to avoid inflating activity levels. All datasets were
standardized to ensure uniform formatting and normalized to
align numerical features such as transaction values, ensuring
consistency across data sources. These measures ensured that
the cleaned dataset-maintained integrity and was free from
biases introduced by missing or redundant entries.

2.1.3 Consumer behavior feature extraction and
data integration

After data cleaning is completed, the characteristics of

consumer behavior are extracted and data integration is

carried out. Five main characteristics are extracted from the

purchasing data of consumers. As shown in Table 2.
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Table 2: Consumer behavior feature categories

Feature Category Description

Purchase Average monthly purchases per
Freqguency consumer

Purchase Average spending per consumer
Amount (RMB)

Product Preference for specific product
Preference categories

Payment Method Percentage of consumers
Preference choosing mobile payment

(1) Purchase frequency: By analyzing the average
monthly purchases of consumers to determine their
consumption activity, it is found that the average monthly
purchases of consumers in Shenyang are 2.7 times.

(2) Purchase amount: Calculate the average purchase
amount of each consumer, and the average is 356.78 yuan.

(3) Product preference: Based on product categories,
consumers’ preferences for food, daily necessities and
electronic products are extracted. The preference for food
products accounts for the highest proportion, reaching 35.8%
[10].

(4) Payment preference: By analyzing the payment
methods chosen by consumers, it is found that more than 60%
of consumers choose mobile payment.

(5) Purchase channels: The proportion of online and
offline purchase behaviors is classified as behavioral
preferences. The feature data is integrated with consumer
online behavior and social interaction data to more
comprehensively characterize consumer behavior and form a
complete data set for market segmentation and marketing
strategy design.

2.2 Model construction

2.2.1 Model selection

In this study, in order to accurately analyze consumer
behavior and optimize the marketing strategy of enterprises,
the combination of decision tree model and association rule
algorithm is chosen. Decision tree model can recursively
segment the data, reveal the key characteristics of consumer
behavior and its decision path, and is suitable for dealing with
nonlinear relations [11]. Decision trees perform well in
classification and regression tasks, and their easy
interpretation helps enterprises understand the logic of
consumers’ purchasing behavior. The loss function of the
decision tree model is set to minimize the sum of squares of
error, and the objective function of the model is shown in
Equation (1).

L(©O) = X, 0 = £ (x:,6)) (1)

y; is the true value, f(x;, 8) is the predicted value of the
model, and 6 is the model parameter.
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Association rules algorithms uncover potential
associations between goods by looking for frequent item sets
in the data. This algorithm is suitable for mining purchase
combination patterns among consumer goods. According to
Apriori, consumers who buy groceries have a 67.3 percent
probability of buying food [12]. This correlation helps
companies make product portfolio recommendations. The
confidence formula of association rules is shown in Equation
(2).

Confidence(d = B) = 320000 (2)

To ensure the robustness and generalizability of the
model, the dataset was split into training and testing sets with
a 7:3 ratio. Model accuracy was evaluated using cross-
validation to validate the reliability and effectiveness of the
selected approach. The decision to use the decision tree
model and association rule algorithm was guided by the
study’s goal of analyzing consumer behavior through big data
to develop actionable marketing strategies. These models
offer several advantages in specific application scenarios:

(1) Ease of interpretation: Decision tree models provide
a high level of interpretability compared to complex black-
box models such as neural networks [13]. In practical
business applications, it is crucial not only to predict
outcomes but also to understand the decision-making process
behind consumer behavior. Decision trees clearly highlight
key factors influencing decisions, such as price or product
type. Neural networks, while capable of handling high-
dimensional data, are less practical for marketing strategy
design due to their complexity and limited interpretability.

(2) Handling nonlinear relationships: Consumer
behavior often involves complex nonlinear patterns. Decision
tree models excel at capturing these interactions, providing a
better fit for data with such characteristics. By contrast, linear
regression models are limited to linear relationships and fail
to address the intricacies of consumer behavior.

(3) Efficient extraction of commaodity correlations: The
association rule algorithm effectively identifies correlations
between commodities from large datasets, supporting
accurate product bundling and promotion strategies by
uncovering frequent purchase combinations. Unlike
clustering algorithms, which focus on grouping similar
consumer profiles, association rules are particularly suited for
analyzing discrete data and detecting relationships between
purchasing behaviors and products [14].

Together, the decision tree model’s interpretability and
the association rule algorithm’s ability to uncover product
correlations provide a comprehensive and practical
framework for developing effective marketing strategies.

The decision to use decision tree models and association
rule algorithms over more modern techniques like ensemble
methods (e.g., Random Forests) or gradient boosting methods
was driven primarily by the need for model interpretability
and computational efficiency. While ensemble methods
typically outperform individual decision trees in terms of
prediction accuracy, they do so at the cost of model
complexity and reduced interpretability. For consumer
behavior analysis, where understanding and explaining the
decision-making process is crucial, the interpretability of a
decision tree becomes a valuable asset. Additionally, the data
used in this study, which includes consumer purchase
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records, browsing logs, and social interactions, exhibits
complex, yet often relatively straightforward, decision-
making patterns that can be effectively captured by a decision
tree model. The simplicity of decision trees allows for
transparent insights into how features such as product
categories and customer demographics influence purchasing
decisions. Thus, the choice of the decision tree model was
based on a trade-off between predictive power and the need
for an understandable model that can directly inform
marketing strategies. The association rule algorithm was
chosen to uncover hidden patterns in customer purchasing
behavior, offering valuable insights into product co-purchase
behaviors, which are key for designing personalized
marketing campaigns.

The decision tree model and association rule algorithms
used for consumer behavior analysis offer clear advantages
over recent advancements like ensemble learning, deep
neural networks, or clustering algorithms, particularly in
terms of interpretability and computational efficiency.
Decision trees, unlike deep neural networks, provide a
transparent and easily interpretable structure, which is crucial
for enterprises seeking to understand consumer decision-
making processes. While ensemble methods like random
forests can improve accuracy, they lack the intuitive decision
paths that decision trees provide, making them less practical
for marketing strategy design. Deep learning models,
although powerful, require large datasets and computational
resources that may not be readily available in typical market
scenarios. Furthermore, clustering algorithms are primarily
used to group similar consumers but do not capture
transactional relationships between products as effectively as
the association rule algorithm. The decision to use these
models is thus driven by their ability to directly address the
specific needs of businesses, offering both high predictive
accuracy and actionable insights for dynamic pricing and
personalized promotions, without the complexity and
resource requirements of newer techniques.

2.2.2 Design of consumer behavior analysis
model based on big data

In this study, the consumer behavior analysis model
based on big data adopts the combination of decision tree
model and association rule algorithm to comprehensively
analyze consumers’ purchasing behaviors and preferences
[15]. The consumer’s behavior characteristic data is taken as
input variable, and the decision tree model is combined to
make classification prediction of consumer’s purchasing
behavior.

The feature set is X = {x1, x2, ... xn}, the target variable
is the consumer’s purchase decision Y, and the prediction
function of the model is shown in Equation (3).

Y =f(X,6) @)

0 is the parameter of the model. The decision tree
constructs a series of decision nodes by recursively dividing
the feature space. The selection of each node is based on the
information gain or Gini index. The entropy of the current
node is H(X), and the information gain calculation formula is
shown in Equation (4).

6 =Hm -y e (4)

i=1 ITI
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H(T) represents the entropy of the initial data set, and
H(T,)is the entropy of the partitioned subset. By maximizing
information gain, the optimal features are selected for node
segmentation. The decision path generated by the model will
clarify how the behavioral characteristics of consumers affect
their purchase decisions. On this basis, association rules
algorithms are used to discover potential patterns in
consumer buying behavior. The Apriori algorithm is used to
analyze product purchase records, generate frequent item set
F, and then establish the association relationship between
products based on the support and confidence of the
association rules [16]. The calculation formula of support
degree is shown in Equation (5).

Support(ANB)

Support(A = B) = "

®)

In order to improve the robustness of the model, the data
set is divided into training sets and test sets, and the cross-
validation method is used for evaluation to ensure the
generalization ability of the model.

By integrating the decision tree model and association
rule algorithm, this consumer behavior analysis model
focuses on extracting essential behavioral characteristics
from big data and identifying underlying patterns in
purchasing behaviors. The decision tree model iteratively
segments consumer behavior attributes, such as purchase
frequency, spending amount, and product preferences, to
elucidate how these factors influence purchasing decisions.
This model effectively handles nonlinear relationships while
providing a transparent decision-making process through an
intuitive tree structure, enabling enterprises to comprehend
consumer behavior more deeply [17]. The association rule
algorithm identifies correlated purchasing patterns across
products, revealing consumer preferences by analyzing
frequently co-purchased items. For example, the analysis
highlights that consumer buying daily necessities often
purchase food. The model integrates data from various
sources, including purchase records, online interactions, and
social media activity, leveraging these algorithms to deliver
actionable marketing strategies and enhance personalized
product recommendations.

2.2.3 Data processing layer and feature selection
configuration

The data processing layer and feature selection
configuration are critical components of this model. The data
processing layer integrates and transforms multi-source data,
such as consumer purchase records, online browsing
behavior, and social media interactions. Data is first
standardized and normalized to ensure consistency across
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Categorical variables, such as payment methods and product
categories, are converted into numerical formats suitable for
machine learning algorithms [18]. Feature selection employs
recursive feature elimination (RFE) and importance score-
based algorithms to identify the most influential features for
predicting consumer behavior. Key features include purchase
frequency, product preferences, and payment method
choices. These selected features are then used for model
training and behavioral pattern recognition, improving
computational efficiency, enhancing model accuracy, and
enabling enterprises to design more precise and effective
marketing strategies.

2.2.4 Implementation and optimization of
decision tree and association rule
algorithm

In this study, decision tree and association rule
algorithms help enterprises optimize their marketing
strategies by analyzing consumer behavior data. According
to the decision tree model, the classification model is trained
by using the purchasing data of 1000 consumers in Shenyang.

As shown in Table 3, the decision tree selects the optimal
segmentation point according to the information gain or Gini
index, which is characterized by "Purchase Amount". By
calculating the information gain, it is found that for the
feature of "purchase amount”, the segmentation point with
the lowest Gini index is 350yuan, and the model forecasts
1000consumers [19]. Classification accuracy is 89.5%.
According to the characteristics "purchase frequency" and
"product preference”, the model optimizes the segmentation
points and improves the classification accuracy.

In the association rule algorithm, the Apriori algorithm
is used to analyze the correlation of commodity purchases. In
the commodity purchase mix, it is found that the support
degree of "food" and "daily necessities" is 0.25, and the
confidence degree is 0.67. Through calculation, the rule is
formed as "consumers who buy food have a 67% probability
of buying daily necessities"”. Optimize rule filtering to ensure
the validity and practicality of rules by adjusting support and
confidence thresholds.

If the Support degree of the combination of " Food =
DailyGoods " is 0.25and the total number of consumers is
1000, the support degree of this rule is calculated as follows,
as shown in Equation (6).

Support(Food = DailyGoods) = 29 _ 025 (6)

1000

The confidence is calculated, as shown in Equation (7).

Confidence(Food = DailyGoods) =
Support(FoodnDailyGoods) __ 250

features, thereby mitigating biases during model training. Support(Food) T 375 0.67 ™
Table 3: Sample consumer behavior data
Consumer ID Purchase Purchase Product Payment Channel
Frequency Amount (RMB) Preference Method Preference
001 3.2 357.89 Food Mobile Payment  Online
002 1.8 421.75 Electronics Credit Card Offline
003 25 279.32 Daily Goods Mobile Payment  Online
004 4.1 689.47 Electronics Mobile Payment  Offline




Consumer Behavior Analysis and Enterprise Marketing Strategy...

Through the above calculation, association rules help to
identify the product mix with high correlation, and provide
the basis for personalized recommendation of marketing
strategy.

The thresholds for the association rule metrics, namely
support, confidence, and lift, were determined based on both
computational considerations and practical business
relevance. The support threshold was set to 0.01 to ensure that
only the most frequent itemsets, which are relevant to a
significant portion of the consumer base, were considered. A
higher support threshold may result in too few associations,
while a lower threshold might lead to the inclusion of rules
that are not practically useful. Confidence was set at 0.7,
indicating that the rule must have a relatively high likelihood
of occurring in the data, which strikes a balance between
specificity and generality. Finally, the lift threshold was set
at 1.2 to focus on rules that provide significant value over
random chance, ensuring that identified patterns are
meaningful and actionable. These thresholds were chosen to
optimize both computational efficiency and the practical
applicability of the rules in formulating targeted marketing
strategies. While these thresholds help narrow down the
number of associations to a manageable and meaningful set,
they may also exclude less obvious but potentially valuable
rules, which is a limitation inherent in setting arbitrary
thresholds.

2.3 Training and verification

2.3.1 Model training

In this study, model training is the key to the successful
implementation of decision tree and association rule
algorithms. The training data set of the model comes from the
purchase records of 1000 consumers in Shenyang City from
January to March 2024, with a total of 7869 purchasing
behavior data. The data set is divided into training sets
according to the proportion of 70% for training the model and
30% for subsequent verification. In the process of decision
tree model training, information gain is used as the main
segmentation standard to determine the optimal features of
each node. Firstly, the model performs recursive
segmentation on consumer behavior characteristics (such as
purchase frequency, purchase amount) to form multiple
decision paths, each path corresponds to different behavior
decisions of consumers. In the training process, the depth
parameters of the decision tree model are constantly adjusted
by cross-validation method to prevent the model from
overwriting. In the training of association rule algorithm,
Apriori algorithm is adopted, which uses frequent item set to
find consumers’ potential product combination preference.
Food and daily necessities are purchased jointly more
frequently, and after training, this combination pattern is
effectively extracted and incorporated into the model. In the
entire training process, the training speed of the model is
proportional to the amount of data, so we choose to improve
the training efficiency through parallel computation to ensure
that the model is still efficient when dealing with large-scale
data [20].

To ensure the robustness of the model and provide a
reliable performance evaluation, a k-fold cross-validation
approach was employed, where the data was randomly
divided into five subsets (k=5). Each subset was used as a test
set once, while the remaining four subsets served as the
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training set. This process was repeated five times, ensuring
that each data point was used for both training and testing,
thus  reducing model overfitting and improving
generalizability. For performance evaluation, several metrics
were used beyond simple classification accuracy. The F1-
score, which balances precision and recall, was calculated to
assess the model’s ability to correctly identify both positive
and negative instances. Additionally, the Area Under the
Receiver Operating Characteristic Curve (AUC-ROC) was
computed to evaluate the model’s performance across
different classification thresholds, providing a more
comprehensive understanding of its predictive capability.
These metrics were chosen to provide a more complete and
nuanced evaluation of the model’s effectiveness in real-world
marketing scenarios, where both false positives and false
negatives can have significant business implications.

2.3.2 Model verification

Model verification is essential to assess the accuracy and
reliability of training outcomes. A 30% test set, consisting of
2361 purchase records randomly selected from 1000
consumers in Shenyang, was used to validate the decision
tree and association rule models. Key metrics, including
classification accuracy, precision, and recall, were calculated
for the decision tree model, which achieved a classification
accuracy of 89.5%, demonstrating its high effectiveness in
differentiating consumer behavior types. A confusion matrix
was generated to evaluate the model’s performance across
various classes. For the association rule algorithm, support
and confidence values were calculated using the test set. The
association rule linking food and daily necessities exhibited a
confidence of 67.8%, closely matching training phase results,
thereby confirming the model’s robustness. Cross-validation
techniques further enhanced the reliability of these results
[21]. Overall, model verification ensures strong performance
on both training and unseen data, validating the predictive
power and consistency of the analysis.

2.3.3 Model optimization

Optimizing the model was crucial to improving its
generalization and stability. For the decision tree model, this
involved adjusting tree depth and applying pruning
techniques. Results from the validation set indicated that
while increased depth captured more consumer behavior
details, it also heightened the risk of overfitting. Techniques
such as re-pruning and post-pruning helped maintain
accuracy while eliminating unnecessary branching.
Hyperparameter tuning, including adjustments to the
minimum number of sample splits and leaf nodes, further
refined the model. For the association rule algorithm, the
support and confidence thresholds were critical optimization
targets. Initially, a high support threshold restricted the
identification of potentially useful commodity associations
[22]. Reducing the threshold allowed the discovery of more
valuable purchase combinations. Confidence values were
also adjusted to align with real-world consumption patterns,
ensuring the rules were actionable. These optimizations
enhanced the overall model accuracy by approximately 3.2%,
providing a stronger foundation for developing enterprise
marketing strategies.
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2.4 Enterprise marketing strategy design

2.4.1 Market segmentation and target market
selection based on consumer behavior

In this study, through the analysis of the purchasing
behavior of 1000 consumers in Shenyang, market
segmentation and target market selection become an
important basis for the design of enterprise marketing
strategy. Based on consumers’ purchase frequency,
consumption amount, product preference and other
characteristics, market segmentation can be carried out in
terms of purchasing power, product type preference and
shopping channel preference. Purchasing power divides
consumers into three categories of high consumption,
medium consumption and low consumption, accounting for
about 20%, 55% and 25% respectively. This provides a basis
for enterprises to identify potential high-value consumer
groups. In terms of commodity preference, consumers can be
subdivided into three categories: preference for food, daily
necessities and electronic products, and the proportion of
consumers who prefer food is the highest, reaching 35.8%
[23]. The use of online and offline channels also shows the
shopping habits of different groups, with about 60 percent of
consumers preferring to buy online, while the remaining 40
percent prefer offline physical stores. Through segmentation,
companies are able to identify different target markets. High
consumer groups and consumers who prefer electronic
products may be more suitable for the promotion of high-end
products and membership services, while medium consumer
groups become the main target of promotion and preferential
activities. By analyzing consumer behavior through big data,
market segmentation helps companies accurately identify
their target markets and also provides clear direction for their
subsequent marketing activities.

Consumer segmentation was conducted using clear
operational definitions based on behavioral attributes. Five
key attributes were used for classification: purchase
frequency, purchase amount, product category preference,
payment method preference, and shopping channel
preference. High-frequency consumers were defined as those
with an average of four or more purchases per month, while
low-frequency consumers had fewer than two purchases.
Consumers were categorized as high spenders if their average
monthly expenditure exceeded 500 RMB, medium spenders
for amounts between 200-500 RMB, and low spenders for
less than 200 RMB. Product preferences were derived from
the proportion of purchases in specific categories, with a
dominant category (e.g., food or electronics) accounting for
at least 50% of the purchases. Payment method preferences
were determined by the percentage use of mobile payments
versus other methods, with more than 60% mobile usage
classified as a preference. Channel preference was identified
as online or offline based on the dominant shopping method
exceeding 70%. These operational definitions ensure
transparency in classification, enabling a systematic and
reproducible approach to consumer segmentation.

2.4.2 Personalized marketing strategy design
and dynamic pricing
Personalized marketing strategies focus on tailoring

content to consumer behavior patterns and preferences,
enhancing their shopping experience and purchase
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likelihood. Using the consumer behavior analysis model, this
study identifies preferences among Shenyang consumers and
aligns personalized strategies with market segmentation.
Consumers inclined towards food and daily necessities
typically make frequent, smaller purchases, making them
suitable targets for promotions centered on daily needs.
Based on historical consumption data, companies offer
personalized discounts and coupons timed around specific
periods, such as holidays or month-ends, to foster
engagement and loyalty. High-spending groups and
electronics-oriented consumers are incentivized with
membership programs and value-added services, offering
premium product recommendations and exclusive deals [24].
Dynamic pricing complements personalized marketing by
leveraging real-time big data analysis of market demand and
inventory levels. Prices are increased moderately during high
demand and lowered when inventory is excessive to stimulate
purchases. This strategy enhances profit margins and equips
companies to adapt to market fluctuations, fostering customer
satisfaction and translating into tangible sales growth.

24.3 Data-driven marketing channel
optimization and customer  experience
improvement

Optimizing marketing channels and enhancing customer
experience are pivotal for modern enterprises. Analyzing
behavioral data from 1000 Shenyang consumers reveals
distinct preferences, with 60% favoring online shopping and
40% preferring offline stores. This information provides a
foundation for refining marketing channels. Online channels
benefit from big data analytics to enhance user interface
design, recommendation systems, and logistics processes. By
monitoring browsing histories and buying patterns, e-
commerce platforms deliver precise product
recommendations, faster search responses, and personalized
displays. Offline channel optimization focuses on analyzing
in-store interactions, leading to improved layouts, self-
checkout facilities, and better-trained staff. Cross-channel
integration bridges these experiences, allowing customers to
order online for in-store pickup or explore in-store products
before completing online purchases [25]. Enterprises use
customer feedback data to address issues promptly, refining
service processes. These efforts boost operational efficiency
while offering consumers a seamless and personalized
shopping experience, strengthening customer loyalty and
satisfaction.

3 Results and discussion

3.1 Results
3.1.1 Consumer behavior pattern recognition
results

In this study, the recognition of consumer behavior
pattern is an important basis for enterprises to formulate
marketing strategies. Through the analysis of the purchase
records, online behavior and social interaction data of 1000
consumers in Shenyang, the behavior pattern of consumers
was extracted from multiple dimensions, including purchase
frequency, product preference, channel choice and payment
method preference. In this process, the decision tree model is
used to classify and predict various features, and the
association rule algorithm is used to analyze the potential
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combination relationship of commaodity purchases. Through
data processing and model training, the behavioral
characteristics of different consumer groups are identified.
High-spending groups are more inclined to buy electronic
products, while consumers who frequently buy food prefer to
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use mobile payments. Behavioral patterns help identify
market segmentation opportunities and provide data support
for how companies can better target different consumer
groups in marketing.

Consumer Behavior Pattern Recognition Results (%)
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Figure 2: Consumer behavior pattern recognition results
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Figure 3: Marketing strategy sales growth feedback

As shown in Figure 2, consumer behavior patterns can
be classified into five categories: high-frequency shoppers,
low-frequency shoppers, electronic product shoppers, food
shoppers and price-sensitive shoppers. High-frequency
shoppers accounted for 22.7%, this group is mainly
concentrated in the purchase of food and daily consumer
goods, prefer online channels 55.1% and mobile payment
60.3%, they are less sensitive to discounts, only 35.9%. In
contrast, low-frequency shoppers, who account for 18.2%,
are also 29.4% less discount sensitive and 44.9% more
inclined to buy goods through offline channels. In terms of
product preference, electronic product buyers accounted for
15.8%, they showed a higher propensity to buy online 48.7%,

and preferred mobile payment 67.9%, indicating that this
group has a higher acceptance of emerging payment means.

Food buyers accounted for 28.4%, which is a more
common category of consumer groups, their use of online
channels and mobile payments were 51.2% and 63.5%,
respectively, and their discount sensitivity was relatively high
42.1%. Price sensitive shoppers accounted for 35.6%, and
their reliance on discounts was the highest, reaching 50.3%,
with a lower preference for product categories. The
behavioral characteristics of such consumers indicate that
they pay more attention to price and promotions when
making consumption decisions.
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Different groups show significant differences in
purchase frequency, product preference, channel choice and
other aspects, which provides a basis for enterprises in market
segmentation and target marketing, and helps enterprises to
design more targeted market strategies, so as to improve
marketing effects. In order to provide a more comprehensive
evaluation of the model’s performance, quantitative metrics
such as confusion matrix, precision-recall curve, and ROC
curve were included. The confusion matrix was used to assess
the number of true positives, false positives, true negatives,
and false negatives, which provides insights into the model’s
ability to classify correctly and its error types. Additionally,
precision-recall curves were plotted to examine the trade-off
between precision and recall across different thresholds,
which is especially useful for imbalanced datasets where one
class is much more prevalent than the other. The ROC curve,
along with its area under the curve (AUC) score, was also
presented to evaluate the model’s ability to distinguish
between positive and negative classes. The addition of these
metrics provides a more nuanced understanding of the
model’s performance, beyond the descriptive statistics that
were initially emphasized, and allows for a deeper
interpretation of its strengths and weaknesses across different
evaluation criteria.

3.1.2 3.1.2Market feedback and effect
evaluation of marketing strategies

In this study, enterprises develop personalized marketing
strategies based on consumer behavior analysis, and evaluate
the effectiveness of the strategies through market feedback.
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As shown in Figure 3, the feedback indicators mainly
concerned include sales growth rate, customer buyback rate,
customer satisfaction, market share Through different
dimensions of market data, companies can understand the
effectiveness of their marketing strategies in different
consumer groups. Whether personalized promotions for high-
frequency shoppers have increased customer buyback rates,
or whether dynamic pricing strategies have effectively
increased sales revenue. In order to evaluate the actual effect
of the marketing strategy, the company collected relevant
feedback data from January to March 2024 in a sample group
of 1000 consumers in Shenyang, and conducted analysis
based on the feedback.

As shown in Table 4, Different marketing strategies
exhibit varying levels of effectiveness in driving sales growth
and customer satisfaction. Dynamic pricing emerged as the
most impactful, achieving a 15.3% increase in sales growth,
along with strong customer retention and conversion rates at
9.1% and 8.4%, respectively. This demonstrates dynamic
pricing’s ability to not only boost enterprise sales but also
attract new customers and significantly improve conversion
rates. Personalized promotions recorded a slightly lower sales
growth rate of 12.4%, yet excelled in fostering customer
loyalty, as evidenced by a 10.2% customer buyback rate.
Membership programs outperformed others in the buyback
rate, reaching 11.3%, showcasing their effectiveness in
encouraging repeat purchases through exclusive services and
benefits.

Table 4: Marketing strategy customer satisfaction feedback

Strategy Satisfaction Service Ease of Use Pmdt.m Recommendation
Response Quality -
Type Rate Rate : Likelihood
Rate Perception
Personalized 85.3 82.1 78.9 80.4 75.6
Promotions
Dynamic 83.7 80.2 76.4 79.1 74.8
Pricing
Membership 87.2 83.5 80.2 82.3 76.9
Programs
Product 84.5 81.7 775 80.8 74.3
Bundling
Cross-
channel 82.9 79.8 75.6 78.4 73.5
Marketing

Regarding customer satisfaction, membership programs
delivered the highest satisfaction rate at 87.2%, reflecting the
value customers place on personalized benefits and exclusive
offerings. Personalized promotions followed with an 85.3%
satisfaction rate, though their recommendation likelihood
was slightly lower at 75.6%. Dynamic pricing also
maintained a high satisfaction level at 83.7%, but occasional
negative perceptions of price fluctuations affected its
recommendation scores. Cross-channel marketing and
product  bundling  strategies  demonstrated  stable
performance, with satisfaction and product quality perception
hovering around 80%, indicating their reliability as
complementary approaches. The varied feedback highlights
the unique strengths of each strategy, enabling enterprises to

refine and optimize their marketing efforts to better target
specific consumer groups in future campaigns.

3.1.3 Analysis of data-driven sales growth and
market share improvement

In this study, big data-driven marketing strategies help
companies achieve sales growth in the short term and
increase market share in the long term. Combining the
consumer behavior data of 1000 consumers in Shenyang, the
enterprise accurately reaches different consumer groups
through personalized marketing strategies, dynamic pricing
and cross-channel marketing optimization, thereby
improving the overall market competitiveness. In this
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process, data-driven decision making enables companies to
adjust their strategies in real time and respond quickly to
market changes.

Table 5 shows companies’ data-driven sales growth and
market share gains for the period from January to March

\
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2024, both presented as percentages. It shows the change of
sales growth and market share of enterprises from different
dimensions, which provides a basis for the evaluation of
subsequent marketing strategies.

Table 5: Sales growth analysis by strategy (%)

New Overall
e, Torems  Comersion  Purchase  Customer  Revenue
yp Rate Growth
Personalized 14.8 12.3 105 7.9 11.2
Promotions
Dynamic 16.7 13.1 9.8 8.5 12.4
Pricing
Cross-
channel 12.9 11.2 9.3 7.2 10.6
Marketing
Membership 15.3 10.9 117 75 11.7
Programs
Product 135 115 9.1 6.8 10.9
Bundling
Market Share Growth Analysis by Strategy (%)
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Figure 4: Market share growth analysis by strategy

As shown in Figure 4, Different marketing strategies
exhibit distinct effects on enterprise sales growth. Dynamic
pricing showed the most remarkable performance, achieving
a 16.7% sales growth rate, a 13.1% customer conversion rate,
and a 12.4% increase in overall revenue. By leveraging real-
time market demand analysis and price adjustments, this
strategy effectively captures high-demand opportunities,
driving overall sales growth. Personalized promotions
demonstrated strong results with a 14.8% sales growth rate
and a 10.5% buyback rate, highlighting their ability to boost
customer loyalty and repeat purchases. Membership
programs achieved an 11.7% revenue increase and an equally
strong buyback rate of 11.7%, showcasing their potential to
foster long-term customer relationships through exclusive
benefits and rewards. Although product bundling and cross-

channel marketing strategies achieved slightly lower total
sales growth rates, their customer conversion and new
customer acquisition rates were notable at 11.5% and 9.1%,
respectively.

Dynamic pricing also led in market share gains, with a
9.2% increase and a competitor replacement rate of 7.3%,
reinforcing its role in capturing competitive advantage.
Personalized promotions increased market share by 8.4% and
significantly enhanced brand loyalty by 5.8%, demonstrating
their effectiveness in cultivating long-term customer
commitment. Membership programs followed closely with
an 8.6% market share growth and a 6.8% competitor
replacement rate, emphasizing their ability to erode
competitors® market positions gradually. Cross-channel
marketing and product bundling strategies showed moderate
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effects on market share and brand loyalty, indicating their
continued relevance for specific consumer groups. Data-
driven marketing strategies not only deliver notable sales
growth but also expand market share, highlighting the critical
role of big data analysis in precision marketing and
supporting strategic decision-making for enterprises.

4 Discussion

4.1 Result analysis and research findings

Personalized marketing and dynamic pricing strategies
have had a positive impact on sales growth and customer
buyback rates. The data show that the sales growth rate of
dynamic pricing strategy reached 16.7%, while the buyback
rate of personalized promotion was as high as 10.5%. This
shows that businesses can use big data to analyze consumer
behavior in real time, flexibly adjust prices or promotions,
and maximize sales opportunities. Secondly, the customer
buyback rate of the membership program reached 11.7%,
which proves that by providing exclusive benefits and
services to members, customers can effectively increase
long-term loyalty. Market share analysis shows that dynamic
pricing strategies are outstanding in terms of sales growth and
also take the lead in market share gains, with a growth rate of
9.2%. Personalized promotions and membership programs
also play a significant role in increasing brand loyalty and
competitor replacement rates. Through the analysis of the
results, the conclusion is drawn: enterprises can develop more
targeted marketing strategies through accurate consumer
behavior analysis, improve market competitiveness and long-
term customer relationship maintenance effect.

The results from the decision tree and association rule
models differ significantly from those found in studies using
more advanced algorithms, such as deep learning or ensemble
methods. For example, studies like those of Zhang et al. and
Yang et al. have utilized deep learning techniques to predict
consumer behavior, which generally yield high accuracy
rates but lack interpretability. In contrast, decision tree
models provide a clearer view of how specific features such
as purchase frequency and product preference directly impact
consumer decisions. The dynamic pricing strategies, which
resulted in a 16.7% increase in sales growth, align with
findings from other research that suggests price sensitivity is
a crucial factor in consumer behavior, as seen in studies using
regression analysis. However, these studies typically lack the
actionable insights provided by the association rules, which
effectively link products in consumer baskets. The observed
differences may stem from the dataset used in this study,
which is focused on a specific region (Shenyang) and
incorporates both online and offline behaviors, offering a
more holistic view compared to datasets used in other studies.
Furthermore, the simplicity and lower computational
demands of decision trees make them more applicable in real-
world business environments, where interpretability and fast
decision-making are key.

Leveraging a combination of decision tree models and
association rule algorithms, this study offers a unique, data-
driven approach to optimizing marketing strategies in
complex, competitive environments. Unlike studies that rely
solely on advanced machine learning models, this analysis
uses decision trees to provide interpretable insights into
consumer behavior paths, specifically through features such
as purchase frequency and spending patterns. Association
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rule algorithms further enhance this approach by uncovering
high-confidence purchase patterns, such as a 67% likelihood
of purchasing daily necessities alongside food products.
These insights support precise, actionable strategies for
personalized marketing and dynamic pricing, demonstrated
by a 16.7% increase in sales growth through price
adjustments and a 10.5% boost in customer buyback rates
from targeted promotions. By integrating online and offline
data sources, this analysis bridges a critical gap in big data
marketing research, where real-time adaptability and
transparent decision-making are vital. These results
underscore the study’s contribution to the practical
application of data analytics in achieving substantial
improvements in customer loyalty and market share.

4.2 Applicability and limitations of the
model and algorithm

Through the recursive division of information gain, the
decision tree model can efficiently identify the characteristics
of consumer behavior, and show the decision path in a clear
and easy to explain form. This provides companies with
intuitive tools to understand the behavior logic of different
consumer groups, especially in market segments. Decision
tree model also has some limitations, which are easy to
overfit. When dealing with complex data, excessive depth of
the decision tree can cause the model to be sensitive to noise,
which affects the generalization ability. To this end, pruning
techniques are used in this study for optimization, but the
complexity and accuracy of the model still need to be
balanced. The association rule algorithm performs well in
mining the purchase association between goods, and by
mining frequent item sets, enterprises can discover the
potential combination pattern of goods. Association rule
algorithm is not effective in dealing with sparse data,
especially in the face of large-scale high-dimensional data,
which may lead to a sharp increase in computational
complexity. Future studies consider introducing other
algorithms, such as random forests or support vector
machines, to improve the model’s stability and data
processing efficiency.

The proposed model, while effective for the dataset used
in this study, faces potential challenges in dynamic or cross-

cultural markets where consumer behaviors vary
significantly. Dynamic markets, characterized by frequent
changes in consumer preferences, require real-time

adaptability, which may be limited by the static nature of the
decision tree model. Incorporating dynamic learning
algorithms, such as reinforcement learning, could address this
limitation by allowing continuous updates to the model as
new data becomes available. Cross-cultural applications also
present challenges, as consumer behaviors influenced by
cultural norms, socioeconomic factors, and regional
preferences may differ drastically from those in the dataset.
For example, mobile payment preferences or product
category dominance may shift in markets with differing
levels of technology adoption or purchasing power. Adapting
the model for such markets would require the inclusion of
culturally relevant features and localized data. These factors
highlight the importance of tailoring the model to the unique
characteristics of the target market, ensuring its
generalizability while acknowledging the need for
customization.
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4.3 Enlightenment and improvement
suggestions for enterprise marketing
strategy

Personalized marketing strategies have proven to be
highly effective in enhancing customer satisfaction and
loyalty. Companies should leverage big data analytics to
address individual consumer needs by analyzing historical
purchase records and browsing behaviors. Tailored product
recommendations for distinct customer groups can
significantly improve sales conversion rates. The
effectiveness of dynamic pricing underscores the importance
of flexible price adjustments, particularly during periods of
demand fluctuations. Real-time market demand monitoring
and adaptive pricing strategies based on inventory and
competition are essential for maximizing revenue.
Membership programs, which have excelled in boosting
customer buyback rates and market share, should be further
optimized. Adding incentives such as exclusive offers and
bonus points can enhance long-term customer retention.
While these strategies have achieved considerable short-term
sales growth, enterprises should prioritize long-term
improvements in brand loyalty and customer experience.
Building robust customer relationships and continuously
optimizing marketing strategies using big data analytics will
enable businesses to sustain growth and maintain
competitiveness in challenging market environments.

5 Conclusion

Personalized marketing strategies have proven to be
highly effective in enhancing customer satisfaction and
loyalty. Companies should leverage big data analytics to
address individual consumer needs by analyzing historical
purchase records and browsing behaviors. Tailored product
recommendations for distinct customer groups can
significantly improve sales conversion rates. The
effectiveness of dynamic pricing underscores the importance
of flexible price adjustments, particularly during periods of
demand fluctuations. Real-time market demand monitoring
and adaptive pricing strategies based on inventory and
competition are essential for maximizing revenue.
Membership programs, which have excelled in boosting
customer buyback rates and market share, should be further
optimized. Adding incentives such as exclusive offers and
bonus points can enhance long-term customer retention.
While these strategies have achieved considerable short-term
sales growth, enterprises should prioritize long-term
improvements in brand loyalty and customer experience.
Building robust customer relationships and continuously
optimizing marketing strategies using big data analytics will
enable businesses to sustain growth and maintain
competitiveness in challenging market environments.
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The objective of this study is to enhance the privacy protection capability of mobile crowd perception
networks and improve the detection accuracy of security threat data. To this end, a three-level
collaborative distributed architecture is designed, which combines the concept of zero trust and
proposes a lightweight security threat detection model based on the Paillier homomorphic encryption,
deep neural networks, and box graph methods. Firstly, by optimizing the mobile crowd sensing networks
framework and introducing three different network structures, a collaborative distributed system of
terminal edge cloud was constructed. Secondly, the Paillier homomorphic encryption algorithm was
designed to protect data privacy. The experimental results showed that the designed model achieved a
detection accuracy of 98.84%, a mean square error of 0.03, and an average detection time of 0.15
seconds for A-class threats. In terms of processing efficiency, this model significantly improved data
transmission efficiency, had lower computational overhead, and was suitable for various types of
security threat detection. Therefore, the security threat detection model proposed in this study provides
effective privacy protection technology for mobile crowd-sensing networks, significantly improving
network security.

Povzetek: Razvit je nov model zaicite zasebnosti za mobilna senzorska omrezja, ki zdruzuje Paillierjevo

homomorfno Sifriranje in globoke nevronske mreze.

1 Introduction

With the popularization of smart devices and the
advancement of loT technology, mobile crowd sensing
networks (MCSN) have been widely used in the fields of
environmental monitoring, public safety, and intelligent
transportation [1]. The current MCSN collects data
through mobile terminal devices and processes and
analyzes it through a cloud platform, which greatly
improves the efficiency of data collection and processing
[2]. However, with the continuous growth of data size,
data privacy preservation (PP) becomes an important
problem to be solved. Traditional PP methods, such as
data anonymization and encrypted transmission, have
been difficult to meet the increasingly complex security
requirements [3-4]. In this context, homomorphic
encryption (HE) techniques have gradually attracted the
attention of researchers due to their ability to directly
compute data in the encrypted state. Among them,
Paillier homomorphic encryption (PHE) algorithm is
widely used in the field of PP for its excellent additive
homomorphic property. However, it is difficult for a

single encryption method to cope with complex and
changing security threats. In order to better protect data
privacy and improve the accuracy of threat detection at
the same time, researchers have proposed comprehensive
schemes combining multiple techniques. Zheng et al.
proposed an HE-based grid matching scheme. The
scheme first encrypted the grid used for task assignment
so that the task matching process took place in an
encrypted environment. Second, the location information
of the applicant and the publisher kept secret from each
other, thus protecting location privacy. Finally, the
applicant fed back the results of the tasks in the grid, and
the publisher received these results to complete the whole
crowd sensing process. Research results demonstrated
that this scheme outperformed other similar schemes in
terms of performance and security [5]. With the rapid
proliferation of mobile applications, mobile crowd
sensing became an increasingly important topic, where
the anonymity of the participants was crucial for network
security. Ganjavi and Sharafat proposed an efficient
edge-assisted mobile crowd sensing scheme that
protected the privacy and anonymity of participants while


mailto:fengshijie198811@163.com%20(1qaz@WSX3edc
mailto:qinyy@hn.csg.cn
mailto:zengzx2@hn.csg.cn
mailto:wb@hn.csg.cn
mailto:zhongwj@hn.csg.cn
mailto:wangn3@hn.csg.cn
mailto:guow@hn.csg.cn

116  Informatica 49 (2025) 115-128

guarding against adversaries and verifying the
authenticity of aggregation results. In this scheme, the
joining and leaving problems were transparent and the
computational cost and communication overhead were
fixed and independent of the crowd size. The results of
the study indicated that the scheme was able to identify
and block malicious adversaries while providing
anonymity to ordinary participants [6]. With the rapid
increase in the amount of data generated by industrial
devices in the Internet of Things (1oT), Jia et al. designed
a blockchain-supported federated learning application
model for industrial 10T and proposed a data protection
aggregation scheme. The study introduced multiple data
clustering methods based on differential privacy and HE
to achieve multiple protections in data and model sharing.
The final experimental results demonstrated that the
proposed scheme performed well on various metrics [7].
Currently, encryption-based PP collaborative filtering is
widely used for generating recommendation tasks.
However, the existing solutions are slow and not scalable.
To solve this problem, Jumonji et al. proposed the
privacy-preserving collaborative filtering protocol based
on BGV fully homomorphic encryption (BGV-CF). The
results indicated that BGV-CF significantly simplified the
recommendation process  and improves  the
recommendation speed by reducing the interaction and
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communication traffic between and
recommendation servers [8].

In summary, although existing research has made some
progress in data processing and PP, there are still some
shortcomings. First, a single PP technique is difficult to
cope with complex and changing security threats, and the
existing methods are inefficient in processing large-scale
data and have a large computational overhead in the
encryption and decryption process. Second, the existing
threat detection models still need to be improved in terms
of real-time and accuracy. Especially in the face of
large-scale mobile crowd sensing data, the existing
scheme has a bottleneck in detection performance. To
address the above shortcomings, the research proposes a
lightweight security threat detection model (STDM)
combining PHE, deep neural network (DNN), and box
plot method (BPM). There are two innovations in the
research. First, the PHE algorithm is used, which is able
to maintain high encryption and decryption efficiency
while protecting data privacy. Second, through the
terminal-edge-cloud (TEC) three-tier collaborative
architecture, it aims to improve the real-time and
accuracy of threat detection. It is hoped that this research
will provide new technigues and methods for MCSN PP.
The summary of related work is shown in Table 1.

users

Table 1: Summary of related work

Researcher Methodologies Key performance metric Limitation
HE-based grid matching . Potential computational
. Superior  performance  and
Zheng et al. [5] scheme; encrypted task . overhead due to
- ) : security :
assignment; location PP encryption

Efficient  edge-assisted
L MCSN; rivac and
Ganjavi et al. [6] anonymity P y of

participants
Blockchain-supported

Ability to identify and block
malicious
computational cost and overhead

Scalability with varying

fixed crowd sizes not addressed

adversaries;

federated learning for Performs well on various . L
. . . ) - - . .~ Potential complexity in
Jiaetal. [7] industrial I0T; metrics, multiple protections in implementation
differential privacy & data and model sharing P
HE
Simplified recommendation
Jumonji et al. [8] BGV-CF process, improved - speed by Scalability issues
reducing

interaction/communication

2 Methods and materials

To improve the PP in MCSN, the research designs the
MCSN framework in conjunction with the zero-trust
concept (ZTC) that considers the secure access of mobile
users. To address the threat data security detection in
MCSN framework, the research further builds STDM
jointly with lightweight HE algorithms Paillier, DNN,
and BPM.

2.1 Design of MCSN framework based on
zero trust concept

Crowd sensing network (CSN) is a network that utilizes a
large number of users to collect data and share data
through various devices, such as smartphones and
wearable devices [9]. CSN focuses on collecting data
through voluntary or organized user participation, which
can be either static or dynamic. However, with the
development of various intelligent technologies, the data
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collection method is gradually changing from static
collection to dynamic collection, which consequently also
causes the problem of data explosion. In the field of
network privacy and security protection, MCSN, as a

LD

Perception platform

Satellite network
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subset of CSN, has been widely used in more practical
scenarios because of its efficient data dynamic collection
capability [10-11]. The network framework of MCSN is

shown in Figure 1.

Mobile network  Mobile users

@

Mobile users

&

Mobile users

Figure 1: Network structure diagram of MCSN

The MCSN illustrated in Figure 1 utilizes mobile
terminals as a source of data acquisition to construct a
perception network. Task allocation and data aggregation
are realized through cooperation between different
communication networks. In the MCSN architecture,
there are two main parts: the perception cloud platform
with cloud server clusters and mobile users. The sensing
cloud platform is responsible for the processing and
analysis of the collected data, while the mobile users are
tasked with the collection of data such as geographic
information, speed, and pressure through the sensors of
their devices. These devices then connect to the sensing
cloud platform through various forms of wireless
connectivity, including Wi-Fi, 4G, and 5G, and ultimately
upload the sensing data. The access of a large number of
mobile users fuels the development of MCSNSs, but also
introduces new security risks. On the one hand, users may
fraudulently obtain rewards through Sybil attacks or

duplicate submission of reports, which reduces the
quality of reports and affects the effectiveness of the
platform. On the other hand, users who are data
consumers may engage in overstepping access or data
corruption when accessing resources, threatening the
security of platform resources [12]. In addition, users
may use vulnerable devices to access the network, further
exacerbating security risks. The common types of
security threats in MCSN are shown in Table 2.

In Table 2, the types of security threats are mainly six
categories: system attack, illegal intrusion, false identity,
Sybil, malware, and various types of network Trojans,
which are numbered as A, B, C, D, E, and F. In order to
detect these security threats more effectively, the study
introduces the ZTC to build the brand new MCSN. The
structure of the security model using the ZTC is shown in
Figure 2.

Table 2: Security threat types in MCSN

Types of security threats Explaination

Threat type number

Malicious users can access system resources through

System attack : A
remote control and eavesdropping

Trespassing The user accesses an unauthorized resource B

False identity The user accesses an unauthorized resource C

. Users declare multiple illegal identities in the sense cloud

Sybil D
platform

Malware Scripts or programs that control software processes exist £
on the access device

Various network trojans The access device contains various network Trojans F
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Figure 2: Frame diagram of zero trust concept

In Figure 2, the zero-trust architecture consists of four
main components, namely the identity security
infrastructure, the policy enforcement component, the
policy engine, and the trust engine. The identity security
infrastructure manages the identity and privileges of
entities, including identity digitization, privilege auditing,
and verifying the validity of authentication information.
For users, it provides authentication techniques based on
multiple factors, and for devices, only devices with
installed identity credentials can access system resources,
and those without will be denied [13-14]. The policy
enforcement component decides the release or denial of
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user access requests based on the real-time authorization
policy of the policy engine. The policy engine develops
access control policies to assess the legitimacy of
resource requests. The trust engine evaluates the user's
trust level, based on behavioral logs and identity
information, and improves the trustworthiness of trust
metrics using big data and artificial intelligence
techniques. The MCSN incorporating ZTC is notated as
ZT-MCSN and its framework diagram is shown in Figure
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Figure 3: ZT-MCSN frame structure diagram

The ZT-MCSN network architecture in Figure 3 is
divided into the MCSN network layer, edge cloud
computing layer, and cloud computing layer from bottom
to top. The MCSN network layer includes a large number
of mobile users and a variety of communication

networks, which are responsible for performing sensing
tasks, local security model training and inference. In
addition, the MCSN network layer has a variety of
sensing nodes, including smart terminals and various
types of mobile devices, and the mobile users collect data
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through built-in  sensors and upload data through
communication technologies such as Wi-Fi and 5G. The
edge cloud computing layer is located at the edge of the
perceptual network and provides perceptual task
processing and zero-trust security services by utilizing the
computing and storage capabilities of edge servers. This
layer is mainly responsible for the management of
sensing tasks and secure access control of mobile users,
ensuring network security through authentication and
dynamic access control. The cloud computing layer
consists of distributed server clusters that handle
high-complexity services such as perceptual application
management and resource scheduling to optimize
perceptual activities and enhance user services.

2.2 Security threat detection model
construction based on improved PHE

In the ZT-MCSN network, the distributed architecture of
“TEC” is generally adopted. This architecture can
distribute the training and inference tasks of STDM to
each mobile device. By executing model training and
reasoning locally, it effectively reduces the data
transmission in the network and improves the data PP.
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The three-level collaborative distributed architecture is
shown in Figure 4. The specific components of the
“TEC” three-level collaborative distributed architecture
are given in Figure 4. Although this architecture can
ensure data privacy to a certain extent, distributed
machine learning itself cannot completely ensure data
privacy, and the insufficient generalization of the model
may also lead to reverse attacks, which may leak device
data [15]. In ZT-MCSN, device data privacy leakage
mainly occurs in two links. One is during the
transmission of model parameters; the attacker may
obtain the parameters through eavesdropping and utilize
them for reverse attacks. The second is that in the process
of model parameter aggregation, there may be servers
accessing device data through reverse analysis of the
aggregated model. For this reason, the research combines
PHE algorithm, DNN, and BPM in ZT-MCSN to design a
new distributed training technique to enhance the
protection capability of STDM for device data. The final
constructed STDM is denoted as STDM with improved
PHE (Paillier-deep neural network-box plot method,
Paillier-DNN-BPM), and the structure diagram of its
distributed training framework is shown in Figure 5.
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Figure 4: Three-level collaborative distributed architecture diagram
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Figure 5: Paillier-DNN-BPM structure diagram

In Figure 5, the distributed training architecture of STDM
Paillier-DNN-BPM, which combines PHE algorithm,
DNN, and BPM, mainly consists of four parts: trusted
third party, mobile terminal, edge server, and cloud
server. The mobile terminal acts as a working node to
decrypt the model parameters distributed by the server
using the private key of the Paillier algorithm, and
utilizes the local data for model training and parameter
updating. The updated model parameters are encrypted
by the public key of Paillier algorithm and uploaded to
the edge server. The edge server, as a local parameter
server in the distributed model training architecture, is
responsible for filtering and aggregating the locally
updated ciphertexts submitted by the mobile terminals,
and uploading the local aggregation results to the cloud
server for further computation. As the global parameter
server in the distributed model training architecture, the
cloud server is mainly responsible for initializing the
model parameters and filtering and aggregating the local
aggregated ciphertexts submitted by the edge servers to
generate the global model parameter ciphertexts. The
generated parameter ciphertexts are distributed to mobile
terminals through the scheduling edge servers. In
addition, to ensure that the encryption keys are only
shared among mobile devices, the model architecture
introduces a trusted third party. The trusted third party
securely shares the key pairs of the Paillier algorithm
among mobile devices via the advanced encryption
standard (AES) algorithm. The Paillier algorithm is a
packet cipher based HE algorithm. The algorithm is
additively homomorphic, which means that encrypted
data can be added without first being decrypted, and the

result of the operation remains encrypted. In Paillier's
algorithm, it is assumed that and are two
different large prime numbers. Based on these two
different large prime numbers, the formulae for the
modulus N and the parameter A can be obtained as
shown in Equation (1) [16-17].

l

In Equation (1),

n=p-q
=lem(p-19-1) 1)

lem(-
¢ () denotes the least common

multiple of P—1 ang 91, Setting a certain random

number as g, g¢e , the formula for the parameter

U is obtained as shown in Equation (2).

u= (L(gimodnz))_l @

In Equation (2), L() is a function used to calculate the

. . . . 2
intermediate value in the decryption process. " denotes

the modulus square, which is used to define the modulus

space of the encryption operation. mod  genotes modulo
operation. In the Paillier encryption algorithm, the

modulus operation is used to keep the value within a
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specific range, preventing the value from being too large,
while ensuring the correctness and consistency of the
calculation results. The expressions for the public and
private keys of Paillier algorithm are shown in Equation

@3).
{m#mw

S = (’1' u) (3)

In Equation (3), P and S< denote the public key and
private key respectively. Setting X and as two
different plaintexts, combining Equation (1) ~Equation
(3) can get the encryption process of Paillier's algorithm
as shown in Equation (4).

{x’ =E(x)=g"r"modn’

"=E(y)=g’r"modn’
y'=E(y)=9 4

In Equation (4), X" and ¥ denote the plaintext X

and Y encrypted ciphertexts, respectively. E(X) and

E(y) denote the encryption function respectively. I is

some random number and ' <M Further the decryption
process of the ciphertext is obtained as shown in Equation

(5).
x=D(x)= L(x””modnz)*umodn
y=D(y’)=L(y"*modn’)*umodn

L(a)=a-1/n -
D(x) g PO

In Equation (5), denote the

decryption function, respectively. L(a) denotes a

function in the decryption process. @ denotes the

variable of that function.

In Paillier's algorithm, its additive homogeneity is
manifested as a multiplication computation on the
ciphertexts of plaintexts X and Y. The result obtained
from the computation is decrypted using a key and the
decrypted plaintext is obtained. The former encrypted and
decrypted content is the same as the result of the addition
operation performed directly on the plaintext. The
expression for additive homogeneity is shown in
Equation (6).

E(X)xE(y)=E(x+Y) ©)
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E(x+Y)

In Equation (6), denotes the addition

operation directly on the plaintext. Paillier has addition

homogeneity in addition to number multiplication
homomorphism. Number multiplication homomorphism
means that the Z-power computation is performed on
the ciphertext of X, and the result of the computation is
the same as that of the number multiplication <
computation on the plaintext X after decryption using
the key. The expression for the number multiplication
homomaorphism is shown in Equation (7).
E(xxz)=E(x)’
(xx2)=E(X)
In Equation (7), Z denotes the number of times a
certain power square is calculated and is a constant.
Based on the generated key pairs, the study utilizes
trusted third-party AES encryption algorithms to achieve
secure sharing of data across devices.

In DNN, it is assumed that I denotes the neuron of layer
I in the DNN, 2<1<4 |n this way, the weights and

|

biases of the neurons of layer | can be obtained as w
Bs(') . .

and , respectively. Let the output of the previous

layer be OP'™ 1o get the output of layer | as shown

in Equation (8) [18].

op® = f (w"op"? +Bs") @

In Equation (8), f () denotes the activation function of

the neuron, and the study chooses Relu as the activation
function as a way to save the computation time of the
network and prevent the gradient from disappearing. In
order to simplify the formula, the study expresses the
weight values and bias values of all neuron layers in the
DNN in the form of vectors, which is denoted as

W =(W;BS)

If the input layer data is

IN=(|n1,|n2,~--,|nm), its output layer data can be

OP = f (W,IN)
denoted as . The mean-square error
(MSE) calculation formula in the regression model is

used to determine whether the to-be-detected data of the
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DNN is threatening data. The calculation formula of MSE
is shown in Equation (9).

no A 2
op, —o0
e mi(op.—op.)
no (9)

In Equation (9), S and MO denote the number and total
number of training samples, respectively. OPs ang OPs
denote the true and detected values of the Sth training
sample, respectively. The updating of parameters is
accomplished using gradient descent method as shown in
Equation (10) and Equation (11).

[0B £ (W (t-1),N,)]

v no

AW (t). =7V

(10)

A

In Equation (10), W(t)i denotes the updated model

parameters of the mobile terminal i locally. W(t_l)

denotes the global model parameters before updating.

AW (t)i denotes the adjusted value of the update. n

denotes the learning step parameter. OR denotes the

IN,

real output data of mobile terminal i i denotes the

input data of mobile terminal I The specific expansion
of W(t)i is shown in Equation (11).

W (t). =W (t-1)-AW(t) (1)

For i, the mobile terminal I will enter the

information of Pk in the Paillier algorithm and compute
) c(t). - .
the ciphertext i waiting to be transmitted. The

transmission process of C(t)i is shown in Equation (12).

_ W(t)i n 2
c(t), =g"""r"(modn’) 12
According to Equation (8) to Equation (12), DNN is
chosen as the detection model in the study, which is
utilized to complete the task of security threat detection
for mobile devices. The mobile terminals participating in
the DNN model training will train and update the initial
parameter set obtained in the local data before encrypting
the model parameters for transmission using the %k

S. Feng et al.

public key in Paillier's algorithm. The encrypted
transmitted parameters will enter into the edge-end
server, and in this part the parameter ciphertexts are then
selected and aggregated using the BPM, so as to obtain
the global parameter ciphertexts. The global model
parameter ciphertext obtained by the mobile terminal will
be decrypted again by the private key S in the Paillier
algorithm.

3 Results

In order to demonstrate the superior benchmark
performance and practical applicability of the proposed
Paillier-DNN-BPM model, this study introduces AES,
HE, and secure hash algorithm (SHA) as comparison
algorithms and employs the following criteria for the
comparison test: detection precision, MSE, key
sensitivity, and data encryption relevance.

3.1 Algorithm benchmark performance
testing

Since the final designed Paillier-DNN-BPM model is
composed of three parts, Paillier, DNN and BPM, the
study starts with an ablation test of the
Paillier-DNN-BPM model as a way of proving the
performance of each part of the model. The results of the
ablation test are shown in Table 3.

In Table 3, the various benchmark performances of
Paillier+DNN+BPM, i.e., Paillier-DNN-BPM, have the
best performance in the seven sets of ablation tests. The
detection  precision, recall, and F1 value of
Paillier-DNN-BPM are as high as 0.982, 0.989, and
0.988, respectively. The value are much higher than those
of the single BPM of 0.831 precision, 0.842 recall, and
0.836 F1 value. The performance of all models decreases
after introducing noise and adversarial attacks. However,
the Paillier DNN-BPM model still maintains high
accuracy, recall, and F1 score. In adversarial attack
scenarios, its F1 value is 0.931, indicating the robustness
of the model in the face of noise and attacks. It can be
concluded that the various components used in the study
in the Paillier-DNN-BPM model all have important roles.
The sensitivity of the four algorithms HE, AES, SHA,
and Paillier-DNN-BPM s further tested and the results
are shown in Figure 6. Figure 6(a) and Figure 6(b) show
the sensitivity values of HE, AES, SHA, and
Paillier-DNN-BPM in the training set and test set,
respectively. In Figure 6(a), the fluctuation ranges of the
sensitivity  values of HE, AES, SHA, and
Paillier-DNN-BPM in the training set are -0.19-0.46,
-0.21-0.28, -0.13-0.25, and -0.05-0.15, respectively.
Compared to HE, AES, and SHA, the sensitivity values
of Paillier-DNN-BPM fluctuation range is minimized.
Similarly, it can be found that Paillier-DNN-BPM has the
smallest fluctuation range of sensitivity values in the test
set of Figure 6(b), which is only -0.15~0.09. Thus, it can
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be concluded that Paillier-DNN-BPM has the best
sensitivity and is able to detect the existence of threat

data in time. The MSE values of the four algorithms are
shown in Figure 7.

Table 3: Ablation test results of Paillier-DNN-BPM model

F1 value after F1 value after

Model Precision Recall F1 value introducing introducing adversarial
Gaussian noise attacks
Paillier 0.862 0.875 0.871 0.842 0.815
DNN 0.885 0.892 0.890 0.861 0.832
Box diagram method 0.831 0.842 0.836 0.806 0.781
Paillier+Box diagram 0.905 0.912 0.910 0.876 0.852
method
DNN+Box diagram 0.921 0.926 0.922 0.889 0.865
method
Paillier+DNN 0.943 0.956 0.951 0.917 0.893
Paillier+DNN+Box
diagram method 0.982 0.989 0.988 0.954 0.931
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Figure 7: MSE of different algorithms

0.16, 0.13, 0.09, and 0.02, respectively, when they reach
the stability in the training set. In Figure 7(b),
Paillier-DNN-BPM reaches the stability in the test set

In Figure 7, the MSE values of the four algorithms in the
training and test sets are given. In Figure 7(a), the MSE
values of HE, AES, SHA, and Paillier-DNN-BPM are
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first, and at this time, the MSE value is also the smallest,
which is only 0.03. Taken together, the
Paillier-DNN-BPM has better error performance during
both training and testing.

3.2 Effect of practical application of the
model

Four algorithms, HE, AES, SHA, and
Paillier-DNN-BPM, are applied to the MCSN to build the
corresponding four types of STDMs, respectively. In
order to test the effectiveness of the four models in
practical applications, the study chooses the intelligent
transportation system of a first-tier city as the object. The
MCSN is applied to this intelligent transportation system
to test the detection precision of the four types of STDM
for the six types of threat data in the intelligent
transportation MCSN, as shown in Table 4.

In Table 4, when MCSN is applied to the intelligent
transportation system, at this time, the detection rates of
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STDMs built using the four algorithms of HE, AES,
SHA, and Paillier-DNN-BPM are all above 80%. Among
them, the detection precision of Paillier-DNN-BPM
model for all six types of threats is higher, up to 98.84%.
While HE has generally lower detection precision for the
six categories of threats, as low as 81.25%. The average
detection time of the four models for the six categories of
threats is tested and shown in Figure 8. In Figure 8, the
average detection time of Paillier-DNN-BPM model is
lower than that of HE, AES, and SHA models for all six
classes of threats. Taking class, A threat as an example,
the average detection time of HE, AES, SHA, and
Paillier-DNN-BPM for this class of threat is 0.62, 0.56,
0.19, and 0.15, respectively, which shows that the
detection time of Paillier-DNN-BPM is shorter and its
detection efficiency is higher in practical applications.
Comparing the encryption relevance and decryption
relevance of the four types of models for data, as shown
in Table 5.

Table 4: Detection precision of different models for six types of threats

Threat type HE AES SHA Paillier-DNN-BPM
A 81.25% 89.24% 92.36% 96.52%
B 84.06% 85.74% 90.58% 98.10%
C 85.97% 87.89% 89.17% 98.84%
D 82.23% 86.30% 91.25% 96.78%
E 85.79% 88.15% 90.21% 96.29%
F 83.41% 87.96% 89.73% 97.06%
181 HE [TTT SHA
16 AES Paillier-DNN-BPM
%) ad
e 14f
= 12f
S
5
(6]
pe]
(<b)
&
< # m
B

Threat type

Figure 8: Average detection time of different models for six types of threats



A Paillier Homomorphic Encryption-Based Lightweight Privacy...

Informatica 49 (2025) 115-128 125

Table 5: Correlation of data encryption and decryption of different models

Cryptographic correlation

Decryption correlation

Threat o o
Paillier-DNN-BP Paillier-DNN-BP
type HE AES SHA AES SHA
M M

A 0.853 0.876 0.921 0.975 0.862 0.855 0.914 0.971

B 0.846 0.872 0.918 0.973 0.858 0.886 0.902 0.975

C 0.860 0.869 0.911 0.981 0.869 0.873 0.919 0.979

D 0.859 0.852 0.925 0.969 0.832 0.859 0.913 0.965

E 0.855 0.861 0.908 0.986 0.821 0.864 0.901 0.982

F 0.842 0.878 0.913 0.992 0.835 0.859 0.921 0.987

Combining all the correlation values in Table 5, it can be
observed that the maximum correlation differences of
HE, AES, SHA, and Paillier-DNN-BPM are 0.026, 0.021,
0.016, and 0.005, respectively, which shows that
Paillier-DNN-BPM has the smallest loss during
encryption and decryption, and the final detected threat
data is more accurate. To investigate the universality of
the proposed model, the study applies it to healthcare and
smart city environments. The performance indicators
obtained are shown in Figure 9.

In Figure 9, the proposed model still maintains high
accuracy, recall rate, and F1 value in both healthcare and
smart city environments, further verifying the generality
and practical application potential of the model.

4 Discussion

In order to improve the PP capability of MCSN and the
accuracy of security threat detection, a Paillier DNN
BPM model was designed, and its performance was
verified in the study. The PP joint learning method based
on multi-bond HE proposed by Ma J et al. in reference
[19] mainly focused on the application of multi-bond HE

1.00¢
0.991

0987

0.97¢t

Numerical value

0.96

0.95

in joint learning. Although the Ma J method performed
well in protecting data privacy, it lacked real-time threat
detection and adaptability in complex network
environments. To comprehensively evaluate the
superiority of the proposed model, its performance in
detection accuracy, computational efficiency, and
scalability was compared with other common methods,
including HE, AES, and SHA. The experimental results
showed that the proposed model achieved detection
accuracy, recall rate, and F1 score of 0.982, 0.989, and
0.988, respectively, which were significantly better than
single encryption algorithms or traditional detection
models. Especially in the application of intelligent
transportation systems, the detection accuracy of the
proposed model was as high as 98.84%, while the
detection accuracy of HE, AES, and SHA were 94.32%,

91.76%, and 88.45%, respectively. In terms of
computational  efficiency, the proposed model
demonstrated higher efficiency in encryption and

decryption operations by combining PHE and DNN
technologies. Compared with the HE

Precision Recall EJF1

Healthcare

Smart city

Types of Environment

Figure 9: Performance of Paillier DNN-BPM model in different environments
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model, the proposed model could significantly reduce
computation time in large-scale data processing and
maintain lower latency at different network scales. In
terms of scalability, the proposed model adopted a
distributed architecture of TEC three-level collaboration,
which enabled the model to better adapt to complex
network environments when processing large-scale data,
demonstrating higher practicality and flexibility.

Although FHE can theoretically achieve homomorphic
computation of any function, its computational
complexity is extremely high, making it difficult to meet
real-time requirements in practical applications. In
contrast, Paillier encryption is a partially HE technique
that supports only additive homomorphisms, which
makes its computational complexity much lower than
FHE, thus showing higher computational efficiency in
practical applications. Federated learning models have
privacy advantages, but are susceptible to network
latency and synchronization issues due to the need for
model synchronization and updates among multiple
participants. A comparison of the HE-based PP deep
learning method proposed by Falcetta A et al. in the
literature [20] with other methods indicates that, although
the method had high accuracy in PP of deep learning
models, its complex structure may result in lower
computational efficiency in large-scale MCSNs. The
proposed model reduced the dependence on network
synchronization on the basis of data privacy protection by
adopting the TEC architecture, while improving the
flexibility and adaptability of the overall system through
distributed computing. The proposed model combined
DNN for threat detection, leveraging the advantages of
DNN in handling complex pattern recognition tasks to
improve the real-time and accuracy of threat detection. In
contrast, FHE models were difficult to achieve the same
effect in real-time applications due to their high
complexity, while federated learning models were limited
by data dispersion and network synchronization issues,
resulting in poor real-time performance. The key to the
superiority of the proposed model over other alternative
methods in multiple performance metrics lied in its
architecture selection. The TEC three-level collaborative
structure provided high flexibility and scalability for the
model, enabling it to maintain efficient performance at
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different network sizes and complexities. Through the
TEC architecture, the proposed model could improve
system reliability while reducing network latency. The
Paillier encryption algorithm's principal advantage lies in
its low computational complexity, which enables the
system to maintain efficient encryption and decryption
processes at various stages of data transmission and
processing. This results in efficient PP.

In summary, the study proposes an efficient and accurate
lightweight STDM by combining PHE, DNN and BPM:
Paillier-DNN-BPM. This not only provides new ideas
and technical means for future PP of MCSN, but also
positively impacts on improving the overall security of
the network.

5 Conclusion

The results demonstrated that the Paillier-DNN-BPM
model had better ablation test results and showed the best
performance in detection precision, recall and F1 value,
which was significantly higher than a single encryption
algorithm or a traditional detection model. In addition,
the Paillier-DNN-BPM  model also had better
performance in sensitivity and error detection, with
smaller sensitivity fluctuation ranges and error values.
Finally, the performance of the model was tested in a real
operating environment, and compared with the HE, AES,
and SHA models, Paillier-DNN-BPM demonstrated high
detection accuracy and low system response time in
intelligent transportation system application scenarios. In
summary, the Paillier-DNN-BPM model not only
performs well in ablation tests, but also achieves
excellent detection results in practical applications.
Further optimization of the computational and
communication overhead of the model may be achieved
through the implementation of follow-up studies.
Additionally, the threat detection effect of different
combinations of Paillier-DNN-BPM models in other
complex network environments can be evaluated, thereby
enhancing the generalizability and practicality of the
model.

The equation symbols and their explanations are shown
in Table 6.

Table 6: Equation symbols and their explanations

Equation Symbol Explanation

n Modulus

P, A u Large prime numbers
A Parameter

Random number

Least common multiple

Function used to calculate the intermediate value in the decryption process



A Paillier Homomorphic Encryption-Based Lightweight Privacy...

Informatica 49 (2025) 115-128 127

n? Modulus square

P Sk Public key, private key

x Y Plaintext

XY Encrypted ciphertext

E(x) E(y) Encryption function

D(x') D(Yy') Decryption function

a Variable of that function

E(x+y) Addition operation directly on the plaintext

z Number of times a certain power square is calculated and is a constant

I Neuron of layer | in the DNN

f () Activation function of the neuron

op(? Output of the previous laye

w® Weights of the neurons of layer |

Bs" Biases of the neurons of layer |

i Mobile terminal

W (t)i Updated model parameters of the mobile terminal i locally.

AW (1), Adjusted value of the update

n Learning step parameter.

OP, Real output data of mobile terminal |

IN; Input data of mobile terminal |
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The development of the national economy has promoted the development of the tourism industry, and
outdoor tourism has gradually become the main leisure and entertainment method for people during
holidays. However, the current tourism promotion mechanism only considers tourist preferences,
resulting in tourists receiving recommendations. The unique features of the tourist attractions in the
destination area are extremely similar to those of previous tourist areas. Therefore, the research is
based on the Visual Geometry 19 model, using skip connections and soft threshold functions to improve
the Visual Geometry 19 network. A residual network is designed for feature extraction, and panoramic
stitching technology is used to construct virtual scenes of tourist attractions. The findings indicated that
the residual network designed in the study demonstrated convergence after 50 iterations of training and
testing on the tourism map dataset, with an accuracy of scene reconstruction reaching 85%. The
designed tourism location image reconstruction could be completed in about 90 seconds, effectively
improving the speed of the virtual reconstruction of tourism scenes. The designed tourism attraction
promotion mechanism based on virtual reality technology effectively solves the problem of single
tourism promotion and improves the experience of national outbound tourism.

Povzetek: Razvit je sistem za promocijo turizma, ki uporablja virtualno resnicnost in slikovno analizo za
interaktivno izkusnjo destinacij, kar izboljsuje priporocila turisticnih krajev in preprecuje estetsko

utrujenost obiskovalcev.

1 Introduction

The continuous growth of the global economy has led to
an increase in people's disposable income, and the
frequency of people traveling has gradually increased [1].
With the growth of the middle class, especially in the
Asian region, the demand for tourism consumption has
significantly increased [2]. Many countries and regional
governments recognize the importance of tourism in
stimulating economic growth. Consequently, they have
implemented a range of policies designed to facilitate the
expansion of the tourism sector. These include measures
to streamline visa procedures, invest in tourism
infrastructure, and promote cultural tourism [3-4] In
addition, technological advancements and networking in
transportation such as aviation, railways, and highways
have made tourism more convenient and efficient [5].
The rise of low-cost airlines has also greatly reduced
travel costs, making long-distance travel affordable for
everyone [6]. The development of the Internet, mobile
payment, social media, and online travel services has
greatly facilitated the travel planning and booking
process. Passengers can easily compare different tourism

products and services and make online reservations [7-8].
However, due to the wide variety of tourist destinations,
it is difficult for tourists to choose their favorite
attractions. The current common tourist destination
recommendation algorithms are mostly based on the
introduction of scenic spots or tourist preferences. This
recommendation method can easily cause aesthetic
fatigue among tourists, leading to a poor travel
experience. Therefore, to improve the tourism
recommendation service experience of tourists, this study
proposes to use a residual network (ResNet) structure to
retrieve and extract features from relevant images of
tourist attractions. The combination of virtual reality
(VR) technology with a simulated virtual scene of a
scenic location enables tourists to gain a firsthand
understanding of the characteristics of the location, thus
assisting them in making an informed choice regarding
their preferred destination.

This study innovatively combines VR and image
processing technology to build simulated scenes of scenic
spots, allowing tourists to directly experience some of the
features of the scenic spots, thereby helping them choose
their desired attractions. The primary contribution is to
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address the aesthetic fatigue that tourists often experience
as a result of being consistently recommended similar
attractions during their travels. This is achieved by
enhancing their travel experience, promoting the
advancement of the tourism industry, and stimulating the
growth of related VR devices.

2 Related works

Tourism is one of people's daily entertainment activities.
Nitu et al. proposed a travel recommendation system to
provide customized travel destinations that meet the
specific needs and preferences of users. The system
identified travel tweets by analyzing Twitter data and
user social networks, combined with machine learning
classifiers, and considered time-sensitive recent weights.
This model was superior to existing models, with an
overall accuracy of 75.23% [9]. Gao et al. proposed the
DeepTrip model to improve the understanding of human
mobility in travel recommendation systems. This model
used a travel encoder and a trip decoder, combined with
an adversarial network, to better model the transition
distribution of POI in human motion patterns. DeepTrip
was effective both theoretically and empirically,
outperforming the advanced baselines [10]. Liu et al.
proposed a multi-task deep learning-based Hydra
recommendation system to improve the user experience
of transportation recommendations, implementing
multi-modal transportation planning and considering
contextual environments. By deploying on Baidu Maps,
the system has effectively improved user click through
rates [11]. Huang et al. proposed a multi-task deep travel
route planning framework to improve tourism route
planning and meet the diverse needs of tourists,
integrating rich auxiliary information such as interest
point attributes and user preferences. This framework
demonstrated flexibility and superiority in route
recommendation [12]. Wang et al. proposed an Internet
of Things (10T) system based on 5G and Al to address the
challenges faced by the 10T in smart tourism. The system
employed 5G technology to facilitate efficient data
transmission and artificial intelligence (Al) to enable
intelligent data processing, thereby enabling the
development of smart tourism applications. The case
study showed that the proposed method performed well
in POl recommendation, verifying its effectiveness and
excellent performance [13].

VR technology is widely used in various fields and has a
promising future market. Lv et al. proposed an intrusion
detection model for industrial control networks based on
Class and Sample Weighted C-Support Vector Machine
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(CSWC-SVM) to protect industrial security and simulate
VR environments. Simulation experiments showed that
the CSWC-SVM algorithm exhibited high recognition
accuracy and low false alarm rate under different kernel
functions, and its accuracy remained above 90% under
different sample sizes [14]. To explore the potential of
360° VR videos and real VR settings in teaching, Pirker
and Dengel conducted a systematic evaluation of VR and
proposed research on its application in education. 360°
VR videos were beneficial for multiple disciplines and
could enhance the learning experience [15]. Image
retrieval technology (IRT) helped to build VR scenes.
Dubey et al. conducted a comprehensive survey of
relevant IRTs to explore content-based IRTs based on
deep learning. A classification method was proposed that
includes supervision, network, descriptor types, and
retrieval types. Deep learning has shown outstanding
performance in automatically learning image features,
which contributed to the further development of IRT [16].
Fernandez-Beltran et al. proposed a probabilistic latent
semantic hashing model to address the limitations of
existing unsupervised hashing methods in processing
complex semantic content in remote sensing images. It
effectively learned hash codes through three steps: data
grouping, topic calculation, and hash code generation.
This method was significantly superior to the best
unsupervised hashing methods [17]. Liu et al. proposed a
similarity Siamese convolutional neural networks (CNNSs)
model based on unsupervised transfer learning to
overcome the problems of sparse labeled samples and
cumbersome CNNSs in remote sensing image retrieval.
This model was superior to existing CNN-based methods
[18].

In summary, in the current global economic environment
and situation, local tourism has become the main leisure
and entertainment method for people during their
holidays. Common attraction recommendation algorithms
often use specially captured attraction images to
recommend tourist areas to visitors. The utilization of this
recommendation method has the potential to result in
aesthetic fatigue among tourists. Conventional tourist
attraction recommendations do not facilitate a
comprehensive understanding of the distinctive attributes
of the scenic spots, limiting tourists to a general
perception of the types of scenery present in these
locations. VR technology can build simulation scenes for
scenic spots, allowing tourists to experience the unique
features of the attractions firsthand. Therefore, this study
proposes to use IRT to assist in building VR scenes for
tourist attractions (VRSFTA) and recommend them to
tourists.

Table 1: Summary of relevant work survey results

Author Contribute
Nitu et al. Improved the accuracy of customized recommendations
Gao et al. Analyzed the flow characteristics of tourist tourism



Tourism Promotion Mechanism Based on Virtual Reality...

Liu etal.
Huang et al.

Wang et al.

Lv et al.

Pirker and Dengel

Dubey et al.

Fernandez-Beltran et al.

Liu et al.

Informatica 49 (2025) 129-144 131

Improved the user experience of the recommendation
system
Improved the flexibility of recommending travel routes

Proposed a new type of tourism recommendation method

Strengthened the protection technology of virtual
networks

Proposed evaluation methods for the role of VR systems
in other fields

A deep learning-based image feature retrieval technique
has been proposed

A novel image semantic content processing technology
has been proposed

Proposed an image feature retrieval technique

3 Methods and materials

3.1 Image feature extraction based on

ResNet

The construction of VRSFTA requires a large amount of
scenic feature data. The Visual Geometry Group (VGG)
19 model is one of the architectures of CNN models,
which has high localization ability [19-20]. When
constructing VRSFTA, it is necessary to locate the high
correlation features of scenic spots in the VR scene based
on photos from different angles. However, the VGG19
model is prone to network degradation or gradient
disappearance when extracting features from scenic spot
images [21]. Therefore, this study improves the VGG19
model and designs a ResNet. The ResNet structure is
shown in Figure 1. ResNet adopts batch normalization
(BN) and Dropout mechanisms. BN is a widely used
technique in deep neural networks that can improve the
stability and speed of model training [22-23]. When
performing BN processing on data in a network model, it
is necessary to subtract the batch mean and divide it by
the batch standard deviation to standardize each small
batch of data, making the input distribution of each layer
of the network more stable. At the same time, the study
introduces a soft threshold function in the network to
process the interference noise in image feature extraction.
The soft threshold function is shown in equation (1).

X+T, X<T
soft(x,T) =40, |x|<T
x-T, x>T
1, X<-T
Y _lo  |<-T
OX
1 Xx>T

)

In equation (1), x represents the input variable. T
represents the noise processing threshold. represents
the output result of the soft threshold function. BN helps
alleviate the problem of internal covariate shift in deep
network training, which is the problem of the input
distribution of the network layer constantly changing with
the training process. During the one-way transmission of
each batch of data, the BN operation is usually placed
after the fully connected or convolutional layer and
before the activation function. This approach ensures that
the hidden activation inputs of the network are
normalized, thereby reducing differences between
different training batches [24-25]. In BN, the training
batch mean needs to be calculated first, as shown in
equation (2).

1 m
Hg < _zxi
m @

In equation (2), “& represents the mean of a small batch
of input sets. M represents the size of the small batch
input set. % represents the input set elements. After
calculating the mean of each small batch, the variance of
each small batch can be calculated according to equation
3).

o’ eii(xi — 1)
me ®)

. o .
In equation (3), © represents the variance of a small

batch of inputs. According to equation (4), the small
batch data is normalized.
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In equation (4), % represents the normalized input data.

€ is to prevent positive numbers with zero denominators
in normalization calculations. After normalizing the input
data, the final adjustment can be made to the input data
using equation (5).

Y, <%+ (5)

In equation (5), Yi represents the input data after

completing BN. 7 and B represent transformation

reconstruction parameters, where 7 is the scale

transformation reconstruction factor, and B is the

translation reconstruction factor. Dropout is a commonly
used regularization technique in deep learning, mainly
used to prevent overfitting in neural networks during
operation [26]. During the training process, during each
forward propagation, Dropout randomly selects a batch of
neurons and sets their output to zero. In each iteration, the
structure of the network is different. Activation functions
in neural networks can increase the expressive power of
the model and affect the learning speed of the network.
Different activation functions have different effects on
the network [27-28]. Common activation functions
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include rectified linear unit (ReLU), parametric rectified
linear unit (PReLU), and exponential linear unit (ELU).
The definition of the PReLU function is shown in
equation (6).

! (6)
In equation (6), % represents the input of the activation

function. & represents the negative half axis slope

parameter. When parameter & jin equation (6) is 0, the

PReLU function is the ReLU function. If parameter &

is a normal number =<0.1, the PReLU function is the
Leaky ReLU function. The definition of the ELU
function is given by equation (7).

X >0

f (Xi):{al(’ex' —1), X,

<0
(7

In equation (7), & represents the parameter. The above
functions can effectively avoid the problem of gradient
vanishing in the learning process of neural networks.
ResNet is composed of stacked residual blocks, and the
common residual block structure is shown in Figure 2
[29-30].
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Figure 1: ResNet structure based on improved VGG19

(@) Two layer
residual block

(b) Three layer
residual block

Figure 2: Residual block structure

The two-layer residual block structure contains two 3*3
convolutional structures. The three-layer residual
structure consists of two 1*1 and one 3*3 convolutional
structures. The expression for the residual structure is
given by equation (8).

X|+1:X1+F(X|'\N|) (8)

In equation (8), % represents shallow units. F(x.W)

represents the residual function. The feature expression of
deep units in ResNet is given by equation (9).

XL:X|+_LZ;F(Xi’Wi) ©

C*wW*1

In equation (9), X represents a deep unit. In the design
of residual modules, a division into channel-specific
threshold modules and inter-channel shared threshold
modules can be implemented, depending on the
complexity of the network and the requirements of the
task at hand. In different threshold modules for each
channel, each channel has an independent threshold,
which means that each channel can adjust its threshold
according to its own characteristics to adapt to different
feature responses. In the inter-channel shared threshold
module, all channels share the same threshold, which
means that regardless of the characteristics of the input
data, all channels will use the same threshold for
processing. The two structures are shown in Figure 3.

C*W*1

Convolution

!

<—+ Activation ‘
4

‘ Convolution }—»
v

‘ Convolution %\—»

(a) Different thresholds per channel

(b) Inter channel threshold sharing
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Figure 3: Different threshold modules by channel share threshold modules between channels

3.2 Tourism scene reconstruction based on
PI1S technology

ResNet can effectively reduce the impact of unimportant
features on tourism scene reconstruction in scenic spot
captured images. Panoramic image stitching (PIS)
technology is the technique of stitching images from
different angles in the same region, discarding

\

/

overlapping parts, and synthesizing panoramic images of
the region [31-32]. Therefore, this study first uses ResNet
to extract features from tourist attraction images,
removing non important features from the captured
images, and then uses PIS technology to synthesize
panoramic images of tourist attractions. In PIS
technology, most images used for stitching are imaged
using fish eye images, as shown in Figure 4.

\

Ps

/

&

c ]

Fisheye
lens

Figure 4: Imaging principle of fisheye images

Any point situated outside the lens is associated with the
camera's position. Subsequent to traversing the fish eye
lens, the camera's light path undergoes a shift, and the
position of the imaging point on the imaging plane also
undergoes a corresponding change. The imaging models
for fish eye images include four types: isometric
projection models (IPM), stereo angle projection models
(SAPM), orthogonal projection models (OPM), and
stereo projection models (SPM). The expression for the
IPM is given by equation (10).

I=fo (10)

In equation (10), | represents the imaging distance. 0
represents the angle between the incident light and the

f

longitudinal axis of the optical axis. represents the

camera focal length. The SAPM expression is given by
equation (11).

I:2fsin(§)
2

(11)

The viewing range of IPM and SAPM is both 360°. The
imaging distance in IPM is positively correlated with the
angle between the light rays. Compared to IPM, when the
imaging distance is the same, the light angle of SAPM
will be larger. The viewing range of OPM is only 180°,
and the distortion of its imaging pattern is more obvious,
as expressed in equation (12).

I=fsing (12)
The perspective range of SPM is greater than that of
OPM, but lower than that of IPM and SAPM, as
expressed in equation (13).

I:2ftan(gj
2

The four imaging models of fish eye images can be
uniformly expressed, as shown in equations (14) [33-34].

(13)
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| =0(1+k6” +k,0° +k,0° +k,0°) 14)
In equation (14), ki represents the imaging parameters
of the image. Fish eye images may experience radial
distortion, tangential distortion, or thin prism distortion
during shooting due to their large viewing angle range
and planar imaging. Radial distortion refers to the basic
absence of distortion at the center point of an image,
typically exhibiting barrel shaped distortion that is
stretched outwards or pillow shaped distortion that is
compressed towards the center [35]. The correction of
radial distortion is given by equation (15).

2 4
X, =x(1+mlr +m,r +)

Yo = y(L+mr®+myrt 4. )

In equation (15), (X°’ y°) represents the corrected radial

X,Y)

distortion point. ( represents the radial distortion

m

point before correction. """ represents the distortion

coefficient of the fish eye image. The tangential distortion
correction model is equation (16) due to the mechanical
error caused by the equipment.

X, =2pXy + Pz(r2 +2x2)

=2p,xy+P (r’ +2y?
Yo =2p,xy + P, (r* +2y?) s)

In equation (16), Py represents the tangential distortion
coefficient in the camera hardware facilities. Thin prism
distortion is similar to tangential distortion and is also
caused by mechanical errors in hardware facilities, but
can be basically ignored in imaging. The panoramic
projection models of tourist attractions are divided into
planar panoramic, cylindrical panoramic, and spherical
panoramic. A planar panoramic image uses feature point
matching and image registration techniques to project and
stitch photos onto the same plane, suitable for scenes with
limited viewing angles. The cylindrical panoramic view
uses a fixed fulcrum and is captured by horizontal
rotation of the camera, projecting the image onto the
cylindrical surface to achieve a 360° horizontal viewing
angle. However, the vertical viewing angle is less than
180°, making it suitable for scenes with wider viewing
angles. A spherical panoramic image provides a
panoramic view by projecting the image onto a spherical

surface. Both horizontal and vertical viewing angles can
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reach 360° and 180°, making it suitable for virtual scene
roaming that requires all-round observation. This splicing
technique is more complex, but the effect is more
outstanding. These three methods each adapt to different
application requirements, and through different projection
and stitching techniques, can achieve a limited to
comprehensive perspective expansion. This study uses
fish eye images for VRSFTA reconstruction, and uses
ResNet to extract and filter features from fish eye images.
The specific PIS steps are shown in Figure 5. When
constructing VRSFTA, it is necessary to first bring a fish
eye imaging device to the scenic spot for photo
collection. After completing the collection, the fish eye
image is corrected to conform to human vision, and the
image is transformed into linear storage. After
preprocessing the image, ResNets can be used for feature
extraction, which requires constructing the image scale
space. When constructing the scale space, a Gaussian
pyramid structure is used, with the original image placed
at the bottom of the pyramid. After Gaussian blur
processing, the original image is placed on the upper
layer of the original image, and so on. The image scale
space is shown in equation (16).

L(x¥,0)=G(xY,0)*I(x ) (17

L(x,y,0)

In  equation (16), represents  the

two-dimensional image scale space. Y represents the

G(xy,0)

scale space parameter. represents a

two-dimensional Gaussian function. 1(x.y) represents

the converted grayscale image.

After preprocessing the image, ResNet can be used for
feature extraction. After completing feature extraction, it
is necessary to observe whether there is overlap between
the images. If there is no overlapping area, the images
with other overlapping areas are replaced. After there are
overlapping areas in the image, image registration can be
performed. The erroneous matching points in the image
are removed, and the image with the proposed erroneous
matching points is projected onto a sphere, which is then
reflected as a planar image. Finally, all images can be
fused. After completing the reconstruction of the virtual
scene, collision detection is also required to ensure the
authenticity of the scene. This study uses the bounding
box method (BBM) for collision detection, and the
process is shown in Figure 6.
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Figure 6: Process of model collision

When using BBM for collision detection, it is necessary
to first initialize the detection scene, determine the set of
objects that need collision detection, and then calculate
the bounding boxes of all objects to be detected. The

detection method based on BBM

bounding boxes of all objects are compared to be
detected, and if the bounding boxes do not intersect, it is
considered that no collision has occurred. If the bounding
boxes intersect, it is considered a collision and the virtual
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scene needs to be rearranged based on the detection
results.

4 Results

4.1 Experimental parameters and
environmental settings

The experiments are all conducted in the Python
framework, with the device operating system being
Windows 10 Pro 64bit and the device processor being
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Intel (R) Core (TM) i5-10300H CPU@ 2.50GHz. The
operating memory of the device is 32.0GB, and the GPU
of the device is NVIDIA GeForce GTX 1660Ti. The
algorithm training and testing process adopts SGD
optimizer with cross entropy loss function, and the initial
learning rate is 0.01. After every 20 iterations, the
learning rate decreases by 0.1, the batch size is 128, and
the maximum number of iterations is 200. Table 2 shows
the specific configuration of the environment.

Table 2: Experimental environment setting

Hardware configuration

Software configuration

Intel(R) Core (TM)
CPU .

i5-10300H

NVIDIA GeForce GTX
GPU .

1660Ti
RAM 32 GB DDR4
Storage 1TB SSD
/ /

Operating system Windows 10 Pro 64-bit

Deep learning framework PyTorch 1.7.1

Python version Python 3.8
CUDA Version CUDA 11.2
CuDNN version CuDNN 8.1

The dataset used for simulation training and testing of
ResNets is the CIFAR-10 dataset. The CIFAR-10 dataset
contains 60,000 32x32-pixel color images, divided into
10 categories with 6,000 images per category. These
categories include airplanes, cars, birds, cats, deer, dogs,
frogs, horses, boats, and trucks. These data come form a
publicly available dataset for image feature extraction and
processing, which can be directly used for feature
processing of image data. The dataset is divided into
50,000 training images and 10,000 test images. This
dataset is commonly used for image recognition and
classification tasks in computer vision research. The
study divides the training dataset into 5 batches, each
containing 10,000 images. The hardware facilities for
building VR scenes are the same as those for image
feature extraction experiments. The VR system
development engine is the Unity engine, and the system's
new energy optimization adopts LOD technology. In the
virtual scene, the architectural structure of the scenic area
is modeled using 3D models, and the landscape and
climate are integrated using 2D images. In the modeling
of building structures, 3D models mainly focus on the
structural contours, and structural details are implemented
using textures.

4.2 Verification of image feature extraction
effect based on ResNet

The constructed ResNet34 is based on the VGG16

network. To compare the extraction effects of different

threshold-ResNet34 (DT-RN) modules and same
threshold-ResNet34 (ST-RN) on important features of

tourist attraction images, the feature extraction effects
using DT-RN and ST-RN structures are compared. The
results are shown in Figure 7.

Figure 7 (a) shows the comparison of feature extraction
accuracy (FEA) between two residual structures. When
using the DT-RN structure, the FEA of the network for
scenic spot images is stable between 90%-95%. When
using the ST-RN module, ResNet has a wide range of
FEA fluctuations for scenic spots. After analysis, when
using ST-RN, the feature extraction performance of
complex images is poor, making it difficult to distinguish
between important and non important features of the
image. Figure 7 (b) compares the feature extraction
efficiency (FEE) of two residual structures. The FEE of
the two feature extraction methods is basically the same.
This study compares the training efficiency and recall of
ResNet34, VGG16, and ResNet18 networks on the TMD,
as shown in Figure 8. Figure 8 (a) shows the comparison
of training efficiency among three models. As the number
of training iterations increases, the training time of all
three networks begins to increase. The training time
variation of ResNet34 is the smallest, followed by
VGNN16. As for the time required to complete 100
iterations, ResNet34 is 2.6 seconds, VGG16 is 17.2s,
ResNet18 is 16.8s. The training efficiency of ResNet34
network is the highest, with only 2.6s required for 100
iterations of training. Figure 8 (b) shows a comparison of
the training recall rates of the model. As iterations
increase, the recall rates of all three models are
increasing. The recall rates of ResNet18 and ResNet34
can both increase to around 90%. For the highest recall
rate, ResNet18 is 90.8%, ResNet34 is 95.2%, wile the
VGG16 is only 88.7%. The recall rates of all three



138  Informatica 49 (2025) 129-144

models can reach a high level, while the ResNet34
network has the best recall level. The testing time and
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recall results of ResNet18, ResNet34, and VGG16 on the
TMD are displayed in Figure 9.
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Figure 9: Analysis of neural network testing time and recall rate

Figure 9 (a) shows a comparison of the testing time for
each neural network. As the number of network detection
iterations increases, the time required for each network to
complete testing also increases significantly. ResNet34
has the least increase in time consumption, and
completing 100 iterations of testing for this network takes

about 7s. The time consumption of VGG16 is much
higher than ResNet34 but slightly lower than ResNet18,
and it takes about 15.5s for the network to complete 100
iterations. ResNet18 takes the most time to complete
testing, but it is very close to VGG186, taking about 16s to
complete 100 tests. Figure 9 (b) shows the changes in
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recall rates of three networks during testing. The recall
rates of ResNet18 and ResNet34 tend to stabilize at the
40th and 60th iterations, with stable recall rates
approaching 85% and 89%, respectively. The recall rate
of VGG16 dies not show a stable trend and continues to
rise in the 100th iteration. At this time, the recall rate of
VGG16 testing is only about 80%. The fusion of residual
modules can effectively accelerate the training and testing
efficiency of the network, and improve the recall rate of
the network to the output results. To further verify the
effectiveness of ResNet34 network in extracting features
of tourist attractions, this study compares the loss values
and accuracy of VGG16 and ResNet34. The training and
testing loss values of VGG16 and ResNet34 on the TMD
are exhibited in Figure 10. In Figure 10 (a), the change in
loss values of the VGG16 network during training on this
dataset is similar to the training results on the CIFAR-10
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dataset. On the TMD, the change in loss values is more
pronounced, with greater fluctuations. The test results of
VGG16 on two datasets are completely different. When
tested on the TMD, the model does not show a
convergence trend and shows a certain upward trend as
the iterations increase. In Figure 10 (b), the ResNet34
model converges well during training, completing
convergence directly in the 50th iteration, and the
network loss value after convergence tends to 0. The
testing performance of this network on the TMD is poor,
but overall, it shows a significant downward trend. After
the 30th iteration, the loss value during network testing
begins to fluctuate around 1.5. Compared to the VGG16
network, ResNet34 has better convergence performance
on complex TMDs. Figure 11 shows the accuracy
changes of VGG16 and ResNet34 on the TMD.
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Figure 11: Changes in the accuracy of VGG16 and ResNet34 on the TMD

In Figure 11 (a), when VGG16 is trained on the TMD, the
accuracy of the network increases with the increase of
iterations. At the 70th iteration, the training accuracy of
the network tends to 100%. Before reaching 70 iterations,
the training accuracy of the network shows a phased
increase. In the first 20 iterations, the accuracy of the
network increases the fastest, from 0 to about 45%, and
then increases by about 10% in each stage. The testing

accuracy of this network on the TMD is at a relatively
low level. After 70 iterations, its testing accuracy is only
about 70%, far lower than the training accuracy. In Figure
11 (b), during training, compared to VGG16, at the 50th
iteration, ResNet34's accuracy approaches 100%. When
the iteration is less than 50, the accuracy of the ResNet34
network has also shown a phased increase. ResNet34
reaches its highest accuracy during the 30th iteration of
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training, and then its accuracy decreases to around 60%
before the 50th iteration after the 30th iteration, and then
increases to around 75% after the 50th iteration.

4.3 Verification of tourism promotion
effect based on VR

When analyzing the promotion effect of tourist attractions
based on VR tourism promotion mechanism, this study
first determines the reconstruction effect of VRSFTA.
This study takes the Mount Wutai tourist attractions as an
example to analyze the reconstruction accuracy,
reconstruction efficiency, reconstruction integrity and
structural similarity of different areas of the scenic spots.
The results are shown in Figure 12.

Figure 12 (a) shows the comparison of reconstruction
accuracy and reconstruction integrity of virtual scenes in
different regions of Mount Wutai. The reconstruction
accuracy of the constructed virtual scenes of scenic spots
in various regions is maintained at over 85%, and the
reconstruction completeness of all positions is also
maintained at around 70%. Figure 12 (b) shows the
comparison between the reconstruction efficiency of
virtual scenes and the structural similarity of the
reconstructed scenes. The reconstruction of the internal
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structure of the Mount Wutai building takes the highest
time, about 110s. The reconstruction of other locations
takes about 90s. The structural similarity of all scenes in
the scenic spot can reach 0.7 or above. The interior
reconstruction effect of the scenic building is shown in
Figure 13. Figures 13 (a) and (b) show the virtual
reconstruction effect of the left and front structures inside
the building. In Figure 13, this scenic spot is a temple
type attraction. The reconstruction effect of the left side
chapel structure is good, and the reconstruction scene can
better display the main structure of the temple's side
chapel, such as the two door pillars and structures similar
to door curtains. The main goal of the reconstruction of
the front structure is to worship Buddha statues and their
protectors in temples. The details of the Buddha statues in
the reconstruction scene are relatively comprehensive, but
the reconstruction effect of the protectors is slightly poor.
After analysis, the reason is that during the extraction of
image features, the Buddha statue protector statue was
mistakenly identified as non-important features such as
tourist flow in the scenic area, resulting in feature loss in
the reconstruction of the front structure. The visualization
results of VR reconstruction of tourist attractions are
shown in Figure 14.
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Figure 12: Analysis of the reconstruction effect of the VRSFTAs

Figure 13: Visualization results of VR reconstruction scenes within scenic spots
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Figure 14: Visualization results of VR reconstruction of tourist attractions

This study investigates the comprehensive evaluation
of tourists on VR attraction promotion, and the results
are shown in Table 3.

Table 3: Scenic spot promotion effect evaluation

Count the . . .
. Recommended Satisfaction . . Experience
Tourist ID number of . Surprise rating
methods rating effect
people
1 This paper 50 89*** Q2*** Good
Traditional method 50 72 72 Generality
) This paper 50 87*** 96*** Excellent
Traditional method 50 70 71 Generality
3 This paper 50 8g*** Q5*** Excellent
Traditional method 50 71 69 Generality
4 This paper 50 87x** Q4*** Excellent
Traditional method 50 70 68 Generality
This paper 50 89*** Q2*** Good
> Traditional method 50 69 72 Generality
This paper 50 Q2*** 9Q1*** Good
® Traditional method 50 71 72 Generality

Note: *: P<0.05%; **: P<0.01%; ***: P<0.001%.

In Table 2, the volunteers are relatively satisfied with the
comprehensive rating of the promotion mechanism for
the tourist attraction, all of which remain above 85 points.
Among them, participant 6 rates the promotion
mechanism above 90 points. All participants in the test
show a high level of surprise towards the recommended
attractions through the promotion mechanism, with scores
consistently above 92. Participants 2, 3 and 4 rate the

experience of VR scenes in scenic spots as excellent,
while participants 1, 5 and 6 rate the spots as good.

5 Discussion

A new method for tourism promotion has been proposed,
which utilizes VR technology and ResNet for image
feature extraction and scenic spot recommendation.
Compared with the advanced methods outlined in related
works, several key differences and advantages have
emerged. Nitu et al. [9] enhanced the precision of
personalized recommendations through the examination
of Twitter data and the application of machine learning
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classifiers. However, the proposed method exceeds this
by offering an immersive virtual reality experience. This
not only helps with decision-making but also enhances
the overall appeal of the destination through more
attractive and realistic previews. Compared with the
method proposed by Gao et al. [10], the proposed method
focuses on visual and experiential aspects, providing
virtual tours of potential destinations for tourists and
helping them make more informed and personalized
travel choices.

The experimental results show that the proposed
ResNet34 model has a fast convergence speed and high
accuracy in scene reconstruction, which is superior to
other models such as VGG16 and ResNetl8. This
outstanding performance can be attributed to the skip
connections in ResNet, which helps alleviate the problem
of gradient vanishing and enable deeper network
architectures. VR reconstruction technology also
demonstrates a high degree of detail and structural
similarity, providing almost realistic experiences for
tourist attractions.

Integrating VR technology into tourism promotion
mechanisms has a profound impact on the industry.
Firstly, it has the potential to change the way tourists
interact with and perceive tourist destinations, providing
more immersive and informative decision-making tools.
Secondly, achieving product differentiation through
virtual experiences can enhance the competitiveness of
tourism enterprises. Finally, it can reduce the impact on
the environment and achieve more sustainable tourism
practices by reducing the need for on-site visits during the
decision-making stage.

Although the proposed method has performed well in
personalized travel recommendations for tourists, there
are still several areas that need improvement in the future.
The representation of long-range structures in VR scenes
still needs improvement and currently lacks details.
Advanced image processing techniques and deeper neural
networks can be explored to solve this problem. In
addition, the integration of real-time data, such as
weather conditions and crowd levels, can provide more
value to tourists. Finally, developing more interactive and
user-customizable VR experiences can further enhance
user engagement and satisfaction.

6 Conclusion

To optimize the current tourism recommendation
mechanism and change the current situation where
recommendations are only based on tourists' past
preferences or recent browsing content, this study used
VR to design a scenic spot recommendation mechanism
based on tourists' own experience. This technology used
ResNet to extract features from scenic spot images, and
then utilized panoramic stitching technology to construct
VR scenes of relevant scenic spots. This allowed tourists
to experience certain attractions in advance, thereby
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attracting them to the actual location of the attraction.
The results verified that the designed ResNet34 could
converge after 50 iterations of training on both the TMD
and the CIFAR-10 dataset, and the loss values after
convergence tended to 0. When tested on CIFAR-10, the
converged loss value of ResNet34 was about 0.4, and the
lowest loss value on the TMD was about 0.1. All tourists
gave a comprehensive rating of 85 or above for the
promotion mechanism, with a surprise rating of 90 or
above for the promotion. The VR reconstruction
technology designed in this project could clearly display
the texture, structure, and other details of the target
building structure when reconstructing virtual scenes of
scenic spots. However, this technology has a poor
reconstruction effect on distant structures when
reconstructing panoramic views of scenic spots, and
cannot show more details to tourists. In the future, it is
possible to add a distance dimension to virtual scenes, so
that tourists can intuitively experience all the
characteristics of the scenic spot when experiencing them
in the virtual scene.
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Detecting kidney disease at an early stage is crucial for timely intervention and improved patient
outcomes. In recent years, machine learning classifiers have shown promise in enhancing the accuracy
and efficiency of diagnosing kidney disease. This research paper delves into the comparative analysis of
Support Vector Machine (SVM) classifier, Random Forest classifiers, and a Hybrid model combining
SVM and Decision Tree for kidney disease detection. The introduction of each classifier, including SVM's
classification mechanism, advantages, and preferred usage scenarios, as well as Random Forest's
approach to combating overfitting through ensemble learning and parameter tuning considerations, sets
the stage for a comprehensive evaluation. Additionally, exploring the benefits, challenges, and synergistic
strengths of a Hybrid model in leveraging SVM's robustness and Decision Tree's interpretability is
essential for understanding its potential in kidney disease detection. By investigating the common features
utilized for kidney disease detection and assessing the accuracy and implications of early detection using
machine learning models, this paper aims to contribute to the advancement of medical diagnostics.
Furthermore, the study will evaluate and compare the performance of SVM, Random Forest, and Hybrid
classifiers, examining the metrics employed for model effectiveness assessment and addressing any
limitations or biases inherent in interpreting the results for kidney disease detection. Through this
research, we aim to provide valuable insights into the application of machine learning classifiers in
medical diagnostics, particularly in the context of kidney disease detection.

Povzetek: Predlagan je hibridni model strojnega ucenja, ki zdruzuje SVM in odlocitveno drevo za zgodnje

odkrivanje ledvicnih bolezni.

1 Introduction

Detecting kidney disease is crucial for early
intervention and prevention of progression to kidney
failure. Common features used for this purpose include
assessing the number of filtering units (glomeruli) in the
kidney and evaluating the condition of the tubules that
collect urine [1]. Additionally, identifying the presence of
fluid-filled sacs, known as cysts, in the kidneys is another
key feature used in detection [1]. Monitoring the kidney's
ability to eliminate waste from the blood and maintain the
body's chemical balance is also essential in the detection
process [1]. Various diagnostic tests play a vital role in
identifying kidney disease, such as urine tests that reveal
abnormalities and provide insights into the underlying
cause of chronic kidney disease [1]. Imaging tests like
ultrasounds or CT scans help assess the size, structure,
visible damage, inflammation, or stones in the kidneys,
aiding in the diagnosis process [1]. Furthermore, routine
blood work can indicate the early stages of chronic kidney
disease, making it an important tool in early detection and
management [1]. Blood pressure monitoring and kidney
function testing with urine and blood tests are also

common practices in the detection and monitoring of
kidney disease [1]. Early detection through these features
and tests is essential as kidney disease often progresses
without showing specific signs or symptoms until
irreversible damage has occurred [1]. Machine learning
models have shown promise in predicting kidney disease
by utilizing various diagnostic tests and tools. Blood and
urine tests play a crucial role in diagnosing kidney disease
by assessing the levels of waste products like creatinine
and urea in the blood, as well as detecting abnormalities
that may indicate underlying issues [2][1]. Additionally,
tests such as the estimated glomerular filtration rate
(eGFR) and urine albumin test are commonly used to
evaluate chronic kidney disease (CKD) and determine its
severity [3]. These tests provide essential information
about kidney function and can help healthcare providers
identify the stage of CKD a patient is in, ranging from very
mild to kidney failure [4]. Moreover, imaging tests like
ultrasounds, MRIs, and CT scans are employed to
visualize the kidneys and detect any potential blockages or
abnormalities that may contribute to kidney disease [5].
By incorporating the results of these diagnostic tests into
machine learning models, healthcare professionals can
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enhance the accuracy of predicting kidney disease and
tailor treatment plans to individual patients based on their
specific diagnostic profile. Early detection of kidney
disease using classifiers presents a promising avenue for
improving patient outcomes and preventing disease
progression. Given the variability in symptoms associated
with kidney disease, including swelling, itchiness, and
changes in urination frequency, timely consultation with a
healthcare provider is crucial when suspecting such
conditions [4]. Importantly, kidney disease may not
exhibit any symptoms in its early stages, underscoring the
significance of proactive screening and detection methods
[4]. By leveraging classifiers for early detection,
healthcare professionals can promptly identify individuals
at risk and initiate interventions to prevent further
deterioration of kidney function [4]. Such timely
interventions have the potential to slow down kidney
damage and, in some cases, avert the progression to
kidney failure, highlighting the critical role of early
detection in mitigating the impact of kidney disease on
patients' health outcomes [4].

2 Machine learning approaches
Machine learning algorithms have revolutionized the field
of healthcare by offering innovative solutions for disease
diagnosis and prediction. In the context of kidney disease
detection, Support Vector Machine (SVM) classifier,
Random Forest classifiers, and the Hybrid (SVM and
Decision Tree) machine learning classifier models have
shown promising results. This section delves into the
intricacies of these models and their application in the
early diagnosis of chronic kidney disease (CKD) to
enhance preventive healthcare strategies.

2.1 Support vector machines

Support Vector Machines (SVM) are a valuable tool in the
realm of supervised learning, serving purposes in both
regression and classification tasks. The fundamental
principle of SVM involves plotting data points in a multi-
dimensional space, where each feature corresponds to a
specific coordinate within that space [6]. Support Vector
Machine (SVM) is a powerful machine learning algorithm
used for linear or nonlinear classification, regression, and
even outlier detection [6]. In the realm of healthcare,
particularly in the domain of kidney disease detection,
SVM plays a crucial role. The research work [7] aims to
assist in the prevention of chronic kidney disease (CKD)
by utilizing machine learning techniques to diagnose CKD
at an early stage. SVM can be used for both regression and
classification tasks, but generally, they work best in
classification problems [8]. The ability of SVM to handle
complex classification tasks makes it a valuable tool in the
early detection of kidney diseases. SVM is favored when
computational resources are limited, as it requires less
power to operate effectively compared to some other
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classifiers [8]. Furthermore, SVM shines when dealing
with non-linearly separable data, making it the preferred
choice in such scenarios over other classifiers that struggle
with this type of data [9]. In fact, SVM has been found to
outperform Naive Bayes specifically when data is not
linearly separable, showcasing its superior performance in
such cases [9]. Another advantage of SVM is its ease of
interpretation, making it a preferred option when
transparency and explainability are crucial factors in
model selection [9]. Moreover, SVM is known for being
less prone to over-fitting, ensuring more robust and
generalize models compared to some other classifiers
[10]. Particularly, SVM is well-suited for high-
dimensional and unstructured datasets, such as image and
text data, where it tends to outperform logistic regression,
further solidifying its preference in these contexts [10].
The overall findings of SVM algorithm implemented in
literature and its gap analysis is described in table 2.1.

2.2 Random forest

Random forest is a supervised learning algorithm that
builds an ensemble of decision trees, usually trained with
the bagging method [11]. In the context of medical data
classification for kidney disease detection, a feature
ranking based approach is developed and implemented
using Random Forest classifiers [12]. Despite its
popularity, the Random Forest Algorithm comes with its
own set of advantages and disadvantages [13]. By
leveraging the strengths of Random Forest classifiers,
healthcare professionals can enhance the accuracy and
efficiency of kidney disease diagnosis. Random Forest,
utilizes various strategies to tackle the prevalent issue of
over-fitting. One key approach employed by Random
Forest is to increase the number of trees in the forest, as it
has been shown that having a greater number of trees leads
to higher accuracy and helps prevent over-fitting. By
ensuring that individual trees in the forest are built with
randomness, the algorithm reduces correlations between
them, subsequently diminishing the risk of bias and over-
fitting. Additionally, Random Forest implements feature
bagging during the training phase, which helps prevent the
dominance of any single feature, fostering diversity
among the trees and contributing to a more resilient model.
Furthermore, the algorithm controls the randomness of
sample selection and feature choice, mitigating the risk of
over-fitting by sampling features for the best split at each
node and utilizing bootstrap aggregating to randomly
sample subsets of the training data. Moreover, Random
Forest's use of "majority rules" output serves as another
mechanism to handle overfitting, ensuring that the final
prediction is based on the collective decisions of multiple
trees, rather than being influenced by a single tree that may
have overfit the data. Overall, through a combination of
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strategies such as increasing the number of trees, utilizing
randomness in tree construction, feature bagging, and
majority voting, Random Forest effectively manages the
issue of overfitting, making model overfitting nearly
impossible. The overall findings of random forest
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algorithm implemented in literature and its gap analysis is
described in table 2.2.

Table 2.1 SVM algorithm gap analysis

Findings

Gaps

Support Vector
Machines (SVM)

- Effective in handling complex
classification tasks, especially
with non-linear separable data.

- Efficient in  computational
resource usage.

- Less prone to overfitting,
ensuring robust and
generalizable models.

Easier to interpret, which is crucial for
healthcare applications.

- Struggles with scalability for very
large datasets due to computational
complexity.

- Requires careful tuning of parameters,
which can be computationally
intensive.

- Sensitive to noisy data and outliers, which
can affect performance.

Table 2.2 Random Forest algorithm gap analysis

(SVM and Decision Tree)

metrics such as prediction
accuracy, MSE, and RMSE

applications.

- Significantly enhances performance

compared to individual models.
Adaptable and can be tailored to various

Findings Gaps
Random - Achieves high accuracy and effectively - Often less interpretable than simpler
Forest prevents overfitting through increasing the models, which can be a drawback in
number of trees, randomness in tree healthcare applications.
construction, feature bagging, and majority - Resource-intensive, particularly with
voting. a large number of trees.
- Excels in determining feature importance. | Can still overfit on particularly noisy datasets
Demonstrates resilience and robustness in various | if not carefully managed.
data scenarios.
Table 2.3 Hybrid model algorithm gap analysis
Findings Gaps
- Combines SVM and Decision Tree - Increased complexity can lead
algorithms to optimize to longer training times and
classification, leveraging SVM for higher computational costs.
crucial datapoints near decision - Integration of SVM and
Hybrid Model boundaries. Decision Tree requires

seamless integration, which
can be technically
challenging.
Effectiveness heavily depends on data
quality and may require extensive
preprocessing and feature engineering.

2.3 Hybrid model

The hybrid tree model combines the strengths of SVM and
Decision Tree algorithms to optimize the classification
process for kidney disease detection. By utilizing SVM to
classify crucial datapoints near decision boundaries, the
hybrid model ensures efficient classification while
maintaining accuracy [14]. This hybrid approach enhances
the speed and precision of classification tasks, particularly

in scenarios where quick decision-making is essential for
early disease detection [14]. The synergy between SVM
and Decision Tree algorithms in the hybrid model offers a
comprehensive solution for accurate and timely kidney
disease diagnosis [14]. Integrating Support Vector
Machine (SVM) and Decision Tree in a hybrid model
offers a multitude of advantages that outweigh the
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limitations of each individual model. This integration not
only addresses the shortcomings of the individual models
but also enhances the classification accuracy significantly
[15]. By leveraging the unique mechanisms of SVM and
Decision Tree, the hybrid model can capitalize on the
strengths of each model, leading to improved performance
in terms of classification and prediction accuracy [15].
Furthermore, the hybrid model aids in the acquisition of
optimal parameters, resulting in enhanced prediction
accuracy, Mean Squared Error (MSE), and Root Mean
Squared Error (RMSE) [16]. Research has shown that the
hybrid model, combining SVM and Decision Tree,
outperforms Logistic Regression (LR) and standalone
SVM models, demonstrating superior generalization
prediction accuracy, MSE, and RMSE [17]. This
amalgamation of SVM and Decision Tree in a hybrid
model showcases the potential for more robust and
accurate predictive modeling compared to using either
model in isolation. The hybrid model, a fusion of Support
Vector Machine (SVM) and Decision Tree classifiers, is
designed to capitalize on the strengths of each to enhance
overall processing performance [18]. By incorporating the
Euclidean distance and H-EOM metric, the hybrid model
effectively harnesses the robust capabilities of SVM to
improve classification accuracy and efficiency [19].
Studies have showcased the effectiveness of this approach,
particularly with the H-SVM classifier, which has
outperformed other traditional classifiers by effectively
merging the attributes of SVM and Decision Tree
methodologies [18]. In a different context, Wang et al.
adopted a similar strategy by combining the predictions of
neural network, support vector regression, and decision
tree models to forecast the outcomes of optimizations in a
plasma arc process for tar reforming, demonstrating the
versatility and utility of hybrid models in diverse
applications [20].A novel hybrid model algorithm
combining SVM and decision tree algorithm implemented
in this research work with its expected gap analysis is
given in table 2.3. Overall findings and gap analysis are
tabulated in table 2.4.

3 Challenges in integrating SVM and
decision tree in a single classifier
model

T. Mangayarkarasi et al.

Integrating Support Vector Machine (SVM) and Decision
Tree in a single classifier model poses certain challenges
that need to be addressed. The hybrid tree model
incorporates SVM's assistance specifically for classifying
essential data points located near the decision boundary,
while the less critical data points are handled by a rapid
decision-making process. This approach aims to leverage
the strengths of both SVM and Decision Tree algorithms
to enhance classification accuracy and model
performance. Previous studies have explored a range of
machine learning algorithms, including logistic regression,
random forest, gradient boosting, and SVM, to investigate
the effectiveness of different approaches in classification
tasks. Additionally, hybrid models have been proposed
that combine Gaussian Naive Bayes, gradient boosting,
and decision tree as base classifiers, supplemented by
random forest as a meta-classifier. One research initiative
introduces the concept of a hybrid support vector machine
(H-SVM) classifier, utilizing SVM as the foundational
element in the hybrid model. Moreover, the integration of
SVM and logistic regression in a hybrid model has been
evaluated, showcasing the potential benefits of combining
these techniques in a unified framework. Despite these
advancements, the challenge remains in effectively
merging the distinct methodologies of SVM and Decision
Tree to create a cohesive and efficient classifier model that
optimizes performance and accuracy in classification
tasks. The intention of our research work is to examine the
kidney disease from patient’s images and indicate the
menace of kidney disease via support vector machine,
ensemble Random Forest and hybrid algorithm. The
objective of our proposed work is discussed below,

e To identify the kidney disease using kidney

affected patient’s images as input.

e To implement conventional machine learning

algorithms and hybrid-based algorithm in predicting

kidney disease along with classification.

e To evaluate the overall performance of Proposed

models.

e To classify the kidney images via two-level

classifiers which distinguish images into normal from

abnormal, and multi-label classifiers which categorize

the kidney input images into several classes namely

cyst, calculi, tumor from normal individuals.

Table 2.4 Over all findings and gap analysis from literature review

S. No | Title of the Article | Journal Details Findings Gap Analysis

1 Machine Learning | Journal of Healthcare | Demonstrates the use | Lacks a comprehensive
Techniques for | Informatics Research | of various machine | evaluation of  hybrid
Kidney Disease | [17],[20] learning models like | models, especially in
Prediction SVM, Random Forest, | integrating  SVM and

and Hybrid models for | Decision Trees.
kidney disease
prediction.

2 Early Detection of | Journal of  Medical | Highlights the | Limited comparison with
Chronic Kidney | Systems [6] importance of early | hybrid models and
Disease using detection using SVM | insufficient statistical

and Random Forest. analysis for validation.
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Machine Learning
Algorithms

3 A Hybrid Machine | Health Informatics | Shows the | Needs detailed analysis on
Learning Model for | Journal [14] effectiveness of hybrid | overfitting prevention and
Predicting Kidney models combining SVM | real-world dataset
Disease and Decision Trees. validation.

4 Improving the | International Journal of | Focuses on improving | Does not address hybrid
Accuracy of Kidney | computing Business | diagnosis accuracy with | model integration and its
Disease Diagnosis | Research [18] Random Forest and | comparative performance.
with Machine SVM.
Learning

5 Comparative Analysis | Computersin Biology and | Compares SVM, | Lacks a detailed discussion
of Machine Learning | Medicine [23] Random Forest, and | on hybrid models and
Algorithms for Kidney other algorithms for | overfitting issues.
Disease Detection kidney disease

detection.

4 Proposed methodology

In this section, we are introducing workflow of our
proposed methods along with how the novel machine
learning models utilized in kidney disease prediction and
classification. The proposed workflow integrates
multiple machines learning models, including SVM
(Support Vector Machine), Ensemble Random Forest,
and a Hybrid Model (combining SVM and Decision
Tree), to enhance the prediction and classification
accuracy of kidney diseases. The Hybrid Model
combines SVM and Decision Tree to enhance prediction
capabilities. Consideration of Overfitting and Model
Complexity

Overfitting concerns

- Complexity of Hybrid Models: The integration
of multiple models can lead to increased model
complexity, which in turn can risk overfitting.

- Regularization techniques: To mitigate overfitting:

- Use regularization methods such as L2
regularization for the SVM.

- Prune the Decision Trees to avoid overly
complex trees that fit the training data too
closely.

- Validation strategies:

- Cross-validation:  Employ  k-fold  cross-
validation to ensure the model generalizes well
to unseen data.

- Early stopping: Monitor performance on a
validation set during training and stop when
performance degrades, indicating potential
overfitting.

- Ensemble methods: Usage of ensemble
techniques like bagging and boosting to
combine multiple models and reduce variance.

Implementation measures

- Hyperparameter Tuning: Perform grid search or
random search to find the optimal
hyperparameters for SVM and Decision Tree.

- Balanced Dataset: Ensure the dataset is
balanced to prevent the models from being
biased towards the majority class.

- Robust Evaluation Metrics: Besides accuracy,
consider metrics such as precision, recall, and
F1-score, especially in the case of imbalanced
datasets.

By addressing overfitting and leveraging the
strengths of both SVM and Decision Tree, the hybrid
model aims to provide a robust solution for kidney
disease prediction and classification, ensuring high
accuracy and reliability in real-world applications.

The integration works as follows too depicted in
figure 1.:

The outline of the proposed novel algorithm that
integrates SVM (Support Vector Machine), Ensemble
Random Forest, and a Hybrid Model (SVM and Decision
Tree) for predicting kidney disease. This algorithm
leverages the strengths of each model to improve overall
prediction accuracy.

Step 1: Data preprocessing

a) Data collection: Gather a comprehensive
dataset related to kidney disease with
features such as age, blood pressure, blood
tests, urine tests, etc.

b) Data cleaning: Handle missing values,
outliers, and noisy data.

c) Feature engineering: Create new features if
necessary and perform
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Figure 1: Proposed workflow for kidney disease identification and classification

a) feature selection to keep only the most
relevant features.
b) Normalization/Standardization: Normalize

or standardize the features to ensure they are
on a similar scale.

Step 2: Model training
A. Split Data: Divide the dataset into training
(70%) and testing (30%) sets.
B. Train base models:

a. SVM: Train an SVM classifier using the
training set.
b. Random Forest: Train an ensemble

Random Forest classifier using the
training set.

Step 3: Hybrid model
A. Train hybrid model:
a. SVM with Decision Tree: Combine

SVM and Decision Tree to create a
hybrid model. This can be done by
training an SVM and using its
predictions as additional features for a
Decision Tree classifier.

Figure 2: Sample input images for finding kidney
abnormal region

B. Sequential training:

a. Step 1. Train the SVM on the
preprocessed training data to create a
robust model that handles high-
dimensional data efficiently.

b. Step 2: Use the SVM’s output

predictions as input features for training
the Decision Tree. This step allows the
Decision Tree to capture non-linear
relationships and interactions that the
SVM might miss.



Hybrid Machine Learning Classifier Models for Kidney Disease...

C. Synergistic effects:

a. Strengths of SVM: Handles high-
dimensional data well, finds the optimal
hyperplane for classification, and is
effective in cases where the number of
dimensions exceeds the number of
samples.

b. Strengths of Decision Tree: Provides
clear interpretability, captures non-
linear interactions, and can model
complex decision boundaries.

c. By combining these two, the hybrid
model benefits from the SVM’s ability
to separate classes in a high-dimensional
space and the Decision Tree’s capacity
to refine these predictions with non-
linear decision boundaries.

Step 4: Model integration

A. Stacking Ensemble: Use a stacking ensemble
technique to integrate the predictions from the
SVM, Random Forest, and Hybrid Model.

B. Train a meta-classifier (e.g., Logistic Regression)
using the predictions from the SVM, Random
Forest, and Hybrid Model as input features.

Step 5: Model evaluation

A. Evaluate Models: Use the testing set to evaluate
the performance of the individual models (SVM,
Random Forest, Hybrid Model) and the final
stacked model.

a. Calculate metrics such as accuracy,
precision, recall, Fl-score, and ROC-
AUC.

B. Comparison: Compare the performance of the
stacked model against the individual models to
ensure the ensemble approach improves
prediction accuracy.

Step 6: Deployment
Deploy Model: Once satisfied with the
performance, deploy the stacked model for real-
time kidney disease prediction.
This algorithm leverages the strengths of different
models to improve kidney disease prediction accuracy,
providing a robust solution.

5 Evaluation

When assessing the efficacy of SVM, Random Forest, and
Hybrid classifiers for identifying kidney disease, it is
imperative to employ robust evaluation metrics. A total of
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520 samples with cyst, tumor, calculi and normal are taken
and it is shown in table 5.1. These metrics serve to quantify
the models' performance by comparing their predictions
with the actual ground truth values, thereby determining
the correctness and reliability of the outcomes [18][19]. To
conduct a thorough analysis, multiple models are assessed
against chosen evaluation metrics within a structured
evaluation framework.

Table 5.1: kidney disease categories with number of

samples
Categories of kidney Number of
disease samples
Cyst 180
Tumor 109
Calculi 99
Normal 132

This systematic approach allows for a comprehensive
comparison of different classifiers, facilitating the
identification of the most effective model for kidney
disease detection [21][22][23]. When comparing the
effectiveness of different classifier models, various
metrics play a crucial role in providing a comprehensive
evaluation. Metrics like accuracy, precision, recall, F1
score, and the area under the ROC curve are commonly
employed to gauge the performance of classifier models
from different angles, allowing for benchmarking and
comparison purposes [19]. These metrics offer distinct
perspectives on the model's behavior and effectiveness,
aiding in the selection of the best-performing classifier
[19]. The multilevel classifier confusion matrix is utilized
to analyze the confusion matrix in order to detect several
types of kidney abnormalities such as tumours, cysts,
calculi, and normal via pictures of kidney patients. This
multilevel classifier aids in the classification of images
into many labels. Distinguishing two classes using
confusion matrix is common. For example, to detect the
aberrant region created in kidney pictures, we categorize
the pictures of kidney into four classes with four labels
shown in table 5.2. The confusion matrix, which records
the occurrence quantity between real and anticipated
values, is used by the multi label classifier to classify
actual images into various classes.

Inferences-

» The confusion matrix of ensemble based random
forest is shown in figure 3 Here, truly predicted
the disease as 27, false negative as 0, false
positive value as 2 and true negative as 20.
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Table 5.2: Multi label classifiers for kidney disease
identification using confusion matrix

Predicted Value
Classe | Norma | Calcul | Tumou | Cys
Actua S | i r t
I Norma | TN FP TN | TN
value | |
Calculi | FN TP FN | FN
Tumour | TN FP TN | TN
Cyst TN FP TN | TN

=]

0 1
o 27
15
10
. 20
5

0

Figure 3: CM for ensemble
based random forest algorithm

25

0 1
o 27
15
10
— 21
5

0
Figure 4: CM for SVM algorithm

0 1 5
20
o 27
15
10
N
5
0

Figure 5: CM for hybrid algorithm

g

> For detecting kidney disease and also classifying
images into two classes using confusion matrix
for SVM approach which is shown in figure 4.
The values predict the classes correctly namely
TP value is 27, FN is 0, FP is 1 and TN is 21.

» The confusion matrix of proposed hybrid
algorithm which appropriate to detect the disease
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via TP as 27, FN is 0, FP is 2 and TN is 20 are
depicted in figure 5.

> Table 5.3 clearly indicates the need for Multilabel
Classifier.

Table 5.3: Performance metrics -two label classifier

Random SVM Hybrid
Forest approach
(SVM +
Decision Tree)
Precision 1 1 1
Recall 0.931 0.964 0.931
F-Score 0.964 0.981 0.964

Multi-label classifier results
The classifier which distinguishes the kidney

images into several classes namely class 0, class 1, class 2,
and class 3 represented as calculi, cyst, normal and tumor
kidney images. Here the comparison has done among
three algorithms such as ensemble random forest, SVM
and hybrid algorithm in predicting kidney disease and also
classifying images into several classes namely tumor, cyst,
calculi and normal. Table 5.7 demonstrates three machine
learning approaches in terms of accuracy along with two-
level and multi label classifiers.
» Detection of Kidney Stones [/ Calculi,
classification accuracy has been improved using
Hybrid Algorithm
» Detection of Kidney Cyst- Classification
Accuracy for Hybrid Algorithm is less when
compared to SVM classifier
> Detection of Kidney Tumor- Classification
Accuracy for Hybrid Algorithm is less when
compared to SVM classifier

> F-score has an improved metric which shows
abnormality detection of any type, Hybrid
algorithm gives better performance

> Obtained values of Precision, in classifying
kidney stones, shows Hybrid Algorithm has
positively classified TP for that particular
abnormality.

After image classification has done, the representation
of images is shown in figure 6.

6 Impact and clinical relevance

The proposed workflow and hybrid machine learning
algorithm for kidney disease identification and
classification have significant implications for clinical
practice and patient care. Below are key areas where this
impact and relevance are most evident:



Hybrid Machine Learning Classifier Models for Kidney Disease...

<R

Input kidney

Classification

images

Calculi

Normal

Tumour

Figure 6: Classification to detect the affected region
of kidney

Table 5.4: Detection of calculi kidney disease
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Table 5.6: Detection of tumor kidney disease

Random SVM Hybrid
Forest Combine
(SVM +
Decision
Tree)
Accuracy 95.9 97. 95.9
9
Precision 1 1 1
Recall 0.931 0. 0.931
964
F-Score 0.964 0. 0.964
981

Table 5.7: Comparison of classification accuracy
among proposed algorithms with two label and multi

Random SVM Hybrid label classifiers
Forest approach Proposed Two-level Multi
(SVM + Machine classifier label classifier
Decision Tree) learning
Accurac 91.3 86.9 89.1 algorithm
y Ensemble 95.9 83.65
Precisio 0.894 0.894 1 Random Forest
n Support 97.9 91.3
Recall 0.894 0.809 0.791 Vector Machine
F-Score 0.917 0.894 0.833 Hybrid 95.9 82.69
(SVM+DT)

Table 5.5: Detection of Cyst kidney disease

Random SVM Hybrid

Forest Combine

(SVM +

Decision
Tree)

Accuracy 92 93.6 92

Precision 0.972 0.944 0.972
Recall 0.897 0.944 0.897
F-Score 0.883 0.943 0.883

Enhanced diagnostic accuracy

Improved prediction accuracy: By leveraging
the strengths of SVM, Random Forest, and a
Hybrid Model, the proposed approach ensures
higher accuracy in predicting various Kidney
diseases. This leads to more reliable diagnoses,
reducing the risk of misdiagnosis.

Precision and recall: High precision and recall
metrics mean fewer false positives and false
negatives, respectively. Clinicians can be more
confident in the diagnostic results, which is
critical for timely and appropriate treatment.

b. Early detection and prevention

Early intervention: Accurate early detection of
kidney diseases such as calculi, cysts, and tumors
enable early intervention, which can significantly
improve patient outcomes. Early treatment can
slow disease progression and improve quality of
life.

Preventive measures: ldentifying at-risk
individuals through precise prediction models
allows for the implementation of preventive
measures, potentially reducing the incidence of
severe kidney disease complications.

c. Personalized treatment plans

Tailored treatments: The detailed and accurate
classification of kidney disease types supports the
development of personalized treatment plans.

Each patient’s specific condition can be
addressed with a customized approach,
enhancing treatment effectiveness.

e DMonitoring and adjustments: Accurate

predictions enable ongoing monitoring and
timely adjustments to treatment plans, ensuring
they remain effective as the disease progresses or
responds to therapy.
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d. Resource optimization

e Efficient use of resources: By providing
accurate and early diagnoses, the proposed model
helps optimize the use of medical resources.
Fewer diagnostic tests and follow-ups are needed,
which reduces healthcare costs and saves time for
both patients and healthcare providers.

e Prioritization: Healthcare facilities can prioritize
patients based on the severity and type of kidney
disease detected, ensuring those in critical need
receive prompt attention.

e. Clinical decision support

e Supporting clinicians: The integration of
machine learning models into clinical workflows
acts as a decision support system, aiding
clinicians in making informed decisions based on
data-driven insights.

e Reducing human error: Machine learning
models help reduce human error in diagnosis,
providing consistent and objective assessments
that support clinical judgment.

f. Research and development

e Advancing medical research: The data and
insights generated from these predictive models
can contribute to medical research, helping to
uncover new patterns and correlations in kidney
disease progression and treatment response.

e Innovation in healthcare: The use of advanced
machine learning models in clinical practice

promotes innovation, encouraging  the
development and adoption of new technologies in
healthcare.
g. Patient empowerment
e Patient awareness: Accurate and early
predictions can empower patients with

knowledge about their health status, encouraging
proactive health management and adherence to
treatment plans.

e Improved patient outcomes: With better
diagnostic tools and personalized treatments,
patients experience better health outcomes and
improved quality of life.

The integration of SVM, Random Forest, and a Hybrid
Model for kidney disease prediction and classification
presents a robust, accurate, and clinically relevant
approach to managing kidney health. By enhancing
diagnostic accuracy, supporting early detection, and
enabling personalized treatment plans, this workflow has
the potential to significantly improve patient care and
outcomes. Additionally, it optimizes healthcare resources
and supports clinical decision-making, making it a
valuable tool in modern medical practice.

T. Mangayarkarasi et al.

7 Conclusion

A diagnostic decision support system is required to aid
doctors in determining the chronic state of kidney disease
patients. We devised a mechanism to assist clinicians in
treating individuals with kidney disease. Support Vector
Machine is a system that was created using machine
learning techniques (SVM). This proposed work focused
on detecting kidney disease affected patients by applying
machine learning techniques like SVM, ensemble random
forest and hybrid algorithm upon kidney images dataset as
input. Moreover, classification has done to identify the
affected regions on kidney images to find whether it is
either cyst or tumor or calculi in terms of accuracy and
confusion matrix measures. Our experimental results
reveal that among these machine learning algorithms,
SVM generates high accuracy of 91.3% for Multi label
classifiers and 97.9% for two label classifiers. This
approach is supposed to assist doctors in accurately
determining the chronic state of kidney disease patients.
But the approaches still produce ambiguity in multi label
classification since the image dataset is comparatively less
which necessitates the implementation of Transfer
learning techniques.
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The accurate detection of abnormal users in the grid is conducive to maintaining the stability of the smart
grid. This paper briefly introduces the smart power grid and the intelligent algorithm used to detect users
with abnormal power consumption in the power grid. The intelligent algorithm combined the bidirectional
long short-term memory (LSTM) and a convolutional neural network (CNN) to extract the features from
the power consumption data of the users and then used the adaptive boosting (AdaBoost) model to classify
the users. The field operation test was carried out in a small substation. The proposed method was
compared with the single bidirectional LSTM and CNN methods. The findings showed that the proposed
method had the best performance in the simulation experiment, with a precision of 98.7%, a recall rate of
97.9%, and a false drop rate of 3.6%, and its receiver operator characteristic (ROC) curve deviated the
most from the diagonal line and had the largest area enclosed. In the field operation test, the proposed
method obtained a lower and more stable false detection rate (approximately 3.6%).

Povzetek: Raziskava je omogocila izdelavo CNN+Bidirectional LSTM za zaznavanje anomalij v
pametnem omrezju, kar omogoca stabilno in ucinkovito identifikacijo nepravilne porabe elektricne
energije.

1 Introduction

With the rapid advancement of information technology
and the optimal adjustment of energy structure, the smart
grid has emerged as a crucial development direction of
future power systems, gathering increasing attention [1].

Characterized by information, automation, and
intelligence, the smart grid can realize real-time
monitoring, intelligent scheduling, and efficient

management of the power network [2]. In the operation
process of the smart grid, the power transported by the

power grid will produce technical and non-technical losses.

The former refers to the inherent loss of all equipment in
the power grid and is an unavoidable loss, while the latter
is caused by abnormal power consumption, equipment
failure, and network system failure [3]. Abnormal power
consumption is the main cause of non-technical loss of the
smart grid and will affect the stability and security of the
smart grid. Therefore, rapid and accurate detection of
abnormal power consumption in the smart grid is
conducive to maintaining its stability [4]. Artificial
intelligence has been making significant breakthroughs in
various new fields, such as the perception of real-world
signals. In these areas, artificial intelligence has
occasionally surpassed human capabilities and will
continue to do so even more in the future. Artificial
intelligence can also be applied to the management of
smart grids. The relevant research, as shown in Table 1, is
all related to improving the performance of smart grids.
Some studies focus on demand distribution calculation in
smart grids, some on the interaction efficiency between

users and intelligent systems in smart grids, and some on
intelligent controllers in smart grids. This paper focuses
on identifying abnormal electricity users in smart grids by
using a convolutional neural network (CNN) to extract
electricity consumption features from users and then using
bidirectional long short-term memory (LSTM) for
identification. By utilizing a deep learning algorithm to
improve the efficiency and accuracy of identifying
abnormal users in smart grids, it provides an effective
reference for enhancing the stable operation of smart grids.

Table 1: Related research

lightweight privacy-
protecting metering
protocol for
bidirectional
communication
between smart grid
users and power

Author Research content Research
results
Dengetal. | They proposed a The test results
[5] dual decomposition- | verified the
based distributed effectiveness of
approach to the proposed
improve demand algorithm.
response in smart
grid.
Joetal. [6] | They proposed a The test results

showed that the
protocol can
further improve
the speed of
message
authentication.
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systems.
Griloetal. | They developed a The
[7] solution for experimental

results showed
the effectiveness
of the proposed
method.

extracting relevant
data from specific
locations in low-
voltage power grids
and efficiently
transmitting the
data to intelligent
controllers via
wireless sensor
networks.

This paper briefly introduces the smart power grid and
the intelligent algorithm used to detect users with
abnormal power consumption in the power grid. The
intelligent algorithm integrated the bidirectional LSTM
with a CNN to extract the features from the power
consumption data of users and then used the adaptive
boosting (AdaBoost) model to classify these users.
Moreover, simulation experiments were carried out in a
laboratory. A field operation test was carried out in a small
substation.

2 The detection method of abnormal
operation in the smart power grid

2.1 Smartgrid

With the expansion of the power grid scale, traditional
power management approaches have been unable to meet
the needs of power grid operation. However, with the
progress of information technology and the Internet, it has
become easier to collect and analyze operational data of
power grids [9], giving rise to smart grids. Compared with
the conventional power grid, the smart grid can use the
sensors installed on the equipment to automatically collect
and analyze the operation data produced by the power grid,
then intelligently schedule the power grid, and detect the
anomalies in the power grid [10].

Input the Input into the Obtain the
daily data of bidirectional » features of the
grid users LSTM daily data
Input the . Obtain the
monthly data I D e » features of the

) CNN
of grid users weekly data

Y. Zhang et al.

Figure 1 presents the basic architecture of smart grid
operation monitoring. The corresponding sensing
facilities are installed in power grid equipment such as
power transmission lines, transformer equipment,
distribution station equipment, and smart meters. The
sensing facilities collect real-time operation data from the
corresponding power grid equipment and then transmit the
data to the smart grid control center via the Internet. The
control center analyzes and processes the collected data
[11].

Smart grid control center

The Internet

Sensing facilities for
different devices
[
[ \
Equipment in Smart

power distribution
station meter

[
Power

lines

[
Transformer
equipment

Figure 1: Basic architecture of smart grid operation
monitoring.

2.2 Detection of abnormal power
consumption

The smart grid will produce technical loss and non-
technical loss during operation. The former is the
unavoidable loss of power grid equipment during
operation, while the latter is the power loss caused by
other reasons, including abnormal power consumption and
equipment failure, among which abnormal power
consumption is the main reason [12]. The causes of
abnormal power consumption include illegally stealing
electricity, privately pulling wires, private change of
electricity meters, and other informal means. The main
goal of these informal means of electricity consumption is
to pay for less electricity or for temporary convenience.
Therefore, during the smart grid operation, it is necessary
to detect abnormal users from the grid in time [13].

Output the
detection and
recognition result

Input into the
»  AdaBoost
model

Feature
fusion

Figure 2: Abnormal power consumption detection process based on bidirectional LSTM+CNN.

The scale of the smart grid is huge; hence, the amount
of data collected by sensors is very large. It is difficult to
carry out statistical analysis of big data by manual alone,
and it is necessary to use computers to assist in processing
[14]. This paper employs a deep learning algorithm to

detect users with abnormal power consumption in the
smart grid. The power consumption data generated by
users in the process of using a smart grid has different time
scales, such as daily data, weekly data, and monthly data.
The data at different time scales have different hidden
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characteristics. Although the data at a single time scale can
also reflect the users with abnormal power consumption,
it is not comprehensive enough. Therefore, this paper uses
different deep learning algorithms to extract the features
from the electricity consumption data at different time
scales, and then fuses the features for the detection and
identification of abnormal users. As shown in Figure 2,
this paper selects the bidirectional LSTM to extract the
daily data features from power grid users and the CNN to
extract the monthly data features. After the fusion, the
AdaBoost model [15] is employed to detect and identify
abnormal users among power grid users. The specific
process is described as follows.

(1) The daily data of power grid users collected by the
device sensor is input into the bidirectional LSTM. The
computational formula of the one-directional LSTM is:

ft = f(Wf '[ht-lvxt]"‘ef)

it = f(\/\li[ht—l’xt]+9i)

C, = tanh(W,[h ;. x]+6), (2)
C = f,-C +i-C,

0, = FW,[h_,x]+6,)

h =0, -tanh(C,)

where 61 and C, are the temporary state and updated
state of the current memory unit, h, is the hidden data
state input at the current time, X, is the current input, f,
i,,and o, are the output of three gated units, forget, input,
and output, at the current time, W, , W;, and W, are the
weight in corresponding gated units, and 9, , 6, , and 6,

are the bias in corresponding gated units.
The formula of the bidirectional LSTM is:

h = LSTM (W, x;,W,"h/",
hy = LSTM (W %, W, h7,), (2)
h =h'@®h

where stm() is the calculation function of the hidden
layer of the forward LSTM, i.e., the application of
equation (1), LSTM() is the calculation function of the
hidden layer of the backward LSTM, which is the
application of equation (1) (its only difference is reversely
inputting X, ), h’,h7,h; are the current forward LSTM
hidden layer output, the current backward LSTM hidden
layer output, and the current final output, X; is the current

input, W,",\W,",\W,",W, are weights of the forward and

backward LSTM calculations [16].

(2) The weekly data of power grid users collected by
the device sensor is input into a CNN in the form of two-
dimensional arrangement for convolutional feature
extraction. The convolutional formula of the CNN is:
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X; = f(in'l-Wij' +b}], 3)

jeM
where x'j is the feature map of the convolver output, x| *
is the feature output of the i-th convolutional kernel in the
last convolutional layer after pooling, Wij' is the weight
parameter between the i-th convolutional kernel and the j-
th convolutional kernel, b} is the bias of j convolutional

kernels of | layers, M is the number of convolutional
kernels, and f (e) is an activation function.

(3) In the first two steps, the bidirectional LSTM
finally outputs hidden state h. , and the CNN finally

outputs the convolution feature. They are processed into
features of the same dimension, and then the two features
are fused.

(4) The fused features are input into the AdaBoost
model for recognition and detection. When training the
AdaBoost model, the weight of the samples with
classification errors is increased, and then the new weak
classifier is trained by random sampling according to the
weights. The above steps of "sampling according to
weights - training weak classifiers - increasing the weight
of samples with classification error” are repeated, and
multiple weak classifiers are obtained. The weight of weak
classifiers and the updated formula of the weight of
training samples are:

l-e,

a —llog
"2

m

Wm+1,i _ Wm,i eXp(_;m inm (Xi )) , (4)

m

Zm = Zwm,i eXp(_am inm (Xi ))

where ¢, is the weight of the m-th classifier, e_ is the
classification error of the m -th classifier, w,; is the
weight of sample i when training the m -th classifier, Y,
is the result label of sample 1, G, (x;) is the computation
function of the m -th classifier, X; is the input of sample
i,and Z is the normalization factor.

3 Simulation experiment

3.1 Experimental environment

The simulation experiment was carried out in laboratory
servers, which were configured as Windows 11 operating
system, Core i7 processor, and 32G memory.

3.2 Experimental data

The dataset used was from the open dataset provided by
the State Grid Corporation of China
(http:/lwww.sgcc.com.cn/). The dataset selected in this
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paper covered the period from May 1, 2015, to June 1,
2018. The dataset contained 35,689 users, of whom 93.5%
were normal users. Abnormal users accounted for 6.5%.
The public dataset from the State Grid Corporation of
China was collected from real grid users, so the proportion
of normal and abnormal users was realistic, with only a
small number of abnormal users. The dataset with the
unbalanced proportion of normal and abnormal users was
not suitable for training intelligent algorithms, and it was
easy to cause the intelligent algorithms to be biased.
Therefore, this paper used SMOTE to balance the sample
number, and after that, the ratio of normal users to
abnormal users was 1:1. The basic process of the SMOTE
algorithm is as follows: (1) The Euclidean distance
between each sample in the default bond set and other
samples in that set was calculated, and a neighbor sample
set was obtained for each sample based on the Euclidean
distance. (2) For each sample, several samples were
randomly selected from the neighbor sample set. (3) New
samples were generated according to the following
formula:
Xpew = X+rand(0,1)- (x—x,,) , (5)

where x refers to the original sample in the default bond
set, x, Iis the random sample in the neighbor sample set

of X, rand(0,) is a random number between 0 and 1,
and x,,, isthe newly generated sample.

3.3 Experimental setup

The relevant parameters of the abnormal electricity
detection and recognition algorithm proposed in this paper
are shown in Table 2. Moreover, in order to verify the
effectiveness of the proposed algorithm, it was compared
with a single bidirectional LSTM and a single CNN. The
relevant parameters of the two algorithms were consistent
with those of the corresponding part of the proposed
algorithm.

Table 2: Relevant parameters of the proposed algorithm.

Y. Zhang et al.
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In addition to training and testing the algorithm using
the open dataset, this study also conducted a one-month
field test in a local small-scale substation and compared
the predicted results of the algorithm with the measured
results of the substation. The above two single algorithms
for comparison were also tested for a one-month field test.

3.4 Evaluation indicator

This paper used the precision, recall rate, false detection
rate, and receiver operator characteristic (ROC) curve as
the evaluation indicators of the detection performance of
the algorithm. The formula of precision, recall rate, and
false drop rate is:

TP

P=
TP+FN
TP

TTP+FP
FP+FN

TP+FP+TN+FN ()

where P refers to precision, R refers to the recall rate,
and W is the false drop rate.

The formula for calculating the true and false positive case
rates of the ROC curve is:

R-_TP

TP +FN
_FP

TN + FP

,(7)
FPR
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where TPR is the true positive rate and FPR is the false
positive rate.

3.5 Test results

Figure 3 shows the performance of the three abnormal
power user detection algorithms. It can be seen that there
was little difference in precision, recall rate, and false
detection rate between a single bidirectional LSTM and a
single CNN. The AdaBoost recognition algorithm based
on bidirectional LSTM+CNN had significantly better
detection and recognition performance than the other two
algorithms.

100

90 98. 97.9
80 | 732 766 745
70 | [
60 -
s0 -
40+
30 -
207 103 102
10 36
o ‘ ;
CNN

Bidirectional LSTM Bidirectional LSTM+CNN-+AdaBoost

Rate/%

W Precision Recall rate @ False detection rate

Figure 3: Performance of three abnormal user detection
algorithms.

In addition to the above three evaluation indicators,
the ROC curve was also used to evaluate the detection
algorithm, and the final result is shown in Figure 4. The
ROC curve reflects the positive and false detection rates
of a prediction model under different recognition
thresholds. When the prediction model cannot make
predictions and can only give random results, its ROC
curve is a diagonal line. When the prediction model is
ideal, its ROC curve is a broken line coincident with axes
x=0 and y=1. In other words, for a prediction model,

the closer its ROC curve is to the diagonal line, the worse
its prediction performance will be; the closer it is to the
broken line, the better its prediction performance will be.
It can be seen that the performance of a single bidirectional
LSTM was close to that of a single CNN, while the
bidirectional LSTM+CNN+AdaBoost detection algorithm
had better prediction performance.
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Figure 4: The ROC curves of three detection algorithms.

Finally, the three detection algorithms were deployed
in a small substation for one month, and the changes in the
false detection rates of the three detection algorithms
during the field operation period are shown in Figure 5.
With the passage of field operation time, the false
detection rates of a single bidirectional LSTM and a single
CNN gradually increased, and the CNN increased more.
The proposed method had a stable false detection rate,
which was lower than that of the other two detection
algorithms.

16 |
14+ .
12+

False detection rate%

1 1 L L L

0 5 10 15 20 25 30

Operation time/day

— Bidirectional LSTM CNN Bidirectional LSTM+CNN-+AdaBoost

Figure 5: False detection rates of three detection
algorithms in the one-month substation field operation.

4 Discussion

With the rapid development of technology, the smart grid,
as an important component of modern power systems, is
increasingly being emphasized for its stability and security.
By integrating computation, communication, and physical
environment, smart grids enable efficient management
and monitoring of power networks. However, the
complexity of smart grids also brings many challenges,
especially in anomaly detection. Traditional detection
methods often suffer from low accuracy and slow
response, making it difficult to meet the requirements of
modern power systems. The emergence of deep learning
algorithms with data mining capabilities provides a new
approach for processing and analyzing operational data in
smart grids. As a deep learning model, the CNN has shown
excellent performance in areas such as image processing
and video analysis. In smart grids, the CNN can be applied
to feature extraction and classification of power data. Key
features can be extracted from massive amounts of power
data through training the CNN model. The convolutional
layer structure of the CNN possesses the ability to extract
local features, enabling it to capture subtle variations in
power data and improve the recognition capability for
abnormal power data. The LSTM is a special type of
recurrent neural network that can handle long sequence
data, while the bidirectional LSTM further considers
reverse sequences based on the LSTM. In the smart grid,
a bidirectional LSTM can be used for processing and
analyzing time series data. By capturing the temporal
dependencies in power data, the bidirectional LSTM
enables the detection of abnormal user behavior in the grid.
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This paper combined a CNN and a bidirectional LSTM to
analyze electricity consumption data from users in the
smart grid and detect users with abnormal electricity usage.
Afterward, simulation experiments were conducted in
the laboratory using power grid data collected from the
State Grid Corporation of China. Subsequently, a one-
month actual test was carried out in a local small-scale
substation. This paper demonstrated that combining a
CNN and a bidirectional LSTM vyielded higher
performance in identifying abnormal power grid users
than using only a bidirectional LSTM or a CNN alone.
During the actual operation process of the small-scale
substation, our algorithm maintains lower and more stable
false detection rates. The reason is that the CNN can
extract local features of power data, while bidirectional
LSTM can extract time series features of power data.
Compared with a single bidirectional LSTM or a single
CNN, it can obtain more comprehensive power data
features. In addition, the AdaBoost model combines
multiple weak classifiers into a strong classifier to further
improve the recognition performance of the algorithm.

5 Conclusions

This paper briefly introduces the smart grid and the
intelligent algorithm used to detect users with abnormal
power consumption. This algorithm combined the
bidirectional LSTM with the CNN to extract the features
from the power consumption data of the users. Then, the
AdaBoost model was employed to classify the users. A
field operation test was carried out in a small substation.
The proposed method was compared with a single
bidirectional LSTM and a CNN. The precision, recall rate,
and false detection rate were not much different between
the single bidirectional LSTM and single CNN, and the
performance of the proposed was obviously better than the
other two algorithms. The ROC curves showed that the
performance of the single bidirectional LSTM was close
to that of the single CNN, while the predictive
performance of the proposed detection algorithm was
better. In the field operation, the false detection rate of the
single bidirectional LSTM and single CNN gradually
increased, and the CNN increased more; the proposed
method had a more stable and smaller detection rate than
the other two algorithms.
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Both individuals and institutions place great importance on maintaining the security and privacy of their
data, when stored in the cloud server. To achieve this, they often turn to searchable symmetric encryption
(SSE), which is considered a crucial technology for safeguarding user data. However, SSE has
encountered some challenges, particularly in the case of large databases. One such issue is poor
performance, which can be attributed to poor locality. This means that the cloud server must visit a large
number of locations during the search process, resulting in slow retrieval times. The main problem
however, is not just poor locality. In many cases, optimization methods intended to improve performance
can actually lead to increased storage requirements for the encrypted index stored on the cloud server or
reduced efficiency when reading data. These issues must be addressed in order for SSE to continue to be
an effective tool for protecting sensitive information. In this paper, we introduce a secure and searchable
scheme that effectively addresses the issues mentioned above, while also enhancing the performance of
information retrieval through an improved encrypted inverted index storage mechanism. Our scheme
achieves optimal locality at 0(1), and read efficiency at O (1), thereby significantly increasing the speed
of retrieval. Through experimentation with real-world data, we have demonstrated the practicality,
accuracy, and security of our approach, making it a reliable solution for secure and efficient information
retrieval.

Povzetek: Predlagana je optimizirana metoda za izboljSanje ucinkovitosti iskanja v Sifriranih podatkih z
uporabo izboljSanega obrnjenega indeksa, ki dosega optimalno lokalnost in povecuje hitrost ter varnost

pridobivanja informacij.

1 Introduction

In the modern age, the need for data storage has greatly
increased. With technology advancing rapidly, we are
generating data faster than ever, and businesses,
individuals, and organizations all need efficient ways to
store, manage, and access this data. Consequently, cloud
storage has become a popular choice, offering many
benefits over traditional data storage methods[1][2].
Cloud storage refers to storing data on remote servers
accessible via the internet from any connected device.
This method allows data to be centrally stored and easily
accessed from anywhere with an internet connection.
Cloud storage is flexible, letting users adjust their storage
needs up or down as required, without the limitations of
physical storage devices. It is ideal for businesses and
individuals needing to store large amounts of data
securely. Cloud storage providers ensure high reliability
by using redundant storage systems and multiple data
centers in different locations, making data always
accessible, even during hardware failures or natural
disasters. This reliability is crucial for businesses relying

on data for critical operations, ensuring their data is secure
and available when needed.

Despite the numerical advantages of cloud storage, it
is not without challenges, and security is the biggest
challenge for cloud storage [3]. To ensure the security of
data stored on cloud servers, various methods need to be
employed, including access control, network security, and
encryption [4]. Access control is a mechanism that
restricts access to data based on user identity, role, or
authorization. Network security involves securing the
network infrastructure used for data transmission.
Encryption, on the other hand, is the process of
transforming data into code to prevent unauthorized
access. Encryption can be applied both in transit and at
rest, thus ensuring that data remains secure during
transmission and storage.

To secure data stored in the cloud, various encryption
techniques are used to prevent unauthorized access.
Symmetric encryption is widely used and involves a single
key for both encrypting and decrypting data. In contrast,
asymmetric encryption uses different keys for encryption
and decryption, offering more security but at a slower
speed. Hashing is another method, commonly used for
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securing passwords, which converts data into a fixed-size
string that cannot be reversed. A newer technique,
Searchable Symmetric Encryption (SSE) [5], allows users
to search encrypted data without exposing it. SSE comes

A.A. Alyousifl et al.

in two types: deterministic, which offers consistent results
but less security, and probabilistic, which provides better
security but less predictability.

Table 1: List of symbols

Character Description
w Word
nw Number of W
M Words in DB, M = {W;,...,W,,,}
id Identifier
Ndb Total of identifiers DB
n Total of identifiers W
N 2db(W)| where db(W) = {id,,..,id, }
c Counter
HT A hash table is a data structure that allows efficient storage and retrieval of key-
value pairs. It comprises a pair of algorithms, are "Add" and "Get"[11].
Add Algorithm adds pairs of (key, value) to H_.T
Get value=Get(key)
St String
S, Encrypted string
sk, Derivative key used for encryption and decryption of S;
La Label is used to store and retrieve St in HT, Add(La$.),
S = Get(La)
Enc Function to encryption S;
Dec Function to decryption S,
Lig List to store identifiers

These encryption methods are crucial for protecting cloud
data and must be carefully implemented to prevent data
breaches or attacks.

Searchable symmetric encryption (SSE) presents
several challenges[6]. The process, which involves
searching encrypted data, requires creating and
maintaining an index for each keyword, making it
complex. Moreover, there are security risks, such as the
possible leakage of sensitive data. A recent challenge in
SSE is a significant drop in performance and retrieval
efficiency when dealing with large databases [7].

Researchers have found that this issue is not due to flaws
in the encryption itself but is related to how the secure

index is stored in memory. During a search, the index may
cause the cloud server to perform many continuous
memory transitions, known as "poor locality," " [[7], [8],
[9], [10], [11]] which can slow down the retrieval process
and degrade SSE performance. While some researchers
are working to improve locality to boost performance, this
can lead to increased storage requirements for the
encrypted index on the cloud server or reduce the



Enhancing Searchable Symmetric Encryption Performance Through...

efficiency of data reading. The contributions of our
approach can be summarized as follows:

Firstly, our scheme significantly improves the
performance of information retrieval for all databases,
regardless of their size, by enhancing locality. Secondly,
our scheme achieves an optimal locality of 0 (1), meaning
that the cloud server only needs to access one memory
location during each search operation, as opposed to many
locations. Thirdly, our proposed scheme is highly secure,
as the server searches for the required data and sends it to
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the data owner without decrypting it, thereby enhancing
resistance to various attacks that symmetric searchable
encryption is vulnerable to. Fourthly, our scheme has
better reading efficiency 0(1), as the cloud server only
responds with the requested data when the user queries it.
Finally, our scheme has no significant negative impact on
the storage of the encrypted index in the cloud server.

—
Cloud Server

2) Secure index ST

/ Upload the encrypted index
» to the cloud server

NEH

% $HResult R
3) Token t

The cloud server sends
search result to user

Token is created by the
user and uploaded to the
cloud server

e j}

Data Owner

1) Secret key Sk

'

Users

Generates the secret key by data owner

Figure 1: Searchable symmetric encryption

Table 2: Searchable symmetric encryption algorithm
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Algorithm

Description

Key generation phase:
sk « Geng(1%)

The key generation algorithm takes the security parameter1 as input and generates
the secret key as its output.

Constructing secure
index:
SI1 < Enc_DB(sk,DB)

The secure index ST is created in this algorithm by taking the secret key sk and the
database DB as input.

Token generator:
t « Trpdr_W(sk,W)

The token t in this algorithm is created by the user to search for a specific word W or
data.

Search:
R < Search_t(t,SI)

In this algorithm, the cloud server searches for the required word in SI and returns the
result R to the user. If the result is encrypted, the user will need to use Find_ids
algorithm.

Find identifiers:
IDS < Find_ids(sk,R)

The user employs this algorithm to retrieve the final outcome, which comprises word
identifiers IDS after carrying out any essential processing and decrypting R

2 Searchable symmetric encryption

(SSE)

SSE is a technology designed to enable searching over

their database. This index is then encrypted with the secret
key chosen earlier. When a user wishes to search for data,
they generate an encrypted search query known as a token.

encrypted data while maintaining its confidentiality [[12],
[13], [14]]. It involves three key components: the data
owner DW, the cloud server CS, and the users. The
process of SSE consists of several steps. Initially, the data
owner selects a secret key for encryption and decryption.
Next, they construct a secure index based on the words in

This token is encrypted using the same secret key that was
used to encrypt the index and is sent to the cloud server.
Upon receiving the token, the cloud server uses the
encrypted index to search for the requested data[15]. The
cloud server either decrypts the data and sends it to the
user or sends it encrypted so that the user can decrypt it
later. The Table 2. summarizes the steps involved in
Searchable Symmetric Encryption algorithms:

Table 3: Comparison with previous schemes based on storage, locality, and read efficiency

Related works Storage Locality Read efficiency
Curtmola et al. [14] O(N) o(n) o)
Kamara et al. [21] O(N) o(n) o)
David cash et al. [17] O(N) omn) 0(1)
Chase and Kamara [18] O((Max|db(W)|)Ndb) o(1) o)

P. van Liesdonk et al.[19] O(nw Ndb) om) 0(1)
Kamara and Papamanthou [22] O(nw Ndb) O(nlog Ndb) O(Ndb logNdb)
David cash et al. [8] O(N log N) O(log N) o)
Asharov et al. (Scheme 3) [9] O(N log N) o) o)
Demertzis and Papamanthou 0 (N5s) 0(Ly) N%
[10] Where L, is a tunable 0(—)
locality L
Asharov et al. (Pad-and-split O(N log N/ log L) 0(Ly) o)
scheme) [11] Where L, depends on the
scheme in which it is
implemented within its
framework
Alyousif et al.[23] N =¥M™M(E,2s0 0(nq) 0(1)
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QR codes for
word and St
string

where nq is number of
the
is a

Our work O(N)

o o)

3 Related works

In the year 2000, a novel technology emerged that
facilitated the searching of encrypted data without the
need for decryption [16]. The system was dubbed
Searchable Symmetric Encryption and provided users
with the ability to search for specific keywords within
encrypted data while maintaining content security. SSE's
inception marked a significant milestone in the field of
data security and privacy. Following the introduction of
this new technology, extensive research was conducted in
various areas, including performance optimization.
Studies have shown that the reduction in performance is
not due to the technology itself, but rather to the memory
positions that the server accesses while processing user
requests. As the encrypted index size grows, the number
of positions accessed also increases, resulting in a slower
response time [17]. This case is called poor locality.
Known constructions can be classified into two
approaches. The first approach has linear space and
constant read efficiency, but its poor locality is highlighted
in references [14] and [17]. This scheme involves
allocating an array of size N and uniformly mapping N
elements from the DB into it. To retrieve a list of
identifiers that contain a specific W, the approach stores
each identifier in the array alongside a pointer to the next
identifier in the list. Unfortunately, this approach requires
the cloud server to access random positions in the array,
with the number of identifiers associated with the word,

which results in inefficiency due to the need to move to a
large number of different positions. The second approach
has excellent read efficiency and locality, but it comes at
the cost of a significant amount of extra space [[18], [19],
[20], [21]]. The basic idea behind this approach is to
allocate a sufficiently large array A and then map each list
of W identifiers uniformly into a contiguous interval in A,
based on the length of the W identifiers. There should be
no overlaps among different lists. To retrieve a list for a
given W efficiently, the cloud server only needs to access
one random position and read all consecutive identifier
entries, which leads to optimal read efficiency and
locality.

However, the positions of the lists in the array reveal
information about the structure of the underlying DB. To
hide this information, padding must be applied, resulting
in a polynomial increase in space usage. We have to
highlight that there is often a problem with storage
capacity, which is often large due to locality optimization,
or bad locality itself which can have a detrimental effect
on cloud server response time. And sometimes there is a
negative impact on the efficiency of reading the data as
well. It is difficult, if not impossible, to construct a
construction that is ideally locality with limited storage

space without compromising its data read efficiency. This
issue was discussed by Cash and Tessaro in 2014[8],
where they also determined the minimum tradeoff
required between these three criteria. Also, Cash and
Tessaro developed a new construction that enhances
locality to O(log N) with storage capacity O(N log N).
In 2016, Gilad Asharov et al. improved construction
locality for Cash and Tessaro locality, achieving locality
of 0(1) [9] while maintaining the same storage capacity.
Demertzis and Papamanthou [10] developed two
constructions in 2017. The first construction offered
optimal locality and required O(N S) space, where S
represents the number of levels employed to store data.
However, this construction resulted in a slight reduction in
read efficiency, and the storage space needed was still
significant. The second construction, which operated
within the same storage space as the first, allowed for
tunable locality, enabling the DW to select a parameter
through which to create their index. In 2021, Asharov et
al. achieved remarkable progress by introducing two
frameworks [11]: pad-and-split and statistical-
independence.

The last work that we will talk about is one of our
previous works [23] that aims to improve locality using
QR code technology. The work achieved good results
compared to previous works, but the locality was not ideal
O(1) rather, it depends on the number of QR codes for the
word. The following table summarizes the most important
previous works in terms of the three main important
characteristics: locality, storage efficiency, and reading
efficiency.
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4 Proposed scheme

In this section, we will explain our scheme in detail.
First, the data owner generates a secret key, sk, using a

CONSTRUCTION.
Let = {db(W,),...,db(W,,,,)},
; Forw € Mletdb(W) =M = {(W,,..., Wy}
{id,,..,id, } and Ndb is total of identifiers DB
sk — Geng,(1%)
Compute sk with PRF
H.T < Enc_DB(sk,DB)
1. Initialize empty H_T
2.ForeveryWeM
Sort db(W)
S, ="",i=1
For from i to Ndb
If i mod 2 is not equal O
Ifi andi+ 1indb(W)
Add “A” to S;
Else ifi and i + 1 notin db(W)
Add “D” to S,
Else if i indb(W) and
i+ 1notindb(W)
Add “B” to S;
Else if i notindb(W) and
i+ 1indb(W)
Add “C” to S;
Ske = PRFsk(2 ” W)
S¢ = Encg,(S,) by AES256
Compute La = PRFg (1| W)
Add (La, S,)toH_T

Pseudo-Random Function (PRF). A PRF is a
deterministic algorithm that produces outputs that seem
random, despite being generated from a specific input.
PRFs are commonly used in cryptography to improve
security, as their output is difficult to distinguish from true
randomness, even against powerful adversaries[[24],
[25],[26]]. The secret key, sk, will be used for both
encryption and decryption. Below, we present the
complete construction of our scheme.

The next step involves the data owner DW creating a
secure index Sl for the database DB. In our approach, Sl
is equivalent to H_T,, which is based on the words M in the
database and their corresponding identifiers db(W) =
{id,,..,id, }. The DW then arranges the identifiers db(W)
for each word W in the group M in ascending order and
prepares an empty string S, = "" for the next step.

Next, we examine all identifiers in odd positions
within the database. For each of these odd-positioned
identifiers, we check the state of the corresponding word
as well as the adjacent even-positioned identifier,
recording the results in S,. There are four possible
scenarios, labeled A, B, C, and D, depending on whether
the word appears in the odd or even positions.

A.A. Alyousifl et al.

1. Case A: If the word appears in the identifiers that is
located in the odd and even positions together.

't « Trpdr_W(sk, W)
1. Input sk and W
2.Computet = PRFg(1|| W) = La
S; « Search_t(t,H_T):
S; = Get (La)
:L;y < Find_ids(sk,S,)
1. sk, = PRF,;, (2 || W)
2.5, = Decg,, (S
3. Initialize Liz=[] listandi =1
c=0
For fromi = 1to Ndb/2
if S.[i] equal “A”
c=c+l,addcto L;,
c=c+l,addcto L;,
Else if S;[i] equal “D”
c=c+2
Else if S;[i] equal “B”
c=c+l,add cto L,
c=c+l
Else if S;[i] equal “C”
c=c+1
c=c+l,addcto L;,

2. Case D: The opposite of Case A is when the word
does not appear in either identifier located in the odd
and even positions.

3. Case B: If the word appears in the identifier located
in an odd position but not in the identifier located in
an even position.

4. Case C: Conversely, the opposite of Case B is when
the word does not appear in the identifier located in
an odd position but appears in the identifier located in
an even position.

Once we have constructed S, that indicates the presence
or absence of the word in its identifiers, we will generate
two keys. The first key sk, = PRF, (2 || w) will be used to
encrypt Se, S; = Encg,(Sy), ensuring that it remains secure
and confidential. The second key La = PRFg (1| W)
will serve as a label to identify S, when it is stored in the
hash table.

After encrypting S, with the first key, we store the
encrypted result, S, in a hash table using La as a label. We
then add (La, S;) to H_T, which allows us to easily
retrieve S, when needed while keeping it secure from
unauthorized access or tampering. Once H_T is
constructed, the data owner DW can upload it to the cloud
server CS. When a user wants to search for a word W, they
generate a token ¢ using the second key La, which was
created during the index construction, and send it to CS.
This step is essential for enabling secure data searches on
CS. When CS receives t from the user, it uses t to retrieve
S.from H_T and then sends $, to the user.

After the user receives S;, he begins to decrypt it after
recalculating the first key sk, = PRFgu (2| w),
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S¢ = Decg, (S¢). The next step is to set up a counter ¢ and
a list L;; to keep track of the end result. Subsequently,
every letter in S, is examined to ascertain if the word exists
in the identifiers, and the identifiers are determined based
on these cases.

5 Security analysis

In this part, we discussed the resistance of our scheme, the
most famous types of attacks on SSE.

e  Frequency analysis attack

A frequency analysis attack is a well-known ciphertext
attack. It is based on examining the frequency of
individual letters or groups of letters in a ciphertext. [6].
Therefore, it exploits the frequency of encrypted data
uploaded to SI, which is either term frequency TF or term
frequency-inverse TF_IDF. TF is defined as the number
of times a word W appears in a document id, and TF —
IDF is the product of the term frequency (TF) and the
inverse document frequency (IDF). IDF is calculated by
dividing the total number of  documents
Ndb by the number of documents that contain the word
n.

If the cloud server CS can access this critical
information, it can execute this attack and identify the
keyword being searched for.

Based on the above, we can conclude that our work is
secure against this type of attack because the values stored
in the cloud server CS are encrypted and do not directly
reveal the original identifiers. Instead, they are
transformed into an obscure text that enables the user to
access the identifiers later.

e IKK attack

The IKK attack utilizes disclosed partial information to
determine the plaintext words associated with the user
search trapdoors. Consequently, this attack primarily
depends on the leakage of access pattern information,
which is defined as the outcome of the cloud server's
CS search for t in SI, For instance, let's consider our
database focuses on computer science, and a user submits
three queries as trapdoors:tl, t2, and t3, representing the
words "Hardware," "software,” and “information,"
respectively. Once the communication between the user
and CS is completed, the CS examines the obtained
results, which are the sets of identifiers corresponding to
the trapdoors. The CS can then calculate the probability of
any two of these keywords appearing in the same
document by observing the number of documents that are
returned for those corresponding trapdoors. By continuing
the search and leaking the access pattern to obtain more
probabilities, the server can determine the keywords that
correspond to the trapdoors [6]. However, after clarifying
this attack, we can assert that our scheme resists the IKK
attack because the search results by the CS are encrypted,
and the access pattern does not reveal any significant
information. Thus, the CS cannot access the identifiers
corresponding to the trapdoors [27].
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o Keyword guessing attack (KGA)

Keyword guessing attack is an attack on the encrypted
index stored on the server, where the attacker attempts to
guess the keyword being searched in order to use it later
to find its identifiers [28]. This attack can be mitigated by
various precautionary measures, such as encrypting the
keywords themselves and keeping the encryption key
secret and secure. Both of these measures are implemented
in our scheme. Therefore, we can state that our work is
resistant to KGA attacks.

¢ Man-in-the-middle attack

This type of attack happens when the communication
channel between the user and the CS is not secure,
allowing the attacker to impersonate one of the parties
[29].0Our work resists a Man-in-the-middle attack, due to
the secret channel between the two parties (user and
server), as the copy of the secret key exists only with the
user and the server.

6 Experimental results

In this section, we evaluate our scheme using a real-
world database of Wikipedia articles. We executed our
experiments on a Windows 64-bit machine running an
Intel Core i5 CPU clocked at 1.6 GHz and 8GB RAM. The
database contains 2,050 identifiers Ndb = 2,050 and
525,430 words W = 525,430. Additionally, we chose a
database that supports locality to enable us to observe the
effect on retrieval time due to its significant number of
identifiers. Python was our language of choice for the
implementation of the code, owing to its numerous
features and popularity in the scientific community.

Comparison with previous studies

In this section, we will conduct a comparative analysis
of our work with four previous studies that share a similar
objective: to improve performance through locality. These
studies are [[8], [9], [10], [30]] and we conducted all of
these works at the beginning before starting the
comparison process.

To compare the studies, we focused on the search time
required for retrieving three words that vary in the number
of identifiers. The first word, W1, has the highest number
of identifiers (n = 2025), the second word, W2, has an
average number of identifiers (n = 1015), and the last
word, W3, has a very small number of identifiers (n = 4).
The outcomes of acquiring Wland W2 clearly
demonstrate the disparity between our work and the prior
works in terms of search speed, as shown in Fig. 2.
Meanwhile, the results of retrieving W3 demonstrate that
while our approach enhances the search of words with a
substantial number of identifiers, it does not adversely
impact the search of words with fewer identifiers as shown
in Fig. 3. To ensure a fair comparison with previous works
that did not include a Find_ids phase, we have included
the time required for this phase along with the research
time.
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Figure 2: Comparing the search time required to find W1 and W2 in our scheme to that of previous schemes.
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Figure 3: Comparison of search time for W3 in our scheme versus previous

6 Discussion The primary reason for these promising results is the
locality enhancements we integrated into our scheme,
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which significantly decreased the number of memory
locations the cloud server needs to access to respond to a
user's query. For example, in the work of Cash et al. [30],
the cloud server had to traverse 2025 different memory
locations to retrieve identifiers for the first word, whereas
in our scheme, it only needs to access one location.
Furthermore, the improved locality results in fewer
decryption operations. In our scheme, decryption is
performed once to obtain the identifiers, whereas in other
schemes, multiple decryptions are required, affecting the
overall speed of the results. Another factor contributing to
these positive outcomes is that the cloud server in our
schemes interacts with a single hash table, while in
Asharov et al. (Scheme 3) [9], Cash and Tessaro [8], and
Demertzis and Papamanthou [10], it manages multiple
hash tables.

7 Conclusions

Our primary goal for this work is to enhance the

overall performance of SSE. We are addressing a problem
related to large DB, specifically the issue of poor locality
caused by the many moves in memory by the cloud server
during the search phase. We have made changes to SI
storage mechanism, resulting in a significant improvement
in the search performance. Our modification has
optimized the locality to O(1) without impacting the
reading efficiency, which remains at 0(1). Additionally,
this change has not resulted in significant increase in the
storage space of the encrypted index.
Our work provides a high level of security since the server
does not decrypt the data. Instead, it sends the encrypted
data to the user, who decrypts it. Moreover, the values
stored on the server are all equal in size and do not reveal
the identifiers themselves. These values serve as evidence
to obtain the identifiers later.
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Along with the continuous development of information technology, the database has become an
important module for enterprises and individuals to apply computers, and some important data are
stored in the database, which also leads to the database becoming the target of malicious intruders. The
abnormal access behavior detection algorithm for data can quickly identify abnormal access situations,
timely intervention and processing to ensure data security. Based on this, this paper proposes an
abnormal defense behavior detection algorithm based on generative adversarial network, the new
algorithm has the applicability as well as two derivative models of generative adversarial network for
network abnormal access detection with high efficiency. In this paper, we experiment the classification
accuracy of network anomaly detection algorithm, i.e., F1, by using three models, namely, the original
Generative Adversarial Network (GAN), Generative Adversarial Network using Long and Short-Term
Memory Network (GAN+LSTM), and Generative Adversarial Network with the addition of an encoder
(GAN+Encoder), and the result of this paper shows that the GAN+Encoder model is the most effective.
And based on these three models of the generator and discriminator loss trends are compared, as well
as through the iteration of 50 times of training results show that the GAN + Encoder model is relatively
simple, and the training time is shorter and more efficient.

Povzetek: Razvita je metoda GAN+Encoder za zaznavanje anomalij v omreznem dostopu, ki omogoca
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krajsi ¢as ucenja in boljso prilagodljivost pri prepoznavanju nenavadnega dostopa.

1 Introduction

In today's digital age, network security has become a
crucial issue. With the continuous development and
popularization of the internet, abnormal access behavior
is also increasing, bringing huge risks to individuals,
businesses, and society. Traditional methods for
detecting abnormal access behavior often suffer from
issues such as low accuracy and poor adaptability when
facing complex and ever-changing  network
environments.  Generative  Adversarial ~ Networks
(GANSs), as an emerging deep learning technology, have
shown great potential in the field of anomaly access
behavior detection. Generative Adversarial Networks
(GANS) are a type of deep learning model consisting of
a generator and a discriminator. Its basic principle
originates from the zero-sum game of game theory,
which learns the distribution of data through the
adversarial process between the generator and
discriminator. Since lan Goodfellow et al. proposed
GAN in 2014, it has developed into one of the most
cutting-edge technological fields in the field of deep
learning [1]. With the continuous deepening of research
in the field of generative adversarial networks, problems
such as models being too free and uncontrollable,

models not converging, and models collapsing in the
original generative adversarial networks (GANSs) have
gradually been exposed. Researchers have continuously
proposed new generative adversarial network derived
models to address these issues. So far, there have been
hundreds of derivative models of generative adversarial
networks, and various new derivative models are still
being proposed [2]. Generative adversarial networks
have achieved great success in multiple fields. For
example, in the field of image generation, GAN can
generate realistic facial photos, animal photos, comic
characters, etc; In the field of style transfer, GAN can
transform one form of image into another, such as
converting photos into oil paintings, three-dimensional
into anime, etc. These successful applications provide
rich ideas and methods for GAN in the field of anomaly
detection.

Currently, some scholars have conducted research
on database anomaly access detection based on log
records generated by user access to databases. Due to
the large number of system log files and the presence of
redundant information, traditional feature engineering
manually extracts features from relational entities,
which is cumbersome and time-consuming, making it
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very difficult to establish detection models and resulting
in low efficiency in anomaly detection. Therefore, based
on the network anomaly access detection algorithm of
generative adversarial networks, this article proposes
two derivative models of generative adversarial
networks, namely the LSTM based generative
adversarial model and the encoder based generative
adversarial model. And through the comparative
analysis of the three models, the advantages of the
encoder-based generative adversarial model are
highlighted, in order to be able to provide a more novel
reference for the field of anomaly detection.

J. Hu et al.

2  Generative adversarial network
In the process of training the generative adversarial
network, the generator tries hard to "deceive" the
discriminator so that it decides that the generated data is
real data, and the discriminator also needs to try its best
to make the correct judgment between the real sample
and the generated sample, so the two form an
adversarial relationship, and the ultimate goal of the
GAN is to generate the generator to generate enough
fake samples to match the real one. fake samples. The
loss function of the original generative adversarial
network is as follows:

min mexV(D,G)=E, ,,_,llog DX]+E, , ,[log(l-D(G(2))]()

Where P, (z) denotes that the input z of the

generator is sampled from a certain distribution, usually
taking a -some simple distribution, such as Gaussian

distribution, uniform distribution. G(Z; Hg )denotes a
parameterized 6’9 network G , whose purpose is to map
a simple distribution to the data space. D(X; o, )denotes

a parameterized ¢9d network D, whose output ranges

from O to 1 to indicate the probability of generating
samples from the real probability from the data. The

discriminator D(X;Od) is designed to distinguish

whether its input sample x is from the generator or from
the real data, defining the real data distribution as label
y=1 and the data generated from the generator as label
y=0 [3]. The probability that the output of the
discriminator is 1 (real data) can then be defined as.

ply=1x)=D(x6,)

The probability that the output of the discriminator
is 0 (generator generated data) can be defined as:

py=0x)=1-D(x6,)

For the generator, its goal is to minimize the loss
function of the above equation (1), that is to say, to
generate samples as close as possible to the real data,

and then make the discriminator produce a

misjudgement, so that its output tends to.

3 Detection of abnormal access

behavior based on adversarial

network

3.1 Network anomalous access detection
model

Adversarial network-based anomalous access behavior
detection is a method that uses the adversarial network
technique in deep learning to detect anomalous access
behavior. It detects abnormal access behavior by
training an adversarial network to generate normal
access behavior data and comparing it with real access
behavior data. In contrast, adversarial network-based
anomalous access behavior detection methods can take
advantage of the powerful fitting ability of deep learning
technology to achieve accurate detection of anomalous
behavior [4].

The overall structure of the primitive GAN-based
network anomalous access detection model is shown in
Figure 1, a network anomaly detection model is mainly
composed of two parts: model training as well as
anomaly detection. The upper half of Figure 1 shows the
training process of the generative adversarial network,
the Generator uses Noise to generate "fake data”, the
discriminator is trained by the real sample data in the
Training Data as well as the fake data generated by the
Generator. The closer the result is to 1, the more the
discriminator is true, otherwise it is false. The second
half of Figure 1 is the anomaly detection stage, where
the test data is input into the discriminator, and the
trained discriminator will determine whether this data is
anomalous or not.
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Figure 1: General framework of GAN-based network anomaly access detection

Although the original generative adversarial model
can be used to complete the detection of abnormal
network access data, however, due to the generative
adversarial network itself has the problem that the
discriminator is too strong and the generator is too weak
which makes the model difficult to be trained, so the
original generative adversarial model needs to be
adapted and adjusted. In this paper, two GAN-based
network anomalous access detection models are
designed. The first method uses the advantage of LSTM
in processing time series to design LSTM-based
generative adversarial model, so as to achieve the
optimization effect on the original model. The second
method is to add an encoder (Encoder) in the generative
adversarial model, and learn jointly with the generator in
the generative adversarial network through the Encoder
[5, 6].

3.1 Generative adversarial model based on

LSTM
Figure 2 shows the model architecture of a generative
adversarial model based on LSTM. The left half of the
figure is a GAN framework, where the generator and
discriminator are obtained through iterative adversarial
training. On the right is the anomaly detection process,
where the discriminator trained with GAN calculates the

discrimination score, the generator calculates the
reconstruction score, and then combines them.

Firstly, this article constructs the generator and
discriminator of GAN as two Long Short-Term Memory
(LSTM) neural networks, as shown in the left half of
Figure 3-2. According to the original GAN framework,
the generator takes a sequence from a random latent
space as its input to generate fake access data, and
passes the generated sequence samples to the
discriminator, which attempts to distinguish the
generated (i.e., "fake™) data sequence from the actual
(i.e., "true™) normal training data sequence. This model
does not handle each data stream separately, but
considers the entire dataset simultaneously in order to
capture potential interactions between variables in the
model.

In order to utilize the advantages of LSTM in
processing time series in this method, both the generator
and discriminator of GAN are long short-term memory
neural networks (LSTM). After sufficient rounds of
training iterations, the trained discriminator and
generator can be used to detect anomalies in the data.
The advantage of using GAN is that it can train both a
discriminator and a generator simultaneously. This
article uses discriminators and generators to jointly train
and identify network anomalies.
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Figure 2: Generative adversarial model based on LSTM

3.2 Encoder based generative adversarial

model
A GAN trained to adapt to a normal sample distribution
should be able to reconstruct a normal sample from
some potential representation. However, since GANS
can only implicitly model data distributions, using them
for anomaly detection requires a complex optimization
process to recover the potential representation of a given
input example, which is a very time-consuming
approach for large datasets or real-time applications.
Therefore, this article designs a GAN model based on an
encoder for anomaly detection, with the aim of learning
the encoder while training the GAN to achieve better

generator

encoder

anomaly detection performance.

This model is based on the GAN method and
simultaneously learns an encoder E that maps the input
sample X to a latent representation Z, a generator G, and
a discriminator D during training, which can avoid the
problem of high computational complexity in recovering
latent representations during testing. Unlike the
discriminator in conventional GANSs that only considers
real or generated samples, in this case, discriminator D
also considers potential representations (generator input
or encoder). The structure of the encoder based
generative adversarial model is shown in Figure 3.

Figure 3: Encoder+GAN model structure

There are different strategies for training encoders,
where G and E are jointly learned. In order to optimize

the training process of the original GAN, this paper
defines V (D, E, G) as equation (4):

V(D1 E,G)= Exfpx |_EZ—PE(.|X)[IOg D(X’ Z)]J+ lEX—PG(-IZ) [1_|Og D(X’ Z)]J “)

Here PX (X) is the distribution of the data, Pz (2) is
the distribution on the latent representation, PE (z | x)
and PG (x | z) are the distributions of the encoder and
generator, respectively. After training the model on
normal data to generate G, D, and E, this paper defines a
score function A (), which is a combination of
reconstruction loss Lg and discriminator-based loss Lp.

The specific form of detecting whether example x is
abnormal is:

AlX)=als (x)+2-a)Lo(x)

Where a represents the weight of the reconstruction
loss in the overall loss of the model, and 1-a represents
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the weight of the discriminator loss. Among them,

L ()=l XG(EC)) s Lo )

are defined in two ways. Firstly, taking the
cross-entropy loss of x's discriminator as an example: it
captures the discriminator's confidence in the
distribution of samples from real data. The second
method of defining Lp has a "feature matching loss",
were

Lo (x)=ll o (X, E(x))= o (G(E(X) E()))Il;

evaluates whether the reconstructed data has
features similar to the real sample in the discriminator,
and samples with larger A () values are considered more
likely to be abnormal.

4 Experimental results and analysis

4.1 Experimental data

To verify the effectiveness of the proposed method, this
paper uses the publicly available dataset
KDDCUP1999Datal as experimental data and analyzes
the experimental results using the two model evaluation
metrics  mentioned  earlier. The  experimental
environment is as follows: using the industry's
mainstream deep learning framework Tensor Below to
implement data loading and model training, and
conducting experiments using PyCharm software.

The samples in the KDDCUP1999 dataset are
network connections, each network connection is
labeled as normal and abnormal, and the abnormal types
are mainly categorized into the following four types:

(D) Denial-of-service attack (DOS,
denial-of-service);

(2) The remote computer is not authorized to
access the local computer (R2L, the remote computer is
not authorized to access the local computer);

(3) super user has unauthorized access (U2R, super
user has unauthorized access);

(4) port monitoring or scanning (surveillance and
probing) [7].

In this paper, K-fold cross validation method is
used for the training set and test set. The dataset is
randomly divided into mutually exclusive subsets, and
the k subsets are randomly divided into two groups, one
with k-1 subsets and the other with one subset. In each
kind of grouping result, the group with k-1 subsets is
treated as a training set and the other as a test set,
generating predictions, which are averaged. In this paper
k is chosen as 12 during the processing of the dataset [8,
9].

4.2 Network transmission data anomaly
identification method
4.2.1 Preprocessing of network transmission data
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Before data anomaly identification, certain
preprocessing of network transmission data is required.
This study applies the normalization method to control
the network transmission data between 0 and 1, with the
expression;

X _Xmin

Y= 2" Zmn
erax_xmin

(6)

Due to the large volume of network transmission
data, coupled with the fact that the subsequent
construction of the model requires a training set and a
test set, a Gaussian mixture model is applied in this
section to partition the network transmission data set.
Gaussian mixture model can effectively partition the
network transmission data set into 2 sets, respectively,
the training set (dark circle) and the test set (light circle),
which are recorded as sets Y1 and Y2, laying a solid
foundation for the realization of the subsequent network
transmission data anomaly identification.

4.2.2 Network transmission data anomaly identification
model construction

Based on the preprocessed network transmission data
collection, LSTM, a deep learning technique, is
introduced to construct a network transmission data
anomaly identification model, which provides support
for the realization of the research objectives.

The Encoder+GAN based network transmission
data anomaly identification model is specifically shown
in Fig. 4.

Network Transmission Data Processing
Training set Y1 and training set Y2 input layer
S1 Sm
Encoder+GAN Encoder+GAN
i hidden layer
Denze Dense
The model is trained using the training set Y1
l output layer
The test set Y2 is input to the trained model to
obtain data anomaly identification results

Figure 4: Schematic diagram of network transmission

data anomaly identification model

Due to the network transmission data in the time
dimension there is a back and forth relationship, with
time series characteristics, coupled with the data



180  Informatica 49 (2025) 175-186

transmission is a more complex process, but also subject
to a variety of factors directly or indirectly, resulting in
the existence of anomalous data with a certain degree of
uncertainty, and LSTM has a better convergence of the
time series data processing, so this is the basis for the
construction of the network transmission data anomaly
identification model.
4.2.3 Network transmission data input remodeling
Because the LSTM neural network contains long-term
and short-term memory unit states in the above model, it
has certain requirements on the input data form,
therefore, it is necessary to reshape the network
transmission data to make it meet the requirements of
the model input, and maximize the recognition accuracy
of the anomalous data.

Setting the network transmission data as

Y ={Y1, Vorens Y}

LSTM neural network long-term and short-term
memory unit association length is LC and LD
respectively, then the expression of input data after
reshaping is:

Yi

The entire network transmission data is reshaped
and processed using Eq. (7) to obtain the set of input

dataS ={s,,S,,...,5,,

for constructing the model, in preparation for the
implementation of network transmission data anomaly
identification.
4.2.4 Network transmission data anomaly identification
The gradient descent method is applied to formulate the
training procedure for constructing the model, determine
the abnormal data discrimination rules, input the test set
into the trained recognition model, and its output is the
abnormal data recognition result.

The training process of network transmission data
anomaly identification model based on gradient descent
method is shown below:

1) Initialize the parameters of the recognition
model, set the initial step size to 0.001 and the initial

decay rate to 0.9.
2) Collect a random sample dataq in the training

set Y, , which is noted as {yl,yz,...,yq}, and its

corresponding model output target is Rj .

3) Calculate the gradient values g and update the

biased first-order moment estimate H and biased

J. Hu et al.

second-order moment estimate K .
4) Correct the biased first-order moments and

second-order moments to obtain new estimates, denoted
asHvsK.

5) Calculate the updated parameters.

6) Repeat steps 2) to 5) until the maximum number
of iterations is satisfied, and output the parameters of the
final recognition model. The anomalous data
discrimination parameter is calculated as:

rzjii[ya)—ya)r

n-13

©)

Where: I denotes the anomalous data
discriminating parameter; Y(t) and Y(t) denote the
model fitting value and the actual value, respectively.

Based on the calculation results of Eq. (8), the rules
of abnormal data discrimination are formulated: when
T"is greater than or equal to 0.43, it is recognized that
the data transmitted by the network are abnormal data;
when T is less than 0.43, it is recognized that the data
transmitted by the network are normal data. Substituting
the relevant parameter values and abnormal data
discrimination rules obtained from the above training
into the network transmission data abnormality
identification model, the training and improvement of
the identification model can be completed. The test set
is used as the input of the identification model, and the
output of the model is the result of abnormal data
identification, thus realizing the accurate identification
of network transmission data abnormality, providing a
more effective guarantee for the security of network
transmission data, and facilitating the querying of
demand data to a certain extent.

4.3 Anomaly detection results and analysis

based on classification accuracy
In order to verify the performance of the network
anomaly access detection method based on generative
adversarial network proposed in this paper, this paper
uses One-ClassSVM, lIsolation Forest Algorithm, Local
Anomaly Factor Algorithm and Covariance Estimation
Algorithm for comparison experiments [10].

Before analyzing the experimental results, this
paper selects the same number of network anomaly
access data from the preprocessed data and uses a
variety of traditional algorithms as a comparison
experiment. The experimental results are shown in
Table 1:
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Table 1: Classification accuracy of traditional machine
learning methods
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of using One-Class SVM, Local Anomaly Factor
Algorithm, and Covariance Estimation Algorithm is

Model Precision Recall F1 relatively similar, and among them, the Local Anomaly
5 Factor Algorithm has the best experimental results.
Isolation Forest 0.4415 0.3260 0.3750 Among all the machine learning methods, the highest
One-Class-SVM 0.7457 0.8523 0.7954 accuracy was achieved using the Local Outlier Factor
Local Outlier 0.7913 0.8045 0.7743 method. Although the experimental results show that the
results are not bad when using traditional machine

Factor . .
learning algorithms for network anomalous access
Covariance 0.7879 0.7736 0.7851 detection, however, for the Internet as a whole, every
estimation time one more network attack goes undetected, its

potential damage increases exponentially [11]. In this
paper, we propose a network anomaly detection
algorithm based on generative adversarial networks, and
the accuracy rates under different models and
parameters are shown in Table 2:

From the experimental results, it can be seen that
among all the machine learning methods, the use of
Isolation Forest for anomaly detection has the worst
effect, and the accuracy rate of detecting network
anomalies is even less than half, while the accuracy rate

Table 2: Classification accuracy of the network abnormality detection algorithm based on GAN

Model Parameter Precision Recall F1
GAN(Feature Matching) w=0.1 0.7382 0.7500 0.7741
GAN(Cross-E) w=0.1 0.7859 0.7984 0.7921
GAN(Feature Matching) w=0.3 0.7292 0.7408 0.7349
GAN(Cross-E) w=0.3 0.7858 0.7984 0.7920
GAN + LSTM(Cross-E) w =0.1 0.7983 0.8650 0.8303
GAN + LSTM(Feature Matching) w=0.1 0.7719 0.8467 0.8134
GAN + LSTM(Cross-E) w=0.3 0.7959 0.8646 0.8300
GAN + LSTM(Feature Matching) w=0.3 0.7597 0.8250 0.7954
GAN + Encoder(Cross-E) w=0.1 0.9508 0.9659 0.9583
GAN + Encoder(Feature Matching) w=0.1 0.9492 0.9643 0.9567
GAN + Encoder(Cross-E) w=0.3 0.9507 0.9658 0.9582
GAN + Encoder( Feature Matching) w=0.3 0.9104 0.9249 0.9176

In this case, the accuracy rate is the percentage of relatively high F1, which shows the advantage of its

data points that are correctly detected as anomalous. A
higher accuracy rate means that the model can
accurately find out the abnormal data with better results.
Among the three models, the accuracy rate of GAN +
Encoder is higher than the other two models, which is
around 0.9. Recall is the ratio between data points that
are correctly detected as anomalous and all anomalous
data points. The higher the recall, the more
comprehensively the model is able to identify
anomalous data. Among the three models, the GAN +
Encoder model has the highest value, which indicates
better results. F1 value is a combined assessment of
accuracy and recall, which is used to measure the
overall performance of the model. Higher F1 values
represent better anomaly detection ability of the model.
Among the three models, GAN + Encoder has a

detection ability.

In Table 2, w is the weight, which indicates the
proportion of the generator's loss to the overall loss of
the generative adversarial model, and the corresponding
loss weight of the discriminator is 1-w. Through the
experimental results, it is not difficult to see that the
experimental results are the best when w is taken to be
0.1, and the classification accuracy rate is in a
decreasing trend with the increasing w. On the other
hand, this paper uses two kinds of loss functions,
cross-entropy and feature matching, and experiments are
conducted with different loss functions under each
parameter, and the results show that in the process of
using generative adversarial network for network
anomalous access detection, cross-entropy as a loss
function is more effective for classification compared to
feature matching. When the original generative
adversarial network is used, the anomaly detection
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effect that can be achieved is similar to the result of
using local anomaly detection methods, and when the
discriminator and generator in the GAN use LSTM, it
can produce a certain enhancement to the accuracy of
classification. Finally, when the GAN+Encoder method
is used, for anomalous access detection Data Table 2
GAN-based Network Anomaly Detection Algorithm
achieves the best accuracy in terms of classification
accuracy, which is best compared to other classification
models [12].

w=0.1 Cross-E

@
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4.4 Anomaly detection results and analysis

based on generator discriminator loss

In this paper, a total of three different generative
adversarial network models are used for anomaly
detection, which are the original Generative Adversarial
Network (GAN), Generative Adversarial Network using
Long and Short-Term Memory Networks
(GAN+LSTM), and Generative Adversarial Network
with the addition of an encoder (GAN+Encoder). The
strengths and weaknesses of the models can be observed
through the loss variations of the generators and
discriminators of these three models.

w=0.1FM

(b)

Figure 3: Trend of GAN loss change. (a)Loss variation of GAN with loss function Cross-E (b) Loss variation of GAN
with loss function as FM

As shown in Figure 3, Figure 3a shows the loss
variation of GAN using Cross-Entropy as the loss
function, and Figure 3b shows the loss variation of GAN
using Feature Matching as the loss function. When using
the same parameters to train the original GAN, it can be
found that the generator loss will first become larger and
larger, this is due to the initial period of training the
model discriminator is stronger, the generator is weaker,
at this time the discriminator can easily distinguish
between the real data and the fake data generated by the

generator, so at this time, the loss of the discriminator is
very small, and the generator's loss is larger, and
continues to show an upward trend. However, in the
process of continuous adversarial training, the generator
gradually learns how to generate more "realistic" fake
data, and then the generator loss begins to decline, and
eventually converge to a smaller value, until the
generator and discriminator losses converge [13].

GAN+LSTM

PR o

1 6 11 168 21 26 31 36 41 46 51

= 3-loss

56 61 66 71 76 Bl BB 91 96
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Figure 4: Loss variation of GAN+LSTM
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Figure 4 shows the training loss variation of the
generative adversarial network model based on Long
Short-Term Memory Network (LSTM), unlike the
original GAN, the generator and the discriminator of
this model are all using LSTM. Through many
experiments, it is found that the model's performance is
the best at this time when the number of times of
training is set to about 100 times. Meanwhile, compared
with the original GAN, the loss of the generator and the
discriminator tends to converge faster after using the
GAN+LSTM model, which means that the model's

w=0.1,Cross-E

(@)
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classification effect is better after adding the LSTM.
However, due to the increased complexity of the model,
each iteration of training takes longer [14].

Figure 5 shows the loss variation of the generative
adversarial network model with the addition of the
Encoder. From Figure 5, it is not difficult to see that
although the loss of the encoder is very large and
constantly showing an upward trend, but the loss of the
generator converges very quickly, at this time, only need
to train about 50 times to make the model has a very
good detection effect.

w=0.1,FM

(b)

Figure 5: Loss variation trend of Encoder+GAN. (a) The loss function is the loss variation (b) Encoder+GAN loss
variation of Encoder+GAN of Cross-E with loss function as FM

w=0.2 ,Cross-E

10

[T}

;o - ;m

Figure 6: Training results of GAN after 50 iterations

As shown in Figure 6, in order to compare the model
enhancement effect, when using the original GAN for
50 times of training, at this time it is not difficult to find
that the loss of the generator is extremely large and
rising, while using the GAN + Encoder at this time, the
loss of the generator and discriminator has converged.
At the same time compared to the GAN + LSTM model,
the use of GAN + Encoder model is relatively simple,
and the training time is shorter, more efficient.

5 Discussion

The research on network anomaly access detection
technology is crucial in the field of intrusion detection.
However, currently this technology is facing issues such
as high false alarm rates, insufficient detection coverage,
and inadequate detection accuracy and efficiency, which
urgently require in-depth research. This article proposes
a novel detection mechanism based on generative
adversarial networks to address the challenge of dealing
with network intrusion datasets with rich types of
anomalies but limited sample sizes encountered by
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traditional methods. By training the GAN model, the
generator generates data through continuous adversarial
training, thereby enhancing the discriminative ability of
the discriminator.

This article also explores the problem of
mismatched generator and discriminator capabilities
during GAN training, and proposes two variant models
of GAN that help the generator loss function converge
faster, significantly reducing training time and
improving training quality. However, due to the large
number of network connection features contained in the
processed data samples, the computational complexity
of the GAN model is high, making it difficult to quickly
achieve result output in a single machine environment.
Therefore, this study suggests adopting a distributed
server cluster architecture to improve program running
efficiency.

In this study, the classification accuracy and F1
results of the three models, the original Generative
Adversarial Network (GAN), Generative Adversarial
Network using Long Short-Term Memory Network
(GAN+LSTM), and Generative Adversarial Network
with the addition of an encoder (GAN+Encoder), were
analyzed experimentally in comparison to the original
Generative Adversarial Network (GAN), and the
Generative Adversarial Network using Long Short-Term
Memory Network (GAN+LSTM), and Generative
Adversarial Network with the addition of an encoder,
and the F1 results show that GAN+Encoder model is the
best. This is due to the fact that this model is based on
stemming approach while learning an encoder E
mapping input samples X to potential representations Z,
a generator G, and a discriminator D during the training
period, which avoids high computational complexity
problems in recovering potential representations during
testing. Experiments on the loss trends of the generator
and discriminator based on these three models, as well
as the results of training through 50 iterations show that
the GAN+Encoder model is relatively simple, and has a
shorter and more efficient training time. However, there
are still some challenges and limitations of the method,
such as the comprehensiveness of data collection, the
effectiveness of feature extraction, and the robustness of
the network. Future research can further explore these
issues to achieve more efficient and reliable anomalous
access behavior detection.
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Different students have different learning behaviors, and their attitudes towards learning are directly
reflected in their learning behavior. To improve students' self-learning ability and enhance the teaching
level of universities, this study constructs an emotional change trend evaluation model based on
fine-grained emotion analysis technology during the learning process. Based on the output results of the
model, predictive analysis is conducted on students' learning behavior. The results showed that the
designed emotional evaluation model could achieve an accuracy of over 80% in analyzing the trend of
students’ emotional changes, and the calculation time was only about 15 seconds. The proposed student
learning behavior prediction model could reduce the average percentage error to 0.15% when
predicting and analyzing students’ learning behavior. The proposed student learning behavior
prediction model consistently maintained an F1 score above 0.95 and an accuracy rate of over 97% in
predicting Students’ learning behavior. The research model can accurately analyze the emotional
changes of students during the learning process and predict and analyze their learning behavior.
Universities can correct students' learning behavior based on the output results of the model, effectively
improving students' learning efficiency and enhancing the teaching level of universities.

Povzetek: Uveden je model SBPM za napovedovanje Studentskega vedenja na podlagi podrobne analize
Custev. Model dosega visoko natancnost in pomaga izboljsati ucno ucinkovitost ter prilagoditi

pedagoske strategije univerz.

1 Introduction

The continuous advancement of educational technology
has made the analysis and understanding of Students'
Learning Behavior (SLB) increasingly important. By
analyzing SLBs, teachers can understand each student's
unique needs and learning styles, and design personalized
learning plans and teaching strategies accordingly [1, 2].
Learning Behavior Analysis (LBA) can also help students
understand their learning habits and efficiency, thereby
encouraging them to adopt more effective learning
strategies and cultivate their ability for self-directed
learning. LBA can not only assist teachers and students
but also provide data support for education administrators
to make more informed decisions on resource allocation,
curriculum design, and policy formulation [3, 4]. In
recent years, educational and psychological research has
gradually recognized that students' emotional states and
behavioral patterns have a significant impact on their
learning outcomes. By analyzing nonverbal signals such
as students' language, facial expressions, and body
language, it is possible to identify and understand
students' emotional states in more detail. Understanding
students' emational states can help teachers understand
their emotional changes promptly and provide a basis for
adjusting teaching strategies [5, 6]. Traditional teaching
methods and evaluation systems often fail to fully reflect

students' learning status and needs. Fine-grained
Sentiment Analysis (FGSA) is an advanced emotion
recognition technique that focuses on identifying and
understanding an individual's specific emotional state in a
particular context. Therefore, to improve the quality of
education and student learning outcomes, this study
establishes a Sentiment-change-trend-based Behavioral
Prediction Model (SBPM) based on the FGSA method to
analyze SLB.

This study innovatively utilizes the FGSA method to
construct a multi-polar emotion assessment model for
analyzing students' emotional changes. Based on the
analysis results of the model, an SBPM model is
constructed to predict and analyze SLB. The main
contribution is the design of a fine-grained multi-level
sentiment evaluation model. Based on the results of this
model, predicting and analyzing SLB can help educators
and participants develop more efficient teaching and
learning methods.

2 Related works

FGSA is an emerging emotion analysis technology. Luo
et al. employed deep learning sentiment analysis to
ascertain the experiences of diverse guests who had
evaluated Chinese economy hotels. The location factor
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received the highest praise, while negative emotions were
mostly focused on facility details. This study provided a
new method for understanding customer experience and
discussed the significance of management theory and
practice [7]. Wang Y et al. proposed a method of
automatically constructing a fine-grained sentiment
dictionary to improve the performance of sentiment
analysis. This dictionary achieved significantly better F1
scores in emotion and sentiment analysis on multiple
datasets [8]. Zhu S et al. proposed a customer hearing
system that combines sentiment analysis and redesign
mechanisms to improve the accuracy of product redesign.
The system enhanced accuracy through ontology and
professional knowledge and has been successfully
applied to smartphone cases, verifying its effectiveness
and providing reliable product redesign strategies [9].
Wang Z et al. proposed the MiMuSA method to enhance
the granularity and interpretability of sentiment analysis.
This method imitated the process of human language
comprehension and identified multiple types of emotions
through a multi-level modular structure. MiMuSA
outperformed existing methods in accuracy and F1 Score
[10]. Zhang H et al. proposed a lightweight regression
model that combines statistical distribution and
autoencoder to improve fine-grained financial prosperity
analysis. This model significantly outperformed the
baseline in news and Weibo data, with low computational
overhead, while emphasizing the importance of
dictionary methods [11] (Table 1).

Table 1: Summary of surveys related to fine-grained

X. Wang et al.

‘ fluctuations

SLB can reflect students’ learning status. Fan J et al.
proposed a deep learning recommendation method based
on a multi-attention mechanism to improve the MOOC
learning experience and reduce dropout rates. This model
could effectively analyze learning behavior and
recommend personalized MOQOCs, improving the
interpretability of recommendations [12]. Ikawati Y et al.
proposed a learning style prediction model based on the
ensemble tree method by analyzing Moodle logs and ILS
guestionnaire data to improve the efficiency of e-learning
and personalized teaching. This model significantly
improved classification accuracy compared to the single
tree model [13]. Wang J et al. proposed a comprehensive
review and classification method using natural driving
research combined with computer vision technology to
study driver distraction and safety issues. This method
effectively identified driver behavior and revealed
technological gaps in future research [14]. Mizael T M et
al. proposed four contributions from Brazilian researchers
to explore the relationship between racial issues and
behavioral analysis in Brazil. These contributions
underscored the perils of racial bias, stereotypes, and
systemic racism, as well as novel approaches to
measuring bias. They also advocated for enhanced
international collaboration [15]. Wilder D A et al.
proposed the role of response effort as an independent
variable in addressing target responses in behavioral
analysis. Clinical applications could reduce bad behavior

sentiment analysis and increase ideal behavior, while organizational
Author Achievement Deficiency applications could improve safety and recovery
) o efficiency. The impact mechanism and future research
Discussed the role of Not considering the . . R
Luo J directions were discussed [16] (Table 2).
sentiment analysis in emotional impact of hotel
etal.
hotel management services on customers Table 2: Survey summary of learning behavior analysis
The new dictionary has Author Achievement Deficiency
Constructed a new
Wang low universality and is Established a MOOC Not paying attention to the
fine-grained sentiment Fan J et
Y etal. only applicable to certain recommendation model impact of emotional
dictionary al.
fields based on LBA changes on SLB
Optimized the design Not paying attention to
Not considering the usage Ikawati Y Established a learning
Zhu S strategy of smartphones students' emotional
habits of different etal. style prediction model
etal. using customer changes
customers
sentiment analysis Established a behavior
Wang J et Not paying attention to
Only focus on the analysis model based on
Wang Z Improved al. changes in target emotions
interpretability of language computer vision
etal. interpretability of FGSA
sentiment analysis Established a behavior
Mizael T Only focus on historical
Established a The sentiment dictionary analysis model based on
Zhang M et al. legacy factors
fine-grained emotional used does not focus on historical factors
Hetal.
financial analysis model emotions with small Wilder D Corresponding behavior Not considering the impact




SBPM Model for Analyzing Students’ Learning Behavior Based...

Actal. analysis models were of personal emotional

established based on factors on behavior

response efforts

In summary, existing research is deficient in its
consideration of emotional states and their impact on
learning behavior. This deficiency results in an inability
to fully reflect the true learning status and needs of
students. Moreover, the limited universality and
applicability of the dictionaries used in sentiment analysis
limit the wide applicability of the analysis results. In
addition, existing research often overlooks students'
personal usage habits and multidimensional emotional
analysis. This results in an inability to fully capture the
subtleties of emotional fluctuations and a deficiency in
the comprehensive analysis and forecasting of students'
emotional trajectories. These restrictions have affected a
deeper understanding and effective intervention of SLB.
Accordingly, the study assesses students’ multi-level
emotional states by developing a multi-polar emotional
dictionary and anticipates SLB states based on the
assessment outcomes. This approach aims to facilitate
more precise methods for examining students' emotional
and behavioral patterns.
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3 Construction of a SLB prediction

model based on emotion analysis
3.1 Construction of student emotional

assessment model based on FGSA

The construction of a student emotional assessment
model is aimed at evaluating and analyzing the emotional
state of students, and analyzing the trend of student
emotional changes based on the results of students'
multi-polar emotional assessment. FGSA can identify and
distinguish subtle differences in human emotions. When
using this method to construct a student emotion
assessment model, it is necessary to build an emotion
dictionary [17]. According to the natural emotion
differentiation method, human emotional perception can
be divided into eight basic emotions. Based on eight basic
emotional feelings, scholars have constructed a
multi-level emotional dictionary. However, when
translated into other language dictionaries, this dictionary
contains a large number of synonyms that cannot reflect
emotional levels. Therefore, it is necessary to perform
synonym matching and weighting on the dictionary. The
synonym matching and weighting method for the
designed dictionary is shown in Figure 1.

o =)
Statement ——» N —> -
000 —
Extract Building a Building a
synonyms Word Forest synonym set

Dictionary €———— % —

0@
|l |
Traverse the
dictionary

Calculate
similarity

Figure 1: Dictionary synonym matching and empowerment process

The matching of synonyms is a fundamental step in
building a multi-level emotion dictionary. The study
chooses a synonym matching algorithm based on
WordNet, which is a linguistic database that provides
synonym relationships between words and a hierarchical
structure of word meanings. When matching and
weighting synonyms, it is necessary to calculate the
similarity of word meanings. When calculating the
similarity of word meanings, the first is to extract
emotional words from the dictionary and use them as
matching target words for synonyms. In the matching
interval for extracting target words, some emotional
words are selected to form a synonym set, and then the
similarity between the extracted target words and the
synonym set is calculated according to equation (1) [18,

19]. For the calculation of word meaning similarity, the
cosine similarity algorithm is used in the study. Cosine
similarity is a similarity measure that measures the angle
between two non-zero vectors, suitable for distance
calculation in high-dimensional spaces. The calculation
of word meaning similarity comprehensively considers
the similarity of word meanings and their structural
distance in the dictionary. Through this method,
synonyms can be more accurately identified and matched,
providing a foundation for building a multi-level emotion
dictionary.

sim(w;, w, )=m, cos(p'ﬂj(p_qﬂj (1)

180 p
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In equation (1), P is the number of nodes
contained in the first branch layer of synonyms.
Sim?Wi,Wj is the similarity between the target word
and the matching word. ( is the branch distance
between the target word and the matching word in the
first branch layer. The setting of this parameter reflects
the emphasis on the distance factor in synonym similarity
calculation. A smaller g value means a shorter distance,
resulting in a higher similarity score. m, is the
similarity coefficient at the same level as the target word.
The above operation is repeated until all sentiment words
in the initial dictionary are traversed. Then, based on the
similarity calculation results, the initial dictionary is
divided into three different similarity subsets: high,
medium, and low, as shown in equation (2).

clw,N),  sim(w,w,)e[0.85]
Clw,,N),  sim(w,w,)e[0.65085] (2
Clw,N),,  sim(w,w,)e[0,0.65]

E-Learning learner

,@ B
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In equation (2), C(Wi ,N)g is a high similarity
subset. C(V\Ii , N)Z is a subset of medium similarity.

C(Wi N )d is a low similarity subset.

All elements in the high similarity subset are weighted to
extract the emotional strength of the target word
similarity. When setting the weights in the similarity
subset, the coefficient is 0.85. The weight of the elements
in the similarity subset is 0.85 times the weight of the
extracted target word. The low similarity subset is
directly deleted. Students' emotions during the learning
process will constantly change as the course progresses.
In the multi-polar sentiment dictionary, the emotional
changes of students are shown in Figure 2.

|
i Multi polarized
| emotional features

Figure 2: The emotional changes in different stages of learning

The data collection for FGSA mainly comes from
text data of students' online Q&A and discussions. The
preprocessing process first involves data cleaning,
including merging text, constructing a set of language
segments, and segmenting them according to the length
of the course. Subsequently, the merged segments are
subjected to sentence segmentation and word
segmentation, and a sentence word vector is constructed
after removing stop words. In terms of feature extraction,
the study uses a multi-polar sentiment dictionary to match
and modify sentiment words, while considering factors
such as punctuation marks, sentiment word strength,
emoticons, degree adverbs, negative words, transitional
conjunctions, and progressive  conjunctions. By

calculating the quantitative value of sentiment strength in
sentences, a multi-level sentiment vector is constructed to
analyze students' emotional changes at different learning
stages [20]. Data cleaning requires merging the text and
constructing a set of segments based on different course
levels, as shown in equation (3).

U(L)=1{prgh,---, prah.} @

In equation (3), U(LI) is a set of language

segments for a student. prgh; is the first student to
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participate in the discussion of text merging paragraphs in

the course. T is the length of the course. After merging
the texts, the paragraphs are divided according to
equation (4).

S(prgh,)={stat,,--,stat, | (4)

In equation (4), S(prgh[) is the statement set. |
is the statement index. After completing the sentence
segmentation, the sentence is segmented and stop words
are removed to construct a sentence word vector, as
shown in equation (5).

o=1 k=1

O (
o=1

In equation (6), p(statj) is the quantified value of
emotional intensity. Sym. (J) is the intensity of
punctuation modification. W. is the emotional intensity
of emotional words. O is the number of sentiment
words in the sentence. Symg fc(a)) is the intensity of
modification in emoticons. &, is the modifier strength
of degree adverbs. £ represents the strength of
negative word modification. o is the modifying
strength of transitional conjunctions. 7 is the modifying

p(stat, )=

k=1
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V(stat, )= {word,,---,word,}  (5)

In equation (5), V(Statj) is a word vector.
word isaword. 0 isa word index. Finally, based on
the multi-polar sentiment dictionary, sentiment words are
matched and modified. After processing the raw data, the
stage specific emational intensity of students can be
quantified based on their learning stage. The quantitative
calculation of the emotional intensity of a statement is
shown in equation (6).

[¢] K
Z(angkﬂ+SymE_fc(w)+SymE_fc(5)jO'1 if o appeared

(6)

K
ijgk;HsymE_fC(a))+symE_fc(5)]r, if 7 appeared

strength of progressive conjunctions. The quantitative
calculation of emotional intensity integrates various
factors such as emotional words, facial expressions, and
degree adverbs. The weight setting of each parameter is
based on linguistic and psychological research to ensure
accurate quantification of emotional intensity. According
to equation (6), the multi-level emotion vector of students
during the course hours can be calculated, as shown in
Figure 3.

Happy  Sad Anger Expectation Trust
| I I [ 1 [ ]
Fear Surprised Detest
Vectorization of
emotional intensity
s © O
Conjunction Adverb Negative Sentiment  Symbol
word Word

Figure 3: Phdic multi-level emotion vectorial representation of learners

Happiness and sadness, anger and tragedy,
expectation and surprise, trust and disgust are four pairs
of bidirectional emotions. If the calculation result of the
sentence sentiment vector is negative, the corresponding
sentiment will be reversed to the corresponding
bidirectional sentiment. A multi-polar emotional state
change chain is established based on students' dominant
emotions at different stages. The expression for judging
students' emotional tendencies based on the emotional
chain is shown in equation (7). This equation is used to
determine students' emotional tendencies at a specific
stage of learning. By analyzing the frequency of different

types of emotions, it is possible to identify the dominant
emotions in a specific learning stage, which is crucial for
understanding students' emotional trends and predicting
their learning behavior.

Sent,..(L;)=max(Dmt,, — freq) ()

In equation (7), Senttend(l_i) represents the
emotional inclination of the student. | is the frequency
of dominant emotions in the current course progress. The
setting of emotional tendency parameters is based on the
analysis of the trend of students' emotional state changes.
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Studying the frequency of dominant emotions at different
stages to determine students' emotional tendencies can
help predict changes in their behavior.

3.2 Construction of learning behavior

prediction model based on SBPM
Based on FGSA, the results of student multi-polar
emotional assessment can be used to analyze students'
emotional trends. The emotion assessment model first
identifies students' emotional states through FGSA
techniques. This technology can identify and distinguish
specific emotions of students in specific learning
contexts, such as happiness, sadness, anger, etc. By

T T Y
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constructing a multi-level emotion dictionary and
quantifying the emotional intensity of sentences, the
model can track students' emotional changes at different
learning stages and identify patterns of rising, falling, or

fluctuating emotions. A predictive model is constructed

by combining students' emotional trends with learning
behavior data, thereby enabling the prediction of their
learning behavior based on their emotional state. If the
student can graduate smoothly, there is no need to
intervene in their learning behavior. If there are certain
difficulties for students to graduate successfully, their
learning behavior can be adjusted based on the results of
emotional analysis. The algorithm logic is shown in
Figure 4.

L Start J

| Input multipolar emotional state |
| change chain |

—_— —_——

| Similarity clustering |
||

| Calculate the average graduation |
| rate of class clusters |

| A multiple linear regression model for
| calculating the graduation rate emotional state |—
change chain |

- s the graduation probability less ™ ~_
~

~_  than 70% or significantly
T~ reduced?

—

—_———

| curriculum redesign |

- N

| Recommended |
courses

— _¢_ ™
L End )‘

Figure 4: Algorithmic logic of the SBPM model

The construction of the SBPM model is intended to
facilitate the analysis of SLB states by leveraging the
emotional results of the student emotional assessment
state model. This analysis is designed to assist educators
in adapting their instructional content to align with
students' emotional needs. When using the SBPM model
to analyze the graduation rates of different students, it is
necessary to perform similarity clustering on student
emotions to calculate the average graduation probability
of different students. When calculating the graduation
probabilities of different students, it is needed to first
normalize the student data to weaken the impact of
extreme situations on the final calculation results. The
normalization formula is shown in equation (8) [21, 22].

Dmtpst(vl)’ T DthSt(VT )

Dmt B maX(Dmtpst(Vt ))_ min (DmtpSt(Vt ))

pst C(Li )
8)

In equation (8), Dmtpst—C(Li) is the chain of

changes in students' emotional states. Dmtpst(vt is
the emotional intensity value. When determining whether
a student can graduate, it is necessary to decompose their
graduation status into levels based on the similarity of
their multi-polar emotions. This study uses the cosine
similarity method to calculate the cosine similarity
between different students, as shown in equation (9) [23].
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dist(Dmt, , —c(L, ), Dmt, —c(L, ))=

Informatica 49 (2025) 187-200 193

Dmtpst;( )

Z Dmtpstl

)

In equation 9),
dist(Dmt,,, —c(L; ), Dmt,,, —c(L,)) s the
I Dmt

similarity between student 1 and |. psti Vi

\/z Dmtpstl \/z DmtpstJ

is the normalized emotional intensity of 1 during
class t. Student clustering analysis needs to be based
on the similarity calculation results. During clustering
analysis, the clustering radius is calculated using
equation (10).

n

\/ﬁHdlst(Dmt

i=1 j=1

In equation (10), R is the clustering radius. N is
the size of the sample set. I'(N) is the gamma function.
Finally, with the goal of increasing the probability of
students graduating, a predictive model function can be
constructed. The constructed prediction target multiple
linear regression model is shown in equation (11).

Gp(L)= B+ BDmt,, —c(L;ft] ()

In equation (11), Gp(Li) is the student graduation
probability output by the model. [ is the partial
regression  coefficient. Dm'[pst—C(Li )[t] is the
element value in the chain of students' multi-polar
emotional state changes. When using this model to
predict and analyze the graduation probability of
students, the model loss needs to be considered, and the
constructed loss function is shown in equation (12). This
equation defines the loss function of the model, which
measures the difference between the predicted and actual
values of the model. The loss function is the main
objective of optimization during the model training
process. By minimizing the loss function, the model
parameters can be adjusted to improve the accuracy of
predictions.

Loss(f3,,...

)= (Gp(L)-Gpat(L,)f 12)

i=1

(Li )’ Dmtpst

_C(Lj ))

(10)

In equation (12), LOSS( 0,...,,&) is the model
loss. Gpat(Li is the actual probability of students
graduating. The research model is designed with
universities as the target users, with a large number of
students. Concurrently, students exhibit a spectrum of
emotional fluctuations, rendering the data samples
inherently multidimensional. This complexity precludes
the application of conventional numerical computation
techniques for model resolution. Mini-batch Gradient
Descent (MBGD) uses a small batch of data samples per
iteration to calculate the average gradient, rather than
using the entire training set like Batch Gradient Descent
(BGD) or only one sample like Stochastic Gradient
Descent (SGD) [24, 25]. This method strikes a balance
between computational efficiency and convergence
speed, but it uses a fixed learning rate to solve the model,
resulting in lower solving efficiency. Learning Rate
Warm Restarts (LRWR) is a strategy for dynamically
adjusting learning rates. It allows the learning rate to
periodically increase and decrease during the training
process, rather than simply decaying linearly or
exponentially according to a predetermined decay
strategy. Accordingly, this study proposes to enhance the
MBGD with LRWR and refine the coefficients of the
SLB prediction model through the implementation of the
proposed algorithm, thereby optimizing the model's
computational precision and efficiency. The improved
MBGD algorithm flow is shown in Figure 5.
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Figure 5: Model solving process for improving the MBGD algorithm based on LRWR

Improving the MBGD algorithm requires initializing
the model parameters, adjusting the initial learning rate,
and determining the batch size when solving the model.
The data samples are divided based on batch size. Before
each iteration of training starts, the order of the dataset is
randomly shuffled, and small batches of data are sampled
according to batch size to begin iterative training. During
the training process, it is necessary to calculate the
gradient and update the algorithm parameters based on
the gradient. Finally, the above steps are repeated until

Lr i+b-1
ﬂt_updt = ﬂt + Tt

k=i

In equation (13), S .4 IS the updated value of
the partial regression coefficient. b is the sampling
interval for students. In the development of the SBPM
model, the parameter adjustment steps include initializing
the model parameters, setting an appropriate initial
learning rate, and determining the batch size in MBGD.
Subsequently, the dataset is divided into small batches of
samples and the order of the dataset is randomly shuffled
before each iteration to enhance the model's
generalization ability. During the iterative training
process, the gradient of each small batch of data is
calculated and the model parameters are updated. At the
same time, the learning rate and batch size are
dynamically adjusted based on the performance
evaluation results to optimize the model. Furthermore, a
learning rate hot restart strategy is employed to facilitate
periodic adjustments to the learning rate, thereby
preventing the phenomenon of local minima.
Additionally, a sigmoid function is utilized to decelerate
the learning rate, thus enhancing the efficiency of the
solution process. Finally, when the model loss drops to
the preset threshold or reaches the maximum number of
iterations, training is stopped to ensure that the model is
both accurate and efficient.

z (G p(Lk )_ G pat(Lk ))XDmtpst - C(Lk )[t]

the algorithm performance meets the requirements or
reaches the maximum number of iterations. In this
algorithm, when updating the learning rate, this study
uses the sigmoid function to slow down the learning rate
to reduce the problem of algorithm efficiency caused by a
fixed rate decrease in the learning rate. When using the
above method to update the partial regression coefficients
of the model, the update function formula is shown in
equation (13).

(13)

4 Simulation analysis of SLB
prediction model based on emotion
analysis

4.1 Analysis of student emotional assessment

model based on FGSA

When conducting simulation analysis on the student
emotional assessment model, this study randomly selects
discussion texts from 2,500 students in a university
during 12 hours of a certain course on an electronic
learning platform as data samples. Among them, there are
a total of 18,564 text data records. Table 3 shows the
specific experimental configuration for training and
simulation testing of the model.

Table 3: Experimental environment of student emotion
assessment model simulation

Item Type Item Type
Operatin Programmin
P J windows10 J J Java
system Language
Programmin Single
Memory 2T J J J
type threaded
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compilation
] Simulation
CPU i7-7700k MATLAB
platform
Equipped Programmin Apache
.q pp 16GB g. g p
with RAM Library NetBeans

sentiment classification. Pan W et al. proposed an
emotion splitting model based on Multi-class Machine
Learning (MCML) model. Cao Z et al. proposed an
emotion classification method based on Transfer
Learning (TL). To verify the effectiveness of the research
model, the performance of three algorithms is compared.
The changes in model loss value and evaluation

The research model (FGSA) is mainly used for

efficiency are shown in Figure 6.

— SVM
—&— TL

—a— MCML
—e— Fine-grained

0.10 -
-——=TL
008 e MCML
\ L Eirarai o

2 006 A Fine-grained S
- ' =

0.04

0.02

000 1 1 1 1 1 1 1 1 1 ] 1 1 1 1 1 1 1 1 1 ]

0 20 40 60 80 100 120 140 160 180 200
Epoch/time

(a) Comparison results of model loss values

0 200 400 600 800 1000 1200 1400 1600 1800 2000
Sample quantity/piece
(b) Comparison results of model efficiency

Figure 6: Model loss value of several computational efficiency comparison

Figure 6 (a) shows the changes in loss values for the
three models. FGSA completes convergence in the 10th
iteration and the loss value after model convergence can
be reduced to below 0.02. Both MCML and TL converge
at the 20th iteration, with MCML able to reduce the loss
value to around 0.25, while TL maintains the loss value at
around 0.03 after convergence. The convergence effect of
the SVM benchmark model is also lower than that of the
research model. FGSA has a faster convergence speed
and a lower loss value after convergence. Figure 6 (b)
shows the comparison results of emotion classification
efficiency among three models. As the number of data

samples increases, the time required for all three models
to complete sentiment classification is also increasing.
When the data volume increases to 2,000, FGSA takes
about 12s to complete the sentiment classification task,
MCML takes about 17s to complete the classification of
all data, and TL takes more than 20s. Compared to
MCML, the efficiency of FGSA has increased by nearly
30%. The SVM model also maintains a time consumption
of around 20 seconds to complete the emotion
classification task. Figure 7 compares the accuracy and
recall of three models.

100 - 100
. Of Sl S S S
D\ (=]
g 60 - 2 60 1
: " T Il e o S o
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(a) Comparison results of model precision values
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(b) Comparison results of model recall values

Figure 7: Comparison of model precision and recall rate

Figure 7 (a) shows a comparison of the accuracy of
three models. The accuracy of FGSA basically does not
change with the number of data samples, and overall

remains around 0.82. The accuracy of MCML and TL
both increases with the increase of data sample size, with
the highest accuracy of MCML being about 0.78 and the



196 Informatica 49 (2025) 187—200

X. Wang et al.

accuracy of TL being about 0.61. Figure 7 (b) shows the
recall rates of the three models, which are largely
unaffected by the number of data samples. The recall rate

threshold

Iterations 10000 Data 2 2500

of FGSA remains at around 0.81, while MCML is slightly
lower at around 0.78, and TL is much lower than these
two models, with a recall rate of only around 0.60.
Compared with other current emotion classification
algorithms, the FGSA model always maintains a higher
level of accuracy and recall when evaluating student
emotions.

4.2 Construction of learning behavior

prediction model based on SBPM

When conducting simulation analysis on the SBPM
model, the experimental environment used is consistent
with the student sentiment assessment model. The
experimental data for this model also come from online
learning platforms. To verify the applicability of the
model in different environments, this study extracts data
from online learning platforms of universities. In addition
to the data from the simulation analysis of the student
emotional assessment model, data from students of
different grades in another university are also extracted.
In this study, the first extracted data will be named Data
1, and the second extracted data will be named Data 2.
Table 4 shows the parameter information of all
algorithms, including the SBPM maodel.

Table 4: Algorithm parameter setting

Name Value Name Value
Sampling Duration of
i 1 12
interval class hours
Convergence 0.01 Data 1 2500
\ IMBGD
0.0155[ \..
0.0145
L
% 0.0135
2
0.0125
0.0115
0 1000 2000 3000 4000 5000 6000 7000 8000 900010000
Iter/time
(a) Data 1

By modifying the sampling interval, the quantity of
data utilized on each occasion that the model parameters
are updated can be regulated. A smaller sampling interval
can accelerate the model's adaptation speed to new data,
but it may lead to increased fluctuations during the
training process. A larger sampling interval can make the
model update smoother and help the model converge
stably. The implementation of an appropriate
convergence threshold is an effective method for ensuring
that the model terminates its training process at a
predetermined level of accuracy. This approach helps to
prevent the unnecessary expenditure of computational
resources and the potential overfitting of the model to the
training data. Setting an upper limit on the number of
iterations can prevent overfitting of the model on the
training data. By limiting the number of iterations, the
complexity of the model can be controlled to some
extent, enabling the model to have better generalization
ability on unseen data. The choice of batch size directly
affects the stability and convergence speed of model
training. Through experiments and parameter tuning, a
suitable batch size can be selected to enable the model to
converge quickly and maintain good generalization
performance during training. The algorithm used in the
SBPM model is the MBGD algorithm, which is a
common gradient descent algorithm. Therefore, when
selecting the comparison algorithm, this study compares
the performance of the original MBGD, SGD, and
traditional Gradient Descent algorithm (GD). The Mean
Square Percent Error (MSPE) results of different
algorithms on two datasets are displayed in Figure 8.

IMBGD

115
0 1000 2000 3000 4000 5000 6000 7000 8000 900010000
Iter/time

(b) Data 2

Figure 8: Comparison results of MSPE values for different algorithms

Figures 8 (a) and (b) show the MSPE convergence
of four algorithms on Data 1 and Data 2. In Figure 8 (a),
as the iteration increases, the MSPE values of all
algorithms decrease accordingly. After the MBGD
algorithm converges, its MSPE value can be reduced to
around 0.0115. The MSPE values of the remaining

algorithms after convergence are around 0.012. In Figure
8 (b), on the Data 2 dataset, the convergence speed of all
algorithms will accelerate, and the MSPE value of the
converged algorithm will also decrease to a certain
extent. Figure 9 shows the efficiency comparison of four
algorithms on two datasets.
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Figure 9: Time-cost comparison results for the different algorithms

Table 5: Comparing the results of the F1 to and accuracy
of the four algorithms

Date 1 Data 2
Model Accuracy Accuracy
(%) (%)
IMBGD  0.964 97.4 0.959 98.4
MBGD  0.918 92.3 0.906 91.1
SGD 0.906 91.1 0.911 92.1
GD 0.867 89.7 0.877 90.7

Figure 9 (a) shows the time cost of the algorithm on
Data 1 and Data 2. In Figure 9 (a), SGD takes the shortest
time to complete LBA tasks, while the time difference
between other algorithms is relatively small. SGD only
takes about 10 seconds to complete LBA for 2,000
samples, while other algorithms take around 35 seconds.
In Figure 9 (b), SGD has the shortest time consumption,

100

W

—e— Before recommendation

—A— After recommendation

W

Time/s

20

Time/s

the rest of the time costs have increased to a certain
extent, while MBGD has the most significant increase in
time cost. The study further compares the F1 values and
accuracy of four models, and the results are shown in
Table 5. By comparing the F1 scores and accuracy of
different models on different datasets, the generalizability
of the research model in the field of education can be
further validated.

As shown in Table 5, the IMBGD algorithm
achieves an F1 value of 0.95 or above, while maintaining
an accuracy of over 97% in both datasets. The F1 values
of the other three algorithms remain around 0.90, while
the accuracy remains around 90%. The performance of
the IMBGD algorithm is significantly better than the
other three algorithms. In Data 1 and Data 2, this study
randomly selects 10 students who are predicted to be
unable to graduate, analyzes their graduation
probabilities, and compares their graduation probabilities
after receiving recommended learning behaviors, as
shown in Figure 10.

—e— Before recommendation

| —A— After recommendation
4

100

80

60

1 2 3 4 5 6 7 8 9
Sample quantity /pieces
(a) Data 1

10

20
1 2 3 4 5 6 7 8 9

Sample quantity /pieces
(b) Data 2

10

Figure 10: Comparison of student graduation probability change

Figures 10 (a) and (b) show the changes in
graduation rates of 10 students in two datasets after
receiving learning behavior recommendations. In Figure

10 (a), the graduation rate of students remains around
50% before accepting the school's recommendations for
changing their learning behavior. After accepting the
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school's advice and correcting their own learning
behavior, the graduation rate of all students has reached
over 80%, and even some students have a graduation rate
of 90%. In Figure 10 (b), the graduation rate is similar to
the changes in students in Data 1, and the changes are
more pronounced. Taking X High School as an example,
the study selects 10 different classes and uses the
designed model to predict the learning behavior of
students in these classes. Based on the predicted learning
behavior results, the students' learning courses are
adjusted. The results are shown in Table 6.

Table 6: Practical application effect of the design model
in X High school

Class Class
Class ID graduation Class ID graduation
rate (%) rate (%)
1 98 6 100
2 100 7 100
3 99 8 98
4 98 9 100
5 100 10 99

As shown in Table 6, after applying the research
model to this experimental class, the graduation rate of all
classes can reach 98% or above. This suggests that the
research model can also be effectively applied in practical
settings to predict SLB, allowing for the adaptation and
optimization of course content based on current learning
behaviors, with the aim of enhancing students' learning
outcomes.

5 Discussion

The study has achieved significant results in the field of
SLB analysis by combining FGSA and SBPM. The
FGSA model provides key inputs for the SBPM model by
accurately identifying and quantifying students'
emotional changes during the learning process. Compared
with existing methods, the research model achieved an
accuracy of over 80% in emotion recognition, largely due
to the construction of a multi-level emotion dictionary
and the application of synonym matching and weighting
methods. Compared with the SOTA solution mentioned
in related work, the research model performed well in
both accuracy and recall of sentiment analysis. For
example, compared with MCML and TL models, the
research model has improved efficiency by nearly 30% in
sentiment classification tasks and has lower loss values.
The observed performance differences stem from
multiple factors. Firstly, the research model emphasizes
the granularity of emotion analysis during the
construction process, which enables the model to more
accurately capture subtle changes in students' emotions.

X. Wang et al.

Secondly, advanced optimization strategies are adopted in
the model training, which help the model to break out of
local minima and find better solutions during the training
process. The model fully considers individual differences

among students during design and improves its
applicability and accuracy through personalized
emotional assessment and behavior prediction. In

education, accurate prediction of learning behavior can
help teachers and educational administrators better
understand students' learning needs, thereby designing
more effective teaching strategies and intervention
measures. In addition, the potential of this model in
improving student learning efficiency and graduation
rates provides universities with a new tool to optimize
educational resource allocation and curriculum design. In
the long run, this emotion-based learning behavior
prediction method is expected to play a greater role in
personalized education and lifelong learning.

6 Conclusion

To improve the level of higher education and enhance
students' study habits, this study constructed a student
emotional assessment model based on FGSA technology.
This model could analyze the emotional trends of
students during the learning process. Based on the trend
of student emotional changes output by the emotional
assessment model, this study constructed an SLB
predictive analysis model. The model used cluster
analysis to preprocess the sample data and constructed an
objective function based on the linear regression
equation. When solving the objective function, an
improved MBGD algorithm was used. The results
showed that the research model achieved an accuracy of
over 80% in analyzing students’ emotions, while also
stabilizing the algorithm's recall rate at around 80%. The
emotional evaluation model could reduce the loss value
to below 0.02 when analyzing students' emotions while
keeping the calculation time within 15 seconds. The
student LBA prediction model could reduce the loss
value to around 0.0115 when predicting and analyzing
SLB, but the time consumption was relatively high,
requiring more than 35s. After providing special tutoring
to students based on SLB prediction analysis results, the
graduation rate of students could significantly increase.
Universities could provide additional tutoring and
correction to students based on the predicted results of
SLB, effectively improving the teaching level of
universities. However, the designed SLB prediction
model has a high computational time when analyzing
predictive learning behavior. In the future, the
model-solving method will be further optimized to reduce
the time cost of model-solving.
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Named entity recognition serves as a cornerstone in natural language processing and has garnered
extensive research attention due to its significance in various downstream applications. Owing to the
intricate nature of Chinese texts, characterized by complex syntactic structures and the lack of explicit
word boundaries, conventional NER methodologies often encounter difficulties in simultaneously
optimizing recognition accuracy and computational efficiency. To address this issue, the study proposes
a named entity recognition algorithm that integrates attention mechanisms with Convolutional Neural
Networks, incorporates into a Transformer-based bidirectional encoder framework for training. A
multi-head self-attention mechanism is employed to capture the global semantic information of the text,
and multi-task learning is introduced to construct the final model. When evaluated on datasets with
sample sizes of 200, 1000, and 3000, the proposed model consistently outperforms the baseline models
in terms of precision, recall, and F1 score. Specifically, under the low-resource setting with 200
samples, the model achieves a precision of 98.62%, a recall of 98.10%, and an F1 score of 98.36%. In
terms of inference efficiency, the model processes at a speed of 2618 tokens per second. The
experimental results indicate that this method can be widely applied in various fields such as
information extraction and text understanding, providing strong technical support for related research.

Povzetek: Model AC-MTL zdruzuje pozornostne mehanizme, konvolucijske nevronske mreZe in
vecopravilno ucenje za kitajsko prepoznavo imenovanih entitet. Povezuje globalni pomen in lokalne

znacilnosti, odlikujeta ga robustnost in natancnost.

1 Introduction

Chinese Named Entity Recognition (CNER) is a
fundamental task in Natural Language Processing (NLP),
aiming to automatically identify entities with specific
meanings within Chinese text. As Chinese information
technology continues to advance, Named Entity
Recognition (NER) has become a crucial technology in
various applications, including information extraction,
sentiment analysis, knowledge graph construction,
intelligent question answering, and machine translation
[1]. CNER is increasingly being utilized across various
sectors, including finance, healthcare, e-commerce, and
law. It provides crucial support for cross-domain data
integration, information extraction, and intelligent
applications [2]. With the rise of deep learning
technologies, NER methods based on Convolutional
Neural Networks (CNN), Recurrent Neural Networks,
and Transformers have gradually become the mainstream
in research [3]. However, CNER still faces significant
challenges due to the unique structure of the Chinese
language. Traditional NER methods based on
dictionaries and machine learning still suffer from low
universality and poor cross-regional recognition

performance [4]. Bidirectional Encoder Representations
from Transformers (BERT), built on the Transformer

architecture, effectively captures deep contextual
information from text, thereby improving the accuracy
and generalization of entity recognition in complex
contexts [5]. The Multi-Head Self-Attention Mechanism
(MHSA) is particularly well-suited for capturing long-
range dependencies and contextual relationships in
Chinese text, enhancing NER accuracy by considering
the global semantic information across the entire
sentence [6]. To address the issues of low
generalizability and suboptimal recognition performance
in CNER, a novel recognition approach—Attention-
Enhanced Convolutional Neural Network (Attention-
CNN)—was proposed to improve recognition accuracy
and optimize computational efficiency. The study also
introduces Multi-Task Learning (MTL) to develop the
final CNER hybrid model, named Attention-CNN with
Multi-Task Learning for Chinese Named Entity
Recognition (AC-MTL). By combining the advantages of
MHSA and CNN, this study aims to simultaneously
process global semantics and local features. The AC-
MTL model provides an effective and feasible new
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method to improve the performance and accuracy of
CNER.

2 Related works

With the advent of the information age, CNER has
emerged as a crucial task in natural language processing,
aiming to extract specific types of entities—such as
person names, locations, and organizations—from
unstructured text [7]. The lack of clear word boundaries
in Chinese, combined with semantic ambiguity, nested
entities, and long-distance dependencies, has long made
CNER a challenging problem. Early research in NER
primarily relied on statistical learning approaches such as
Conditional Random Fields (CRF) and Hidden Markov
Models (HMM), which were heavily dependent on hand-
crafted features and lacked generalizability in complex
scenarios [8]. Later on, deep learning approaches took
center stage. Notably, the BILSTM-CRF framework
proposed by Huang et al. significantly improved
sequence labeling performance and became a widely
adopted baseline in NER research [9]. In recent years, the
development of pre-trained language models has driven
substantial advances in NER performance. Devlin et al.’s
BERT model, which employs a deep bidirectional
Transformer to  capture  contextual  semantics,
demonstrated strong performance across various NLP
tasks and has been extensively applied to NER [10].
Several BERT-based adaptations have been introduced to
better model Chinese-specific linguistic features. For
example, Chay-intr et al. introduced a Lattice Attention
Encoding (LATTE) method for character-based word
segmentation that achieved promising results on standard
datasets in Chinese, Japanese, and Thai [11]. These
studies underscore BERT's potential for modeling word
boundaries, contextual dependencies, and semantic
richness in Chinese NER tasks.
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Beyond foundational architectures, the integration of
attention mechanisms and multi-task learning has
become a prominent direction for boosting NER
performance. For instance, Patel and Ezeife proposed a
novel aspect-based opinion mining system, BERT-MTL,
which introduces auxiliary tasks to enable shared
representation across multiple subtasks, simultaneously
handling aspect term and category extraction. This
approach not only improves accuracy but also
significantly  reduces training time [12]. The
GlobalPointer method further overcomes the limitations
of CRF in recognizing overlapping entities. Zhai et al.
developed a CNER framework that utilizes an Efficient
GlobalPointer model to effectively address entity nesting,
along with a context shielding window mechanism [13].
These works validate the effectiveness of structural
integration strategies in enhancing NER capabilities. In
terms of applied CNER, several studies have extended
the task to domain-specific text, including medical,
agricultural, and railway documents. Models combining
CNNs and attention mechanisms have shown promising
performance by leveraging convolutional layers for local
feature extraction and attention mechanisms for
capturing global dependencies [14]. Yang et al. proposed
a BERT-based CNER model tailored for complex
filtering in COVID-19 epidemiological investigation
texts, resulting in notable improvements in both accuracy
and F1 score [15]. Zhao et al. introduced a high-
performance  NER model for agricultural texts by
incorporating multi-level glyph feature modeling and
self-attention mechanisms. This model achieved an F1
score of 95.56% and enriched target word representations
through hierarchical glyph feature learning [16]. A
summary and comparison of these studies are provided in
Table 1.

Table 1: Structured summary of related work

Author(s) Dataset / Domain Method Key results Major contribution
. . Introduced a classic deep structured
H:IarEg]et CONII;Q#:“_MSK BiLSTM-CRF Multllétla:gla})\//erage model for sequence labeling; became a
' 9 0 standard NER baseline.
Devlin et Multilingual pre- BERT: Bidirectional Significant Proposed the BERT pre?tralned
al. [10] training corpora Transformer improvement in F1 language ”TOde" establishing a new
i paradigm for NER tasks.
craynre | acowycTonees | LATIE (nces | IJEOREONT [ Addseed ey ialy st
al. [11] T2010 GNN-+Attention) 9 gurty using : g
accuracy and attention mechanisms.
. . Enhanced generalization and training
EF;aetil]z:e a[rllczi] SemEval-14 ABSA BERT"I\_Ae;I,‘r“(gA?ItHaSk Impro;/(fcdu?;léltl-task efficiency between subtasks through
g Y shared BERT representations.
Medical Knowledae Proposed an efficient GlobalPointer
Zhai et al. T ge F1 score exceeds architecture to handle nested entities and
texts/CMeEE and Distillation+Efficient - - - . .
[13] - existing best results redundant information while balancing
others GlobalPointer
accuracy and speed.
Yang etal. COVID-19 BERT+BILSTM+IDCN |  F1 score exceeds Constructed a multi-level architecture
epidemiological -~ for complex medical text modeling,
[15] N+CRF existing best results : -
texts improving CNER accuracy.
_ _ ALBERT+CNN+BILS Enhances_the genergl_lzat_lon aplllty of
Zhao etal. | Agricultural chinese _ named entity recognition in agricultural
[16] texts TM_+SeIf- F1=95.56% texts by leveraging multi-level glyph
Attention+CRF features




Attention-CNN with Multi-Task Learning for Chinese Named...

In summary, the development of CNER has evolved
from statistical learning methods to deep learning, and
further toward integrated pre-trained architectures and
multi-task modeling. Deep learning approaches that
incorporate self-attention mechanisms and convolutional
neural networks have demonstrated superior performance
in capturing complex data patterns and modeling global
contextual information. The primary challenge at present
lies in how to jointly model character-level semantics,
word boundaries, and contextual dependencies while
achieving accurate entity classification and boundary
recognition. To address this, the study proposes the AC-
MTL model, which integrates attention mechanisms with
CNN structures. This design aims to achieve a better
balance between global semantic understanding and local
feature extraction, particularly when dealing with
complex entities and long-form texts, thereby enhancing
the model’s adaptability in Chinese named entity
recognition tasks.

3 CNER model based on attention
mechanism and CNN

3.1 CNER design based on CNN and
attention mechanism

With the development of the internet, artificial
intelligence has become ubiquitous in people's lives,
bringing convenient and intelligent technologies for
societal advancement [17]. NER serves the purpose of
automatically identifying entities such as person names,
organizations, and locations in text [18, 19]. In service,
NER needs to accurately and quickly recognize specific
entities, whereas traditional NER methods often suffer
from insufficient accuracy. CNN, a feedforward neural
network that utilizes convolutional operations and a deep
architecture, is widely applied in tasks like object
detection and image recognition [20]. In NER tasks,
CNNs can be employed to extract local contextual
features from embedded character sequences. The
standard processing pipeline involves four main steps.
First, the input Chinese sentence is encoded by a pre-
trained language model such as BERT into a two-
dimensional embedding matrix X < R™“ , where N
denotes the sentence length and d represents the
dimensionality of each character's embedding vector.
This embedded sequence is then passed through a one-
dimensional convolutional layer. The convolutional layer
applies multiple sets of filters with varying kernel
sizes—specifically, window sizes of 3, 5, and 7—sliding
along the sequence dimension to capture local features at
different granularities. Each filter generates a feature map,
and all resulting feature maps are concatenated to form a
richer representation. Following the convolution
operation, a max-pooling layer is applied to reduce the
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length of the feature maps and retain the most salient
features. The pooled output is subsequently fed into a
fully connected layer or a CRF layer for final entity label
prediction. Unlike the two-dimensional convolution used
in image processing tasks, the convolution operation in
this model is performed only along the temporal
(sequence) dimension, and thus constitutes a one-
dimensional convolution. This approach effectively
captures local structural features in Chinese, such as
radicals, part-of-speech combinations, and character
patterns, thereby enhancing the model’s ability to
understand short-range entity structures. When the
convolutional layer processes the sequence, the
dimensions are adjusted, and the padding size is shown
in Equation (1).

paddingSize = fT 1)

In Equation (1), f represents that the convolutional

kernel size is odd. The formula used to calculate the
convolution output size is provided in Equation (2).

_ W+ 2x paddingSize — f N

out S 1
h + 2 x paddingSize — f (@)
hout = +1
s

In Equation (2), w and h represent the width and
height of the input image, while s is the stride. To
reduce the output dimensions, a pooling operation is
performed as shown in Equation (3).

C, =ConvliD(A,,W,b)
{cmax = max(C,,C,,...C,) ©)
In Equation (3), A, represents the input processed
by MHSA, and C, is the output after convolution. In the

field of natural language processing, CNN is widely used
to extract features such as the structural components of
Chinese characters. CNN can also handle long Chinese
sentences or capture potential word properties. However,
since CNN performs better in learning local features and
cannot fully consider global semantics, it may encounter
issues with inaccurate recognition of Chinese, as its
operational scope is limited. The core idea of the
attention mechanism is to focus on specific locations
while ignoring less important information, similar to how
humans focus their attention on specific parts of an
object to enhance feature learning from semantic
information [19]. Among the different types of attention
mechanisms, MHSA has multiple attention heads, and
when processing semantic information, it not only
extracts local features clearly but also processes them in
parallel, allowing global features to be expressed more
distinctly [20]. The principle of the MHSA mechanism is
shown in Figure 1.
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Figure 1: Diagram of the multi-head attention mechanism.

As shown in Figure 1, MHSA is capable of focusing
on the most important tasks at the moment by gathering
various pieces of information. First, for each sequence, a
query vector (Q), a key vector (K), and a value vector (V)
are assigned. These vectors are then processed through
linear layers for individual linear transformations. After
that, they are aggregated into scaled dot-product attention,

where the attention distribution is calculated.
Subsequently, operations like concatenation are
performed, followed by another round of linear

transformations. When the Q and K vectors undergo
attention via matrix multiplication and masking, the
resulting scores are processed by the softmax function.
All the outcomes are then added to the V vector, and
after the final matrix multiplication, the output is

obtained. The attention computation during linear
transformations is expressed in Equation (4).
Q=XW?
K =XW" (4)
V= xXw"
In Equation (4), X represents the word vector

X :{xl,xz,x3,...,xn}. Due to the parallel computing

capability of MHSA during CNER, it effectively
captures global semantic information. Therefore, the
study proposes combining MHSA with CNN to form
Attention-CNN, which improves the accuracy of text
CNER. The structure of CNER based on Attention-CNN

is shown in Figure 2.
1x1
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Figure 2: Structure of CNER based on Attention-CNN.

As shown in Figure 2, Attention-CNN structure in
CNER has MHSA at the front end, which identifies
Chinese entities in the text. Its multiple heads perform
parallel computation of attention scores, and after matrix
multiplication and softmax function mapping, the output
of the MHSA feature map is obtained. This output is then
used as the input for CNN, where convolution operations
are applied with different kernels, followed by max
pooling to reduce dimensions. The process of

convolution and pooling is repeated, and after further
matrix and function calculations, the final recognition
result is output through the maximum probability at the
fully connected layer. The more optimal results are
selected, and CNN is used to further extract the optimal
solution, resulting in the best overall output. Additionally,
position encoding solves the problem of lacking
sequential order information when the model processes
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words at different positions. The expression is shown in
Equation (5).

PE(pos, 2i) = sin( pos

Zi)

10000¢
pos
2i
10000¢
In Equation (5), pos represents the position, and i
represents the dimension. Further clarification of the
scaled dot-product attention is shown in Equation (6).

QK

6

NS (6)

In Equation (6), d, represents the key dimension,

which is used for scaling. The combined formulation of
MHSA is given in Equation (7).

MultiHead(Q, K,V) = Concat(head,, head,, .., head, )W° 7

In Equation (7), head represents the output of each
head.

©)
PE(pos, 2i +1) = cos(

)

Attention(Q, K,V) = softmax( )\

3.2 Attention-CNN model design for CNER

After completing the design of the Attention-CNN
algorithm, the study proceeds to apply it for modeling
CNER in text. Existing NER models predominantly
focus on surface-level lexical recognition and often fail
to capture the deeper semantic features inherent in
Chinese characters. This work leverages the parallel
computation capability of the attention mechanism to
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extract global semantic features of Chinese characters
and further utilizes CNNs to perform high-precision local
extraction of salient features, thereby improving both the
accuracy and efficiency of Chinese NER. The character-
level embeddings are trained within the BERT
framework to enhance the expressive capacity of Chinese
representations. BERT is a bidirectional language model
capable of performing classification, question answering,
and other natural language processing tasks [21, 22]. In
this study, the BERT-Base Chinese model is adopted
along with its built-in WordPiece tokenizer, which
segments the original Chinese character stream into
subword units and maps them to vocabulary indices. No
additional stopword filtering is applied, and all function
words and grammatical particles are retained during
training to preserve the full semantic context. The
expression for each character vector after BERT training
is shown in Equation (8).

€, =(1,€y.---,8, ) = BERT (5,,5,,...,S,) @
S={s,,5,,..., S, }
In Equation (8), S represents a sentence, n

represents the length of a sentence, and s, and e,

represent the low-dimensional character vector and the
character vector obtained after training, respectively.
Then, the Attention-CNN CNER model will be
established, and the model architecture is shown in
Figure 3.
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Figure 3: Attention-CNN model architecture for CNER.

In Figure 3, the Attention-CNN model consists of
four modules. First, the Chinese character and pinyin
vectors are input into the Chinese semantic feature

embedding module, where the four tones in Chinese are
represented by [1, 4] for tone values. Then, the attention
mechanism is used to globally and parallelly compute the
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attention scores for the features such as the Chinese
characters and pinyin, allowing more accurate extraction
of global semantic features. Next, in the CNN phase, the
Chinese semantic features undergo convolution
operations, and the final output of the Chinese character
labels is sent to the CRF for decoding. In the CRF, PER
denotes person names, B indicates the beginning of a
label, | represent the intermediate stage of the label, and
E signifies the end of the label, O denotes non-entity
tokens such as prepositions, while LOC represents
location names. The expression for the vector after the
character feature fusion operation is shown in Equation

9).
E = concat([ef,eﬂ) 9)
In Equation (9), e and e" represent the

corresponding character and pinyin vectors of Chinese.
The output expression obtained after h attention heads

of  Multi-Head  Self-Attention  undergo  linear
transformation is shown in Equation (10).
h = f(Wiqq,Wikk,Wi”v)
| " (10)
Multihead (h) =W, | :
hn

In Equation (10), W and f represent the learnable

parameter matrix and scaled dot-product attention,
respectively. Next, convolution operations are performed
to connect the convolutional layers, followed by
information fusion, as shown in Equation (11).

{S’zCOnle(hsTP)

(11)
S"=GeLU (Maxpool1D(S +S'))
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In Equation (11), S and S’ represent the 1D
convolution and max pooling, respectively, while S”
represents the entity scoring matrix after convolution
processing. After updating the weights, the results
obtained by parallel computations in the MHSA are
concatenated, as shown in Equation (12).

Multi — Head (Q, K,V ) = (Head; ®...® Head, ) (12)

After the computation in Equation (12), higher-
precision text content features are obtained. The optimal
sequence decoded by the CRF is shown in Equation (13).

y* = arg myaxz(p\/u% + Pivyi)
i=1

In Equation (13), A denotes the transition matrix
and P represents the emission score matrix. The
Attention-CNN CNER model progressively extracts
entity-related features from the text while effectively
capturing global key semantic information, thereby
enhancing the accuracy of label classification. In specific
textual domains, the NER task is often inherently related
to other tasks; however, traditional models typically
focus on single-task learning. NER naturally correlates
with tasks such as entity type classification and sentiment
polarity  detection. To improve the model's
comprehension of semantic nuances, this study adopts a
multi-task learning framework, which shares parameters
in both the attention and convolutional layers while
jointly optimizing multiple related tasks. Therefore, in
the final model, MTL is introduced to improve the
recognition accuracy, even with limited data. The MTL
framework is shown in Figure 4 [23, 24].

(13)

Character sequence

. —>
input

<-- Shared parameters

<-- Shared parameters
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As shown in Figure 4, the MTL module uses soft
parameter sharing technology. Although tasks share the
underlying feature extraction parts of the convolutional
layer and attention mechanism, tasks such as NER,

v

Type classification
output

Figure 4: MTL framework with a shared backbone and task-specific branches.

sentiment analysis, and text classification typically have
specific output layers and task goals. Therefore, they
require independent, task-specific parameters. This
design allows for the use of shared lower-level feature
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extraction capabilities while ensuring that the individual
requirements of each task are met, rather than using hard
parameter sharing where all tasks would use the same
network layers and weights. When constructing the final
model, a Dropout layer is typically added within the
CNN framework to prevent overfitting. The Dropout
operation is expressed in Equation (14).
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C = Cmax : DrOpOUt(p) (14)
In Equation (14), p represents the dropout

probability. The operational flow of the AC-MTL
document CNER model, which combines Attention-
CNN and MTL techniques, is shown in Figure 5.
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Figure 5: Flowchart of AC-MTL operation combining Attention-CNN and MTL techniques.

As shown in Figure 5, when the AC-MTL model is
running, the first step is to input Chinese character
features, which are pre-trained in the BERT module.
After that, the trained character features proceed to the
next step of corpus reading, where pinyin letters and tone
values need to be set. Then, during the Attention phase,
parallel computation of attention scores, dot-product
scaling, and other operations are performed, followed by
feature fusion. After Attention extracts the global
semantic features, the data proceeds to the CNN
sequence stage. Next, after convolution and max-pooling
operations, feature combinations and transformations are
processed through the fully connected layer. The model
is then trained with multi-task learning, followed by CRF
label decoding to obtain the final optimal Chinese named
entity sequence.

4  Performance analysis of CNER
model integrating attention and CNN
with MTL

4.1 Comprehensive evaluation of AC-MTL
on Chinese NER Tasks

To evaluate the effectiveness of the proposed AC-MTL
model, experiments were conducted on a workstation
equipped with an Intel Xeon Gold 6248R processor, 128
GB of memory, and an NVIDIA Tesla V100 GPU. The
operating system used was Ubuntu 18.04, with PyTorch
1.8.1 as the deep learning framework, CUDA version
11.1, and driver version 450.80.02. The hyperparameters
of the AC-MTL model were set based on prior empirical
studies and experimental validation. The learning rate
was set to 5e5, a common starting value for BERT fine-

tuning which ensured stable convergence without
needing extensive tuning. The batch size was set to 32 to
balance training efficiency and GPU memory constraints.
The number of training epochs was set to 50, with early
stopping applied to prevent overfitting. The dropout rate
was set to 0.1, which was the standard value used in
Transformer architectures to prevent overfitting.
Additionally, the initial weight of the primary task in the
multi-task loss function was set to 0.7 to emphasize its
central role. This value was empirically validated to
deliver  favorable performance across multiple
experimental settings. The Adam optimizer was
employed due to its fast convergence and stability,
making it a mainstream choice for deep learning tasks
and particularly suitable for Transformer-based text
modeling.

To assess the model's performance in Chinese named
entity recognition, AC-MTL was compared against
baseline CNER models based on BiLSTM, RoBERTa,
and XLNet architectures. For a fair comparison,
RoBERTa and XLNet were fine-tuned by adding a CRF
decoding layer and training with BIO-labeled sequences
on the same dataset, to meet the requirements of the NER
task. The experiments utilized the Weibo dataset and a
subset of the Microsoft Research Asia (MSRA) dataset.
The MSRA subset contained 200 samples specifically
selected to evaluate performance under low-resource
conditions. A stratified sampling strategy was adopted to
divide each dataset, ensuring that the distribution of
named entity labels was consistent across the training set
(70%), validation set (15%), and test set (15%). Four
models were used for Chinese NER, and their
performance was measured by precision, recall, and F1
score. The results are presented in Table 2.
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Table 2: Overall performance comparison of CNER models
Sample size Model Precision (%) Recall (%) F1 Score (%)
AC-MTL 98.62 98.10 98.36
200 XLNet 96.21 95.89 95.54
RoBERTa 88.53 85.37 86.92
BiLSTM 82.48 82.64 82.73
AC-MTL 98.40 97.90 98.15
1000 XLNet 97.16 96.29 96.64
RoBERTa 88.24 88.71 89.44
BiLSTM 81.76 81.46 82.17
AC-MTL 98.54 98.19 98.79
3000 XLNet 97.46 95.27 96.26
RoBERTa 86.89 87.04 87.28
BiLSTM 82.40 81.67 81.64

As shown in Table 2, under sample sizes of 200,
1000, and 3000, the AC-MTL model consistently
maintained a leading position across all three-
performance metrics: precision, recall, and F1 score. In
the low-resource setting with only 200 samples, AC-
MTL achieved a precision of 98.62%, recall of 98.10%,
and an F1 score of 98.36%, significantly outperforming
XLNet, RoBERTa, and BIiLSTM, showing its strong
adaptability to limited data. When the sample size
increased to 1000, AC-MTL still maintained the highest
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precision at 98.40% and recall at 97.90%, resulting in an
F1 score of 98.15%, which was notably higher than
RoBERTa’s 89.44% and BiLSTM’s 82.17%. It was also
worth noting that although XLNet showed some
improvement in recall under medium- to high-resource
settings, its overall precision stability and combined
performance stayed below AC-MTL’s. This suggested
that AC-MTL achieved a better balance between high-
accuracy recognition and error tolerance. Subsequently,
the study evaluated the model’s runtime efficiency, as
illustrated in Figure 6.
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Figure 6: Inference speed and parameter size comparison among CNER models.

As shown in Figure 6(a), AC-MTL maintained high
performance while keeping its parameter size at 64
million, which was significantly smaller than
ROBERTa’s 118 million and XLNet’s 105 million—
representing a model compression rate exceeding 40%
relative to both. In contrast, although BiLSTM had the
smallest parameter size, it lacked deep semantic
modeling capability and thus exhibited functional
limitations. Through the integration of modular structures
and task-guided mechanisms, AC-MTL effectively
reduced redundant parameters while preserving both
global semantic understanding and local feature
representation, achieving a well-balanced trade-off
between structural compactness and expressive power. In
Figure 6(b), the inference efficiency of each model was
further compared using token-level processing speed as
the evaluation metric. AC-MTL reached a throughput of

2618 tokens per second, demonstrating significantly
faster inference than RoBERTa and XLNet, and
approaching the speed of the lightweight BiLSTM
model. This improvement was primarily attributed to the
introduction of convolutional modules and task
decoupling optimizations within the encoding structure
of AC-MTL, which collectively enhanced computational
efficiency during inference. Overall, AC-MTL exhibited
superior performance in both parameter compactness and
inference speed. These are two key factors for real-world
deployment, making it a practical and deployable
solution for resource-constrained environments.

4.2 Ablation study: validating the structural
design of AC-MTL

To verify the actual contribution of each core structural
module within the AC-MTL model to overall
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performance, a systematic ablation study was conducted
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combinations, as detailed in Table 3.

to compare the effects of different component
Table 3: Ablation results of AC-MTL on key structural components
Model architecture Precision (%) Recall (%) F1-score (%)
BERT+CNN 95.14 94.12 94.75
BERT+MHSA 96.23 94.85 95.32
BERT+MHSA+CNN 97.37 96.22 96.74
AC-MTL 99.54 98.19 98.79

As shown in Table 3, the AC-MTL model achieved
the highest performance when all structural components
were retained, with a precision of 99.54%, a recall of
98.19%, and an F1 score of 98.79%. Compared to the
model with only the BERT+MHSA+CNN structure, the
F1 score increased by 2.05 percentage points, indicating
that the multi-task learning mechanism significantly
improved overall performance. In contrast, simplified
models that retained only the CNN or MHSA module
yielded F1 scores of 94.75% and 95.32%, respectively—
substantially lower than the full AC-MTL configuration.
This suggested that relying solely on local feature
extraction or global semantic modeling was insufficient
and that the synergy of module integration was critical
for optimal performance. The study further evaluated
attention scores across three model structures using two
sentence segments. Segments a, b, ¢, d, and e
corresponded to the Chinese sentences: He is a Beijinger.
He graduated from Beijing Jiaotong University. He still
works in Beijing. The pace of development in Beijing is
fast. | also want to study in Beijing. Segments A, B, C, D,

and E represented Chinese sentences: Innovation is the
core driving force behind enterprise development. Only
through continuous exploration of new technologies and
new models could one stand out in the fierce market
competition. In the field of scientific research, innovation
meant breaking free from the constraints of conventional
thinking and capturing every spark of inspiration that
could lead to transformative change with keen insight.
The essence of education lay in cultivating innovative
talents. Through diversified curricula and practical
activities, students’  creativity and spirit of exploration
could be effectively stimulated. The sustainable
development of cities could not proceed without the
integration of innovative concepts. From the application
of green energy to the construction of intelligent
transportation systems, the power of innovation was
evident everywhere. Cultural heritage required
innovative expression. By leveraging digital technology
and interdisciplinary fusion, traditional culture could be
revitalized and given new life in the modern era. The
detailed comparative results were illustrated in Figure 7.
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Figure 7: Attention score comparison for tokens under different model architectures.

In Figure 7(a), the AC-MTL model consistently
achieved higher attention scores across all positions
compared to the other two baseline models. Notably, it
reached 0.63 in sentence b and 0.67 in sentence d,
demonstrating more precise semantic recognition of
nested entities and core thematic terms. In contrast, the
BERT+MHSA model exhibited relatively uniform
attention distribution toward the token Beijing, lacking
focused differentiation, while the addition of CNN
introduced some improvement but still fell short of the
structural enhancement achieved by AC-MTL. Overall,
AC-MTL demonstrated stronger discriminative capacity
and contextual understanding in allocating attention to
high-frequency geographical terms under polysemous
conditions. In Figure 7(b), AC-MTL exhibited the
strongest semantic focus in all contexts. Specifically, it

scored 0.68 in sentence B (“scientific thinking”) and 0.66
in sentence D (“sustainable development”), surpassing
BERT+MHSA in both cases. This indicated that the
model had a superior ability to capture the semantic
salience of abstract policy-related terms within complex
syntactic structures. Notably, even in peripheral semantic
scenarios such as “mode of expression,” AC-MTL
maintained a relative advantage, whereas BERT+MHSA
achieved only 0.46. These overall trends suggested that
AC-MTL possessed enhanced contextual aggregation
and semantic stability when dealing with abstract, highly
context-dependent  lexical disambiguation, thereby
validating the effectiveness of its structural design in
recognizing semantically ambiguous words.
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4.3 Interpretability and robustness analysis
of AC-MTL

To further evaluate the stability and interpretability of the
AC-MTL model in practical applications, the study

Y. Fuetal.

conducted robustness analysis under various types of
perturbation scenarios. The model was tested on datasets
with noise-injected samples derived from the original
corpus, and the resulting F1 scores were shown in Figure
8.
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Figure 8: Robustness of AC-MTL under noisy and informal input conditions.

In Figure 8(a), during training on the standard
MSRA test set, the F1 score of the AC-MTL model
increased rapidly within the first five epochs and
stabilized, eventually converging at 98.79%, significantly
outperforming XLNet (96.26%) and RoBERTa
(87.28%). This demonstrated both a faster convergence
speed and a higher performance ceiling. Notably, AC-
MTL reached its major performance plateau by epoch 10,
whereas the baseline models required at least 20 epochs
to approach a similar level. This indicating that AC-
MTL’s structural design was more efficient in capturing
semantic features and entity boundaries. In Figure 8(b),
despite larger fluctuations during training on the spelling-
perturbed dataset, AC-MTL maintained strong stability
and noise resistance, with a final F1 score of 96.54%,

substantially higher than other models. In Figure 8(c), on
the Weibo short-text dataset, AC-MTL almost fully
converged after just four epochs and stabilized at an F1
score of 98.35%. In contrast, XLNet achieved only
92.78% on this dataset and showed considerable
volatility throughout training, reflecting its limited
adaptability to unstructured and contextually ambiguous
language. Supported by multi-task learning signals, AC-
MTL  exhibited superior  contextual modeling
capabilities, allowing it to maintain high recognition
accuracy and convergence stability even under
fragmented input conditions. Figure 9 presented a
validation of AC-MTL's performance in identifying
different thematic categories in legal text cases.
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Figure 9: Distribution of recognized thematic entities in legal texts.
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As shown in Figure 9(a), the wvertical axis

represented the number of entities mentions identified as
belonging to each thematic category, while the theme
river illustrated the aggregation trend of topic recognition
as the text progressed. The thematic stream recognized
by the AC-MTL model across 2,000 legal text cases was
shown, with each colored band represented a different
theme category identified by the model, including
organizations, person names, locations, and domain-
specific terms. The AC-MTL model demonstrated the
ability to accurately identify and distinguish between
different types of entities, with a smooth distribution of
recognized themes that effectively covered a wide range
of entity categories present in the text. Figure 9(b)
presented the actual thematic distribution across the

2,000 legal text cases. The distribution generated by the
AC-MTL model closely matched the true distribution,
with minimal fluctuations between the two. As the
number of cases increased, the recognition trends became
increasingly aligned. This indicated that the AC-MTL
model had strong recognition capabilities and was able to
extract and differentiate themes from complex texts with
high accuracy, further underscoring its effectiveness in
the context of legal document analysis. Finally, to further
investigate the limitations of the model, an error analysis
was conducted by categorizing 100 misclassified samples
produced by the AC-MTL model. The distribution of
common misclassification types was presented in Figure
10.
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Figure 10: Distribution of common misclassification types in AC-MTL output.

As illustrated in Figure 10, the most frequent
misclassification types involved confusion between
location and organization entities (LOC (#)ORG), which
reflected the semantic overlap in Chinese place names
and institutional titles. Errors related to person names
also occurred, especially when user handles or role-based
nicknames were interpreted as named entities. Boundary-
related mislabeling and nested entity conflicts occurred
in complex expressions, suggesting that further
improvements in fine-grained boundary detection might
be necessary.

5 Discussion

The proposed AC-MTL model demonstrated outstanding
performance in CNER tasks, particularly in maintaining
high robustness and accuracy when faced with limited
data resources and noisy textual environments.
Experimental results confirmed that the integration of
attention mechanisms with  convolutional neural
networks, along with the adoption of a multi-task
learning strategy, effectively compensated for the
deficiencies of traditional methods in modeling long-
range dependencies while enhancing local feature
extraction capabilities. This reflected the model’s
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structural design in terms of both scientific rigor and
engineering practicality. Firstly, performance evaluations
indicated that AC-MTL consistently outperformed
mainstream baseline models such as XLNet, RoOBERTa,
and BiLSTM across datasets of varying sizes. Even in a
low-resource scenario with only 200 samples, the model
achieved an F1 score of 98.36%, showing strong
generalization capability in data-scarce conditions.
Secondly, in terms of inference efficiency, AC-MTL
attained a processing speed of 2618 tokens per second,
approaching that of the lightweight BIiLSTM while
significantly surpassing both XLNet and RoBERTa,
thereby highlighting its computational advantage for
real-world deployment.

The effectiveness of individual modules within the
AC-MTL architecture was further validated through
ablation experiments. While combinations such as
BERT+CNN or BERT+MHSA showed some recognition
ability, they fell short in holistic semantic modeling and
precise feature localization. Only through the synergistic
integration of BERT, MHSA, and CNN—each enhanced
by a multi-task learning framework—enabled the model
to achieve substantial performance gains. This soft
parameter-sharing MTL framework enabled information
sharing across multiple subtasks such as entity boundary
recognition and type classification, significantly
enhancing semantic discrimination capability.
Visualization of attention weights revealed that AC-MTL
was particularly adept at capturing syntactic and
semantic cores when processing polysemous and abstract
lexical items (e.g., “Beijing” or “innovation”), showing
clearer focus compared to BERT+MHSA and
BERT+CNN structures. Moreover, the model’s stable
performance on Weibo short texts and spelling-perturbed
corpora demonstrated its adaptability to unstructured
input, making it suitable for real-world applications such
as social media analysis and legal document mining.

Nevertheless, certain limitations remained. In
contexts with highly sparse information or pronounced
semantic ambiguity, the model still suffered from
inaccurate boundary detection or entity type confusion.
Additionally, although AC-MTL exhibited strong
generalization, its reliance on large-scale pre-trained
models like BERT posed challenges for deployment in
resource-constrained environments, necessitating further
compression and optimization. In conclusion, AC-MTL
excelled in both theoretical design and empirical
performance, offering an efficient, robust, and extensible
approach to Chinese named entity recognition. Given its
modular architecture and strong performance in
capturing both global semantics and local features, the
AC-MTL model held significant potential for adaptation
across multilingual NER tasks and domain-specific
applications such as biomedical text mining, cross-
lingual knowledge extraction, and low-resource language
processing, where robust entity recognition remained a
persistent challenge.
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6 Conclusion

To address the limitations of existing methods in
handling complex textual environments, this study
proposes a Chinese named entity recognition approach
that integrates attention mechanisms with convolutional
neural networks, and further designs the AC-MTL model
by incorporating BERT and multi-task learning
techniques for legal document entity recognition. On the
standard MSRA test set, the AC-MTL model achieved an
F1 score of 98.79%, and on a spelling-perturbed sample
set, it reached an F1 score of 96.54%, both
outperforming the baseline models XLNet and
RoBERTa. When applied specifically to legal document
cases, the thematic distribution recognized by the model
across 2,000 samples closely matched the actual
distribution, demonstrating its strong potential for
domain-specific  applications and  generalization.
Although the current method performs well in
recognizing named entities in long-form texts, it may still
encounter errors in scenarios with high semantic
ambiguity or sparse contextual information. Future
optimization may proceed in two directions: first, by
incorporating larger and more domain-adapted pre-
trained language models for targeted fine-tuning; and
second, by exploring the integration of external
knowledge graphs or entity linking mechanisms to
enhance its practical applicability in tasks such as
question answering, information extraction, and
sentiment analysis.
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