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Abstract

Wireless sensor networks (WSNs) are subject to distributed denial-of-service (DDoS)
attacks that impact data dependability, mobility of nodes, and energy drain. The rem-
edy to these challenges in this work is a solution based on deep learning integrated
with a blockchain-aided distance-vector hop (DV-HOP) localization algorithm for relia-
ble and secure node localization. Incorporating a blockchain ledger makes the network
more trustworthy as it verifies usual and unusual system activities, whereas the DV-
HOP algorithm mitigates localization inaccuracies and enhances node placement. The
system is evaluated according to different performance measures like localization error,
accuracy ratio, average localization error (ALE), probability of location, false positive
rate (FPR), false negative rate (FNR), energy utilization, network stability, node failure
rate, node recovery rate, and malicious node detection rate. Experimental results reveal
improved security, accuracy, and efficiency with 17% FPR and 15% FNR, outperforming
the conventional methods. This model enhances WSN performance in different envi-
ronments via precise data transmission from the source to the destination. The results
confirm that integrating deep learning with blockchain and DV-HOP increases network
robustness, thus making WSNs more secure against security attacks while reducing
energy consumption and localization accuracy. The proposed model presents a strong
solution for real-world applications in wireless network environments.

Keywords: Wireless network devices, DV-HOP algorithm, Blockchain ledger, Reliable
network devices

1 Introduction

Technology has dramatically been changing our daily lives, beginning with the smart-
ness of tasks handling in shopping malls, agricultural fields, and even healthcare sys-
tems. Among the enabling technologies, wireless sensor networks (WSNs) have become

a cornerstone for many applications, from environmental monitoring to smart cities.
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WSNs consist of interconnected sensing nodes that detect events, collect data, and send
it to a base station for processing. These networks play significant roles in the automa-
tion of systems, performing intelligent decision-making, and enhancing efficiency in
several areas of activities [1].

A WSN is comprised of several sensor nodes that can either be fixed or mobile, ter-
restrial, multimedia, underwater, or underground [2]. These can be anchor nodes, which
know their location with the help of technologies like GPS or can be unknown sensor
nodes, whose localization is assumed to be taken care of by the anchor nodes. Locali-
zation forms a crucial step within WSNs that determines actual node positions, hence
establishing that all data collected is actionable and meaningful. Localization accuracy
impacts network performance, data integrity, and application functionality.

There are primarily five different categories of WSNs: mobile, multimedia, terres-
trial, underwater, and underground [2]. Each type of sensor network has its advantages
and disadvantages. The two main categories of WSN applications are tracking and
monitoring.

1.1 Background

Initially used by the military, WSN has become integral to civilian systems. As shown in
Fig. 1, a typical architecture uses multiple layers: Sensor nodes collect data, which is then
transmitted via a communication network to the central base station. Early WSNs faced
major energy efficiency, scalability, and fault tolerance challenges. Advances in hardware
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Fig. 1 Wireless sensor network (WSN) architecture. The architecture exemplifies a typical wireless sensor
network (WSN) that consists of a base station, a sink node, and multiple sensor nodes. Data acquisition and
communication are the responsibilities of sensor devices. The proposed DV-HOP algorithm is employed to
efficiently localize data by routing it through intermediate nodes to the sink node. The sink node transmits
aggregated data to the base station, where blockchain guarantees data integrity and security
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and software have helped WSNs tackle some of these challenges, enabling exploration in
environmental monitoring, health care, smart cities, and industrial automation.
Localization is crucial in WSNs because data must be tied to specific locations.
Anchor-based and anchor-free localizations are the two primary localization methods:
The former uses reference points, while the latter uses relative measurements. RSSI and
ToA techniques enable distance measurement, and trilateration and triangulation algo-
rithms pinpoint the location. Despite significant advancements, localization remains
hampered by power consumption, interference issues, and hardware limitations.

1.2 Applications of WSN

Environmental Monitoring: WSNs track soil health, weather, water quality, and air qual-
ity. This data aids decisions on resource management, pollution control, and disaster
prevention.

Health care: WSNs monitor medication use, vital signs, and changes in patient health.
This technology helps medical professionals provide personalized care and reduce hos-
pital readmissions. It is especially useful for remote patient monitoring.

Smart Cities: WSNs manage services such as parking, streetlights, traffic control, and
waste disposal in smart cities. By collecting data from sensors, these systems make real-
time decisions to improve citizens’ quality of life. Agriculture: In agriculture, WSNs
track crop growth, soil moisture, and weather conditions. This information boosts crop
yields, saves water, and reduces pesticide and fertilizer use. Industrial Automation:
WSNs track machinery to spot faults and optimize maintenance schedules. This tech-
nology cuts downtime, increases output, and enhances worker safety.

WSN localization challenges and methods impact homes, businesses, and industries
[1, 2]. Key issues for sensor networks include energy, self-management, hardware—soft-
ware problems, quality of service, information sharing, memory shortages, fault toler-
ance, positioning, and security [1, 3].

A WSN has many sensor nodes. These nodes fall into two types for localization: Bea-
con_Sensor/Anchor_Sensor, which knows its location, and Unknown_Sensor_Node/
Dumb_Sensor_Node, which does not [4]. Beacon sensors connect to GPS, helping dumb
nodes find their location. To locate a dumb node in 2D, at least three anchor sensors
are needed; in 3D, at least four are required. While anchor sensors improve localization
accuracy, they can raise network costs.

Unknown_sensor_nodes depend on anchors for their location within the network. For
example, in a dense forest where manual deployment is hard, nodes may be dropped
from an airplane. Once deployed, nodes sense phenomena and send data to the central
base station. If the sensing node’s location is unknown, that data becomes useless. Local-
ization helps nodes find their position in the network after deployment [4, 5].

1.3 WSN localization processes involve three steps

1.3.1 Distance/angle determination

At the first step, calculate the distance/angle evaluation between two nodes, and the
gathered information is used in localization [6]. Numerous techniques, including
received signal strength indicator (RSSI), time of arrival (ToA), time difference of arrival
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(TDoA), and angle of arrival (AoA), are for the distance/angle [5]. Every technique holds
some benefits and drawbacks [6].

1.3.2 Locality determination

At this step, calculate the location of the dumb_node along with distance/angle and
anchor node information. Trilateration, multilateration, and triangulation are three dif-
ferent types of calculations [7]. Trilateration: A method of calculating a node’s location
by estimating its distance from three other nodes. Multilateration, where information
from more than three nodes, is required in estimating the location. In triangulation, the
estimation of the node location is calculated by the cosines and sines.

1.3.3 Localization algorithm

The localization algorithm is required to locate other dumb nodes in the network. There
are numerous algorithms available to determine where the dumb nodes are in the net-
work [6-8].

1.4 Blockchain integration

Despite the progress, WSNs have to face issues such as data tampering, node imperson-
ation, and malicious attacks. This proposal integrates blockchain technology into WSNs
by providing decentralized, tamper-resistant ledger systems that can improve integrity,
authentication, and trust among nodes in the network. Blockchain-based WSNs provide
traceability that makes them quite resistant to attacks and loss of data. This paper pre-
sents a methodology on how blockchain can be integrated with advanced localization
techniques to solve security issues and precision errors in WSN environments.

The key contributions of this work are:

+ Our proposed methodology ensures integration of blockchain that supports security
against distributed denial-of-service (DDoS) attacks along with enhanced data integ-
rity as well as network reliability.

+ Implementation of DV-HOP algorithm to lower localization errors, get an estima-
tion for node location and hence enhance the system performance through limiting
unnecessary errors.

+ Demonstrated an advanced localization algorithm with metrics of localized error
and average localization error (ALE) to illustrate better nodes and accuracy in posi-
tioning along the network.

+ Performance measures developed are false positive rate (FPR), false negative rate
(ENR), energy consumption, and accuracy rates, which have helped to measure and
enhance effectiveness.

+ For robust node detection and recovery, 17% FPR and 15% FNR were achieved,
ensuring reliable true/false detection with proper differentiation between the normal
and malicious nodes.

+ The overall stability of the network, throughput, and resilience of topology are
improved and make the network adaptive for different environments.
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This paper focuses on integrating blockchain and advanced localization in WSNs with
a focus on security issues, data integrity, and accuracy. The importance of WSNs, along
with their challenges and difficulties, has been provided. This introduces blockchain as
an improvement to increase the security, as well as accuracy aspects, in the related WSN
environment. The proposed methodology, discuss how blockchain is applied to WSNs
and advanced localization techniques. The design process describes the research design,
simulation parameters, and analysis methods. The performance analysis compares
results that indicate improvement over traditional WSNs, and the conclusion presents
the key findings and future directions.

A 2D simulation was preferred because of computational restrictions and simplicity of
implementation. Although a 3D world may offer better realism, the underlying premises
of DV-HOP localization and blockchain-based security hold valid. Since 3D node con-
nectivity and distance estimation would be more involved, one or more path loss mod-
els or altitude-dependent adjustments would be needed. So, for the current simulation’s
constraints, emphasis is placed on checking the 2D scenario first. The existing model
is for static WSNs, which are usually mounted in applications such as environmental
monitoring and industrial use. Mobile nodes imply extra complexities like frequent
changes in topology, which are not considered in this study. DDoS attacks and compro-
mised nodes were chosen because they represent major dangers for WSNs, particularly
in resource-scrambled systems. Although the other threats, such as eavesdropping or
node impersonation, apply to the domain under consideration, mitigating them would
necessitate additional security requirements, so the focus is on DDOS attacks.

2 Related work

Recent works on the sparrow search algorithm (SSA) focused on its optimization ability
in a multidisciplinary domain application, like feature selection and data classification.
Inspired by the foraging and anti-predation behaviors of sparrows, SSA can be trans-
ferred to other problem domains. In [7], the authors presented a chaotic version called
CSSA, which injects chaotic maps into the SSA to improve its searching ability and con-
vergence in large-dimensional feature selection. The adaptations of SSA were reviewed
by authors and included its potential for solving complex engineering, healthcare, and
robotics problems while advancing further to cope with multiobjective optimization
challenges [8].

To oversee the issues that come in networks, the present study introduced those simu-
lated frameworks that combine a management system with a blockchain ledger along
with advanced robust techniques. The management system of the network identifies the
working of nodes, the record of the blockchain ledger, and the integrity of data. They
also ensure that data transmitted in the network is correct or not. They also enhanced
the reliability of the network system [9].

The DV-HOP algorithm is used in terms of localization that estimates the position of
nodes from one end to another end. They also ensure the working of different nodes
in different environments. To enhance the accuracy, further created a mayfly algorithm.
The mayfly algorithm refines the position of nodes correctly to reduce error from the
system [10]. This simulated framework also analyzes the behavior of wireless nodes to
increase the optimization of a network system.
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This has led to the integration of a blockchain ledger with WSNs’ management system
to solve several key challenges. These involve node mobility, energy constraints, and the
presence of unauthorized nodes. Because the blockchain keeps every record of transac-
tions, it ensures that there can be no unauthorized alterations; thus, the data integrity
and security of the blockchain are guaranteed [11]. Through a decentralized approach,
trust in the network can be enhanced through the provision of a transparent, immutable
record of node activities and data transmissions [12, 13, 22].

The DV-HOP algorithm is utilized in localization within the WSN. These algorithms
are applied to the estimation of node positions, which ensures that data is accurately
transmitted over the network. To attain better precision in such estimates, the DV-HOP
algorithm might not be able to realize an appreciable level of accuracy. The mayfly algo-
rithm is added to fine-tune node positions, hence ensuring that the errors on localiza-
tion are minimized. The mayfly algorithm, as proposed, emulates the behavior of natural
mayflies for the optimization of node placement, a process inspired by natural selection
and swarm intelligence, hence making the network more accurate and reliable.

WSNs have been used in various applications, including environmental determina-
tion, healthcare systems, and smart cities. The position of setting multiple nodes to build
a connection between the nodes is a critical part of WSNs. Various advanced techniques
and methods are used to improve the connectivity and accuracy of the network imple-
mented in the system by use of simulation [14]. The robust techniques are used to face
challenges created by malicious nodes. WSNs enhance the accuracy and efficiency of
network systems.

Distinct types of work have been implemented using various advanced techniques
in WSNs. The DV-HOP algorithm is used to estimate the position of nodes from one
end to another end. A graph is structured within the phase. Within the graph, repre-
sentations of nodes and edges are described. To improve the location accuracy of the
three-dimensional DV-HOP technique, we have presented an improved algorithm in
this study. For localization, the suggested technique simply makes use of nearby beacon
nodes. Additionally, an ideal group of beacon nodes surrounding an unknown node is
chosen using the coplanarity notion in order to estimate its location [15].

The impact of malicious nodes directly affects the model of WSNs. Localization error
calculation is used to calculate the accuracy of the DV-HOP algorithm. The error is to be
calculated by comparing the original position and the estimated position of nodes by the
DV-HOP algorithm. This calculation is performed in both scenarios with and without
interference from malicious nodes [16]. The accuracy can be assessed using malicious
nodes. This phrase is used to understand the drawbacks of the DV-HOP algorithm in dif-
ferent environments. The overall approach is used to determine errors that occur within
the model. In this paper, the authors provide two computationally effective ‘range-free’
3D node localization algorithms that make use of biogeography-based optimization
(BBO) and hybrid particle swarm optimization (HPSO). The suggested method takes
into account node deployment in an anisotropic environment that is restricted within
three-layer boundaries. The suggested algorithms’ performance is contrasted with two
range-free approaches that are currently in use: the weighted centroid method and the
simple centroid method. The outcomes show that our strategy performs better in terms
of accuracy and scalability than these conventional techniques [17].
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The concept of blockchain ledger technology is used to determine the behavior of
WSNs by multiple change interaction. The blockchain ledger initialization is used to
track a change that occurs within the nodes. They also monitor the working of nodes in
different environment situations. The blockchain starts with a block by a characterized
proof of 1 and a previous proof of ‘0’ The blockchain parameter will record the transac-
tion whenever a node’s credibility changes and provides a secure record of changes. This
parameter ensures the integrity and credibility of a network system which is important
for sustaining a network.

Many optimal algorithms, including the genetic algorithm, ant colony algorithm, and
mayfly algorithm, all enhance the accuracy of WSNs. These algorithms set an optimal
position of nodes to contain a desired output [18]. The mayfly algorithm resolved the
problem that occurs within the WSN when malicious DDOS attacks the network model.
The algorithm passes through multiple cycles, which settle their velocity and reduce the
error. The position can be updated using an equation with random factors. This factor is
used to detect the error. The intensity of the algorithm represents the accuracy of every
position of the node. This is also used to calculate the sum of errors between the esti-
mated position and the actual position. Through this updated algorithm, the error is to
be minimized and increase the accuracy of the system network [19].

In [20], the authors suggest a novel technique called N2-3D-DV-HOP (non-dom-
inated sorting genetic algorithm II with 3D distance-vector hop), which expands on
the 3D-DV-HOP algorithm by using multiobjective model and NSGA-I to increase the
positioning accuracy of nodes in a three-dimensional environment [20-23]. The over-
all process analyzes the performance of networks in different conditions, including the
presence of malicious nodes. The mechanism improves the accuracy and reliability of
WSNs in multiple environments [24—27].

The framework proposed in this paper simulates and studies the behavior of wire-
less nodes in different environmental conditions—an analysis important for fine-tuning
network performance and efficient node operation, even in changing and demanding
environments [21]. In the proposed system, blockchain technology with advanced locali-
zation algorithms like DV-HOP and mayfly improves the overall reliability, security, and
accuracy of WSNs [24]. It will make the application areas more robust and adaptive in
environmental monitoring, health care, and smart cities. This all-rounded approach
shall have WSNs meet effectively [27-29] the demanding modern network applications
without a sacrificial diminution of high standards in the maintenance of data integrity
and operational efficiency [30].

In [23, 24], the authors address energy-efficient communication strategies, crucial for
sustaining WSN longevity [30, 31], particularly in resource-constrained scenarios like
ours.

The integration of blockchain [32, 33] for secure and reliable data management is
highlighted in studies by [25, 26]. These works provide insights into using blockchain
for secure consensus, offloading mechanisms, and vehicular data sensing [34], which are
relevant to our research in mitigating DDoS attacks [35—37] and securing WSN commu-
nication. In [27], the authors explore federated satellite-ground networks [38], offering
perspectives on distributed intelligence and secure computation that can enhance our
deep learning-driven approach to WSNs [39, 40].
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Recent advancements in wireless sensor networks (WSNs) emphasize the need for
robust security mechanisms and efficient resource management [41, 42] Researchers
have explored various approaches to enhance data integrity, communication reliability,
and energy efficiency in WSN deployments [43—46]. Among these, blockchain technol-
ogy and deep learning have emerged as promising solutions for addressing security vul-
nerabilities and optimizing network operations [47, 48].

Additionally, [49] propose innovative frameworks for integrating blockchain with IoT
and air-ground networks, underscoring the importance of decentralized security and
computational efficiency [50]. These insights reinforce our model’s focus on integrat-
ing deep learning and blockchain to improve node localization and threat mitigation in
WSNs using the DV-HOP algorithm. In [51], the authors focus on optimizing resource
allocation and routing in cloud-based and mobile edge computing environments, which
directly relate to improving WSN performance under constrained resources.

The paper is structured to provide an overview of the proposed improvements on
WSNs using blockchain and localization techniques. The introduction emphasizes the
importance of WSNs and raises challenges such as security and localization. Related
Work reviews the studies performed so far and identifies the gap in this research. The
proposed methodology explains how blockchain can be integrated with WSNs and how
the DV-HOP algorithm can be used. Design process describes the experimental design
and collection process of data. Performance analysis reports and compares the results
with those of earlier methods. Conclusion summarizes main findings and future work.

3 Methods

The flow of the proposed work as how it works is shown in the following parts: initializa-
tion phase, simulation phase, reputation and energy update phase, localization phase,
optimization phase, simulation execution and visualization phase, and performance
evaluation phase.

Figure 2 presents to minimize localization errors using blockchain technology. The
method starts with the initialization phase, where parameters, sensor data, and block-
chain nodes are set up to track accurately. This preliminary setup is supposed to set up
all the elements of the localization system so that they are ready to work collectively with
one another for accuracy. The next phase is the simulation phase, in which the system
simulates realistic scenarios to test the localization accuracy of the network. Data col-
lected from this phase is used to monitor the present localization error. After this, block-
chain reputation and energy update phase comes, which employs blockchain toward
achieving the trustworthiness as well as the integrity of the data. This blockchain-based
system uses the powers of blockchain, ensures that data like node positions as well as
reputation scores, calculated by the previous performance of the localization, and is
nothing but tamper-proof and non-transactional. The reputation-based mechanism is
used to filter out the unreliable data; otherwise, localization error gets increase. In the
next localization phase, the calculated reputation data is combined with sensor inputs,
to calculate the position of node accurately. This localization further refines itself into an
optimization phase wherein algorithms make any optimizations on the sensor data and
blockchain records with error reduction in mind. In the simulation execution and visu-
alization phase, the simulation is performed with the refined localization system, and
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Fig. 2 Methodology of the proposed work. The figure represents minimizing localization errors using
blockchain technology. The method starts with the initialization phase, where parameters, sensor data, and
blockchain nodes are set up to track accurately. This preliminary setup is supposed to set up all the elements
of the localization system so that they are ready to work in harmony with one another for accuracy

finally, the performance evaluation phase evaluates such improvement that the localiza-

tion accuracy now shows—a methodology is efficiently making attempts to reduce error.

3.1 Initialization phase

3.1.1 Node deployment

The first step starts with the deployment of nodes. The nodes are deployed randomly in
area, which are set to 800 X 600 square meters. Each node is allocated a desirable status,
either ‘normal’ or ‘malicious’ which indicates a positive behavior with a combination of
other nodes throughout the simulation framework.

3.1.2 Setting initial parameters
The next one communication range is set up to 150 m to communicate directly within
a long distance. This parameter is crucial for creating a topology network. The term
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topology means transmitting data from source to destination passing through a differ-
ent parameter. Specification of simulation nodes also specified to run a model with 1000
rounds. This parameter is the foundation of simulation, to create a successful network.

3.1.3 Blockchain initialization

Blockchain ledger initialization is used to track a change that occurs within the nodes.
They also monitor the working of nodes in different environment situations. The block-
chain is initialized by an inaugural block differentiated through a proof value of 1 and an
anterior hash value of ‘0! The blockchain parameter will record the transaction when-
ever a node’s credibility changes and provide a secure record of changes. This parameter
ensures the integrity and credibility of the network system which is important for sus-
taining a network [50].

3.2 Simulation phase

3.2.1 Node movement

During this simulation phase, nodes remain static means nodes do not change the posi-
tion. The different sensors are placed at different locations for monitoring purposes such
as monitoring of environmental situations and health structure monitoring. This distri-
bution will change with every round. This means nodes are randomly distributed per
round [28]). The term static means that network topology is dependable. This parameter
focused on this static approach describes the behavior of the WSN simulation model in
different conditions.

3.2.2 Communication range visualization

The communication range of every node is visualized in circle form with a radius of
150 m. This circular structure helps to understand the communication linkage of nodes.
When two nodes are linked with each other, then a line is drawn between them that
indicates a connection between them. This communication range visualized the network
topology between the nodes. The term topology means a network between the nodes to
communicate with each other. This parameter is essential to analyze the performance of
a network [29].

3.3 Reputation and energy update phase

3.3.1 Energy consumption

This step approximates the energy usage of every node since every node will spend 1
unit of energy every round. As soon as a node’s energy reaches zero, its behavior can
shift between regular and malicious behavior. Regular nodes are initially allocated a
100-unit energy buffer for continuous sensing and communication activities, while
malicious nodes are allocated a smaller energy buffer. This distinction aims to simu-
late the restricted behavior of malicious nodes, which may attempt to disrupt network
functionality.

Energy usage in WSNs is influenced by rate of data transmission, activity level of
nodes, and environmental parameters. Data transmitting and receiving nodes at high
rates consume energy rapidly, making efficient energy management methods neces-
sary. An adaptive energy model allows simulation of real network trends, which ensures
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robustness against passive and active security attacks [30]. This technique also focuses
on the effect of energy supply on node performance and network stability.

3.3.2 Reputation management

A reputation system is used to monitor and rate the behavior of nodes during the sim-
ulation. The reputation score of each node is recorded and updated in the blockchain
ledger, giving a transparent and tamper-evident history of its interactions. The reputa-
tion system considers deviations in node behavior, transaction time stamps, and rates of
malicious behavior. The immutable nature of the blockchain ensures that any modifica-
tions to node credibility are safely stored, adding the reliability of the network. This sys-
tem helps to identify and separate the nodes to enhance network reliability [31].

The mechanism of reputation is further reinforced through the application of solidity-
based smart contracts. Node credibility is controlled by these contracts via an organ-
ized system that captures node energy levels and behavioral measures. Every node’s
Ethereum address is associated with a related reputation score, enabling monitoring in
real time of trustworthiness. Malicious nodes can be marked within the system so that
network administrators can isolate threats and ensure overall security.

By combining blockchain with reputation management, this system guarantees that
only reliable nodes are involved in network operations, improving data integrity and
deterring malicious behavior. This holistic solution leads to a more secure and efficient
WSN environment, enabling applications where reliable sensor data is essential.

The contract includes three main functions:

registerNode: This function allows the registration of a node by associating its address
with an initial energy value and a malicious status. This is typically done by the network’s
governing authority or an automated process.

Noden; = (Ai, E0, Mi) (1)

where

+ Ni is the ith node.

+ Aiis the address of node Ni.

« EO0is the initial energy value assigned to the node.

+ Mi is the malicious status, where Mi=1 if the node is malicious, and Mi=0 otherwise.

Update energy: This function updates the energy level of a node, enabling dynamic
adjustment of its reputation. It ensures that only registered nodes can have their energy
updated.

Ei =Ei+ AE (2)

where Ei is the current energy of node Ni.

AE is the energy change for the node, which can be positive (reward) or negative
(penalty).

This function only applies to registered nodes, ensuring that only nodes previously ini-
tialized with EO can have their energy-adjusted.
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isNodeMalicious and energy: These functions allow users to query the contract to
check whether a node is malicious and to retrieve its energy level.

The functions check the malicious status Mi of a node Ni. If Mi=1, the node is classi-
fied as malicious; otherwise, it is not.

Mi — 1 if node Ni is malicious
=1 0 if node Ni is not malicious (3)

EO is the initial energy of node Ni, AEj is the kth energy update applied to node Ni,
and # is the number of updates applied to the node.
The total energy Ei of node Ni at time t would then be:

Ei(t)=Eo+ Y _AE (4)
k=1

n
where Ei(t) is the current energy of node Ni at time ¢, and ) AEj is the sum of all
k=1
energy changes (positive or negative) applied up to time ¢.

3.4 Localization phase
The DV-HOP algorithm is among the most popular localization algorithms in WSNs
utilized to estimate the node positions. It operates via the utilization of hop counts as
well as anchor nodes’ distance estimates to the unknown nodes. The primary intent of
DV-HOP is obtaining an efficient as well as economical node localization with no addi-
tional hardware installation, e.g., GPS. Instead, it applies the shortest path algorithm
to determine the hop count between the nodes that are converted to physical distance
using average hop length computation.

Localization precision is a very important challenge in WSNs, and DV-HOP is an
important contribution toward minimizing positioning errors.

DV-HOP involves three major phases:

a. DV-HOP estimation: In the phase of estimating the distance, there is the formation
of a graph structure whose nodes symbolize vertices while the edges symbolize the
communication connections. A hop count between the nodes is established with a
shortest path algorithm. This approach helps to estimate the positions of nodes [32].
This approach is crucial to determine the distance between the nodes to understand
the network layers for further optimization.

b. Localization error calculation: In the phase localization error, a calculation of actual
vs. estimated position difference facilitates accuracy assessment, particularly where
malicious nodes exist. This calculation is performed in both scenarios with and with-
out interference of malicious node. The accuracy can be assessed using malicious
nodes. This phase is used to determine errors that occur within the model [34].

c. Error correction: In the DV-HOP algorithm, error correction comes from averaging
hop distances so that a better estimation of localization is made. Such a computation
calculates the average hop distance per node among all anchor nodes, and more reli-
able measurements can be computed based on varying topologies of networks. This
computation further reduces the errors created from irregular distributions of nodes
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along with inconsistent environmental settings using averaged distances for all the

nodes

3.5 Optimization phase

3.5.1 Mayfly optimization

The mayfly optimization is used to filter the starting position estimated by the DV-HOP
algorithm. The behavior of mayfly’s optimization technique introduces the technique
swarm-based optimization technique. This technique involves male and female mayflies
that change their position based on personal and global environment. The algorithm
passes through multiple cycles which may settle their velocity and reduce the error. The
position can be updated using an equation with random factors. This factor is used to
detect the error. The intensity of the algorithm represents the accuracy of every position
of the node [35]. This is also used to calculate the sum of errors between the estimated
position and the actual position. Through this updated algorithm, the error is to be mini-
mized and the accuracy of the system network [33].

The mayfly optimization algorithm (MOA) was chosen in this study for its hybrid
approach combining principles of swarm intelligence and evolutionary computation,
making it particularly effective for complex optimization problems such as those in
WSN. Unlike traditional algorithms, MOA mimics the behavior of mayflies to balance
exploration and exploitation, which is critical in high-dimensional spaces where WSN
nodes operate. The algorithm’s adaptability allows it to quickly adjust to varying network
conditions and counteract localization errors introduced by malicious nodes. Addition-
ally, MOA optimizes node positioning with fewer iterations, which is beneficial for real-
time WSN performance, conserving energy while maintaining accuracy and resilience to
attacks.

MOA is a nature-inspired optimization algorithm based on the mating and flying
behavior of mayflies. It depends on a swarm of ‘male’ and ‘female’ mayflies to explore
a search space and improve solution precision, especially in scenarios with complex
optimization processes like WSN. The algorithm strikes a balance between exploration
(searching new regions) and exploitation (optimizing the existing solutions) by control-
ling the positions of the mayflies between their individual best positions and global best
positions. Through iterative loops, the algorithm updates the velocities and positions
of the mayflies to minimize localization errors to the lowest, which are very critical in
WSN since the precise positioning of nodes is the core. The efficiency of MOA is pivotal
in reducing computational cost and energy consumption while achieving high accuracy
and robustness against threats like malicious attacks. Algorithm adaptability to fluctuat-
ing conditions renders it highly efficient for real-time optimization tasks for WSNs.

Table 1 describes how localization error varies with changes in the number of anchor
nodes within a 100 x 100 area that contains a total of 100 nodes, and all nodes are work-
ing within a fixed communication range of 30. As the number of anchor nodes increases
from 10 to 60, the DV-HOP error initially decreases (from 31.1035 to 28.5110) before
rising again (up to 34.8248). In contrast, the mayfly error remains consistently lower
than the DV-HOP error across all scenarios, indicating that mayfly is the more precise
method. While having more anchor nodes initially enhances localization accuracy, there
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Table 1 Average localization error for DV-HOP and mayfly optimization algorithm by changing

anchor nodes

(2025) 2025:46

Area Total nodes Anchor nodes Range DV-HOP error Mayfly
optimization
error

100%100 100 10 30 31.1035 256703

100*100 100 20 30 285110 241714

100%100 100 30 30 30.2875 24.4979

100*100 100 40 30 323154 24.9843

100*100 100 50 30 33.8520 25.4942

100*100 100 60 30 34.8248 26.0372
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is a threshold beyond which adding more anchors does not lead to significant improve-
ments. The minimum error for DV-HOP is observed with 20 anchors (28.5110), while
for mayfly, it is also at 20 anchors (24.1714). Overall, the mayfly method proves to be
more dependable, consistently yielding lower localization errors. In Fig. 3 results of table
are shown in the form of graph (Fig. 4).

Table 2 shows the variation in localization error as the total number of nodes increases
in a 100X 100 area, with the communication range maintained at 30 and the number
of anchor nodes being adjusted. As the total number of nodes rises from 100 to 350,
the DV-HOP error fluctuates between 28.3613 and 35.0477, while the error from the
mayfly optimization method remains lower and more consistent. The minimum error
for both techniques is noted at 150 total nodes and 20 anchor nodes. The mayfly optimi-
zation method demonstrates consistently superior performance compared to DV-HOP,
indicating better localization accuracy. As additional nodes are introduced, the may-
fly method shows greater adaptability, whereas DV-HOP encounters increased errors.
The mayfly approach exhibits a more consistent error range, indicating its reliability for
larger networks.
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Table 2 Average localization error for DV-HOP and mayfly optimization algorithm by changing
anchor nodes and total nodes

Area Total nodes Anchor nodes Range DV-HOP error Mayfly
optimization
error

100*100 100 10 30 30.9797 26.2139

100%100 150 20 30 283613 239513

100*100 200 30 30 30.8647 244701

100%100 250 40 30 32,9288 25.2335

100*100 300 50 30 343512 25.8551

100%100 350 60 30 35.0477 26.0824

3.6 Simulation execution and visualization phase

3.6.1 Visualization

In this simulation phase, the node of the network is to be visualized on the screen high-
light with distinct colors. The blue color shows normal nodes and the red color shows
malicious nodes. The communication range represents circles and communication rep-
resents lines connecting with different nodes within the range. This visualization system
understands network topology, the connection of nodes, and the interaction between
the nodes. Changes in the position of nodes and energy levels are continuously updated
providing a different condition of the network system over different time [34].

3.6.2 Simulation loop
In this phase, the simulation loop program adaptive rounds depend on the changes in

the position of nodes and energy level of nodes. In every round, the movement of nodes,
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communication range between the nodes, node visualization, energy consumption by
nodes, and estimated position of nodes are executed optimistically. The error that occurs
with normal nodes, as well as malicious nodes, is to be tracked and calculated by the
simulation network. The overall process analyzes the performance of networks in differ-
ent conditions including the presence of malicious nodes.

3.7 Performance evaluation phase

3.7.1 Localization error analysis

This phase examines the impact of malicious node behavior on system accuracy. Locali-
zation error is computed under both conditions—with and without the interference of
malicious nodes. The error assessment is conducted across multiple rounds to evaluate
the performance of the DV-HOP and mayfly optimized algorithms. Furthermore, this
phase analyzes the influence of malicious nodes on network behavior.

3.7.2 Reputation system efficacy

The performance of the reputation system is measured as it is being watched in action
on blockchain-logged transactions via simulation. The system is useful while monitoring
network changes, especially against malicious node behavior. With improved blockchain
ledger integrity and credibility, the reputation system secures the network and facilitates
ideal node management. It validates the suggested model in sustaining network stability
under different conditions [36].

This work contributes to developing a simulation platform to address critical chal-
lenges in wireless sensor networks (WSNs), including the interaction among energy
usage, reputation management, and precision. The result of the model presented is
likely to enhance efficiency and enable the development of more robust WSN networks
in changing environments. By comparing the difference between normal nodes and the
effect of attack nodes, overall network performance can be analyzed. The study also indi-
cates the effectiveness of the system based on localization error and node location. The
method proposed is designed to improve network performance under diverse condi-
tions, even in the presence of a high number of malicious nodes.

To construct a deep framework for simulating a WSN with an efficient system, we can
construct main three components: the network model, the attacked model, and the opti-
mal model. Here each model is described as key formation and mathematical formulas.

3.8 Network model
The deep learning model with a gated recurrent unit is given in Fig. 5.

GRU-based secure and reliable WSN localization utilizes gated recurrent units (GRU)
to enhance node localization accuracy and anomaly detection for WSNs. The model keeps
track of sensor node data, network traffic, and blockchain activity logs against DDoS
attacks and localization error reduction. It starts with feature extraction through min—max
scaling or Z-score normalization and then proceeds with a stacked GRU layer for the detec-
tion of temporal dependencies and anomalies. Fully connected layers generalize the feature
extraction and produce SoftMax-based classification to identify attacks. Classification is
employed using binary cross-entropy, but estimation of localization error is performed with
mean absolute error (MAE). Learning is assured by Adam optimizer, while performance is
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monitored using metrics such as FPR, localization accuracy, and energy spent. The meth-

odology increases network resilience, security, and energy efficiency, thus making WSNs

less vulnerable to attacks while providing correct data transmission and localization.

The network model describes the structure and behavior of WSNs. The key formulation

includes the position of nodes, a protocol for communication between nodes, and energy

consumed by nodes [37].

3.8.1 Node deployment

+  Number of nodes (N): Define a set of nodes {11;,1,,....1}.

+ DPosition of nodes (p;): Each node #; has a position pi=(x,y,) in a 2D space, randomly ini-

tialized within the screen dimensions.

pi= (xi,yi):xi € [0’ Wldth]»)’z € [Or helght]

3.8.2 Communication range

(5)

Communication Range I Nodes can communicate with each other if the Euclidean distance

between them is less than or equal to R.

if distance (pi, pj) <R, then n; and #; are connected

Distance calculation:

Distance(p;, p) = \/(xz —x;‘)2 + (}’i —J’j)2

3.8.3 Energy consumption

(6)

Energy level (E;): Each node n; has an energy level, initialized as normal or malicious

energy based on its reputation.
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£ { Enormal,  if Node is normal having energy < 0
=

Enaliciouss if Node is malcious having energy < 0 (®)

3.8.4 Node evaluation
Evaluation (v): Nodes placed randomly with a speed of v, updating evaluation criteria at
each time step.

pi(t +1) =pi() +vi*x At 9)

where v, is the normalized direction vector.

3.9 Attack model
The DDOS attack model simulates malicious behavior and its impact on the network,
such as misreporting positions.

3.9.1 Reputation system
Reputation (r;): Each node has a reputation status, either ‘normal’ or ‘malicious’

Normal, initially or when the node recovers
ri = (10)

Malicious, is node energy is depeleted or node involvedin attack.

Blockchain ledger: Records changes in reputation.

3.9.2 Localization error
Localization error (¢; ): The difference between actual and reported positions.

For normal nodes, the localization error is randomly assigned within the range of [-L,
L], where L represents the predefined localization error limit. This ensures that the error
distribution remains within a controlled boundary:

€;=random(—L, L) (11)
For malicious nodes, the localization error is distributed within a broader range of
[-2L, 2L], indicating a higher degree of deviation in estimated positions compared to

normal nodes. This wider error distribution reflects the disruptive influence of malicious
nodes on the network:

€;= random(—2L, 2L) (12)

3.9.3 Localization and optimization model
This model involves estimating positions using DV-HOP and refining them using the
mayfly algorithm.

3.9.4 DV-HOP estimation

« Graph G(V,E)): A graph where nodes are vertices V, and edges E represent communi-
cation links.
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o Hops calculation: Use Dijkstra’s algorithm to compute the shortest path (in hops)
between nodes.

hops (n,', nj) = Shortest path in terms of hops (13)

+ Dosition estimation: Calculate estimated positions based on anchor nodes’ positions
and hop counts.

L
= > pa (14)

acA

where A is the set of anchor nodes.

3.9.5 Mayfly optimization algorithm

« Initialization: Define male and female mayflies’ positions and velocities.
o Light intensity calculation: Based on Euclidean distance between estimated and
actual positions.

1

I, =
(1 + 2 (m; _19actual))2 (15)

« Velocity update: Update velocities based on personal and global best positions.

Vit + 1) = vi(t) + r1(Pest i — 1) + 72 (8best — i) (16)
+ Position update: Update positions based on velocity.

mi(t + 1) = m;(t) +vi(t + 1) (17)

Table 3 presents the terminologies used within the framework.

4 Design process

The proposed methodology includes three key sections: determine the position of nodes,
tracking of records by blockchain ledger, and mayfly optimization algorithm. The mayfly
algorithm enhanced the accuracy of nodes within a wireless network system. The follow-
ing practical setup will be shown as follows with the help of a table.

4.1 Experimental setup
Table 2 includes key parameters for the WSN simulation, the blockchain setup, the DV-
HOP algorithm, and the mayfly optimization algorithm (Table 4).

4.2 Trust evaluation for beacon nodes

4.2.1 Objective

Evaluate and maintain the trust of beacon nodes (nodes with known positions) to ensure
reliable localization and accurate reputation management.
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Table 3 Terminology used within the framework

Variable Meaning of Variable

N Number of nodes in the network

N; With a node in the network

p; Position of node N, in 2D space

XY, Coordinates of node N; within the screen dimensions

R Communication Range

Distance(p,,pj) Euclidean distance between nodes N, and /\//

E; The energy level of node

Enormal Energy level when a node is normal

Entalicious Energy level when a node is malicious

v Speed of node movement

At The time step for updating the position

R Reputation status of node N,

€ Localization error of node n;

L Localization error range

G(V.F) Graph where V are vertices (nodes), and E are edges (com-
munication links)

Hops(n,nj) The shortest path between nodes n;and n; in terms of hops

A Set of anchor nodes

P, Position of anchor node a

I; The light intensity of male mayfly i

M, Position of male mayfly i

actual Actual position of nodes

7 Velocity of male mayfly i

Poesti Personal best position of male mayfly i

Gpest Global best position among all mayflies

Ry R, Random coefficients for velocity update

Table 4 Parameters for the WSN simulation

Algorithm Parameter Value
WSN simulation Number of nodes 20
Communication range 150m
Number of rounds 1000
Normal node energy 100 units
Malicious node energy 50 units
Localization error range 5m
Blockchain Initial proof 1
Initial previous hash 0
DV-HOP estimation Communication range 150m
Anchor nodes Nodes with ‘normal’reputation
Mayfly optimization Number of iterations 100

Number of mayflies
Initial light intensity
Velocity update equation
Position update equation
Position clamping range

Equal to the number of nodes (20)

1
calculated as 14Sum of squared errors

Vi = Vi + 1 X (Pbest — Xi) + 2 X (Gbest — Xi)
Xi =X + Vi
[0, width]x[0, height]
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4.2.2 Process
4.2.2.1 Trust calculation Trust T, of node i is determined based on its historical per-
formance and reputation. For beacon nodes, trust is crucial for their role in localization.

Successful Transactions
Define trust T; as: T; =

18
Total Transactions (18)

where
o Successful transactions are the number of times the node has provided accurate and

reliable data.

« Total transactions are the total number of interactions involving the node.

4.2.2.2 Trust update Trust is updated dynamically as nodes participate in network
operations. For beacon nodes, trust is based on the accuracy of their reported positions.
Any deviation from expected behavior impacts their trust level:

TP = T;’dd +a- (Performance Metrics — Tlf’dd) (19)
where

+ Performance metric reflects the accuracy of the beacon node’s position reports.
«+ aisatrust update factor (0 <a <1) controlling the rate of trust adjustment.

4.2.2.3 Beacon node selection Nodes with higher trust levels are chosen as anchors for
localization to improve estimation accuracy.

4.3 Blockchain generation

4.3.1 Objective

Utilize blockchain technology to record and manage node reputations and transactions
to ensure transparency and security.

4.3.2 Process

4.3.2.1 Blockchain structure The blockchain consists of a series of blocks, each

containing:

Block = {index, time stamp, proof, previousy,¢,, Transaction }

where

Index is the position of the block in the chain.
Time stamp records the creation time of the block.
Proof is computational proof (e.g., PoW or PoS) ensuring block validity.
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Previous Hash links to the hash of the previous block.
Transactions include reputation changes and other relevant data.

4.3.2.2 Transaction addition Transactions are added to the blockchain when node rep-
utations change:

Transaction = {sender, receiver, amount}

where

Sender is the node whose reputation is being updated.
The receiver is typically a system or another node involved in the transaction.
Amount signifies the change in reputation or other relevant data.

4.3.2.3 Block creation New blocks are created and appended to the blockchain using
the create_block method:

Newgjock = Blockchain.createpoci (proof, previoushash)

Proof and previous_hash ensure the block’s integrity and link it to the previous chain.

In the proposed work, a new block is created when the create_block method is called.
This typically occurs when a set of transactions has been collected, and the proof of work
(PoW) has been completed. The create_block method constructs a new block by incor-
porating the current list of transactions, the proof obtained from solving the PoW puz-
zle, and the hash of the previous block.

4.3.3 Steps to create a new block

4.3.3.1 Transaction collection Transactions, which might include updates to nodes’
energy levels or the registration of new nodes, are gathered into the current transactions
list.

4.3.3.2 Proof of stake (PoS) The PoS mechanism ensures the validity of new blocks by
selecting validators based on their stake rather than computational work. Unlike PoW,
which relies on solving complex mathematical problems, PoS reduces energy consump-
tion and enhances efficiency by allowing nodes with higher stakes or better reputation to
validate transactions.

In this context, PoS can be influenced by the energy levels of participating nodes,
dynamically adjusting the selection process based on reputation or energy metrics
stored in the contract. This approach enhances security and reliability while maintaining
network integrity in a more energy-efficient manner.

4.3.3.3 Block construction The new block is constructed and includes:

1. An index indicating its position in the blockchain.
2. A time stamp of its creation.
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3. The proof of work.
4. The hash of the previous block.

5. Current transactions, such as updates to nodes’ energy or malicious status.

4.3.3.4 Appending the block Once validated, the new block is appended to the block-
chain. The current_transactions list is then reset for the next block.

4.3.3.5 Reputation influence In this, node energy levels and reputations stored in a
smart contract become variables for block validation. Nodes with higher energy levels
or reputations may have their transactions validated earlier or contribute more to the
creation of new blocks. The smart contract is authenticated at certain time intervals
or when some specific events are detected. It prevents unnecessary consumption of
energy and helps in maintaining an updated network with fresh data. Nodes having
excess energy or reputation can upgrade and authenticate more transactions in order
to carry on safe and uninterrupted transactions. Normally, the system verifies the
smart contract a few minutes at a time. During periods of high activity, such as when
the system identifies suspicious behavior, it will verify more frequently. The dynamic
approach keeps energy consumption smart yet block validation accurate and up to
date.

4.3.4 Securing localization with blockchain

In wireless sensor networks (WSNs), precise localization is important for deciding node
positions, which becomes a vital feature in environment monitoring and target tracking.
Blockchain technology is used to keep a safe record that records all changes taking place
within the nodes. This record enables tracking of node activity under various environ-
mental conditions as well as promotes transparency in node actions [38]. The blockchain
system updates its entries whenever a node’s credibility status is changed, delivering a
verifiable and secure history of changes. This ensures the reliability and integrity of the
network that is fundamental in maintaining a stable and reliable system.

4.3.5 Energy and reputation management

Blockchain technology is used to track energy usage in WSNs. One energy unit is
used by each node in one round of operation. The energy consumption model cov-
ers the expenses of sensor node operations, including communication. Once a node’s
energy supply depletes to zero, its activity can oscillate between ‘normal’ and ‘malicious,
depending on the context. Normal nodes start with 100 units of energy, which makes the
simulation realistic as nodes can fail or recover after some time [39]. In addition, block-
chain also possesses a system of reputation management, which observes and evaluates
the behavior of nodes. The system documents all the transactions, including node repu-
tation adjustments, time stamps, and behavioral variations. By safely storing these vari-
ations in the blockchain ledger, the system is transparent and responsible. The system
of reputation management can find and isolate malicious nodes, which will enhance the
security and reliability of the network.
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4.3.6 Consensus mechanism and block generation

A consensus protocol based on blockchain is used to authenticate transactions and
ensure the integrity of the network ledger. A light consensus mechanism is used in
WSNs because sensor nodes are resource-constrained. Proof of authority (PoA) is used
to identify valid nodes that are tasked with authorizing transactions and creating new
blocks. Block creation in this network is based on several parameters, including node
energy levels, reputation values, and localization precision. Nodes having sufficient
energy levels do not engage in unwanted interference, whereas reputation values are
based on perceived data and consistency in behavior. Through the inclusion of these
parameters, the network is secure and reliable [40]. The blockchain-based smart con-
tract runs under different models of consensus, like proof of stake (PoS), instead of proof
of work (PoW), which is more appropriate for public blockchains. PoS makes nodes
with higher stakes or better reputation more influential in the validation of transactions,
maximizing energy efficiency and security. This makes all the participating nodes come
to a consensus about the validity of transactions, ensuring the stability and credibility of
the blockchain network.

4.3.7 Reputation-influenced consensus

The contract tracks the reputation of nodes through the energy attribute and their
behavior through the malicious flag. In a reputation-influenced consensus model, nodes
with higher energy or better reputation may have a greater influence in validating trans-
actions or generating blocks. For example, nodes with higher energy might be given
priority in proposing or validating blocks, or malicious nodes could be penalized or
excluded from participation.

To interfere the blockchain in WSNs, we created a system where data is to be secured
through the energy level of nodes and records of the ledger. This block enhances the
accuracy and reliability of network systems. This blockchain consensus is the decentral-
ized approach of a network system. This approach helps to promote the credibility and
integrity of network systems in different environments.

4.4 Mayfly optimization integration

4.4.1 Objective

Optimize node positions using the mayfly optimization algorithm to improve localiza-
tion accuracy by iteratively refining estimates.

4.4.2 Process
4.4.2.1 Initialization Initialize mayflies’ positions and velocities. Each mayfly repre-
sents a potential solution for the node positions:

Position; = currentposition, + VelOCitYf (21)

where Position! is the position of the ith mayfly at iteration ¢. Velocity is the velocity of
the ith mayfly at iteration ¢.

4.4.2.2 Light intensity calculation Calculate light intensity as a fitness measure based
on proximity to the actual positions:



Kaur et al. J Wireless Com Network

(2025) 2025:46

1
Light

intensity — . 2 (22)
1+ Zj (Posmom - ACtualPosition/)

where actual position; is the true position of the node ;. Position, is the position of the ith
mayfly.

4.4.2.3 Optimization process Update mayflies’ velocities and positions based on per-
sonal and global best solutions:

Velocity: t! = Velocity! 4 r1 - (Pgest, — Position; ) + r5 - (Ggest, — Position;)  (23)

t+1

Position! ™! = Position’ + Velocity! ! (24)

4

where r1 and r2 are random coefficients between 0 and 1.

4.4.2.4 Final position update Use optimized positions for final localization estimation:

final

Optimized = Position; (25)

position;

where Positionfmal is the final optimized position of node iii after the algorithm
converges.

By following this methodology as depicted in Fig. 6, the integration of blockchain
with the mayfly optimization algorithm improves both the accuracy of localization

and the management of node reputations within the network. This approach ensures

Record Transaction
N > BlockChain
Index
% Timestamp Localization process
( - | L withmayfy
. Proof integration
Check Trust factor Previous Hash
o Transaction
- [
A |
Beacon Nodes
Check Nodes ——
—>  Energy
’ Depletion
B B B2 B3 - Bn
Trust management System

Blocks within Blockchain for recording transactions
Fig. 6 Integration of blockchain with localization process. The image depicts the incorporation of blockchain
technology into the localization process of wireless sensor networks (WSNs). By verifying transactions and
keeping a decentralized ledger, blockchain provides safe and tamper-proof communication between nodes.
The DV-HOP method is upgraded using deep learning techniques to assure exact node localization, while
blockchain mechanisms safeguard the localization data and update the reputation ratings of nodes. This
integration provides reliable network functioning even in the midst of possible security concerns, such as
DDosS attacks, by boosting the accuracy and security of the localization process
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Fig. 7 Flowchart of the proposed work. The figure depicts the sequential processes involved in the
suggested technique for upgrading wireless sensor networks (WSNs). The method begins with initializing
network settings and building up the simulation environment. Blockchain is applied to provide secure
communication by revising energy levels and reputation evaluations. The DV-HOP technique, coupled
with deep learning, accomplishes precise node location, followed by optimization to increase network
performance

secure, transparent, and effective node positioning and reputation management
(Fig. 7).
The algorithms used for this work are given below.

Algorithm 1 DV-HOP estimation algorithm
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1. Initialize network graph G with nodes and their positions.
2. for each node i in the network do

3. Addnode i to graph G.

4. end for

5. for each node i in the network do

6. for each node j in the network do

7. ifi1+#j and distance between i and j < communication range then
8. Add edge (i, j) to graph G.

9. end if

10. end for

11. end for

12. Initialize an empty dictionary for estimated positions.
13. for each node i in the network do

14. ifiis an anchor node then

15. estimated positions[i] = actual position[i].

16. else

17.  Calculate shortest path hops from node i to all other nodes.
18. Select hops to anchor nodes.

19. Calculate the average position of anchor nodes based on hops.
20. estimated_positions[i] = (avg_x, avg_ V).

21. endif

22. end for

23. return estimated positions.

Mayfly optimization algorithm

1. Initialize male and female mayfly populations with estimated positions.

2. Initialize velocities for male and female mayflies to zero.

3. Calculate the initial light intensity for male mayflies.

4. Set personal best positions for male mayflies to their initial positions.

5. Set the global best position to the position of the male mayfly with the highest light intensity.
6. for each iteration do

7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

for each male mayfly do

Update velocity based on personal best and global best positions.

Update the position of a male mayfly.

Clip position to stay within boundaries.

Calculate new light intensity for male mayfly.

Update the personal best position if the new position has higher light intensity.

end for
Update the global best position if the new global best has higher light intensity.
for each female mayfly do

Update velocity based on the personal best of corresponding male and global best.
Update the position of a female mayfly.
Clip position to stay within boundaries.

end for

20. end for

21

. return optimized positions.

Simulation and evaluation
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1. Initialize positions, reputations, and energy of nodes.
2. Initialize blockchain for reputation management.

3. while the simulation is running do

4. if the ratio of beacon nodes is being varied then

5 for each beacon ratio do

6. Select anchor nodes based on beacon ratio.

7. Perform DV-Hop estimation to get estimated positions.

8. Optimize estimated positions using Mayfly Optimization.
9. Calculate localization errors without attack.

10. Calculate localization error with attack.

11. Calculate the probability of finding true locations.

12. Store results.

13.  end for

14. endif

15. if the ratio of malicious nodes is varied then
16.  for each malicious ratio do

17. Update reputations of nodes based on a malicious ratio.
18. Select anchor nodes based on normal nodes.

19. Perform DV-Hop estimation to get estimated positions.
20. Optimize estimated positions using Mayfly Optimization.
21. Calculate the probability of finding true locations.

22. Store results.

23.  end for

24. endif

25. Update node positions randomly within the movement speed limit.

26. Render nodes on screen.

27. Update screen.

28. end while

29. Plot results for localization error, probability of true locations, and comparative results.
30. Return Results

5 Results and discussion

In the proposed work, different several measures are created to calculate and compare
the performance of the proposed localization and determine the detection of the algo-
rithm between the existing methods. The different measures include localized error,
ALE, accuracy rate, probability of location, and FPR. Each measure works on sev-
eral aspects to increase the effectiveness of the algorithm. Localization error metric is
focused on the behavior of malicious nodes on the accuracy of the system. Localization
error is to be calculated in both situations with and without the interference of malicious
nodes. The errors are to be determined in multiple rounds to execute the performance
of DV-HOP and mayfly optimized algorithm. This approach analyzes how the malicious
nodes affect the behavior of the network and resolves the problems that occur within
the network. It specifically analyzes the location data such as mobile networks, sensor
devices, and IoT applications. Localization ensures the accurate position of nodes and
enhances the performance of the network system.

ALE means an error located over all the nodes in the network. The main objective
of localization is to analyze the performance and accuracy of the algorithm. The ALE
indicates that the position of nodes in the algorithm is specific. The ALE indicates the
performance of the algorithm with the help of highlight lines or through the diagram.
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The ALE determined the algorithm that which algorithm is used in which network envi-
ronment to enhance the performance credibility. Practically we conduct that the ALE
network maintains high efficiency and accuracy for different tasks including resource
allocation, network connection, routing process, and maintaining a reliable network.
The overall approach is to increase the performance and reliability of the network sys-
tem as compared to [41-45].

Figure 8a shows the localized error is shown with or without evaluation of the trust
model. With the evaluation of the trust model, the range of error is between 1 and 20
approximately, and without the evaluation of trust, the range of error is between 5 and
25. Localization error means an error located over all the nodes in the network. The
main objective of localization is to analyze the performance and accuracy of algorithms.
The LE Indicates whether the position of nodes in the algorithm is specific or not. Fig-
ure 8b shows the effect of beacon nodes on ALE in various terms. The lower ALE shows
that the value of beacon nodes ranges between 5 and 10. Figure 8b demonstrates the
impact of the number of beacon nodes on ALE for various methods. The proposed work
shows that the value of lower ALE regularly ranging between beacon nodes is 5 to 10. In
other highlighted methods, such as a [41-45] shows high ALE values ranging between
10 and 28, depending on the number of beacon nodes. This proposed supermodel main-
tains a low average localization error.

In Fig. 9, the credibility of finding out the true location of error by using the beacon
nodes in the proposed work is high, value ranging between 0.85 and 0.98. Other method
shows less credibility such as 0.7-0.85 for [41]) and 0.68—0.83 for [43]. This indicated
that the proposed work is highly credible for finding the accurate location of errors.
When the true location of the error is to be analyzed accurately then the proposed
work is a further outcome to increase the performance of the system [41]. The proposed
method maintains the probability of a range between 0.5 and 0.85 against the malicious

(a) LE with and without trust model (b) Influence of number of beacon node on ALE

5 =~ With trust value evaluation
=&~ Without trust evaluation

-~ Goyat et al. (2021)
#- Dao & Nguyen (2024)
-9~ Wang et al. (2018)

4 % Mohar et al. (2022)
¥ + Asif etal. (2023)
25 -~ Proposed work

Localization Error

Average Localization Error
=
=S

100

o on 2 » & 2@ 0 0 5 2 % ) ) 0
Unknown nodes Ratio of beacon nodes

Fig. 8 Localization error with and without trust model, b impact of the number of beacons on average
localization error (ALE). In the first diagram, a the localized error is shown with or without evaluation of the
trust model. With evaluation of the trust model, the range of error is between 1 and 20 approximately, and
without evaluation of trust, the range of error is between 5 and 25. Localization error means error located
over all the nodes in the network. The main objective of localization is to analyze the performance and
accuracy of algorithms. The LE indicates that the position of nodes in the algorithm is specific in nature or
not. In the second diagram, b the effect of beacon nodes on ALE in various terms is shown. The lower ALE
shows that the value of beacon nodes is ranging between 5 and 10. The second plot b demonstrates the
impact of the number of beacon nodes on ALE for various methods
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Fig. 9 Probability of finding true locations with beacon nodes. b Probability of finding true locations with
malicious nodes. The credibility of finding out the true location of the error by using the beacon nodes in
the proposed work is high, with a value ranging between 0.85 and 0.98. Other methods show less credibility,
such as 0.7 to 0.85 for [41] and 0.68 to 0.83 for [43]. This indicated that proposed work is highly credible for
finding the accurate location of errors. When the true location of the error is to be analyzed accurately, then
proposed work is further outcome to increase the performance of the system [41]. The proposed method
maintains the probability of a range between 0.5 and 0.85 against the malicious nodes. This shows the
robustness of the proposed method against the malicious nodes

nodes. This shows the robustness of the proposed method against the malicious nodes
(Table 5).

Table 5 shows the proposed work continuously to achieve an efficiently lower ALE
compared with a localization algorithm indicating the high efficiency performance,
localization accuracy, and the ratio of beacon nodes to malicious nodes.

Figure 10 shows that the determination of the accuracy of the proposed work is supe-
rior in nature range between 0.85 and 0.98, compared to the 0.49 to 0.89 range observed
in other methods such as those by [41-45]. The accuracy under effectiveness of the pro-
posed algorithm are high against the malicious nodes in the network system. This high
detection accuracy underscores the effectiveness of the proposed algorithm in accurately
identifying malicious nodes within a network.

The underlying mechanism shows the high accuracy detection in the model. The high
accuracy is an integral part of the evaluated model. This model allocates specific values
based on the behavior and work of nodes. The nodes work consistently containing a high
performed value and the node works irregularly containing a low trust value. By this
value, the accuracy and performance of the system are dependent. The consistent nodes
easily tracked the unnecessary errors from the network. Further, the proposed work
specifies robustness with the combination of machine learning techniques to analyze
the behavior of nodes. This also analyzed the inconsistency of nodes which decreases
the accuracy of the model. This includes various measures such as signal power, data
efficiency, and timing of data transmission. This method is fast compared to a normal
method to transmit the data from one end to another end. The algorithm is further ready
to adapt to new threats to enhance the accuracy of the model. The overall approach
indicates that the advanced analytical technique not only detects the malicious nodes
but also minimizes the false activities on the network system. The advanced technique

ensures the accuracy of the system model. The security is also enhanced using advanced
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Table 5 Localization algorithms and % of beacon, malicious nodes along with average localization

error
Localization algorithm % of Beacon nodes % of Malicious nodes  Average
localization
error (ALE)
Goyat et al, 2021 [41] 10 5 ~24.5
15 10 ~21
20 15 ~235
25 20 ~16
30 25 ~20
35 30 ~21
40 30 ~21
Dao and Nguyen, 2024 [42] 10 5 ~17
15 10 ~24
20 15 ~15
25 20 ~24
30 25 ~24
35 30 ~24
40 30 ~24
Wang et al,, 2018 [43] 10 5 ~19
15 10 ~19
20 15 ~19
25 20 ~19
30 25 ~19
35 30 ~19
40 30 ~19
Mohar et al., 2022 [44] 10 5 ~23
15 10 ~24
20 15 ~24
25 20 ~18
30 25 ~21
35 30 ~21
40 30 ~21
Asif et al,, 2023 [45] 10 5 ~24
15 10 ~21
20 15 ~21
25 20 ~24
30 25 ~21
35 30 ~21
40 30 ~21
Proposed work 10 5 ~85
15 10 ~9
20 15 ~9
25 20 ~8
30 25 ~8
35 30 ~8

40 30 ~8
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Fig. 10 Detection accuracy comparison. The determination of accuracy of the proposed work is superior in
nature, with a range between 0.85 and 0.98, compared to the 0.49 to 0.89 range observed in other methods
such as those by [41-45], The accuracy under the effectiveness of the proposed algorithm is high against the
malicious nodes in the network system. This high detection accuracy underscores the effectiveness of the
proposed algorithm in accurately identifying malicious nodes within a network

technique methods. This proposed work is highly reliable and ready to solve issues cre-
ated by a malicious node.
Detection accuracy (DA): The proportion of true positive and true negative predictions

out of all predictions.

TP + TN

DA = X
FP+FN+ TP+ TN

100

where

+ TP=true positives (correctly detected positive cases),

+ TN=true negatives (correctly detected negative cases),

+ FP=false positives (incorrectly detected positive cases),

« FN=false negatives (incorrectly detected negative cases).

False positive rate (FPR): The proportion of false positives out of all actual negatives.

FPR x 100

T FP+ TN

False negative rate (FNR): The proportion of false negatives out of all actual positives.

FNR x 100

KN
~ TP+EN
Average localization error (ALE): A metric that measures how far the detected object

or region is from the actual object or region. ALE is typically measured in meters.
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Scenario.

+ Total number of objects: 100

« Actual positive cases (restricted objects): 50

+ Actual negative cases (non-restricted objects): 50

+ Metrics for the proposed work: DA =91%, FPR=17%, FNR=15%

True positives (TP):

+ Detection accuracy (DA) =91%, meaning the system correctly identifies 91% of all
cases.

+ Thus, total correct predictions (true positives+ true negatives) =91% of 100=91
cases.

+  We know that false positives (FP) and false negatives (FN) account for the remain-

ing errors, which we will calculate next.
To start, calculate the false negative rate (FNR):

FNR x 100 = 15%

_IN
~ TP+EN
Rearranging the equation to find FN:

_ FNRx (EN+TP) 15 x 50
o 100 T 100

EN =75~8

Therefore, FN =8, meaning 8 actual positives were misclassified as negatives.

Thus, the number of true positives (TP) is:

TP=50—FN=50—-8=42.

False positives (FP):

The false positive rate (FPR) is 17%, which means 17% of the actual negative cases

were classified as positive.

FPR = —— x 100
FP + TN
Rearranging to find FP:
FPR x (FP 4+ TN 17 x 5(i t
b x (EP+TN) _ (in percentage) 085~ 1

100 100

So, FP =9, meaning 9 actual negatives were misclassified as positives.
Therefore, true negatives (TN) is:

TN=50—-FP=50—-1=49

Detection accuracy (DA): Now that we have TP, TN, FP, and FN, we can verify the
detection accuracy:
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Table 6 ALF, average detection accuracy, false positive rates, and false negative rate comparison

Technique ALE (m) Average detection  Average false Average false
accuracy (DA) (%) positive rate (FPR) negative rate (FNR)
(%) (%)
(Goyat et al.,, 2021[41]) ~21 78 26 30
(Dao & Nguyen, 2024[42]) ~20 81 28 27
(Wang et al,, 2018[43]) ~19 82 27 26
Mohar et al. (2022) ~20 80 29 28
(Asif et al.[45]., 2023) ~22 79 31 29
Proposed work ~85 91 17 15

(a) FPR with ratio of malicious nodes
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Fig. 11 Comparison of FPR. The false positive rate (FPR) of many methods for identifying malicious nodes in
a network is shown in this figure. The suggested work outperforms other approaches, showing consistently
low FPR over a range of harmful node ratios, with six experiments included. On the other hand, there are
times when the FPR rises noticeably, especially when the ratio is 20. A ratio of 30 malicious nodes has the
maximum FPR, while a more variable but still moderate FPR is shown. The graph highlights how effective the
suggested effort is in reducing false positives

TP + TN
DA = x 100
FP+FN+ TP+ TN
42 + 49
x 100 = 91%

T 42+41+9+8

This comparative Table 6 shows the performance metrics of multiple localization
techniques. The proposed work efficiently performs the terms of ALE with a value of
approximately 8.5 m. It also achieves the highest average detection accuracy (91%) and
the lowest average false positive rate (17%) and false negative rate (15%), defining the
accuracy of localized nodes against the malicious nodes.

Figure 11 compares the FPR of various works in detecting malicious nodes in a
network. Six studies are represented, with the proposed work showing consistently
low FPR across different ratios of malicious nodes, outperforming other methods. In
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contrast, experiences significant spikes in FPR at certain points, notably at a ratio of
20. The highest FPR at a ratio of 30 malicious nodes, while displaying more fluctuat-
ing but relatively moderate FPR. The graph highlights the effectiveness of the pro-
posed work in minimizing false positives.

The graph shown in Fig. 12 presents the FNR with changes in ratios of malicious
nodes in various aspects including [41-45] and the proposed work. The FNR calcu-
lated the proportion of actual malicious nodes incorrectly determined as non-mali-
cious. The proposed work regularly shows a lower FNR, ranging from 0.1 to 0.25,
showing optimal performance in identifying the malicious nodes in the correct order.
Due to this variation, FNR value increases, peaking at 0.35. This indicates the pro-
posed work’s accuracy is higher and easy to detect malicious nodes.

The above-proposed approach results in WSN performance improvement in terms
of several metrics are shown in Fig. 13. Packet transfer time is reduced by 10-15%;
thus, data handling becomes faster. Clustering time is highly improved by 12-18%
where the time to develop the network organization is faster. The first node death
(FND) time increased by 8-12%. The last node death (LND) time is increased by
15-20%. Energy efficiency is also as much as 15-25% increased. So, the method is a
highly desirable one for constrained environments in terms of resources. The packet
loss rate is also lowered up to 10-15% with the system, which enhances the reliability
of the data transmitted. These developments stand testimony to the efficacy of the
proposed method in optimizing critical parameters of a WSN to approach a highly
valued one toward the development of applications demanding efficient, long-lasting,
and reliable networks. After all, the devised improvements together in energy man-
agement, data reliability, and network lifetime mark the superiority of the presented

(b) FNR with ratio of malicious nodes
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Fig. 12 Comparisons of FNR. The graph demonstrates the false negative rate (FNR) with varying ratios of
malignant nodes in various aspects, including [41-45], and the proposed work. The FNR calculated the
proportion of genuine malevolent nodes inaccurately designated as non-malicious. The proposed work
routinely demonstrates a lower FNR, ranging from 0.1 to 0.25, demonstrating optimal performance to identify
the malignant nodes in the correct order. Due to this variation, the FNR value is increasing, culminating at
0.35.This indicates the proposed work’s accuracy is higher and straightforward to detect malicious nodes
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Fig. 13 Comparison of WSN performance metrics across techniques. The above-proposed approach results
in WSN performance improvement in terms of several metrics, as shown in this figure. Packet transfer time
is reduced by 10-15%; thus, data handling becomes faster. Clustering time is highly improved by 12-18%
where the time to develop the network organization is faster. The FND time increased is by 8-12%. The LND
time is increased by 15-20%. Energy efficiency is also as much as 15-25% increased. So the method is a
highly desirable one for constrained environments in terms of resources. The packet loss rate is also lowered
up to 10-15% with the system, which enhances the reliability of the data transmitted

approach compared with other techniques, making it an optimal solution for WSN

real-world deployments.

6 Conclusion

The proposed method significantly enhances WSN performance values, primarily in
the sense of enhancing localization precision, reducing localization error rates, and
optimizing energy consumption. It reduces ALE by 8.5 m, compared to other tech-
niques, in precise node positioning. It also enhances detection efficacy to 91%, low-
ering false positive and false negative rates to 17% and 15%, respectively. The very
high accuracy level in malicious node discovery guarantees data integrity and secure
communication across the network. This mechanism also increases energy efficiency
and network longevity. Packet transfer time decreases by 10-15%, whereas the clus-
tering time improves by 18%, leading to faster data exchange and better organiza-
tion of the network. The enhanced FND and LND times also ensure a longer system
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operating life, enhancing the dependability and solidity of the network. In addition, a
15% reduction in packet loss rates enhances the overall reliability and robustness of
data over long-term WSN deployments.

In future, we can integrate GRU with CNN transformers for better spatiotemporal
anomaly detection. Although no direct tests have been performed in 3D, the theoreti-
cal model is still scalable. Moreover, future research may also include the extension of
the simulation to 3D space if more computational resources are available. Currently,
mobility is not planned to be included because of complexity and increased computa-
tional overhead. Nevertheless, future versions may include mobility models if needed
for certain applications. Since the emphasis was placed on static WSNs, algorithms
such as DV-HOP were chosen. Mobility-based localization techniques, including
Monte Carlo localization, were not explored in this research but might be a direction
for future work. The system is only intended to monitor and counter unique threats.
Multiple attacks target the system concurrently, the defense would be conditional on
the success of blockchain-based reputation management. Anomaly detection could
be implemented in future iterations to cover larger attacks.

Abbreviations

WSN Wireless sensor network
DDOS Distributed denial-of-service
DV-HOP  Distance-vector hop

FPR False positive rate

FNR False negative rate

GPS Global positioning system
RSSI Received signal strength indicator
ToA Time of arrival

TDoA Time difference of arrival
AoA Angle of arrival

ALE Average localization error
QoS Quiality of service

DA Detection accuracy

TP True positives

N True negatives

FP False positives

FN False negatives
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