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PO  
apredne platformne storitve omo očajo v svoji vsebinski 

zasnovi in poslovnem pristopu korak bližje di italizaciji javne a 
in industrijskih sektorjev. e storitve so odprte za nadaljnjo 
uporabo v množici aplikacij, ki tečejo v odprtokodni oblačni 
infrastrukturi. 

emeljni cilj pobude je povečanje konkurenčnosti slovenske IK  
industrije s pripravo oblačne infrastrukture in predinte riranih 
naprednih IK  platformnih  storitev, ki so na voljo ostalim 
storitvam in aplikacijam preko odprtih vmesnikov ter se 
upravljajo in orkestrirajo po sorodnih principih. Opisana so tri 
področja uporabe platformnih storitev E M Zdravje, Rešitve za 
mala in srednja podjetja, Varna družba  in koristi, ki jih prinašajo 
platformne storitve za vsako od njih. 

osilec pobude je podjetje Iskratel, d.o.o.,  Kranj, v pobudi 
sodeluje 15 partnerjev, od te a 12 industrijskih ter  Javne 
raziskovalne or anizacije z 12 raziskovalnimi skupinami.  
Platformne storitve so horizontalno orientirane in vključujejo 
omo očevalne tehnolo ije in storitve, ki pospešujejo učinkovit 
razvoj aplikacij in storitev v pobudah Varna družba, Pametna 
mesta in skupnosti PaMetSkup, Ener etiki ter E M Zdravje. 
Platformne storitve so zaradi naprednosti in obo atene vsebinske 
zasnove primerna IK  osnova za pametna mesta in skupnosti. 
Konzorcij partnerjev želi postati lobalni partner za celovite 
projekte vitkih in inovativnih ponudnikih storitev ter skupnosti. 

S C  
Advanced platform services enable in their rich content schema 
and business approach a step closer to the di italization of the 
public and industrial sectors. hese services are open for their 
further usa e in a plethora of applications and run on open-
sourced cloud infrastructure. 

he main objective of this initiative is to increase the 
competitiveness of the Slovenian I  industr  b  developin  
advanced I  pre-inte rated platform  services, hich are 

available via application pro rammin  interfaces to other services 
and applications, and the  are mana ed and orchestrated usin  the 
co nate principles. he three areas of platform services usa e 
E M ealth, Solutions for Small and Medium Enterprise, Safe 

Societ  are described and its benefits for each of these areas. 
his pro ram has been initiated b  the compan  Iskratel, d.o.o., 

Kranj, and involves 15 partners, includin  12 industrial and four 
public research institutes ith their 12 research roups. 

he Platform services are oriented horizontall , incorporatin  
enablin  technolo ies and services that allo  faster and efficient 
development of applications and services ithin the initiatives 
Safe Societ , Smart ities and ommunities PaMetSkup, 
Ener etics and E M ealth. 

he Platform Services are an e cellent I  basis for Smart ities 
and ommunities thanks to advanced and rich content and 
concepts.  

he consortium of partners ants to become a lobal partner for 
inte rated comprehensive projects ith fle ible and innovative 
service providers 

 OD C O  
he pro ram Platform Services  i . 1  provides the follo in  

product directions:  

x loud infrastructure and connectivit  

x Infocommunications and M2M services  

x Bi  data and anal tics  

x Securit , trust and privac  services  

x eneric domains services for verticals  

x Mana ement and orchestration services MA O . 
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i ure  Platform Services 
 

he ecos stem of partners ith its innovative, open and pre-
inte rated solutions in the area of Platform services  ill 
contribute si nificantl  to di italization and usa e of advanced 
services b  end-users, as ell as to the success and innovation of 
individual partners and their business clients in domestic and 

lobal markets. 

Solutions include the results of R D competencies and products 
RL 2-5  and their demonstration and commercial pilots RL -
 for the public and industrial sectors in the priorit  area 

» ealth  Livin  and orkin  Environment Smart ities and 
ommunities« of the Smart Specialization Strate  in Slovenia. 
he  also compl  ith the RRI thematic pro ram objectives of 

the EU instruments and Di ital Strate  of EU and Slovenia. he 
alread  e istin  protot pes or products ill be up raded ith the 
essentiall  ne  features or built-in application pro rammin  
interfaces APIs , hich transform them into eas -to-use services. 

he realized business idea Platform Services  comprises man  
positive multiplied impacts in: social and economic importance 
for the Slovenian European societ , states and businesses, 
development and deplo ment of ne  open di ital services in the 
cloud that are usable in man  domain areas ener etics, health, 
public safet , transport, smart cities and communities and others , 
assistance of the Slovenian I  industr  in developin  comple  
solutions ith hi h added value and thereb  increasin  e port of 
hi h-tech products. 

A phased approach incorporatin  R D and V V activities of 
pre-inte rated solutions, and marketin  and sales activities ith 
the demonstration and commercial pilots ill take place in the 

ears 201 -2020. 

 P OD C  D C O S O  
P O  S C S  

 Cloud infrastructure and connectivity 
Re uirement for modern elecommunications and I  vendors is 
to offer more scalable, reliable and elastic products hich enable 
faster inte ration of different t pes of applications into ide ran e 
of solutions ith hi h added value. In order to meet these 
re uirements, there is a need to build innovative application and 
service infrastructure b  combinin  different technolo ies such as 
Virtualization, loud omputin , Soft are Defined et orkin  
SD  for broad ecos stem of application providers. ith this 

vision in mind Platform Services Infrastructure model is 
developed and ill be up raded ith the essentiall  ne  features 
based on standards and open source solutions. 

Broadband connectivit  ith uaranted SLA Iskratel, d.o.o., 
Kranj - SI 000 Lumia, IL d.o.o.  Street lo , Smart om d.o.o. 
- SmartS O  connects users to content and contains 
products solutions ith the follo in  features: 

x Assurance of broadband access service in line ith the 
latest technolo  orientations and transformations such 
as Soft are Defined et ork SD , 

x Increase et ork Availabilit  and Operation, Improve 
onnectivit  and Access Service to public or private 

I  infrastructure, 

x Effective and efficient maintanance of net ork and 
net ork infrastructure, 

x Assurance of Service Level A reement SLA . 

loud infrastructure covers the solution for data centers as sho n 
in i ure 2 and the cloud platform as sho n in i ure . 
Datacenter infrastructure provided b  M  d.o.o. and R  IK  
d.o.o. is eo-redundant ith arrier- rade characteristics, here 
t o datacenters are interconnected ith dedicated, redundant, 

bit interconnections. he architecture of each datacenter is built 
around scalable, hi hl  secure and hi h-availabilit  confi uration. 
Each datacenter provides essential I  resources, such as Server 

arms, here all PU resources are virtualized, SA  stora e ith 
stora e and database resources, and backup devices. onnections 
to internet, and the routin  bet een datacenter resources and the 
internet are provided b  means of Bbit connections via at least 
t o independent ISPs and ith the use of Border ate a  
protocol B P .   

 
i ure  Data Center 

or Platform Services, Iskratel has developed its o n scalable 
infrastructure hich brin s frame ork for application installation 
in Data centers. his » loud Service Platform« SP  enables 
man  deplo ment options from application virtualization scenario 
to cloud scenarios. All buildin  blocks to ether offer a user to 
achieve availabilit  and reliabilit  of its services in man  
different a s ith diverse solutions. ombinin  buildin  blocks 
and their features in a proper a  SP can be used as 
Infrastructure as a Service IaaS , Platform as a Service PaaS  
and Data as a Service DaaS . In order to provide cost efficienc , 
scalabilit , fle ibilit  and hi h reliabilit  in a standardized a , 
the architecture of the Platform Services is built on the V 
concept. 
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i ure  CSP in  rchitecture 

et ork unction Virtualization, in short V, is a net ork 
architecture concept hich, b  usin  the technolo ies of I  
virtualization, virtualizes entire classes of net ork node functions 
into buildin  blocks that ma  be connected, or chained, to create 
communication services. It provides man  benefits alon  the I  
Services value chain, ran in  from the cost benefits of usin  a 

eneric purpose hard are and soft are, to the scalabilit , hi h 
reliabilit  and fle ibilit  to deplo  variet  of rather different I  
services on the platform. 

 nfocommunications and  services  
Infocommunications and M2M services fall into three major 
product cate ories, hich help transform communications into 
such services that can be built easil  in applications: 

x Infocommunication servers providin  2  uman to 
human , M2M Machine to machine  in 2M uman 
to machine  video, data and voice communications 
contain: 
Communication servers providing H2H and partially 
H2M communication that pla  a role of multimedia 
servers in the  or IMS architecture inside cover ed 
operators net orks or as IP PB  enterprise or 
communit  net orks Iskratel, d.o.o., Kranj - vIMS  
The system for the electronic exchange and storage of 
messages, providin  the e chan e and stora e of 
various kinds of standardized documents and the 
implementation of various business processes amon  
partners on the basis of standard EDI ZZI d.o.o.  
bizBo , e ramba, SE E d.o.o. - e voices  
Event-driven platform for M2M communication, 
Iskratel, d.o.o., Kranj  SI5000 M2M platform  

x Application servers and applications in cloud ith the 
follo in  ke  representatives: 
Unified communications for advanced and converged 
multimedia communication and collaboration Iskratel, 
d.o.o., Kranj - U M , Invida d.o.o.  MI V . 
Applications in cloud for storing and document sharing 

LAB d.o.o.  Koofer, R  IK  d.o.o -  ikt plorer . 
Customer relationship and salesforce management 
applications in cloud RM  and advance tools for 

marketing Pronet, d.o.o.  Pro RM, R  IK  d.o.o.  
ikt marketer, ikt Dlist . 
Applications for 112/eCall and First responders 
Operational Centres Iskratel, d.o.o., Kranj  
112 e all . 
Applications for Operational communications and 
Information used b  personnel or via automatized 
infocommunication processes in the industrial sectors 
Iskratel, d.o.o., Kranj  Dispatchin  and Information 

s stems . 
Applications for two-way communication among 
speakers in different languages Alpineon d.o.o.  
Voice RA . 
Call center applications for direct multimedia contact 

ith clients and for optimizin  services at home 
Smart om d.o.o.  BeeSMAR , oreSi nal, Iskratel, 

d.o.o., Kranj  ontact center . 
Application for business remote desktop LAB d.o.o.  
ISL Online . 
Application using location services with the 3D GIS 
visualisation LAB d.o.o.  D IS EA, Smart 
Locator . 
Application for optimisation and automation of work in 
the field i-ROSE d.o.o.  MSP . 
Application for maintaning the kowledge sharing and e-
learning Invida d.o.o.  MI , UL E L E  e- O . 
Applications for the rapid production of interactive and 
sharing video content Invida d.o.o.  MI V . 
Applications that enable communication with 
applications in natural language Pronet d.o.o.  
SIRIS  

x Devices and applications for end users: 
Customer Premises Equipment (CPE) used as universal 
user terminal device, hich supports a variet  of access 
technolo ies to ards operator ADSL2 , VDSL, 

 P2P  PO , E , ,  and to ards user 
E , ifi, Zi bee, ... . and represents a point of 

entr  for 2 , 2M and M2M Iskratel, d.o.o., Kranj  
Innbo . 
Virtual CPE built on standard  platform and 
virtualisation la er that could host applications for 
net ork connectivit  and securit  fire all, IPS, 
s itchi , routin ,  and application server for other 
applications like Unified ommunication R  IK  
d.o.o.  ikt Bo . 
Application for multimedia communications runnin  on 
Android, IOS and indo s in the field of 2  in M2M 
communications Iskratel d.o.o.  i A 10, UL E  
L E  Komunikator . 

 i  data and analytics S   
he anal tics and usa e of Bi  Data is rapidl  ro in  into an 

essential aspect of an  successful endeavour, be it academic or 
industrial. As the amount of readil  available and accessible data 
increases, the manipulation of that data into meanin ful 
information offers a lar e competitive advanta e to its users b  
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providin  a tan ible added value and threatens to make those 
actors ho are not able to capitalize upon it uncompetitive.  

Accordin  to the EU ommission ommunication o ards a 
thrivin  data-driven econom 1, e are itnessin  a ne  
industrial revolution driven b  di ital data, computation, and 
automation. uman activities, industrial processes, and research 
all lead to data collection and processin  on an unprecedented 
scale, si nallin  a paradi m shift to ards a data-driven 
socioeconomic model2. he resultin  datasets are so lar e and 
comple  that such Bi  Data  is becomin  difficult to process 

ith the current data mana ement tools and methods. If 
successfull  processed and mana ed, Bi  Data has the potential to 
spur ne  products, services, and practices as ell as ne  
scientific methodolo ies. As pointed out b  the ommission 

ommunication, this lobal trend holds enormous potential in 
various fields  and that data-driven innovation brin s vast ne  
job opportunities .  

Both the Slovenian economic and academic environments must be 
e uipped ith services that ill enable them to remain 
competitive and at the top of the state-of-the-art as the approach 
to decision makin  and problem solvin  is altered due to the 

ro in  presence of Bi  Data and, ever more prominentl  the 
increasin  importance of open data . Slovenian  e perts in I  
fields such as artificial intelli ence, machine learnin  and  data 
anal tics are ell e uipped to offer versatile and evolvin  
platform solutions that ill enable Slovenian economic and 
academic ecos stems to remain competitive and at the forefront 
of technolo ical development in the area of Bi  Data anal tics 
and its usa e on a lobal scale.  

he partners ithin the proposed consortium have a deep 
understandin  of both the underl in  principles as ell as the 
technolo ies re uired to implement solutions that stretch across 
the entire data value chain, are versatile and fle ible enou h to be 
inte rated across various sectors and are sustainable in the rapidl  
evolvin  technolo ical environment.   

Various solutions developed b  the partners alread  e ist and are 
read  to be inte rated into a collective state-of-the-art platform 
Josef Stefan Institute  miner, acult  of computer and 

information science . hese include state-of-the art anal tics 
platforms for processin  multimodal data includin  sensor data, 
te tual data, video data, and structured data. he e istin  tools 
allo  for the input of various t pes of data and support various 
data standards, enable data fusion across various t pes of data, 
enable the usa e of various data and stream processin  methods in 
a predictive environment that allo s and offers: 

x Semi-automatic decision makin  re ardin  the optimal 
model to be used in a iven scenario  

x Data enrichment from internal and e ternal sources  

x A rich collection of pre-defined calculated features 
across various modalities  

                                                                 
1 o ards a thrivin  data-driven econom , OM 201  2, 

http: ec.europa.eu di ital-a enda en to ards-thrivin -data-
driven-econom . 

2 European Bi  Data Value Strate ic Research  Innovation 
A enda , European Bi  Data Value Partnership, Jul  201  

 http: ec.europa.eu di ital-a enda en open-data-0 

x Pre-defined data structures for mer in  multimodal 
data  

x Automatic buildin  of chosen models ith different 
time scales  

x UI for interactive visualization of comple  data. 

Solutions also e ist in the area of comple  event processin , route 
cause anal sis, case based reasonin , behaviour profiles, various 
t pes of clusterin  of multimodal data and reasonin , just to name 
a fe .  

he overall oal ithin this initiative is to brin  these tools to true 
Bi  Data  scales and to ensure the  are read  to meet evolvin  

industrial needs. Specificall , t o primar  oals ithin this 
initiative have been defined b  the consortium as the development 
of: 

x SI 000 DS I S Iskratel, d.o.o., Kranj  - a modular 
s stem that allo s adaptation to various business 
models and is optimall  set for the inte ration of 
components of e istin  112 s stems and conse uentl  
for e pansion into future s stems. 

x Io  platform UL E  L E, RI  - representin  an 
intermediate la er for e traction, conte tualization and 
visualization of information from various sources in the 
area of the Internet of hin s and thus enablin  the 
development of applications ith added value across 
various domains. 

 Security  trust and privacy services 
Securit  and privac  are one of basic re uirements of the 
envisioned Smart ities and ommunities  ecos stem. he  are 
strai htfor ardl  provisioned at the level of information and 
communication technolo ies. Securit  provisionin  in the 
envisioned ecos stem is ver  challen in . echnolo ies and 
administrative boundaries are heavil  inter oven, mobilit  is a 
norm, number of devices can be immense and computin  and 
communication resources are shared simultaneousl  amon  
multiple users. Pervasiveness of the technolo , substantial data 
collection and anal tic and intermi ture of technolo ical and 
sociolo ical aspects of human e istence are tou h challen es of 
privac  provisionin . 

Proposed platform services address securit  and privac  
challen es and re uirements directl . he  are optimall  
positioned in the ecos stem technolo ical stack for provisionin  
the re uired services. heir positionin  and scope enable a 
holistic approach to securit  and privac  provisionin  on all 
information communication la ers of the s stem  the services are 
e ported to end user applications throu h a set of APIs. 

he platform securit  services are provided either in hard are or 
soft are M  d.o.o. - R secureB 1.0, R secureA 1.0, SE E 
d.o.o.  loud Si n, S- AAS, IJS-E5  Safe and private cloud 
stora e . r pto raphic mechanisms are used to secure 
communication bet een users and devices re ardless of hether 
ph sical or ireless mode of communication or communication 
protocol is used. rust is mana ed amon  user and amon  
administrative domains involved. Vertical services, like identit , 
attributes, credentials, polic  mana ement and polic  
enforcement are available throu h platform APIs. Securit  
services and APIs enable inte ration of other comple  and more 
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demandin  services for the end users, such as biometric 
authentication BioID  Alpineon d.o.o. . 

he platform privac  services are provided b  fle ible and fine 
rain access control mechanisms to data or content e chan ed, 

either amon  end users or business applications. Access control 
and cr pto raphic mechanisms are used to implement secure end 
user cloud stora e and computation on encr pted data. Access 
control monitorin  and enforcement of privac  policies as a 
service for end users and enterprises provide transparenc  of 
privac  provisionin  and its compliance ith current and future 
Slovenian and European re ulation. 

Securit  and privac  provisionin  in the cloud inherit a number of 
cloud pertinent advanta es like efficienc , elasticit  and 
reliabilit . ualit  improvement of overall basic securit  services, 
such as securit  mana ement is possible both for enterprises and 
end users. Monitorin  securit  events and incidents detection in 
the ecos stem can be si nificantl  better and broader than in the 
case of a sin le-platform user. ollaboration ith other platform 
services, such as monitorin  of S D net orkin  and content 
distribution, collection of sensors data and bi  data anal tic can 
brin  ne  securit  solutions and services to the platform users. 

Platform approach to securit  and privac  ensures better  
compliance ith current Slovenian and European le islation and 
re ulation, as ell as more fle ibilit  in adaptin  to their foreseen 
chan es. he services are directl  usable for end users and 
enterprises. Multiple domains in Smart ities and ommunities 
can be supported, inter eaved ith public services, such as 

overnment, traffic mana ement, environment mana ement, 
health, education, etc. 

Ke  securit  challen es of communication services VoIP, video, 
messa in , collaboration  preventin  heft of Service, Invasion 
of Privac  and Denial of Service Attacks are addressed b  usin  
special Virtual et ork unctions V , hich are offered in 
platform approach as V -as-a-Service model. One of them is the 
virtual Session Border ontroler Iskratel, d.o.o., Kranj - vSB  
used as a service, hich is implemented in Border ate a . 

picall , B  is deplo ed as a border element at the ed e of 
service provider s net ork, at the ed e of an enterprise net ork, 
or as the border element bet een different service provider 
net orks. It provides secure interconnection for communication 
services and also enables Load Balancin  of traffic and allo s 
monitorin  and supervision of oS. 

 ana ement and orchestration services 
O  

Orchestration in Mana ement of Infocommunication services is 
one of the crucial features of information infrastructure, hich 

ill base on V architecture. 

On this basis, the ne  infrastructure ill be the common 
infrastructure for applications and for infocommunication services 
in the future. All modern platforms rela  on paradi ms of: 
virtualization, reliabilit , scalabilit  and elasticit , securit , multi-
tenanc , device and location independence, a ilit , Service-
oriented Architecture, increased utilization, hi her performance, 
hi her productivit  etc. herefore the  ill be deplo ed on 

loud-based platforms. or providin  services accordin  to ne  
business models, such as aaS, importance of the follo in  
functionalities and s stems ill be increased: 

x Orchestration and Mana ement for entities of platform 
and applications, s stems for mana ement and 
monitorin  of loud infrastructure  

x Monitorin  and mana ement of failures in applications 
and infrastructure  

x Monitorin  and mana ement of Service Level 
A reement, service ualit  and the ualit  of 
e perience. 

ithin application infrastructure for Infocommunication services 
and application, applications and subs stems for Orchestration 
and Mana ement of infrastructure and services shall be included, 
such as: 

x Mana ement s stem for applications and elements ith 
open interfaces for inte ration purposes Iskratel, d.o.o., 
Kranj SI 000 Mana ement ode S stem and the 
partners  mana ement applications  

x ault mana ement s stem ith the defined principles 
for developin  fault access modules for applications and 
services Iskratel, d.o.o., Kranj  SI 000 ault 
Monitorin  S stem, ault Access Modules  provided 
b  partners  

x Different mana ement and orchestration components 
for applications for various vertical sectors Iskratel, 
d.o.o., Kranj  SI 000 loud Services Platform, IL 
d.o.o.  Orkestrator, R  IK  d.o.o. Ikt  applications  
and 

x S stems for monitorin  and mana ement for ualit  of 
Services and ualit  of E perience of broadband 
connectivit  and net ork features UL E L E  
Solution for oE  

and subs stems for Orchestration of applications such as: 

x loud service platform components for 
IaaS PaaS SaaS DaaS  

x Process orchestration s stem and 

x Special applications and modules for encr ption of data 
and communication. 

 S O  S  O  P O  
S C S  

 Platform Services for  ealth  
3.1.1 E&M Health Solutions 

here are multiple electronic and mobile health related solutions 
that can take advanta e of the platform services. E amples of 
such solutions are in the te t belo . 
mHealth PCARD platform focuses on monitorin  patients and the 
elderl  and connectin  them ith care ivers and medical 
professionals in a secure and privac  transparent manner. he 
m ealth P ARD provides earable sensor devices used in 
clinical environment for monitorin  E , vital si ns, as ell as 
monitorin  ever da  activit  of patients and elderl  in home care 
or similar environment. he P ARD platform is used in scenarios 
for discoverin  arrh thmias, measurin  the impact of dru s on 
arrh thmia, documentin  ischemia, follo in  up on the adherence 
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to the dru  therapies, checkin  the results of ablation procedure, 
evaluatin  s ncope and li ht-headedness  and other.  
Home Care service is provided b  the social care providers.  

he service involves are Si nal monitorin  and response 
application delivered for the elderl  independentl  d ellin  at 
home. he user s home is e uipped ith various sensors for the 
purpose of monitorin  the environment and user activit , such as 
panic SOS button, presence motion detector, door indo  
contact detector, door barrier, smoke heat detector, ater leak 
detector, and temperature detector. he are Si nal backend 
s stem collects sensitive sensor data, processes them, providin  
reliable notifications and routes alerts to relevant stakeholders via 
an appropriate communication channel.  
Remote Rehabilitation is intended for persons after stroke and is 
based on a patented standin  frame, currentl  also e uipped ith 
inte rated sensors accelerometer, roscope  2D tilt sensor  and 
actuators horizontal translational standin  platform , hich are 
connected to the remote rehabilitation application. he s stem is 
used b  the therapist to remotel  set rehabilitation tasks, follo  
therap  e ecution and pro ress, uide the patient in the therap , 
and prepare reports for assessment of the therap  b  the 
ph sician. he s stem is used b  the patient to e ecute re ular 
therapies accordin  to the prescribed tasks and uidance from the 
therapist. he information from different medical devices or and 
developed sensor units is a re ated into balance abilit  
measurement and presented to the ph sician. 
Remote Diagnostics is intended for doctors and medical 
professionals to help them remotel  dia nose patients, ho are 
livin  independentl . he service allo s medical data to be 
visualized in a manner that is easil  understandable b  medical 
professionals. he service relies on input data collected from 
various sensors, i.e multisensor  devices that are read  to assess 
functional vital parameters heart rate, blood pressure, bod  
temperature  personal health sensors. he service allo s for the 
inte ration of dia nosis pattern reco nition al orithms for 
different medical conditions that help doctors ith the dia nosis 
of the patients and the elderl .  

3.1.2 How do E&M health solutions benefit from the 
platform services 
All the E M health services and scenarios have strict 
re uirements in the fields of Privac  and Securit , since the  rel  
on collectin  and processin  a considerable amount of sensitive 
medical and activit -related data. he common use cases for 
securit  and privac  platform services are the follo in : 

x he transfer of sensitive data athered b  the sensin  
devices can be secured usin  stron  encr ption usin  
RtsecureA platform service. 

x or storin  sensitive data in the cloud, the scenarios rel  
on the Secure and Privac -a are cloud stora e  
platform service, in hich sensitive data are encr pted 
and stored on secure servers residin  ithin the EU, to 

hich the EU data re ulations appl . he data relatin  
to each end-user are separated and sandbo ed to 
prevent them from bein  seen b  an  unauthorized 
parties. Accesses to the sensitive data are controlled 
usin  S- AAS see belo . All the accesses to the 
sensitive data are lo ed usin  audit trails that contain 

                                                                 
 

information on ho as accessin  the data at hat 
time, for hat purpose and throu h hich application.  

x or accessin  e-health applications and sensitive data, 
the S- AAS platform service is used. hrou h it, the 
end-users  representatives of stakeholders can be 
authenticated for the re uired securit  level. S- AAS 
assumes  levels of trusted authentication: the stron est 
bein  t o-factor authentication usin  an EU- ide e-ID 
mechanism that is eIDAS compatible. An e tra securit  
level can be added to the e istin  one b  inte ratin  
the BioID platform service biometric authentication .  

x Another functionalit  provided b  the S- AAS 
platform service to secure stora e and medical 
applications is outsourced simple authorization. hus, 
the appropriate stakeholders ph sicians, relatives, 
medical professionals, care ivers  ill onl  have 
access to the e act set of data that is needed for each 
medical or mana ement application in need-to-kno  
basis.  

x In cases here it is needed to obtain e plicit consent 
from the end user to be able to la full  monitor and 
process the sensitive medical data or to et e plicit 
consent from the end-user on certain medical practices, 
the solution is le all  compliant si nin  of electronic 
documents. his is provided b  the loudSi n platform 
service that enables le all  eIDAS  compliant 
si natures usin  electronic si natures and timestamps  
it also provides lon -term archivin  of electronic 
contracts and documents.  

x Mana ement of medical sensors, devices and earables 
that medical staff performs in terms of installation of 
devices in smart homes, their connection to the 
backend services or pairin  of earable devices ith 
end-users can be handled and inte rated b  the Io  
platform services. 

x here is potential value in inte ration ith bi -Data and 
anal tics platform services, but onl  for the non-
sensitive data, such as data relatin  to ork practices of 
medical professionals and the optimization of their 

orkin  processes. 

 Platform Services for Small and edium 
nterprises 

3.2.1 Solutions for Small and Medium Enterprises 
In the kno led e societ , firms need to develop competitive 
advanta es based on an ade uate and intensive use of information 
and communication technolo ies I s , hich is an essential 
element of success in toda s market. his fact is especiall  
relevant for small and medium sized enterprises SMEs , hose 
survival depends, amon  other factors, on the use the  make of 
I s to develop their business model. Modern I  services make 
optimal usa e of their internal resources and - at the same time - 
interconnects them to their customers, partners and overnment 
services and institutions. Man  times SME companies have 
limited I  bud et comperin  to lar e Enterprises. In addition, 
man  small businesses could not afford to emplo  I  specialist s . 
In order to fill this ap Service providers of different size and 
back round address SME market se ment ith service packa es 
such as Virtual Office , Mobile cloud , e  IP- entre , 
Office in the loud  and others. 
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3.2.2 How do SME solutions benefit from the 
platform services 
Platform Services initiative brin s platforms, tools and concrete 
application packa es in order to enable uick and efficient ork 
of Service providers.  

he complete solution buildin  blocks are as follo in : 

x ommunication services includin  Voice  Unified 
ommunications, Broadband connectivit  includin  

Industrial Internet, Mobilit  b  usin  i ed-Mobile 
onver ence, Business connectivit , ommunication 

devices for staff used also for personal needs 

x Applications: Office in the cloud E-mail, eb 
hostin , Mobile orkplace, Electronic document 
stora e, Electronic document sharin  amon  business 
partners and ith overnment  

x S stem services: loud platform, Billin  and 
Accountin , Directories of s stem entities, emplo ees, 
or anisations, partners, Remote control, Sin le si n on, 
Sin le indo , entral Provision , All-in-One PE UI, 
OoS SLA control, Local Support, Local Data, 
Re ulator  compliance. 

 Platform Services for Safe Society 
3.3.1 Safe Society solutions 

he pro ram Safe societ  provides applications, services and 
net orks solutions that cover the operational and tactical levels 

i ure : 
x e t eneration ontact center 112  

x e t eneration information and notification s stems  

x ontrol center solutions  

x ritical communications  

x On-site emer enc  support s stems   

x Public safet  services and applications.  

 
i ure  he Safe Society net ork  services and applications 
he core application in this pre-inte rated solution is the 

application e t eneration ontact center 112, hich supports 
mass contacts and 112 call handlin  b  providin  2  and M2  
interactions. he other applications ithin this pro ram enable to 

enerate additional information on the basis of atherin , 
collectin  and processin  such information from the different cit  
areas. he collected information ill be post-processed and 
transferred to citizens or visitors in cities and or to ke  personnel 
and first responders. 

he solution bases on the establishment of a control center, here 
the necessar  infrastructure for the implementation of safe cit  
services e ists. An open architecture enables the inte ration of 
other information s stems and the s stems, hich could process 
actions. he open architecture allo s adaptation to the specific 
needs of individual re ions and is future-safe for up radin  the 
s stem and addin  the essentiall  ne  features in a simple a . 

he ke  advanta e of the solution is its fle ibilit  in definin  and 
implementin  processes for public notification and or alertin  in 
case of emer enc  situations. he benefits of the solutions are the 
increased level of securit  for citizens durin  emer enc  
situations and the increased ualit  of life for them because of 
relevant and important public information. Public notification 
shall be provided via the communication subs stem b  usin  
media, data and voice services. 
A IS- and Video rid-driven environment in the control room 

ives the staff complete information about all events. In the action 
support subs stem it is possible to determine in advance hich 
measures to take. he technolo  allo s an eas  inte ration of 
various action support s stems. he actions are e ecuted via the 
public information subs stems and or via established links ith 
the centers for emer enc  situations e. . 112 . he operators are 
able to simultaneousl  communicate ith various emer enc  
departments and inform the citizens via public information and 
notification s stems b  definin  various scenarios, hich are 
automaticall  performed in such cases. 

hile supportin  also the test scenarios this solution can be also 
used for trainin  and improvin  the measures. 

3.3.2 How do Safe Society solutions benefit from the 
platform services 
Platform services provide a fle ible communication platform for 
all t pes of communications, from 2  and 2M to M2M. he 

eneric components and services are added that enable to create 
efficientl  the safe cit  and societ  solutions. Usin  this principle 
the platform services ill be used as a frame ork for the 
inte rated services of the safe cit  solution. 
B  usin  the platform services it is possible to support cost- and 
technolo -effectivel  comple  business models of the safe cit  
solutions. he establishment, up radin  and mana ement of such 
solutions ill also be optimal thanks to the platform services. 
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